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Abstract: In cloud computing environments, security challenges emerge due to compro-
mised firmware and supply chain attacks that target devices deployed within data centers.
The Secure Protocol and Data Model (SPDM) has been widely adopted for device attestation,
which verifies device identity and firmware integrity. However, the scalability of the SPDM
is challenged by the resource constraints of peripheral devices and the inherent asymmetry
of the protocol, where a heavy verification burden on the central requester leads to a poten-
tial bottleneck. In order to solve these problems, we propose a secure and scalable device
attestation protocol, SPDM-AggSig, that integrates a chainless-certificate-based aggregate
signature scheme within the SPDM framework supporting group messaging. Our protocol
reduces the communication overhead by replacing the conventional X.509 certificates with
lightweight chainless certificates. It also improves the scalability through group-based
attestation with constant-size aggregated signatures. The proposed delegation mitigates
the asymmetry in the attestation, introducing a tendency toward functional symmetry by
distributing the verification burdens from the central requester to group leaders. We also
provide a formal security proof demonstrating existential unforgeability under an adaptive
chosen message attack (EUF-ACMA). SPDM-AggSig achieves an approximately 84.18%
improvement in the computation overhead and a 96.22% decrease in the communication
overhead compared to the baseline.

Keywords: aggregate signature; device attestation protocol; group-based attestation;
peripheral device security; secure protocol and data model (SPDM)

1. Introduction

In cloud computing environments, various IT infrastructure components, such as
storage, networking, and computing devices, are tightly connected and managed in an
integrated manner. As these architectures grow increasingly sophisticated and large-
scale, hardware-based security threats such as firmware tampering pose a significant
concern [1-3]. Through a supply chain attack, attackers can manipulate a device’s firmware
to inject malware or distribute malicious updates containing compromised firmware. Once
infected, malicious code can persist from the system boot phase, making it difficult to
detect or mitigate by leveraging conventional OS-level protection mechanisms. As a result,
a single compromised device can rapidly spread the threat to other devices deployed in
the data center. In other words, without guaranteeing the integrity of the hardware and
firmware, attackers can stealthily deploy compromised devices into the system or tamper
with devices in regular operation to perform malicious activities. Therefore, we need a
security mechanism to verify the authenticity of devices and ensure that they function
properly from the initial boot phase to runtime.
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In order to resolve this problem, the Distributed Management Task Force (DMTF) [4],
an industry consortium that develops IT infrastructure management standards, comprising
members such as Intel, Broadcom, Google, and Microsoft, published the Secure Protocol
and Data Model (SPDM) [5] in 2019 as a device attestation protocol. The SPDM is designed
to guarantee the authenticity of hardware devices, such as peripheral devices, by verifying
their provisioned identity and running firmware. After confirming devices’ identity, the
SPDM allows the requester and the responder to establish secure communication channels,
providing confidentiality and integrity in data exchange.

The SPDM shares many properties at a high level with TLS [6], a de facto standard for
Internet security. Specifically, the SPDM employs PKI-based X.509 certificates [7] as a core
component of authentication, following the same approach as that in web environments.
However, we have concerns about the standard SPDM protocol in that its communication
structure and use of X.509 certificates can raise scalability and efficiency problems.

Bottlenecks due to centralized requests. Numerous peripheral devices are connected to
the host platform. Each device receives an authentication request from the central requester
and must respond to it. Thus, all authentication responses are concentrated on the requester,
which can cause heavy computation and network loads. As the number of connected de-
vices increases, requesters consume more computing resources and bandwidth, increasing
the risk of bottlenecks, potentially delaying the system boot time, and degrading the overall
performance. This architecture exhibits an inherent asymmetry, where the central requester
is solely responsible for verifying all responders, incurring a potential performance bottle-
neck. Similar phenomena are evident in large-scale computing installations [8,9], where
centralized authentication systems have historically suffered from scalability challenges,
demonstrating that an optimized approach is critical to mitigating such performance issues.

Limitations of resource-constrained devices. While the existing X.509 certificates are
typically hundreds of bytes to several kilobytes (KB) in size, they are transmitted in chain
form, usually including the certificates of the issuing Certificate Authority (CA), rather than
as a single certificate, so the data conveyed during the authentication phase are expected
to be several KB in size on average. Regarding the web server and the client, sufficient
computing resources and network bandwidths are available for addressing such X.509
certificates. However, transmitting and verifying certificates can lead to a substantial
network overhead in resource-constrained environments, such as on peripheral devices
or IoT devices, potentially degrading system performance. From a scalability perspective,
the size of the certificates, which can be several KB, can significantly burden these devices.

In this paper, we aim to design a secure and scalable device attestation protocol by
(1) minimizing the load on the requester and (2) reducing the communication overhead
during the authentication process.

A naive approach to minimizing the load of the requester is to extend the current SPDM
with a group-based messaging functionality (referred to as SPDM-Group in Section 6.2),
which allows multiple devices to be grouped so that the authentication process is performed
at the group level, thereby reducing the burden on the requester. During the negotiation
phase, the requester sends predefined group information (Multiple scenarios for group
formation exist. For simplicity, in this paper, we assume that group membership is already
defined at the time of deployment.) to the leader. It then retrieves certificates from all group
members to verify them on behalf of the requester. After authenticating their identities,
the leader forwards only its own certificate rather than sending all individual certificates to
the requester. In other words, the leader offloads the verification process from the requester,
thereby reducing both the bandwidth usage and computation overhead. However, in this
case, the requester’s trust anchor (that is, the list of the root CA certificates that the entity
trusts) must be shared with the leader. In addition, since the size of the certificate chain
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remains within the kilobyte range, the leader—who has relatively limited computing power
compared to that of the requester—can face impractical overheads caused by verification.

To address the root cause of this problem, we replace the conventional X.509 certificates
with a lightweight certificate format, chainless certificates (While the original term is
“certificate”, we refer to this as a “chainless certificate” in this paper to avoid confusion
with X.509 certificates.) [10,11]. As the name suggests, the chainless certificate is used as a
commitment to bind the public key of a device while ensuring that it has been legitimately
issued by an authority trusted by the verifier without the chain structure of the X.509
certificate. This allows the certificate sizes to remain small—varying depending on the
security strength but at most around 300 bytes—significantly reducing the communication
overhead during identity verification (referred to as SPDM-Chainless in Section 6.2).

Finally, we propose SPDM-AggSig, which integrates the chainless-certificate-based
aggregate signature scheme into the SPDM-Group framework. Specifically, the group
leader aggregates the signatures retrieved from each member and produces a constant-size
aggregated signature, regardless of the number of group members, which the requester
then verifies; additionally, the leader can aggregate certificates for verification, further
reducing the overall size of the transmitted data. Thus, SPDM-AggSig not only minimizes
the overall computation and communication overhead but also offers a scalable alternative
to traditional SPDM-based methods without compromising the individual authentication
for each group member. More importantly, the proposed scheme reduces the asymmetry in
the attestation process by distributing the verification responsibilities between the requester
and group leaders, resulting in a more balanced and scalable architecture that reflects a
tendency toward functional symmetry.

We summarize these contributions as follows:

*  We propose a secure and scalable device attestation protocol based on the SPDM with
a chainless-certificate-based aggregate signature scheme;

*  The proposed scheme introduces group-based attestation, where the group leader ag-
gregates both signatures and certificates from multiple devices, significantly reducing
the computation and communication overhead;

*  We replace the traditional X.509 certificates with chainless certificates, reducing the
size of the identity and improving the overall performance in resource-constrained
environments;

* A formal security model and proof are provided to demonstrate the existential
unforgeability of the proposed scheme under an adaptive chosen message attack
(EUF-ACMA);

*  We present both theoretical and experimental evaluations to demonstrate the efficiency
and scalability of SPDM-AggSig compared to those of the SPDM-based implementa-
tions, resulting in an approximately 84.18% lower computation overhead and 96.22%
lower communication overhead (evaluated using ECC P-384 for 1000 devices);

¢  The proposed scheme reduces the attestation asymmetry by balancing the burdens
between the requesters and responders, leading to a more functionally symmetric
attestation system.

The rest of this paper is organized as follows. In Section 2, we describe the back-
ground knowledge. In Section 3, we describe the cryptographic background, the system
architecture, and security goals. In Section 4, we introduce the construction of the pro-
posed scheme. In Section 5, we provide a security analysis of the proposed scheme. In
Section 6, we present a comparative and performance analysis, comparing our scheme
with existing CBAS schemes and evaluating its performance against that of SPDM-based
implementations. In Section 7, we conclude this paper.
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2. Background

In this section, we provide background information on the SPDM and the chainless-
based aggregate signature scheme.

2.1. Overview of SPDM

Security Protocol and Data Model (SPDM) [5], introduced by the Distributed Man-
agement Task Force (DMTF) [4], plays a crucial role in hardware security architectures,
particularly for device attestation and secure communication. SPDM has been introduced in
various industrial standards, including Compute Express Link (CXL) [12], Mobile Industry
Processor Interface (MIPI) [13], and Trusted Computing Group (TCG) [14], for constructing
trustworthy computing environments. In particular, Intel’s Trust Domain Extension (TDX)
Connect [15] and AMD’s Secure Encrypted Virtualization Trusted I/O (SEV-TIO) [16],
which are promising technologies for enhancing the hardware-based security in confiden-
tial computing and confidential virtual machine environments, adopt the SPDM as the
device attestation protocol.

Since its initial release, SPDM has continuously been updated to meet evolving hard-
ware security requirements. The latest version, SPDM v1.3 [5], was recently announced.
SPDM involves a series of message exchanges between the requester and the responder,
starting with the negotiation phase and providing three key features: (1) device attestation,
(2) secure session establishment, and (3) identity provisioning. Among these, we describe
the negotiation and device attestation phase, which aligns with our research focus. Figure 1
illustrates the SPDM message flow between the requester and the responder, which consists
of two phases: negotiation and device attestation.

Requester Responder
Negotiation (VCA)
GET DIGESTS >
) DIGESTS
GET CERTIFICATE
CERTIFICATE —88 Authentication

& Measurement
CHALLENGE

+«—— CHALLENGE AUTH —
—— GET MEASUREMENTS —

MEASUREMENTS

Figure 1. Standard SPDM message flow for negotiation and device attestation.
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The negotiation phase. In this phase, SPDM ensures that both the requester and the
responder agree on the supported versions, capabilities, and cryptographic algorithms,
commonly abbreviated as VCA. The requester and the responder exchange messages to
negotiate the compatibility between protocol versions, identify supported features and
capabilities, and agree upon the cryptographic algorithms for the device attestation phase.

The device attestation phase. In this phase, SPDM focuses on verifying the identity of
the device and ensuring the integrity of its firmware and hardware configuration. They
exchange messages as follows:

e  GET_DIGESTS/DIGESTS: The requester initiates the authentication by sending a
GET_DIGESTS message to retrieve the hash value of the responder’s certificate chain.
If the hash value matches a previously verified identity cached by the requester,
the process of retrieving the entire certificate chain can be omitted.

. GET_CERTIFICATE/CERTIFICATE: The requester sends a GET_CERTIFICATE mes-
sage to retrieve the responder’s X.509 certificate. The responder provides the whole
certificate chain in the CERTIFICATE response.

e CHALLENGE/CHALLENGE_AUTH: To verify the responder’s possession of the
secret key associated with the certificate, the requester sends a CHALLENGE message.
The responder replies with the CHALLENGE_AUTH message containing the signa-
ture signed by its own secret key. In SPDM, the message to be signed is referred to as
the message transcript.

. GET_MEASUREMENTS/MEASUREMENTS: The requester sends the GET_MEASUR
EMENTS message to obtain specific measurements from the responder, such as the cur-
rent state of the firmware, the hardware configuration, or other security-related data.

As the requester is solely responsible for device attestation, SPDM follows a centralized
model in which functional asymmetry remains between the entities.

2.2. X.509 Certificates

X.509 certificates [7] are a widely used format for public key infrastructure (PKI) and
play an essential role in authenticating entities in web environments. As shown in Figure 2,
X.509 certificates follow a hierarchical trust model, where each certificate is signed by a
Certificate Authority (CA). Each certificate in the chain is verified using the public key of
its upper certificate, continuing until the root CA certificate—a self-signed certificate—is
reached. If the root CA certificate is in the trust anchor of the verifier, it eventually trusts
the leaf certificate.

, Chain of Trust ‘
g— Issue o— Issue Issue G— Issue a—
— ‘ > — * —_— coe —_— — ' - > — '
Root CA Intermediate 1 CA Intermediate N CA Leaf Certificate
Certificate Certificate Certificate

Figure 2. Hierarchical certificate chain from the root CA to the leaf certificate via intermediate CAs.

While SPDM also employs X.509 certificates to identify devices, it differs from web
environments, where X.509 certificates are typically issued by trusted third-party root CAs
such as DigiCert [17], Let’s Encrypt [18], or GlobalSign [19]. These root CAs are widely
identified and trusted by most web browsers. When web servers obtain certificates from
the CA, they usually have no direct relationship beyond the certificate issuance process.
However, in the SPDM ecosystem, the root CA in the certificate chain often belongs
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to the device manufacturer rather than a public CA. In many cases, SPDM-supported
devices are expected to have a hardware root of trust (RoT), such as TCG DICE (Device
Identifier Composition Engine) [20], from which they derive a unique public key. As a
result, certificates can be tightly linked to the hardware RoT and provisioned into the device
at the manufacturing step, allowing manufacturers complete control over the certificate
issuance process. This enables flexibility in defining the certificate structures, including
the addition of SPDM-specific extensions that can carry device-related attributes such
as the firmware version or hardware configuration. Moreover, the manufacturer acts as
both the hardware provider and the certificate issuer, guaranteeing supply chain security
and permitting only trusted devices with manufacturer-issued certificates to participate in
secure communication. A real-world example of this approach can be found in Samsung’s
SPDM-supported products [21]. Samsung publicly provides the root CA certificates for its
DRAM and SSD products to facilitate device attestation with SPDM.

Recently, short-lived certificates have emerged as a practical alternative to traditional
revocation methods, such as Certificate Revocation Lists (CRLs) or Online Certificate Status
Protocol (OCSP), simplifying the certificate management and minimizing the exposure to
certificate compromise. Industry examples include Netflix’s short-lived SSH certificates [22]
and Let’s Encrypt’s short-validity (90-day) TLS certificates [18], demonstrating their real-
world adoption and effectiveness.

2.3. Aggregate Signatures

Aggregate signature schemes provide an efficient cryptographic solution that com-
bines individual signatures into a compact signature. The aggregate signature scheme is
a promising solution for resource-constrained environments, such as peripheral devices,
the industrial Internet of Things (IloT), and vehicular ad hoc networks (VANETs), be-
cause it reduces the communication overhead and verification costs. Among the various
approaches to aggregate signature schemes, two prominent categories are certificateless
aggregate signature (CLAS) and certificate-based aggregate signature (CBAS) schemes.

CLAS schemes [23-29] aim to eliminate the dependency on traditional PKI by allowing
a trusted authority (TA) (The TA in CLASs is similar to the CA in CBASs.) to generate
partial secret keys for users. While removing the need for users to manage certificates, they
introduce a significant security concern known as key escrow, where the TA can reconstruct
the user’s complete secret key.

On the other hand, CBAS schemes [10,11,30-34] leverage PKI to achieve efficient
signature aggregation. In CBAS schemes, users generate their own secret keys, and the
CA then issues certificates to bind their identities to public keys. Unlike traditional X.509
certificates, these certificates take the form of a commitment that conceals the CA’s secret
key. We refer to these as chainless certificates. Recent advancements in CBASs have
introduced pairing-free constructions, significantly reducing the computation costs while
maintaining strong security properties based on the discrete logarithm problem (DLP).

CBAS schemes can be compatible with SPDM, as both utilize certificates issued by a
CA for authentication. However, the existing CBAS schemes generally lack mechanisms
allowing independent third-party verifiers to publicly authenticate the device certificates
issued by a CA. Such verification is critical in attestation protocols like SPDM, where a
requester authenticates multiple devices by validating certificates issued by a trusted CA
and verifying possession of the corresponding private keys through signature verification.
To overcome this limitation, we enhanced the current CBAS techniques by incorporating an
explicit certificate verification phase, enabling public validation of the certificates during
the attestation phase. Consequently, the proposed scheme delivers notable improvements
in functionality and performance, specifically optimized for SPDM environments. A
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comprehensive evaluation comparing our scheme with recent CBAS proposals is detailed
in Section 6.1.

3. Description of the System and Security Goals
3.1. The System Model

As shown in Figure 3, we consider a device attestation framework based on SPDM
with key entities: the Certificate Authority (CA), the requester, and the responder, who
can be further classified as the group leader and the group member. In this paper, we use
“responder” and “device” interchangeably.

Certificate Authority. As the root of trust in the system, the CA issues the device certificates.
These certificates are used to bind a device’s public key to its unique identity. Unlike in
web environments, the CA in this system is often controlled by the device manufacturer,
providing more control over the certificate structures and supply chain security. Further-
more, by adopting short-lived certificates issued securely at the time of manufacturing,
the system inherently mitigates the potential risks associated with compromised or vul-
nerable certificates, as any compromised certificate can be quickly replaced with a newly
updated one. This frequent update process effectively eliminates the need for complex
revocation mechanisms such as CRLs or OCSP, substantially simplifying the certificate
lifecycle management and strengthening the system’s overall resilience. Certificate issuance
can conveniently leverage SPDM'’s existing identity provisioning mechanisms.

Requester. As shown in Figure 3, the requester initiates the authentication process to verify
the identity and integrity of the responder. For example, in a data center, the host platform
may act as the requester when verifying the authenticity of numerous peripheral devices.
The primary role of the requester is to authenticate responders by verifying their certificates
and ensuring that they possess the secret key corresponding to the public key included in
the certificate.

Responder. The responder sends the information required for authentication to the re-
quester. As shown in Figure 3, each responder obtains a certificate from the CA correspond-
ing to its own key pair. In our scheme, responders can be categorized into group leaders
and group members depending on their roles.

¢ Group leader: The group leader acts as an intermediary between the requester and the
group. It collects authentication data—such as certificates or signatures—from group
members at different stages. The group leader can aggregate such authentication data
into a constant size, reducing the computation and communication overhead for the
requester.

¢ Group member: Group members are individual devices within the group, with each
holding a chainless certificate issued by the CA. They provide their authentication
data to the group leader in the device attestation phase.

Group-based attestation transforms the validation process from a fully centralized into a
partially distributed model, introducing a more symmetric operational system across the
requester and the responder. We assume that each responder is equipped with a hardware
root of trust (RoT).
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CA Requester

Public Parameter

Responder

Group Leader

Group Member

Figure 3. A system model of SPDM-AggSig, illustrating the key entities for the group-based attestation.

3.2. Preliminaries
3.2.1. The Elliptic Curve Cryptosystem and Assumptions

Let E(Fp) = {(x,y) | ¥* = x> +ax+b (mod p)} be an elliptic curve over a finite
field F,, where p is a large prime and 4, b, x, y € F,. Additionally, 44> 4 27b% # 0 (mod p)
ensures that the curve has no singularities. We consider an additive cyclic subgroup G of
E(IFp) with a generator P and an order g, where q is a large prime and the special point O
(the point at infinity) acts as the identity element for the group operation. For P,Q € G,
the point addition R = P + Q is performed according to the chord-and-tangent rule [35,36].
The scalar multiplication on G can be computed as sP = P+ P + - - - + P (s times), where
PeGands € Z;.

The Elliptic Curve Discrete Logarithm Problem (ECDLP): Given P, Q € G, it is com-
putationally infeasible to determine the integer s € Z; so that the equation Q = sP holds.
In other words, for any probabilistic polynomial time (PPT) algorithm 4, the success
probability of finding s given P and Q = sP is negligible:

Pr[A(P,Q) = s] < negl(A),
where A is the security parameter, and negl represents a negligible function in A.

3.2.2. Algorithm Definition

We present the definition of the algorithm for a chainless-certification-based aggregate
signature scheme as follows:

1. (Q,skca) < Setup(1¥): This algorithm takes the security parameter « as input. It
outputs the public parameter () and the secret key of the CA skca.

2. (pkip,skip) < KeyGen(ID): This algorithm takes the identity ID as the input. It
outputs the public/secret key pair (pkjp, skip).

3. (Certip) < CertGen(skca, pkip, ID): This algorithm takes skca, pkip, and ID as the
input. It outputs the corresponding certificate Certp.
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4. (Proof ) < ProofGen(Certp): This algorithm takes Cert;p as the input. It outputs
a commitment Proofip that can be used to verify whether Cert;p corresponds to pkp
associated with ID.

5. (1/0) < ProofVerify(Proofip, ID, pkrp): This algorithm takes Proofip, ID, and pkip
as input. It outputs 1 if the commitment is valid, confirming that Cert;p corresponds
to pkip associated with ID; otherwise, it outputs 0, indicating that the certificate
verification failed.

6.  (Proofses) < AggProof(Proofip,,...,Proofip,): This algorithm takes proofs
(Proofip, ,..., Proofip,) as input. It outputs the corresponding aggregation proof
Proofagq.

7. (1/0) < AggProofVerify (Proofage, pkca, pkip,)i=1,..,n: This algorithm takes Proo fyge,
Pkca, and pkp. as input. If Proofagg is valid, it outputs 1; otherwise, it outputs 0.

8. (o) < Sign(ID, Certip, pkip, skip, m): This algorithm takes ID, Certp, skjp, and mes-
sage m as input. It outputs the signature o.

9.  (1/0) <« Verify(c, pkca, pk;p, m): This algorithm takes ¢, the public key of the CA
pkca, pkip, and m as input. If ¢ is valid, it outputs 1; otherwise, it outputs 0.

10.  (0agq) < AggSign(oy,...,0,): This algorithm takes the signatures (o7,...,0%) as
input. It outputs the corresponding aggregation signature oygq.

11.  (1/0) « AggSignVerify(ougq, pkca, pkip,, M;)i—1,..n: This algorithm takes o,¢¢, pkca,
pkip,, and m; as input. If 0,4, is valid, it outputs 1; otherwise, it outputs 0.

3.3. The Security Model

In traditional certificate-based aggregate signature schemes [10,11], security models
typically define two types of adversaries.

¢ TypeI (malicious device) adversary JF;:An external attacker cannot access the master
secret key used to generate the certificate (i.e., the secret key of the CA). Instead, it can
replace the public keys of other devices.

e Typell (malicious CA) adversary J,: A malicious or compromised CA can generate a
valid certificate for the target public key pair.

However, in SPDM environments, where the manufacturer acts as the CA, the assumptions
for the security models need to be fine-tuned to reflect the practical SPDM framework.
Unlike traditional PKI systems, where the CA is an independent third party, the man-
ufacturer itself is the root of trust. The security assumptions underlying SPDM rely on
the manufacturer acting as a trusted entity, particularly during the device manufacturing
and provisioning phases. Specifically, SPDM assumes that peripheral devices intended
for deployment in data centers are securely produced, with device-specific key pairs and
certificates generated and provisioned within a trusted manufacturing environment. Under
these assumptions, SPDM explicitly targets threat scenarios where a legitimate device
is replaced with an entirely unauthorized device or cases in which the original device’s
firmware becomes maliciously modified or corrupted after manufacturing. Consequently,
the manufacturing and initial provisioning processes, protected by a robust hardware RoT,
are inherently considered trustworthy. For example, a compromised group leader can be
effectively detected through the attestation phase by validating measurements securely
recorded within the device’s hardware RoT, enabling the rapid identification and exclusion
of unauthorized or tampered devices. Thus, we focus on Type I adversaries to ensure
the proposed scheme is secure against external attackers who attempt to generate valid
signatures without possessing the secret key.
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We provide the security game Game%lp ~ACMA (k) of existential unforgeability under

an adaptive chosen message attack (EUF-ACMA) for a challenger C and an adversary ;.
We briefly outline how the security game proceeds: A challenger initializes the system by
generating the primary system keys and only provides the attacker with publicly available
information, securely retaining the private keys. The attacker possesses considerable
capabilities, including obtaining secret keys, requesting legitimate certificates, querying
signatures for chosen messages, and replacing public keys with malicious alternatives.
Finally, to break the security, the attacker must successfully produce a valid signature for a
new message attributed to the challenger whose secret key and corresponding signature
have never been revealed or issued. The signature scheme is considered secure if the
probability of the attacker winning this game remains negligible, ensuring strong resistance
against forgery attacks. The security game is formally summarized below.

*  The initialize phase: C runs Setup(-) to generate () and skca. C keeps skc 4 securely
and sends Q) to Fj.
¢ The query phase:

1. KeyExtract : Upon receiving the identity ID, C == KeyGen(-) to create the key
pairs (pkp, skip) and send pkjp to F7.

2.  PubKeyReplace: For an identity ID, F; can replace pkp with pk}D. It is not re-
quired to possess the corresponding secret key, and the process can be performed
repeatedly.

3. CertExtract: C runs CertGen(:) and sends the certificate Cert;p on the requested
(ID, pk[D) to F.

4.  SecKeyExtract: Upon receiving the identity ID, C checks the recorded output
from the KeyExtract query and sends skyp to 7.

5. SignExtract: Upon receiving the identity ID and message m, C can run Sign(-)
to generate a signature ¢ and send it to F7.

¢ The forgery phase: F; outputs a forged signature ¢* for the challenge identity ID*
and message m*, where ID* was never queried during PriKeyExtract and the pair
(ID*,m*) was never queried during SignExtract. The corresponding certificate
Certip+ cannot be captured by /7. In addition, pk}, of ID* cannot be replaced.

e The output phase: Upon receiving the forged signature tuple (o, ID*, m*), if Verify(-)
returns 1, then F; wins the game, and C outputs 1; otherwise, it outputs 0.

Notice that the advantage of /7 winning in Game%ﬂE ~ACMA () is denoted as

Advr, (k) = Pr[Game%IF*ACMA(K) =1].
Definition 1. The chainless-certificate-based aggregate signature scheme is EUF-ACMA-secure if
the advantage Advr, (x) is negligible.

4. The Proposed Scheme

In this section, we introduce SPDM-AggSig, a chainless-certificate-based device attes-
tation protocol that leverages an aggregate signature scheme to enhance the efficiency while
preserving robust security guarantees. Finally, we discuss the implications and potential
challenges when deploying SPDM-AggSig in practical environments.
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Requester

4.1. SPDM-AggSig

We first extend SPDM to support group-based messaging and expand the concept
of the chainless certificate based on the recently proposed CBAS scheme [10] by incorpo-
rating additional features, such as enabling third-party verification of the certificates and
providing a constant-size signature. Figure 4 illustrates group-based attestation with the
proposed aggregate signature scheme.

Group Leader

Group Members

CERTIFICATES = Proof, s,

CERTIFICATES

(1/0) « AggProofVerify(-)

Certificate

EVCA
GET_CERTIFICATES ——— GET GROUP CERTS | i
Proofip < ProofGen(+) i
GORUP_CERT = Proofp i
1
GROUP_CERT !
Proofygy < AggProof(-) |
1
1
1
1
1
1
1

Verification

(1/0) « AggSignVerify(-)

1

1

CHALLENGE ———  GROUP_CHALLENGE  —— :
1

o « Sign(:) '

GORUP_CHALLENGE = ¢ i

GROUP_AUTH |

1

Oagg < AggSign(-) i

CHALLENGE = 0y, :

1

CHALLENGE_AUTH !
1

Signature i

Verification )

Figure 4. The newly added message flow to support group-based authentication with the proposed
aggregate signature scheme.

4.1.1. Group-Based Attestation

The standard SPDM message flow consists of direct communication between the
requester and the responder. As the requester performs repetitive verification processes
for each responder, it can become a bottleneck when dealing with multiple devices. In
order to solve this problem, we propose the SPDM-AggSig message flow, which employs
group-based attestation with the roles of the group leader and members, improving the
scalability and efficiency. The explanation of GET_DIGESTS and GET_MEASUREMENTS
is excluded, as they can easily be integrated into group-based attestation. The group leader
acts as an intermediary between the requester and multiple group members, managing
the verification process for the group. To interact with the members, the group leader can
leverage mechanisms such as PCle peer-to-peer communication.

As shown in Figure 4, we introduce new message types and functionalities as follows:

1. EVCA (Extended Version, Capability, Algorithm Negotiation): The requester sends
an extended version of VCA to the leader, including group-based authentication
parameters, such as group member identifiers.
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2. Group certificate management (GET_GROUP_CERTS/GROUP_CERT): The group
leader retrieves the certificates from all group members using the GET_GROUP_
CERTS message. Each group member responds with their certificate using the
GROUP_CERT message. In the proposed scheme, the responder runs ProofGen(-)
to generate and transmit a publicly verifiable certificate proof, allowing a third party
to validate its authenticity without disclosing sensitive information (see Section 4.1.2
for details). The group leader then collects these certificates from multiple respon-
ders, including its own, and produces an aggregated proof proof,ge. The requester
eventually verifies that a trusted CA has issued proof,qq using AggProofVerify(-). The
GET_GROUP_CERTS message additionally includes the negotiated features and the
cipher suite, which is determined during the EVCA phase.

3. Group-based authentication (GROUP_CHALLENGE/GROUP_AUTH): The group
leader issues GROUP_CHALLENGE to all group members, driving each member to
run Sign(-) and generate an individual signature o for the challenge message. The
group leader then collects these signatures through GROUP_AUTH and aggregates
them into a constant-size aggregated signature 0,4, using AggSign(-). On receiving
Uagq, the requester verifies the signature through AggSignVerify(-) to confirm that each
device possesses the secret key corresponding to its certificate, thereby completing the
authentication process. The GROUP_CHALLENGE message additionally includes
the message transcript to be signed.

Our scheme allows the requester to receive a compact response—an aggregated certifi-
cate and signature—rather than multiple individual responses from each group member,
thereby minimizing the network overhead and computational effort on the requester side.
It is important to note that this aggregation process might not be strictly mandatory. Sup-
pose a scenario does not leverage the group leader’s aggregation capability. In that case,
the requester can still communicate directly with individual devices using the chainless
certificate (i.e., SPDM-Chainless) without compromising the authentication capabilities. In-
stead, the overall communication overhead becomes higher, as the requester must manage
separate attestation exchanges and collect the responses from each device individually.

4.1.2. Chainless-Certificate-Based Aggregate Signatures

We describe the details of SPMD-SigAgg, including the certificate and signature
verification. Setup(-) is conducted by the CA, at which time each device—both group
leaders and member devices—executes KeyGen(-) to generate a public and private key pair.
The CA then issues a corresponding certificate via CertGen(-). Subsequently, as shown in
Figure 4, each participant follows the specified message flow and invokes the necessary
cryptographic functions to achieve the attestation process.

1. (Q,skca) < Setup(1¥): The CA can run the setup algorithm with a security parame-
ter 1°. This generates the public parameters Q) = (G, g, P, Hy, Hy, pkca), and its key
pair (pkca,skca) = (sP,s), where arandom s € Z;, and P is the generator of the
elliptic curve group G. The cryptographic hash functions are defined as follows:

e Ho: {01} xGxG —Z;
o H:{0,1}*x{0,1}* xGx G — Zj.

2. (pkip,skip) < KeyGen(ID): The responder can generate its key pair with the iden-
tity ID. The secret key sk;p = syp, and the corresponding public key is pk;p = s;pP,
where a random sjp € Z,’;.

3. (Certip) < CertGen(skca, pkip,ID): The CA can generate the certificate Cert;p =
(Cq, Cp) for the device as follows:

e (C; =cP,wherearandom c € Z,‘;;
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10.

11.

o Cp =c+skcaho, where hy = Hy(ID||pkip||C1).

(Proof;p) < ProofGen(Cert;p): The responder can generate the proof Proof;p =
(Cq, C;, C’z) used to verify whether the certificate Cert;p = (Cy, C2) was issued by the
CA as follows:

. C; = Cy + uP, where arandom u € Z};

o C/2 =u+ Cs.

(1/0) <« ProofVerify(Proofip, ID, pkip): This requester can verify the received proof

by checking whether the commitment in Proofip = (Cq, Cll, C/z) correctly matches as
follows:
/ ? !
CoP = Cy + pkcaho,

where hy = Hy(ID||pkipl||C7). It outputs 1 if the verification succeeds and 0 other-
wise.
(Proofage) < AggProof(Proofip,,..., Proofip,): The group leader can combine 1

!/

proofs {(Proofip, = (Ci, C/Ll, CILZ), .., Proofip, = (Cn1,C, 1, C;,z))} into the aggre-
gated proof Proofsee = (Listc,, Ct;gg,l’ C;gg,z) as follows:
e Listc, = (C11,---,Cup);

Cl;gg,l =Y C;’,l and C;gg,z =Y Cz,',2~
(1/0) + AggProofVerify (Proofagg, pkca, Pkp,)i=1,..n: The requester can verify the
aggregated proof Proofaee = (Listc,, C;gg,l, C;ggrz) as follows:

n
’ ?
Cagg,ZP = Cagg,l + 21 hiopkca,
=

where h; o = Ho(ID;||pkip,||C;1). It outputs 1 if the verification succeeds and 0 other-
wise.
o < Sign(ID, Certp, pkip,skip,m): The responder can generate a signature o =
(01,07) on the message m as follows:
e 0y =rP,wherearandomr € Z’q‘ ;
b 0'221’+C2h1 +Sk[D,

where hy = Hy (m|[ID||pkip||Cy).
(1/0) « Verify(c, pkca, ID, pkip, C1,m): The requester can verify the signature o =
(01,07) as follows:

02P £ 01 + Cihy + holhipkca + pkip,

where hy = Hy(ID||pkip||C1) and hy = Hy(m||ID||pkip||C1). It outputs 1 if the
verification succeeds and 0 otherwise.

Oagg ¢ AggSign(cy,...,0,): The group leader can combine n signatures {07 =
(011,01,2),-+-,0n = (0,1, 04,2)} into a single aggregated signature 0,5 = (0ugg,1, Tugg,2)
as follows:

®  Oapgg1 = Y.i—1 0i1 and Oagg2 = Y102
(1/0) < AggSignVerify(ouge, pkca, pkip,, M;)i=1,..n: The requester can verify the
aggregated signature 0,ge = (0ugg,1,0agg,2) as follows:

? n n n
agg2P = Oagen + Y Cinhin + Y highiipkca + ) pkip,,

where hi,O = H()(ID,| |kaDi | |Ci,l)r and hi,l = Hl(mi\ |ID1‘ ‘Plei | |Ci,1)- It outputs 1if
the verification succeeds and 0 otherwise.
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4.2. The Correctness Proof

We demonstrate the verification of the certificate proof and the signature of the pro-
posed scheme. Since the aggregate schemes (both the proof and the signature) combine
multiple individual responses into an aggregated compact response without altering the
original structure, their correctness is inherently derived from the correctness of the individ-
ual schemes. Therefore, the correctness of the aggregate schemes can be directly reduced to
that of the individual schemes.

Aggregated certificate correctness proof. Given the aggregated certificate proof Proof,eq =

(Listc, ), o 29,17 C, 20,2 the AggProofVerify(:) algorithm computes

n
Cagg,zp = Z(ui + Ci2)P

I
™M= I

(u + Ci + SkCAhz 0)

I
—_

(M P—‘rCP -+ ZhIOSkCAP
i=1

agg,1 + Z hi,OkaA-
i=1

I
M=

Il
—_

O\

Aggregated signature correctness. Given the aggregated signature 0yg¢ = (0ugq,1, 0ugg2),
the AggSignVerify(-) algorithm computes

n
OaggaP = Z(”i + Cihi1 + skip;) P

(71 + Czhz 1+ SkcAhz th 1+ SkID )

M:

Il
—

P+Zh 1CP+ Ehloh 1SkCAP+ ZSkIDP
1 i=1 i=1 i=1

= Opge1t+ Z hi1Ci1+ Z highiipkca + Z pkip;.
i1 i=1 i1

I
M:

4.3. Discussion and Future Work
4.3.1. Peer-to-Peer Communication

Peripheral devices typically rely on well-established communication protocols such
as PCI Express (PCle) and Compute Express Link (CXL). Both protocols support peer-to-
peer (P2P) communication, enabling devices to directly exchange data without routing
through the central host platform. For example, GPUDirect [37] allows GPUs to transmit
data to each other over the PCle bus directly, reducing the overhead associated with
host-managed memory transfers. However, achieving interoperability between devices
from different manufacturers remains a significant implementation challenge. Due to
the lack of standardized protocols and interfaces across different manufacturers’ devices,
achieving interoperability often requires significant effort to change the hardware-level
configuration and firmware. Therefore, as part of our future work, we will consider
exploring a low-level group messaging functionality at the hardware and firmware levels
to improve the interoperability and enable seamless peer-to-peer communication across
heterogeneous devices.
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4.3.2. Compatibility with SPDM-Origin

SPDM-AggSig employs a chainless certificate structure managed directly by the device
manufacturer, which differs fundamentally from the X.509-based certificates used in tra-
ditional SPDM protocols (SPDM-Origin). Nevertheless, compatibility with SPDM-Origin
can be straightforwardly maintained through the requester’s capability to support both
authentication mechanisms. Suppose some devices in a deployment environment use
traditional X.509 certificates while other devices or groups of devices leverage the chainless
certificate approach. In this case, the requester can distinguish these devices during the
negotiation phase and request attestation accordingly. Thus, as long as the requester is
equipped to handle both certificate types and respective message formats, each device
only needs to support its native authentication mechanism. This ensures seamless coexis-
tence and interoperability between the legacy SPDM and newly introduced SPDM-AggSig
deployments without requiring modifications to the existing device implementations.

4.3.3. Handling Failure Scenarios

Network failures. In practical deployment scenarios, network conditions such as latency
or packet loss may occasionally lead to attestation failures. However, SPDM inherently re-
solves such failures through straightforward mechanisms, including session re-initialization
and requester-initiated retries. Given these inherent recovery capabilities, SPDM-AggSig
naturally achieves sufficient robustness against typical network disruptions without relying
on further specialized mechanisms, thus maintaining operational simplicity.

Device and firmware compromise. SPDM explicitly assumes trust in the manufacturing
process, where the devices and firmware are provisioned securely based on hardware RoTs.
Consequently, SPDM-AggSig is primarily designed to detect and handle scenarios where a
genuine device is replaced with an unauthorized one or a device’s firmware becomes com-
promised after provisioning. Measurement-based attestation ensures that compromised
devices or firmware modifications are readily observable, enabling immediate exclusion
and replacement.

Group leader compromise. Another critical failure scenario involves the potential com-
promise or failure of group leaders in SPDM-AggSig, which could introduce single-point-
of-failure vulnerabilities. Our scheme proactively addresses the issue through built-in
measurement validation mechanisms that leverage the hardware RoT, facilitating the
rapid detection and immediate exclusion of compromised or faulty leaders. In addition,
further enhancements such as deploying fallback mechanisms with secondary leaders
pre-designated by the manufacturers or integrating dynamic leader election processes can
be readily incorporated to ensure continuous and secure group operation under diverse
operational conditions. We will leave these enhancements as directions for future work.

4.3.4. Further Security Enhancements

Although we provide rigorous security proofs, formal verification tools such as the
Tamarin prover [38] could offer complementary benefits by systematically verifying the
security properties and cryptographic assumptions and detecting subtle vulnerabilities.
A recent study applied formal verification methods to rigorously analyzing the security
properties of the SPDM 1.2 protocol [39]. Formal verification approaches could also be
extended to addressing more comprehensive scenarios, such as dynamic session manage-
ment and multi-party interactions within SPDM. Moreover, the emergence of the quantum
computing area could significantly threaten the conventional cryptographic primitives,
including ECC. Recent research has explored hybrid cryptographic solutions combining
ECC with post-quantum cryptographic (PQC) algorithms within the SPDM protocol [40].
Consequently, designing efficient and secure aggregate signatures leveraging PQC schemes
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represents another crucial future research direction, ensuring long-term cryptographic
resilience and interoperability with evolving security practices.

5. Security Analysis

In this section, we provide a formal security proof, along with a high-level sketch of
the key ideas of the proof, and analyze the security properties of the proposed scheme.

5.1. Sketch of the Proof

SPDM-AggSig achieves existential unforgeability under an adaptive chosen message
attack (EUF-ACMA) security based on the widely accepted hardness assumption of the
Elliptic Curve Discrete Logarithm Problem (ECDLP) in the random oracle model. At
a high level, the proof leverages the idea that an adversary capable of forging a valid
signature without possessing the legitimate private key and certificate would implicitly
solve the underlying ECDLP, a problem known to be computationally infeasible. More
specifically, the security proof utilizes a challenger who initially embeds an ECDLP instance
into the key of the CA during system setup. The adversary is allowed to adaptively request
various keys, certificates, and signatures. Suppose the adversary succeeds in producing a
valid yet previously unseen signature. In this case, the challenger can apply the Forking
lemma [41] to extract two related but distinct signatures from the forgery, thereby solving
the embedded ECDLP instance. Consequently, through the reduction of security into the
computational infeasibility of solving the ECDLP, our scheme is EUF-ACMA-secure.

5.2. Security Proof

As described in Section 3.3, we prove the proposed scheme is EUF-ACMA-secure
against /7 in the random oracle model (ROM) based on the ECDLP assumption.

Theorem 1. If the ECDLP assumption holds, the proposed scheme is EUF-ACMA-secure against
the F1 adversary in ROM.

Proof of Theorem 1. Suppose the adversary i can forge a valid signature under the
proposed scheme. Then, given a random ECDLP instance (P, Q = sP), a challenger C can
solve the ECDLP and the output s by interacting with F; in the following game.

The initialization phase: C sets pkcy = Q, implicitly implying skc4 = s, and gener-
ates the system parameter Q) = (G, g, P, Hy, Hy, pkca), where Hy is a random oracle and
the cryptographic hash function H : {0,1}* x {0,1}* x G x G — Zj. The responses to
the queries—KeyExtract, Hy, CertExtract, and SignExtract—are recorded in the corre-
sponding lists—Listkg, Listy,, Listcg, and Listsg—all of which are initially empty. Then, C
selects a random identity ID* as the challenge identity.

The query phase: In this phase, 77 can adaptively request the following queries.

1.  KeyExtract: Upon receiving a public key request query for ID;, the challenger checks
Listgg for an existing tuple (ID;, pkip,, skip,). If such a tuple is found, it responds
with pkjp,. Otherwise, it generates a new key pair (pkip,, skip,) = (sip,P,sip,), where
Sip; € Z; is chosen uniformly at random, and returns pk;p,. The newly generated
tuple (ID;, pkip,,skip,) is then added to Listgg.

2. SecKeyExtract: Upon receiving a secret key request for 1D;, the challenger checks
Listgg for an existing tuple (ID;, pk 1D, sk IDi)’ If such a tuple is found, it responds
with skjp,. Otherwise, it generates a new key pair (pkip,, skIDl.) = (sip,P,s IDi>’ where
SIp; € ZZ; is chosen uniformly at random, returns sk;p., and adds the newly created
tuple (IDZ', pleirSkIDi) to LiStKE.



Symmetry 2025, 17, 698

17 of 29

3. CertExtract: Upon receiving a certificate request for ID; and pkjp,, the challenger C
first checks whether ID; = ID*. If so, C aborts. Otherwise, C generates the certificate
Certp, = (Ci1,Cip) = (¢; — hiopkca, ci), where c;, hi € Zy are chosen uniformly at
random. It then returns Cert;p, and adds the tuple (ID;, pkip,, C;1, ki) to Listy,.

4.  PubKeyReplace: Upon receiving a public key replacement request for (ID;, pk}Dr),
the challenger first checks whether ID, = ID*. If so, the query is ignored. Otherwise,
the challenger searches Listgg for the tuple (ID;, pkip,,skip, ). Once found, it replaces
the tuple with (ID,, pkllDr, 1), indicating that the corresponding secret key is no
longer available.

5. Hp: Upon receiving an Hy hash oracle request for (ID;, pkip,, C;1), the challenger C
checks Listgy, for an existing tuple (ID;, pkip,, Ci1, hip). If the tuple exists, C returns
hio. If the tuple does not exist, C follows the same process as for a certificate genera-
tion request for (ID;, pkip,), obtaining h; o along with the corresponding certificate
tuple (ID;, pkip,, Ci1,hip). The newly created tuple is then added to Listy,, and ;o
is returned.

6. SignExtract: Upon receiving a signature generation request for (I1D;, m;), if ID; #
ID*, the challenger C generates the signature 0; = (0j1,0;2), where 0j7 =
riP, 0o = ri+ Cishi1 + skip,, with r; € Z; chosen uniformly at random and
hiy = Hy(m;||1D;||pkip,||Ci1). The tuple (ID;, m;, 0;) is then added to Lists. The cer-
tificate Cert;p, can be obtained through a CertExtract query. Otherwise, C aborts
the game.

The forgery phase: Finally, 77 outputs a forged signature c* = (o}, 05) = (r*P,r* +
C3hi + sk}, ) for the tuple (ID', m*), where Cj = ¢* +skcahg. If ID" # ID* or (ID',m") €
Listsg, the challenger C aborts. Otherwise, by applying the Forking lemma [41], another
valid forged signature can be generated through a probabilistic polynomial time (PPT)
adversary F; using the same random tape but with a different response from the H
oracle. As a result, F; is able to produce a second valid forged signatures ¢* = (07,05 ) =
(r*P,r* + C;h{ + sk’I‘D,), where C; = ¢* + skcah¥, while r* remains the same, h§ # ﬁé.
Thus, from the valid forged signature ¢* and &*, we obtain the following two equations:

03 = 1"+ (" + skcahg)hi + sk},
03 = 1" + (¢* + skcahg)hj +sk7
% as the solution of the ECDLP.

1\ "0
Based on the simulation presented above, the probability that C can solve the ECDLP

From these equations, C can solve for s =skcq =

can be computed using the following three events:

*  £&;: C does not abort during the query phase;
o &: The adversary JF; produces a valid forged signature.;
*  &3: The forgery corresponds to the target identity 1D*.

We can then compute the probability of each event, P[&;] = (1 - %)q, P& | &] =€,
and P[& | &1 N &) = %, where g is the maximum number of queries. Thus, the probability
that C successfully solves the ECDLP is at least

Pl A& NE] > (1- %)q%e.
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5.3. Security Properties

We highlight the practical implications of the proposed scheme and demonstrate how
it protects against common security threats.

Device Authentication.

e Certificate verification: We ensure that the device cannot generate a valid certificate
without knowledge of the CA secret key. The certificate proof verification determines
whether the certificate is valid and issued by a trusted CA.

*  Signature verification: We guarantee that the device holds the secret key corresponding
to the public key in the verified certificate. The successful verification of the signature
demonstrates proof of possession of the secret key without revealing it.

Together, they enable the verification of the authenticity of the device.

Replay attack protection. Since the signature scheme is probabilistic, it produces a different
signature each time, even for the same message. This randomness ensures that identical
messages do not result in identical signatures, effectively preventing replay attacks. Any
attempt to resend a captured old signature will easily be detected and rejected.

Man-in-the-middle (MITM) attack protection.

*  Impersonation attack prevention: The combination of certificate and signature verifi-
cation ensures that only devices with valid certificates and the correct secret key can
participate in the protocol. Without them, any attempt to impersonate a legitimate
device is detected at the verification phase.

*  Modification attack prevention: We ensure the integrity of the message by verifying
each corresponding signature. An alteration in a single bit of the message means that
the signature no longer matches, which protects the system from tampering or data
injection by malicious attackers.

Thus, we can ensure that attackers cannot impersonate a legitimate device or modify
the communication.

6. Comparative and Performance Analysis

In this section, we present a comparative analysis with other CBAS schemes
(Section 6.1) and a performance analysis from the deployment perspective by comparing
SPDM-based implementations (Section 6.2). The notation used in the analysis is explained
in Table 1. We also provide a common experimental setup designed explicitly for proof-
of-concept (PoC) evaluations. All experiments were conducted using a standard desktop
environment equipped with an Intel Core i5-13600KF (3.5 GHz) CPU and 32 GB of DDR5
RAM, running on Windows 10. We implemented the proposed scheme and all of the
comparative schemes as PoC prototypes in C++, utilizing the OpenSSL 3.4.0 library [42],
to evaluate their practical performance relative to that of the existing SPDM baseline imple-
mentation. The experiments use NIST ECC curves [43], specifically P-256 (secp256r1) and
P-384 (secp384r1) while varying the number of devices (group members), to analyze the
efficiency and scalability of the schemes.

6.1. A Comparative Analysis with Existing CBAS Schemes

In this section, we comparatively evaluate the proposed scheme with recent certificate-
based aggregate signature (CBAS) schemes, namely Q-CBAS [10] and V-CBAS [11]. Specif-
ically, we selected Q-CBAS because it represents that most recently introduced in the
literature, thus serving as a current state-of-the-art benchmark. Meanwhile, V-CBAS was
included due to its constant-size signature generation, which closely aligns with the design
objectives of our scheme, particularly regarding the minimized communication overhead.
The comparison is structured into three distinct aspects: functionality (Section 6.1.1), secu-
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rity (Section 6.1.2), and performance (Section 6.1.3). The detailed results are summarized in
Tables 2 and 3.

Table 1. Definitions of notations used for the analysis.

Symbols Description

|VCA]| Size of VCA message

|EVCA] Size of EVCA message

|Cert| Size of X.509 certificate

|Less| Size of chainless certificate

|Req| Size of request message for certificates and signatures
|GInfol Size of additional messages for group-based attestation
|Z3| Size of element in Z

|G| Size of element in G

d X.509 certificate chain length

m Number of members in group

Csm Scalar multiplication

Cpa Point addition

Cm Modular multiplication

Ca Modular addition

Co Modulo operation

Cy Modular inverse

Ch Cryptographic hash function

Table 2. Comparative evaluation of CBAS schemes.

Scheme Public Certificate Signature SPDM Secure Secure
Verifiability *  Aggregation = Aggregation  Applicability = Against J; Against F,
Q-CBAS [10] X X v X v v
V-CBAS [11] X X v X v X

Ours v v v v v -
* Public verifiability indicates that certificates can be independently verified by third parties. v': supported or
secure. x: not supported or insecure. —: security against insider adversaries (F,) was not considered in the
proposed scheme.
Table 3. Performance analysis of CBAS schemes.

Computation Cost Aggregate Signature
Individual . .
. Signature Signature .
Scheme Signature Aggregation Verification Size
Generation 88res
2m +2)Csym +
2 2 (
Q-CBAS [10] Com 20w +2Cn + mCa 3m(Cpa + Cry) + 12| + m|G|
4 m(Ca + Cm)
Csm + Cpa +Ch + (m+2)(Cspm +
-CBAS [11 7
V-CBAS 1] Cu +2C4 mCatCra) )t m(2Ch +Ca) 24| + 1G]
Cspm+Cpm+2Cy + (m+1)Csp + *
Ours Cry m(Ca + Cpa) 1 (Cpa + Ca + Ch) 1Z5] + |G|
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6.1.1. Functionality Comparison

As shown in Table 2, a critical limitation of the existing CBAS schemes (Q-CBAS
and V-CBAS) is their inability to provide publicly verifiable certificates, a fundamental
requirement for integration with SPDM. In SPDM-based attestation, the certificate serves
to establish trust in the device’s claimed identity, while signature verification ensures that
the device legitimately possesses the corresponding private key. The absence of public
verifiability in the existing schemes thus renders them fundamentally incompatible with
the SPDM protocol. In order to address this limitation, our scheme introduces publicly
verifiable certificates and further enhances the efficiency through the aggregation of multi-
ple certificates into a compact form. Consequently, among the evaluated CBAS schemes,
the proposed scheme uniquely meets the functional requirements for effective integration
into SPDM-based attestation environments.

6.1.2. Security Comparison

Table 2 further compares the security guarantees provided by Q-CBAS, V-CBAS,
and the proposed scheme, considering two distinct attacker models F; and F,. Q-CBAS
explicitly assumes and proves security against both outsider /3 and insider F, adversaries.
Similarly, V-CBAS aimed initially to provide comprehensive security under both attacker
models; however, Qiao et al. [10] identified vulnerabilities against insider adversaries J,
undermining its original security claim. In contrast, the proposed scheme specifically
targets security under the outsider adversary model /7 without addressing insider threats
explicitly. Although this implies that our scheme does not provide stronger protection from
insider threats compared to that with Q-CBAS, the outsider-only assumption is practically
sufficient within SPDM deployment scenarios. Specifically, in SPDM environments, the
device certificates are securely provisioned and strictly controlled by trusted manufacturers,
inherently minimizing the impact of insider 7, threats. Thus, the security guarantees
provided by our scheme adequately address the threat landscape relevant to typical SPDM
use cases.

6.1.3. Performance Comparison

Theoretical evaluation. Table 3 compares the computation and communication overheads
of the three evaluated CBAS schemes. In terms of the computation cost, a critical observa-
tion is that the signature verification cost, particularly involving the relatively expensive
scalar multiplication operation Cgyy, is notably higher in Q-CBAS compared to that in the
other schemes. The increased overhead in Q-CBAS reflects a trade-off arising from its
stronger security assumptions discussed in Section 6.1.2. On the other hand, our scheme
and V-CBAS exhibit a similar computational efficiency. Regarding the communication
overhead, the aggregate signature size |Z;| + m|G| in Q-CBAS increases linearly with the
number of devices m, whereas both V-CBAS and the proposed scheme maintain a constant
signature size |Zj| + |G| regardless of m. The constant-size characteristic significantly
enhances scalability and efficiency, particularly in large-scale deployments, highlighting a
clear advantage over Q-CBAS in practical SPDM scenarios.

Experimental evaluation. Figure 5 illustrates the results of the experimental evaluation
of the CBAS schemes. The left y-axis represents the computation overhead, while the
right y-axis indicates the communication overhead. The bar graphs illustrate the computa-
tion overhead, divided into the signature generation, signature verification, and overall
cost, whereas the green line graph with markers indicates the aggregate signature size,
representing the communication overhead. Specifically, Q-CBAS exhibits a significantly
higher computational overhead, particularly during the signature verification stage, due
to the larger number of costly scalar multiplications. This overhead notably increases as
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the number of aggregated devices grows from 100 to 1000, demonstrating the scalability
limitations of the Q-CBAS scheme. In contrast, V-CBAS and our scheme show a comparable
computation overhead, maintaining efficiency across varying device scales. Moreover,
regarding the communication overhead, the linear growth in the aggregate signature
size of Q-CBAS is evident as the number of devices increases. In contrast, both V-CBAS
and our scheme retain constant-size signatures. Consequently, these experimental results
underscore the proposed scheme’s prominent scalability and practicality for large-scale
SPDM-based attestation deployments.
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Figure 5. A comparison of the experimental computation and communication costs based on ECC
P-384 and the number of devices for Q-CBAS [10], V-CBAS [11], and the proposed scheme.

6.2. Performance Analysis in SPDM-Based Implementations

In this section, we demonstrate the efficiency and scalability of the proposed SPDM-
AggSig scheme through theoretical and experimental evaluations, comparing it with SPDM-
Origin (the standard SPDM protocol); SPDM-Group, which integrates a group concept
into the existing SPDM message flow; and SPDM-Chainless, which replaces the X.509
certificates with chainless certificates, as described in Section 1. Specifically, we examine
whether the proposed scheme relieves the bottleneck from the requester’s perspective
and addresses the burden of the computing resource constraints on the device side. We
assume that the signature algorithm in the certificates and authentication messages for both
SPDM-Origin and SPDM-Group is based on elliptic curve cryptography (ECC).

6.2.1. Theoretical Evaluation

We conduct a theoretical comparative analysis of the four schemes regarding the com-
munication and computation costs. Specifically, we examine the entity cost, which represents
the total cost incurred by each entity—categorized as the requester, the group leader, and the
responder (group member)—as well as the overall cost, which represents the total cost in-
curred by each scheme. In terms of the communication overhead, the overall cost corresponds
to the total sum of messages transmitted over the network, while the computation overhead
represents the total sum of the computation costs incurred by all entities.

The communication overhead. As shown in Table 4, we compare the size of the exchanged

SPDM messages by focusing on key distinctions among the schemes, such as whether VCA or
EVCA is used in the negotiation phase, the size of the certificates retrieved for verification, group-
based messages, and the signature transmission in the authentication phase. The bandwidth
overhead is based on the size of the messages sent and received by each entity. For example,
in SPDM-Group, the group leader’s certificate retrieval cost is given by m(|Req| + d|Cert|). The
leader first receives |Req| from the requester and forwards (m — 1)|Req| to the members. Then,
it receives (m — 1)d|Cert| from the members and finally sends d|Cert| to the requester.
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Table 4. Comparison of communication costs.

Scheme Entity Negotiation Certificate Retrieval Group Task Authentication Entity Cost Overall Cost
. m(|VCA| +2|Req| +
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In terms of the overall cost, the group-based scheme (SPDM-Group and SPDM-AggSig)
is comparable to the other schemes (SPDM-Origin and SPDM-Chainless). However, when
analyzing the entity cost of the requester, the group-based scheme offloads the requester’s
overhead to the leader, effectively mitigating the potential bottleneck for the requester. In
SPDM-Origin and SPDM-Chainless, the requester’s entity cost is linear to the number of
devices. In contrast, SPDM-Group maintains a constant message size |[EVCA| + 2|Req| +
d|Cert| + 2|Z;|, while SPDM-AggSig keeps the requester’s entity cost [EVCA| + 2|Req| +
|Less| + m|G| + |Zj| primarily independent of the number of devices.

Certificate size is another key factor affecting the communication overhead. It is
primarily determined by two factors: the number of certificates in the chain, denoted by d,
and the actual size of the individual certificates in practical scenarios. Given that the size
of chainless certificates | Less| is relatively smaller than that of standard X.509 certificates
|Cert|, SPDM schemes based on chainless certificates are more efficient from the perspective
of the overall communication overhead (see Section 6.2.2 for details).

The computational overhead. The computational overhead incurred during the certificate
and signature verification phases for the four schemes is shown in Table 5 and Table 6,
respectively. When calculating the overall cost, we include the overhead introduced by
all m devices in the system. In other words, the overall cost is represented as the sum
of the requester’s cost and the cost of m responders. In schemes employing a group
leader, the overall cost is revised to account for the leader’s overheads: requester cost +
leader cost + (m — 1) x responder cost.

Contrary to X.509-certificate-based schemes, the chainless certificate Cert = (Cy,Cy)
cannot be revealed directly because C; is used to generate the signature. Instead, as shown
in Table 5, the certificate proof must be generated by the responders, which incurs Cgp; +
Cpa + C4. Nevertheless, the computational overhead is significantly reduced since the
requester can check the certificate without being affected by the chain structure.

Moreover, while SPDM-Chainless produces m(2Csp + Cpa + Cy), where the ex-
pensive scalar multiplication Cgy increases proportionally with the number of devices,
SPDM-AggSig requires 2Cgps + Cpa + m(C4 + Cpy), where only a fixed cost of 2Cgy; is
incurred, which enhances the scalability. The requester in SPDM-Group is the only entity
whose overhead is not linearly related to the number of responders. However, this burden
is entirely shifted to the leader, who verifies all group members’ certificates on behalf of
the requester. In contrast, SPDM-AggSig significantly reduces the requester’s cost while
imposing only a relatively small overhead m(Cps + C4) on the group leader.

As shown in Table 6, similar to certificate verification, the requester in SPDM-Group
demonstrates the best performance. However, it is important to highlight that this benefit
comes with the drawback of shifting the entire burden to the group leader. In contrast,
SPDM-AggSig performs efficiently by delegating only a tiny portion of the cost to the leader
while keeping the requester’s overhead minimal. Regarding the individual responders,
all schemes require a comparable computation cost to generate the signature. However,
in terms of the overall cost, SPDM-AggSig outperforms the others, achieving a higher effi-
ciency and improved performance compared to those of the other schemes (see Section 6.2.2
for details).

6.2.2. Experimental Evaluation

We conducted the implementation and testing as described in Section 6. Additionally,
the number of certificates in the chain, denoted as d, was set to 3, considering the typical
chain structure consisting of a root CA certificate, an intermediate CA certificate, and a
leaf certificate.
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Table 5. Comparison of computation cost: certificate verification.

Scheme Entity Proof Generation | Group Task Certificate Verification Entity Cost Overall Cost
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Table 6. Comparison of computation cost: signature verification.

Scheme Entity Signature Generation | Group Task Signature Verification Entity Cost Overall Cost
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The communication overhead. As shown in Figure 6, the communication cost for the four
schemes—SPDM-Origin, SPDM-Group, SPDM-Chainless, and SPDM-AggSig—is analyzed
across different numbers of devices (1, 200, 400, 600, 800, and 1000). The size of the X.509
certificate is set to 600 bytes, following the example provided in the SPDM v1.3 standard
document [5]. In the case of EVCA, the main difference from VCA is the inclusion of a
group member identifier (4 bytes each) (Typically, 2 bytes are used as device identifiers in
PCle and CXL, but 4 bytes are chosen here for scalability.).
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Figure 6. A comparison of the experimental communication costs based on ECC P-384 and the
number of devices.

In Figure 6a, SPDM-Origin and SPDM-Group incur significantly higher communi-
cation costs than those for SPDM-Chainless and SPDM-AggSig as the number of devices
increases. This difference is primarily due to the certificate size, which plays the most signif-
icant role in the communication overhead. While the cost of signature generation remains
similar across the schemes, the larger size of the X.509 certificates in SPDM-Origin and
SPDM-Group leads to substantially higher communication costs compared to those with
the compact chainless certificates used in SPDM-Chainless and SPDM-AggSig. As observed
in Figure 6b, SPDM-Origin produces slightly higher costs than those for SPDM-Group
due to the initial negotiation message (11|VCA|) being broadcast to all of the responders,
affecting the communication overhead. In Figure 6c, SPDM-AggSig outperforms the others
by aggregating both the certificate proofs and signatures, significantly reducing the com-
munication costs. As a result, SPDM-AggSig offers the most efficient communication cost,
achieving an approximately 96.22% decrease in the communication overhead, making it
highly scalable for large-scale deployments.

Computation overhead. In Figure 7, the computation cost for SPDM-Origin, SPDM-
Chainless, and SPDM-AggSig is analyzed across different numbers of devices (100, 500,
and 1000) and the ECC curves P-256 and P-384. Since the overall computation cost of
SPDM-Origin and SPDM-Group is equivalent, as shown in Tables 5 and 6, only the cost for
SPDM-Origin is presented.

In Figure 7a—c, SPDM-Origin exhibits the highest computational cost regardless of the
number of devices and the curve parameters due to the use of the X.509 certificate, even
though it does not incur any certificate proof generation costs. Conversely, SPDM-AggSig
achieves the best performance, benefiting from the considerable computational efficiency
gained through verifying aggregated certificates and signatures. Interestingly, with the
P-384 curve, as shown in Figure 7d—f, the computation cost of SPDM-Chainless approaches
that of SPDM-Origin because the cost of ECC operations grows with larger key sizes (that
is, the size of element in G and Z7). Nevertheless, SPDM-AggSig continues to provide
the highest performance, enhancing scalability and efficiency. As a result, SPDM-AggSig
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demonstrates outstanding scalability and performance, achieving approximately an 84.18%
improvement in computation overhead by leveraging aggregated proofs and signatures.
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Figure 7. A comparison of the experimental computation costs based on ECC curves and the number
of devices.

The experimental evaluation indicates that SPDM-AggSig not only improves the
communication and computation performance but also enables a more balanced attestation
system, relieving the asymmetry of the traditional central requester-based message flows.
Nevertheless, we acknowledge the importance of exploring the energy efficiency further
and conducting precise evaluations on resource-constrained MCU-class devices (e.g., the
ARM Cortex-M), which could strengthen the proposed scheme’s practicality in deployment
environments.

7. Conclusions

In this paper, we proposed SPDM-AggSig, a novel device attestation protocol that
addresses the scalability and efficiency challenges in traditional SPDM-based methods. By
adopting a chainless-certificate-based aggregate signature scheme, SPDM-AggSig mini-
mizes the communication and computation costs. In addition, group-based attestation
reduces the burden on the requester by offloading authentication tasks, allowing it to
handle multiple devices more efficiently. We rigorously proved the security of the proposed
scheme in terms of existential unforgeability under an adaptive chosen message attack
(EUF-ACMA), ensuring its resilience against various threats. The experimental results
demonstrate that SPDM-AggSig significantly outperforms the conventional SPDM-Origin,
achieving improvements of approximately 84.18% and 96.22% in the computation and com-
munication overhead, respectively. Furthermore, SPDM-AggSig mitigates the asymmetry
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inherent in conventional SPDM protocols by distributing the burdens, thereby establishing
a more functionally symmetric and scalable attestation system.
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