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Abstract

System security is a very important organizational task for the system to maintain proper
functioning and to prevent modifications or hijacking of the system. Indeed, it is necessary
to address any detected problem or defect to protect human beings, industry, and machines.
So the identification, after the fault detection phase, of the variables correlated to the
detected or occurred fault is a very important step. For this purpose, this paper proposes a
nonlinear machine learning method for fault diagnosis. Indeed, the Reduced Kernel Partial
Least Squares (RKPLS) is proposed as a processing method for the suitable localization of
detected faults. The idea of this approach is to generate partial RKPLS models, using the
principle of structured symmetry residues, with reduced sets of variables. On the other
hand, the Fault Isolation (FI) using the online RKPLS method (ORKPLS) is developed in
this article to generate indices of fault detection sensitive to certain faults and insensitive to
others. Thus, a partial ORKPLS method, for fault isolation, is proposed to secure the systems
and ensure a proper operation. The suggested approaches are applied for monitoring the
continuous stirred tank reactor (CSTR) and the Air quality monitoring network (AIRLOR).
The obtained results underscore the role of leveraging symmetry in designing fault.

Keywords: systems security; fault isolation; nonlinear process monitoring; machine learning

1. Introduction
Over the years, system security has become a very important task to primarily guar-

antee human health and ensure the proper functioning of systems and daily life. The
continued operation of systems in good condition is important to ensure a comfortable life.
The authors of [1] confirmed the importance of process safety and the need to move towards
the area of safety, risk and reliability. For industrial systems, defects and false identifications
can, at any time, lead to poor production quality and serious process safety accidents. In
this context, several researchers are working to develop new techniques and approaches to
improve security and solve problems related to the detection and identification of defects,
such as the center for Risk, Integrity and Safety Engineering.

The technology of fault diagnosis plays a remarkable role in ensuring the safe operation
of industrial systems and has given a great attention in several searches [2,3]. Indeed, the
field of fault detection and diagnosis in terms of process and industrial safety always
consists of improving their reliability and reducing risks, as indicated in [4]. In this context,
to avoid all types of breakdowns that can have serious consequences, including industrial
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accidents and economic losses, several articles propose diagnostic methods to ensure
human and industrial safety, as developed in [5]. In the last decade, in order to ensure
industrial safety, avoiding disasters and minimizing economic losses, a new approach based
on machine learning techniques has been proposed for industrial process monitoring [6].
The applications of machine learning algorithms have proven their effectiveness in the fault
diagnosis domain to determine a reliable solution for preventive maintenance. However,
the defects that appear must be treated and properly located at the proper time to avoid all
types of losses.

In this framework, there are different methods for fault detection and isolation, based
on different ways of solving the problem of fault diagnosis. Among the methods used in
the literature, data-driven methods are most commonly used [7]. More specifically, data-
driven methods are widely used and defined, thanks to their effectiveness, in several fields
such as system monitoring and machine learning, as indicated in [8,9]. The data-driven
methodologies, often exploiting latent symmetry in process variables, are widely accepted
and developed in industrial practice [10,11].

Several data-driven methods have been studied, including Partial Least Squares
(PLS) [12,13]. PLS is the most widely used data-driven technique [14]. Indeed, this method
is one of the most interesting linear approaches, which consists of projecting the high-
dimensional process data into a lower-dimensional space. Generally, industrial systems are
non-linear processes. Many extended PLS approaches, in this context, have been suggested
in the literature. Then, the Kernel PLS (KPLS) method is found, which is a simple, popular
and elegant approach to develop a flexible measurement model intended for nonlinear
systems [15]. In general, the KPLS method demonstrates good efficiency and robustness
in the field of diagnosis, as well as in regression for data analysis, as mentioned in [16].
The KPLS approach is based on Latent Variables (LVs) which presents, with the response
variables, a nonlinear correlation [17]. KPLS shows good monitoring performances and
also involves improving model understanding.

The effectiveness and performance of data-driven PLS methods directly and only
depend on the content of information about systems available in the measured data. In
some cases, the information and data quality in the associated data sets are insufficient
in manufacturing scenarios. In this case, various hybrid fault detection and diagnosis
approaches provide solutions to overcome the lack of appropriate data and to increase
diagnostic accuracy and, thus, system safety [18]. However, many studies have used hybrid
approaches by combining the decisions of several fault detection and isolation methods [19].
With the use of latest technologies for the industrial processes, the collection and recording
of data become simpler and easier. Recently, machine learning method has been widely
used as a core method for big data in process analysis. Compared to traditional prediction
approaches, this method automatically learns from a large amount of data to improve
its prediction performance. For this reason, in this case, data-driven fault detection and
isolation methods have secured an important place thanks to their efficiency and simplicity,
and the availability of large amounts of processed data [20].

In industrial systems, sensors can experience various types of faults, including bias
faults, where a sensor consistently reports values offset from the true measurement, and
drift faults, where sensor readings gradually deviate over time. In this study, we specifically
focus on bias faults, which directly impact key process variables. For example, a bias fault in
a sensor monitoring a critical process variable can lead to deviations in system performance,
potentially triggering industrial faults such as reduced efficiency, violation of safety limits,
or operational alarms. This analysis highlights the importance of monitoring sensor faults
to prevent and mitigate failures at the industrial level.
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Industrial systems are nowadays operating at large-scale, which implies that the
databases become increasingly wider and involve a very large amount of data. Thus, a
very large number of selected LVs is obtained. For the fault detection and isolation in this
case, Computation Time (CT), False Alarm Rate (FAR), Good Detection Rate (GDR) and
the storage of variables may encounter several difficulties during the identification phase,
according to the sample number for the storage of the kernel matrix. The main issue
with the KPLS method is the computation time required for mapping in the feature space
and, more importantly, the memory usage, both of which increase with the number of
training data. Indeed, this classic method suffers from long computational time. The main
disadvantage of all monitoring methods for dynamic nonlinear processes based on KPLS
is the higher computation time of projections in feature space and memory increase with
the number of training data. For this reason, the KPLS method based on a reduced model,
called Reduced KPLS (RKPLS), is considered [21]. Thus, the reduced method [22] consists
of retaining just the important and rich observations, to the point of view information. The
RKPLS method is based in this case on a reduced size of the kernel matrix, and the learning
time essentially decreases with a reduced number of observations.

But for dynamic industrial systems, the static RKPLS method is not capable of properly
controlling and locating faults. However, the system must always be controlled using online
methods, which consist of adapting to the system dynamics [23–25]. Among the online
methods, the online RKPLS (ORKPLS) method has already been proposed. The ORKPLS is
based on updating the reduced model if and only if a new observation without defects and
rich in information is available. In addition, this proposed method, by exploiting symmetry
in structured process data, has proven its effectiveness for fault detection.

Fault isolation is very important and critical for ensuring system and human safety.
In the literature, several methods [26,27] are reserved for locating and identifying the
faulty component. In this paper, an isolation method based on the reduced and online
model of the KPLS method is proposed. In the literature, much attention is paid to
fault isolation techniques reserved for data-driven methods. Among the fault isolation
methods, the reconstruction principle [28], the elimination approach, and the partial method
are identified.

In this paper, new approaches for static and online fault and isolation are proposed.
Using the partial principle, it is suggested to use the RKPLS and ORKPLS to locate faults.
However, the partial RKPLS and the partial ORKPLS proposed are generated based on
the static RKPLS and the online RKPLS approaches. The general principle of the proposed
methods is based on the development of a set of sub-models. A sub-model consists of
generating fault indicators sensitive to some variables and not to others.

The effectiveness of the two suggested monitoring methods is evaluated using a
continuous stirred tank reactor (CSTR) and an air quality monitoring network (AIRLOR).
Then, the simulation results prove the performances of these proposed methods.

The following Figure 1 summarizes the main contributions and highlights the steps
leading to the fault isolation phase.

The paper is outlined as depicted. The preliminary works, which essentially present
the principle of the KPLS and RKPLS methods, are introduced in Section 2. In Section 3,
the suggested fault isolation methods are described. Section 4 describes the experimental
results using the CSTR system and the AIRLOR process. Finally, the conclusions are
presented in Section 5.



Symmetry 2025, 17, 1863 4 of 20

Figure 1. The main contributions of this study.

2. Preliminaries
2.1. KPLS Principe

The PLS method is the basic approach which presents several extension developers
in the literature. The PLS method is usually based on the principle of extraction of each
pair of corresponding latent variables as a linear combination of the input and output
variables [15,29,30]. Thus, the intuitive idea of PLS is that the input and output data
matrices are used to extract the latent variables to build finally a linear multivariable model.
Systems have, actually, a nonlinear structure. For this reason, a kernel PLS (KPLS) has
been developed to study the nonlinear systems. The PLS method presents the input X and
output Y matrices as follows: {

X = TPT + E
Y = UQT + F

(1)

where P = [p1, p2 . . . pl ] is the loadings for the input X and Q = [q1, q2 . . . ql ] is the loadings
for the output Y, T and U are the score matrices representing the projections of iX and iY
onto the latent space, and E and F are the residual matrices.

KPLS method consists of transform using the input and output data the nonlinear
data, to higher-dimensional space, named the feature space ‘F’, as depicted in Equation (2).

Φ : xi ∈ ℜN → Φ(xi) ∈ F (2)

Using the nonlinear kernel form, the KPLS method is reformulated using a feature space of
the basic PLS method. Although, the nonlinear mapping Φ function of each observation
from the batch process cannot essentially be calculated. To overtake this problem, many
kernel function have been used and also defined in the literature [31,32]. Therefore, the two
mapped samples to calculate the kernel function are illustrated in Equation (3).

k(xi, xj) =< Φ(xi), Φ(xj) >= Φ(xi)Φ(xj)
T (3)

where Φ(xi) ∈ ℜ1×S, i = 1,. . . , N and ‘S’ is the dimension of feature space.
With a large and significant number of samples, the KPLS algorithm was presented by

Lindgren et al. [33].
The kernel function used in this paper, known as radial basis kernel, is illustrated in

Equation (4).

k(X, Y) = exp(−∥ X−Y ∥2

c
) (4)

where c is determined using a cross-validation method.
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Afterwards, the mean centering destined for the K matrix (Gram matrix) must always
be made as shown by Equation (5):

K ← (In −
1
n

1n1T
n )K(In −

1
n

1n1T
n ) (5)

In this case, In is the matrix of N-dimensional identity and 1n is a vector of ones whose
length is N.

The KPLS algorithm is based on the Gram matrix K ∈ ℜN×N , presented as follows:

Kr =


k(x1, x1) . . . k(x1, xN)

...
. . .

...
k(xN , x1) . . . k(xN , xN)

 (6)

A traditional KPLS algorithm for the nonlinear systems, is presented in [34]. According to
the KPLS algorithm, the prediction outputs can be calculated on the training and testing
samples, as illustrated in Equations (7) and (8).

Ŷ = KU(TTKU)−1TTY (7)

Ŷt = KtU(TTKU)−1TTY (8)

where Ŷ indicates the prediction outputs of the training samples, Ŷt is the prediction output
of the testing samples, and ultimately, Kt denotes the kernel matrix of the test samples.

2.2. Reduced Form

The reduced KPLS method, RKPLS, is mainly based on a reduced number of obser-
vations. Using RKPLS, the problems of calculation and size of the memory can be solved
when learning or observation data are very large [35].

Monitoring dynamic systems becomes easy using the reduced method. This method
essentially consists of selecting or determining a small number of observations from a large
number of measurement variables of the information matrix.

Therefore, the essential goal of the reduced RKPLS method is to have minimum
calculation time and a minimum false alarm rate.

The choice of parameters for the RKPLS and ORKPLS methods is a very important
and necessary task. For this reason, the tabu search method, which allows determining the
parameters and the optimal indices of the kernel matrix, presents the most important axes
for the detection of defects.

2.2.1. RKPLS Formulation

The reduced RKPLS method involves adding a reduced dataset from a very large
database. In effect, the latent component is calculated {wj}j=1...P using a transformed input

data ϕ(x(j)
Latent) ∈ ϕ{xi}i=1...N . In this case, only the variables with the highest projection

are used and checked for wj. The projection of vector ϕ(x(j)
Latent) can be presented as shown

by Equation (9).
ϕ(x(j)

Latent) = αj ∗ k j(x), j = 1, 2, . . . , L (9)

All the vectors of the transformed data are projected to finally retain x(j)
Latent ∈ {x(i)}i=1...M

according to the following principle:
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
ϕ(x(j)

Latent)j = max
i=1,...,N

ϕ(xi)j

and

ϕ(x(j)
Latent)i ̸=j < ς

(10)

where ς is a given threshold.
Furthermore, in this case, a reduced data matrix Xr and a reduced Kernel matrix Kr

are obtained.
Xr = [x(1)Latent x(2)Latent . . . x(L)

Latent]
T (11)

Kr =


k(x1, x1) . . . k(x1, xL)

...
. . .

...
k(xL, x1) . . . k(xL, xL)

 ∈ RL×L (12)

The RKPLS steps are presented as Algorithm 1:

Algorithm 1: RKPLS algorithm
Training data
1-Determine an initial standardized block of training data entered in normal operating conditions.
2-Compute the kernel matrix K and scale it.
3-Estimate the reduced KPLS model.
4-Set control limit of the statistic monitoring.
Testing data
1-Treat the testing data which represent a severe faults.

2-Project the {ϕi}i=1...N on the component latent {wi} and select x(i)Latent.
3-Evaluate the monitoring statistic using the kernel parameter with the same range.
4-Use the control limits to determine the fault detection performance (GDR and FAR).

2.2.2. Online RKPLS for Fault Detection

To ensure the protection and security of systems, it is always necessary to follow the
dynamics of system. Whatever the performance of static methods, they always present
a very significant and important limitation in terms of system monitoring and security.
Indeed, the monitoring and even the security of the dynamic systems can be difficult.

In this case, it is necessary to develop a method which consists of updating the studied
model and adapting to the new available observations. Thus, the online RKPLS (ORKPLS)
method consists of updating the model based on new modifications or conditions. The
principle of this method is based on two steps. The first step consists of presenting the nor-
mal operating state, using the identification of the reduced reference model. Subsequently,
the next step consists of updating the reduced model just when a new observation without
defects and presenting important information is available.
The ORKPLS present two steps:

• Offline reduced model: identification
In this step, the initial data matrix (input, output) is set and also the reduced Gram
matrix, as indicated Equations (13)–(15).

Xr =
[

x1, x2

]T
∈ R2×m (13)

Yr =
[
y1, y2

]T
∈ R2×m (14)

Kr =

[
k(x1, x1) k(x1, x2)

k(x2, x1) k(x2, x2)

]
∈ R2×2 (15)

Then, the updating phase is done by observation in the online part.
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• Online fault detection: model update
The update phase is based on two conditions:
(a) A flawless observation (normal observation)
(b) A rich observation of information on the system to be studied.
When a new observation, at time k , is available, the SPE index can be tested, as shown
Equation (16).

SPE(xk) = k(xk, xk)− 2k̄xk + (
tktT

k
tT
k tk

) +
tkK̄T

k tT
k

tT
k tk

(16)

where, xk is the new data , k(xk, xk) is the kernel vector, and T = [t1, . . . , tk] is the score
matrix of X. Indeed, if this observation is considered as flawless data, then its kernel
vector is determined, and the kernel matrix is updated by adding a column and a row
to the previous one.

Kk =

[
Kk−1 kxk

kT
xk

k(xk, xk)

]
(17)

The reduced model, in this case, can be updated the reduced data matrix, the number
of latent components and also the SPE index (thresholds).

The ORKPLS steps are presented as Algorithm 2:

Algorithm 2: ORKPLS algorithm
Offline phase:
Initialized input and output matrix, reduced set of data, SPE index and the reduced Gram matrix.
Online phase
1-For k← k+1.
2-For each new observation, calculate the SPE(xk) index.
3-Check SPE(xk) < δ2

α; if satisfied go to next step, otherwise return to step 1.
4-If Equation (10) is satisfied, go to next step, otherwise, return to step 1.
5-Update the input/output data matrix.
6-Update the Kr .
7-Update the SPE index and LVs.
8-Return to step 1.

2.3. Fault Detection Based on SPE

In this step, the abnormal cases that occur during system operation are detected. The
detection phase is essentially characterized by the SPE index [36]. In effect, the SPE index
is generally a global test, which accumulates the modeling errors linked and present on
each residue.

The SPE index is present by the squared norm of the residual components.

SPE =∥ X̃ ∥2=∥ X− X̂ ∥2 (18)

where X̂ is the estimated value.
According to the article [37], the SPE control limit is considered to define the normal

region. Nevertheless, to properly detect the fault, a low magnitudes is fixed to identify
normal cases as following:

SPE ⩽ δ2
α (19)

where δ2
α indicate the upper control limit compared with SPE with a significance level α.

Thus, the parameter δ2
α can be calculated by

SPEα = gχ2
h,α (20)
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The confidence level is presented by (1− α)× 100%; on the other hand g and h are deter-
mined as,

g =
Variance(SPE)
2×mean(SPE)

, h =
2× (mean(SPE))2

Variance(SPE)
. (21)

2.4. Fault Detection Steps Based on RKPLS and ORKPLS

To sum up, the flowchart of the RKPLS and ORKPLS methods, are illustrated, respec-
tively, in Figures 2 and 3.

Figure 2. Flowchart of RKPLS-based SPE chart.

Figure 3. Flowchart of ORKPLS-based SPE chart.
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3. The Suggested Fault Isolation Methods
In this section, the focus is on the fault isolation phase and the identification of

the faulty component. Several fault isolation methods have been proposed in the litera-
ture [15,38]. The monitored variables and parameters evolve within a measurement range
considered normal operation; beyond that, it is a dysfunction that will have to be taken
into consideration. However, it is necessary to identify the origin of the defect.

The principle of the isolation method, used in this part, is built upon the structured
residuals. In effect, a set of residues is constructed in such a way such that each residual
responds to specific faults while remaining insensitive to others.

This principle of isolation can be proposed for fault isolation in nonlinear dynamic
systems based on RKPLS with a fixed model and ORKPLS method with an adaptive model.

3.1. Fault Isolation Based on RKPLS

The proposed partial RKPLS fault isolation method is a residue structuring approach
based on the selection of groups of data points with following the removal of some variables
or eliminated from the original data.

However, a partial RKPLS method is a RKPLS used as a reduced vector, where some
data is missing. Thus, every defect triggers a particular response, using an appropriate com-
bination of structured residues, called a fault signature. The fault signature is determined
from the reduced RKPLS models using the SPE index and the detection thresholds.

The partial RKPLS based on the residue structuring generates structured indexes
according to an appropriate matrix composed of 0s and 1s.

However, the main algorithmic steps of the partial RKPLS localization are presented as
Algorithm 3:

Algorithm 3: Partial RKPLS localization algorithm
1-Construct a highly interpretable incidence matrix.
2-Implement RKPLS on the data matrix.
3-Determine a partial RKPLS model set, as well as each corresponding to a row of

the theoretical signature matrix.
4-Select the control thresholds.
At each instant t
1-Calculate the SPEi indices for each of the partial RKPLS models.
2-Compare the SPEi indices to their appropriate confidence limits to determine the

Experimental Signature (SE), as depicted in Equation (22).

SEi(t) =

{
0 i f SPEi(t) ⩽ δ2

α,i(t)
1 i f SPEi(t) > δ2

α,i(t)
(22)

3-Compare the experimental result with a column of the theoretical signature matrix
to determine the location decision.

However, the theoretical signature matrix (incidence matrix) essentially contains “0”
and “1”. In this case, the fault isolation is studied using a “strongly” localizable theoretical
signature matrix.The matrix is defined as strongly localizable if it is impossible to obtain
any column from another by substituting a “1” with a “0” The columns and the rows of an
incidence matrix present the fault signatures and the structured indices, respectively.

Concerning the experimental signature matrix, “0” is obtained if the SPEi index is not
sensitive to the fault and “1” if the SPEi index is sensitive to the fault.
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3.2. Online Fault Isolation Based on ORKPLS

In this part, the same principle of partial RKPLS method is applied for the online
method ORKPLS. Thus, the general concept is to use the ORKPLS method with a reduced
data matrix that contains only the information-rich data. The residual, in this case, will
only be sensitive to the defects linked to the variables determined in the reduced vector.

A strongly isolable incidence matrix was determined to generate the structured resid-
uals for fault localization. This matrix presents the defects at the level of the columns and
the residues appear in the rows.

As shown in the partial RKPLS method, when the residual is sensitive to the fault, the
value of “1” is added; otherwise the value of “0” is added.

The principle of the online fault isolation proposed method is based on the generation
of structured residuals acording to set of adaptive sub-models.

Thus, the following Figure 4 shows the procedure for the structured partial ORK-
PLS method.

So, the procedure for setting a structured partial ORKPLS is as illustrated:

• Use the principle of the method reduced to the data matrices.
• Determine an incidence matrix, in general, using strong isolation properties.
• Determine a set of partial data using the ORKPLS method, each implementing a row

of the incidence matrix.

Figure 4. Procedure of structured partial ORKPLS method.

Afterwards, Figure 5 explains the principle of the isolation procedure using the struc-
tured partial ORKPLS. For the online fault isolation, the structured partial ORKPLS set
obtained is used. The following steps describe the online isolation based on the partial
ORKPLS method:

• Calculate, for each partial model, the SPEi with i ∈ 1, . . . , r index and also its control
limit SPEα,i, as depicted in Equation (20).

• Make a comparison between the threshold and the control limit.

SEi(k) =

{
1 i f SPEi(k) > SPEα,i(k)
0 i f SPEi(k) ≤ SPEα,i(k)

(23)

Then, SEi(k) = [SE1(k), . . . , SEr(k)]T is obtained.
• For each moment, compare the difference between the fault code and the columns of

the incidence matrix to get an idea about the localization decision.

The following Figure 5 summarizes all these steps.
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Figure 5. Procedure of localization using partial ORKPLS method.

4. Experimental Results
In this section, the suggested fault isolation method is applied to two systems to show

the performance of the static and online methods.
The performance of the partial RKPLS method, which actually describes the static

mode, is studied using the CSTR chemical system. Then, the online method, partial
ORKPLS, is validated using the Air Quality Monitoring Network.

4.1. Case Study on CSTR Process

The CSTR chemical system is a non-linear process used for driving chemical reac-
tions [39]. Generally, CSTR is a simple system to study. A simple validation of the proposed
partial RKPLS method is conducted using the CSTR.

4.1.1. Process Description

The dynamic behavior describing a CSTR reactor is shown in the following equations:
dCA

dt = F
V (CA0 − CA)− K0e−E/RTCA

dTA
dt = F

V (TA0 − TA) +
(−∆H)k0

ρCp
e−E/RTCA − q

VρCp

q = aFb+1

Fc+( aFb
2ρcCpc

)
(T − Tcin)

(24)

The variables of the CSTR process used to construct the data matrix are depicted in Table 1.
Then, the vector of measurements used to determine the X (data matrix) is illustrated

in Equation (25).
X = [Fc F CA T] (25)

Indeed, for the CSTR, the temperature T and concentration CA are controlled and studied,
based on built-in proportional controllers by manipulating, respectively, the inlet cooling
water flow Fc and the feed flow F.

One thousand observations were generated by changing the set points of the con-
centration CA and temperature T controllers in a stepwise manner. The training data is
calculated on 500 samples, and the same is true for the testing data.
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Table 1. Measurement variables for the CSTR chemical reactor.

Variables Description Value

CA The flow concentration of the inlet A 1 (mol/L)
k0 The reaction rate constant 4.11× 1013 (L/min·mol)
E Activation energy 76,534 (J/mol)

TA0 The temperature of the inlet flow into the reactor 350 (K)
Tcin Coolant inlet temperature 350 (K)
∆H The heat of reaction 596,619 (J/mol)
T The temperature of the inlet stream -
F Flow in and out of the reactor -
V The volume of the reactor 100 (L)
R Real gas constant 8.31451 (J/mol·K)
ρ The density of the reactor contents and all streams 1000 (J/L)

Cp Capacity of reactor contents and all streams 4.25 (J/g·K)

4.1.2. Simulation Results

To specify the performance of the proposed methods, the partial RKPLS method is first
considered. In this part, the method is applied to 500 observations out of 1000 as training
data Xtraining, with the remaining 500 used as testing data Xtesting. The optimal kernel
parameter is equal to 4.5 using the tabu search algorithm. Indeed, tabu search is an iterative
metaheuristic described as local search in the broad sense. It consists of determining, in a
flexible manner, a compromise between the quality of the solution and the computation
time, as mentioned in [40].

The number of the reduced data is equal to 144.
Thus, fault localization is applied using the CSTR system to clearly illustrate the

localization approach. The theoretical signature matrix developed for this application is
presented in Table 2.

Following the structuring procedure using the partial RKPLS index, a set of four
partial models was generated. Each partial RKPLS model is insensitive only to one variable.

Table 2. The incidence matrix of CSTR system.

d1 d2 d3 d4

r1 0 1 1 1
r2 1 0 1 1
r3 1 1 0 1
r4 1 1 1 0

Subsequently, the focus is on the bias fault d3 linked to the the concentration CA

variable. The fault, in this case, is injected between observations 250 and 350. Figure 6
shows the d3 fault detection results using the RKPLS detection method. After the fault has
been presented and detected, it is necessary to locate it.

However, the suggested partial RKPLS method is applied. The fault isolation results
using the proposed partial RKPLS are shown in Figure 7.

The evolution of different SPE indexes corresponding to the four partial RKPLS models
in the case of the fault d3 is shown in Figure 7. Indeed, the experimental signatures can be
obtained as (1 1 0 1).



Symmetry 2025, 17, 1863 13 of 20

Figure 6. Evolution of the SPE index with fault d3 using RKPLS.

It can be noticed, in this case, that the experimental signature corresponds exactly to
the third column of Table 2, which presents the theoretical incidence matrix. Finally, it is
concluded that this variable is the faulty one.

Figure 7. Evolution of different SPEs corresponding to the 4 partial RKPLS models in the case of the
fault d3.

4.2. Case Study on Air Quality Monitoring Network

In this part, the suggested fault isolation strategy is considered to diagnosis of an
(AIRLOR) air quality monitoring network. In the following subsections, the AIRLOR
network and the experimental results of the partial ORKPLS method are discussed.

4.2.1. Process Description

The AIRLOR is an air quality surveillance network located in Lorraine, France [41].
The AIRLOR essentially contains twenty stations placed in

• Rural sites;
• Peri-urban sites;
• Urban sites.

Each station is dedicated to determining certain air pollutants. Thus, with these
stations, the concentration of nitrogen oxides (NO and NO2), carbon monoxide (CO), ozone
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(O3) and sulfur dioxide (SO2) can be controlled. Moreover, the AIRLOR has stations which
for determining meteorological parameters. Nitrogen oxides (NO and NO2) are considered
the primary pollutants, which are more localized due to their emissions sources. Then,
ozone O3 is considered as a secondary pollutant and the spatial distribution of the greatest
values is mostly homogeneous at a local scale. To guarantee human health, the study of
tropospheric ozone has become very important in the last decade, making it one of the
most studied topics. Figure 8 presents the air quality monitoring station.

Figure 8. The monitoring station for air pollutants (air quality).

Following these stations, the concentration measurements are carried out continuously
all year round, 24 h a day. The different stations are linked together by a central computer
via a telephone line. All data is transferred every day. All data is processed and validated,
first manually and then statistically, before being grouped into a database and transmitted
to the media [42].

The general principle is to detect and isolate sensor faults, which consists of determin-
ing ozone (O3) and nitrogen oxide (NO and NO2) concentrations.

In this paper, six of the neighboring measurement stations are presented. Nevertheless,
it considered 18 variables of the x(k) input matrix made of nitrogen oxides, namely NO2

and NO, and ozone O3, named z1, z2, . . . , z18, respectively, collected from each station.

x(k) =

[
z1(k)z2(k)z3(k)︸ ︷︷ ︸

Station1

. . . z10(k)z11(k)z12(k)︸ ︷︷ ︸
Station3

. . . z16(k)z17(k)z18(k)︸ ︷︷ ︸
Station6

]T

(26)

The objective in this paper is to properly locate and isolate the fault using the suggested
partial ORKPLS.

4.2.2. Simulation Results

To study the fault isolation performance for the partial ORKPLS method, 500 observa-
tion are used, out of 1080, as training data Xtraining, also the same number was employed
for the testing data Xtesting. A total of 224 observations were retained after data reduction.
In this paper, the optimal kernel parameter has been determined using the algorithm of
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tabu search. The kernel parameter of the AIRLOR model achieved its optimal value at
25.37. The SPE setting is used to indicate the appearance of the defect with a confidence
limit equal to 95%.

The incidence matrix employed in the AIRLOR simulations is presented in Table 3.
The table allows for easy localization of relevant information. Table 3 displays 18 partial
models, where each model is unaffected by two variables. Each fault di, i = 1, . . . , 18 is
sensitive to a variable of the data matrix x(k).

Table 3. The incidence matrix of AIRLOR system.

d1 d2 d3 d4 d5 d6 d7 d8 d9 d10 d11 d12 d13 d14 d15 d16 d17 d18

r1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
r2 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
r3 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
r4 1 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1
r5 1 1 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1
r6 1 1 1 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1
r7 1 1 1 1 1 1 0 0 1 1 1 1 1 1 1 1 1 1
r8 1 1 1 1 1 1 1 0 0 1 1 1 1 1 1 1 1 1
r9 1 1 1 1 1 1 1 1 0 0 1 1 1 1 1 1 1 1
r10 1 1 1 1 1 1 1 1 1 0 0 1 1 1 1 1 1 1
r11 1 1 1 1 1 1 1 1 1 1 0 0 1 1 1 1 1 1
r12 1 1 1 1 1 1 1 1 1 1 1 0 0 1 1 1 1 1
r13 1 1 1 1 1 1 1 1 1 1 1 1 0 0 1 1 1 1
r14 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0 1 1 1
r15 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0 1 1
r16 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0 1
r17 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0
r18 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0

To demonstrate the effectiveness of the ORKPLS method for fault detection and
isolation, a bias faul d11 was applied to variable z11 over the observation range from 200 to
400. Indeed, the fault amplitude represents 30 % of the total variation range of the variable.

Figure 9 present fault detection using the ORKPLS method. After the fault has been
presented and detected, it should be located.

Figure 9. Variation of the SPE index during the fault scenario d11 using ORKPLS.



Symmetry 2025, 17, 1863 16 of 20

The suggested partial ORKPLS approach is applied, and fault isolation results using
the suggested partial ORKPLS are displayed in Figure 10. In this figure, the blue lines
represent ORKPLS based in SPE index and the red lines represent the threshold.

Figure 10. Evolution of different SPEs associated with the 18 partial ORKPLS models in the case
of fault d11. In this figure, the blue lines represent ORKPLS based in SPE index and the red lines
represent the threshold.

For each curve shown in Figure 10, an SPE index exceeding its control limit is assigned
a value of “1” in the corresponding fault code, while an SPE index below its control limit is
assigned a value of “0”. Each structured residual is designed to be sensitive to a specific
subset of faults. Figure 10 illustrates the evolution of the SPE indices for the 18 partial
ORKPLS models in the presence of fault d11. The experimental signatures in this case, can
be seen in Figure 10, as (1 1 1 1 1 1 1 1 1 0 0 1 1 1 1 1 1 1).

Therefore, the simulation results from Figure 10 corresponded exactly to the 11th
column of the incidence matrix. More precisely, it can be noticed that the experimental
signature is identical to the 11th column of the Table 3, which presents the theoretical
incidence matrix for the AIRLOR system. Finally, it is concluded that the variable z11 is the
faulty one.

It can be concluded that, for the fault isolation task, the suggested approachs (partial
RKPLS and partial ORKPLS) have properly located the injected defects.

According the Table 4, the reduced method significantly optimizes the computation
time required for fault detection in nonlinear systems while preserving the data structure
in the feature space. In this case, an approach for online fault detection and isolation is
presented. It proposes extending the partial PLS-based localization method by leveraging a
dimensionality reduction in the feature-space kernel matrix.

Table 4. The computation time for the algorithms KPLS, RKPLS and ORKPLS.

Computation Time (s) AIRLOR CSTR

KPLS 1.104 0.87
RKPLS 0.98 0.69

ORKPLS 0.871 0.44

The method proposed in this paper is limited by sensitivity to noise and reduced
interpretability of fault sources. The developed techniques are planned to be extended to
handle data uncertainty using interval modeling. Indeed, interval-based approaches can
be employed to improve fault detection accuracy, robustness to noise, and interpretability.



Symmetry 2025, 17, 1863 17 of 20

This will enable the development of a new interval-based online monitoring strategy for
uncertain industrial processes.

Figure 11 shows a confusion matrix for the KNN (K-Nearest Neighbors) classification
model. To provide a comprehensive evaluation of classification performance, this confusion
matrix consists of starting from the test subset of the database, to evaluate the performance
of the model in terms of fault detection in offline mode. Each matrix cell shows the number
of predictions for a specific class; diagonal entries correspond to correct classifications,
while off-diagonal entries indicate misclassifications.

Figure 11. Confusion matrices for the KNN model.

All the analysis of the evaluation measures are grouped in Table 5.

Table 5. Fault detection evaluation metrics (offline mode).

Confusion Matrix

FP FN TP TN Accuracy Precision Sensitivity Total Events

Modelo KNN 90 7 2 1 91% 92.86% 97.83% 100

5. Conclusions
In this paper, a new online and reduced data-driven fault isolation method has been

suggested for nonlinear system security.
The main contributions of this work are grouped into two main points:

• The RKPLS method uses only useful and relevant data for fault detection. Thus, the
proposed partial RKPLS method is a useful approach for fault isolation.

• The reference model for the online method is updated if a new observation be-
comes available and satisfies the independence condition between variables in the
feature space.

Thus, the partial ORKPLS method proposed in this paper uses structured residuals
based on symmetry to compose a fault isolation scheme from a properly designed incidence
matrix. The objective of this paper is to achieve good fault isolation using a reduced and
online method. For fault isolation, the partial RKPLS and partial ORKPLS methods perform
well with the CSTR and AIRLOR processes.

To conclude, this study demonstrates that detecting and locating faults in real time is
an effective way to secure nonlinear systems. By exploiting the underlying symmetry in
process data, the proposed online reduced model provides robust monitoring, ensuring
reliable fault localization and preventing sudden risks. This gives us the possibility of
controlling the state of the system and locating the faults to avoid any dangers and risks.
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The principal limitations of fault isolation based on partial KPLS are, in general,
sensitivity to kernel choice, limited fault observability, computational complexity and data
dependency. In this paper, the proposed approach present:

• Kernel Optimization: Select optimal kernel parameters using the Tabu search algo-
rithm to improve the classical KPLS model.

• Reference Model Construction: Extract the most relevant observations to reduce
computation time in feature space projections.

• Online Model Updating: Update the reference model when a new accurate observation
satisfies independence conditions between variables.

• Online Fault Isolation: Develop ORKPLS-based approaches for real-time fault isolation.

As for future work, the development of online detection and isolation methods for un-
certain industrial processes is of interest. Furthermore, the ORKPLS method is intended to
be extended to study data uncertainty using several approaches, such as interval modeling.
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