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Abstract

The formation of strategies and tactics of destructive impact (DI) at the stages of complex
computer attacks (CCAs) largely depends on the content of intelligence data obtained by
the intruder about the attacked elements of distributed information systems (DISs). This
study analyzes scientific papers, methodologies and standards in the field of assessing the
indicators of awareness of the intruder about the objects of DI and symmetrical indicators of
intelligence security of the elements of the DIS. It was revealed that the aspects of changing
the quantitative and qualitative characteristics of intelligence data (ID) at the stages of CCA,
as well as their impact on the possibilities of using certain types of simple computer attacks
(SKAs), are poorly studied and insufficiently systematized. This paper uses technologies
for modeling the process of an intruder obtaining ID based on the application of the
methodology of black, grey and white boxes and the theory of fuzzy sets. This allowed us
to identify the relationship between certain arrays of ID and the possibilities of applying
certain types of SCA end-structure arrays of ID according to the levels of identifying objects
of DI, and to create a scale of intruder awareness symmetrical to the scale of intelligence
protection of the elements of the DIS. Experiments were conducted to verify the practical
applicability of the developed models and techniques, showing positive results that make
it possible to identify vulnerable objects, tactics and techniques of the intruder in advance.
The result of this study is the development of an intruder awareness scale, which includes
five levels of his knowledge about the attacked system, estimated by numerical intervals
and characterized by linguistic terms. Each awareness level corresponds to one CCA stage:
primary ID collection, penetration and legalization, privilege escalation, distribution and
DI. Awareness levels have corresponding typical ID lists that can be potentially available
after conducting the corresponding type of SCA. Typical ID lists are classified according to
the following DI levels: network, hardware, system, application and user level. For each
awareness level, the method of obtaining the ID by the intruder is specified. These research
results represent a scientific contribution. The practical contribution is the application of
the developed scale for information security (IS) incident management. It allows for a
proactive assessment of DIS security against CCAs—modeling the real DIS structure and
various CCA scenarios. During an incident, upon detection of a certain CCA stage, it allows
for identifying data on DIS elements potentially known by the intruder and eliminating
further development of the incident. The results of this study can also be used for training
IS specialists in network security, risk assessment and IS incident management.
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1. Introduction

The main channel for receiving data about the attacked object for the violator is active
computer intelligence. It is conducted through the use of soft-hardware and software
tools, as well as certain patterns of computer attacks presented in Common Attack Pattern
Enumeration and Classification (CAPEC) [1]. From the point of view of the mechanisms
for obtaining intelligence about the attacked DIS, the following two stages should be
distinguished: conducting reconnaissance from outside the perimeter of the DIS and
conducting reconnaissance after penetrating inside the perimeter of the system. These
two stages of the application of intelligence tactics differ in means (tools), techniques and
methods, reflected in the formal description of methods and tactics of cyber- attacks (MITRE
ATT&CK Matrix) [2]. In the first stage, the violator seeks to obtain intelligence that allows
him to use one of the types of computer attacks to infiltrate, legalize and consolidate in
the system. In the second stage, intelligence is conducted after the implementation of each
type of SCA that makes up the stages of the CCA and is supplemented with new data. The
closer the violator is to the target of the CCA, the higher his awareness of the structural
and functional indicators of the attacked DIS.

It should be noted that at both stages, the intruder is faced with the task of concealing
the fact that the CCA is being conducted, as well as bypassing the security measures.
Modern intrusion detection systems (IDSs) and intrusion prevention systems (IPSs) can
promptly detect not only the presence of DI application during CCAs, but also the use
of active reconnaissance methods. A number of studies note the use of controlled IDSs
based on single-layer neural networks such as Long Short-Term Memory (LSTM) [3] and
IDSs based on combined two-layer neural network architectures such as Bidirectional
Long Short-Term Memory (BiLSTM) [4]. These methods allow for the effective detection
of the use of SSAs, including at the stage of obtaining intelligence information using the
“black box” method. This is extremely important for an intruder when conducting active
reconnaissance from outside the network perimeter.

It should be noted that artificial intelligence (Al) is widely used to quickly identify and
respond to CCAs. Blockchain technology provides secure data exchange and document
verification. However, intruders have also begun to use cyber-attacks using artificial
intelligence, which leads to privacy violations in the IoT and the emergence of blockchain
vulnerabilities [5].

Artificial intelligence is also being introduced into quantum computing systems,
which significantly increases the efficiency and reliability of quantum cryptographic sys-
tems. However, intruders have also begun to use such systems to crack cryptographic
algorithms [6].

Penetration into the system and access by the intruder to the protected information
are prevented by means of protection of various types. The use of firewalls, access control
models and cryptographic protection of external and internal traffic ensure the confiden-
tiality of information. The use of hash functions ensures the protection of authentication
data and the integrity of information. The means of protection and the techniques of their
application are constantly being improved. Thus, in [7], a genetic hybrid hashing algorithm
and a method for its application based on hidden Markov models are proposed. This
complicates the task of an intruder obtaining intelligence data that would allow him to
launch a direct intrusion attack on a DIS.
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However, the tactics and techniques of intruders are also being improved. Therefore,
determining the patterns and dependencies of the possibility of using certain DI tactics
and techniques on target objects on the composition of the ID available to the intruder, as
well as his potential capabilities for obtaining intelligence at various stages of the CCA,
remains a pressing task for effective proactive DI modeling. This study is devoted to solving
this problem.

2. Research Methods

A number of normative, methodological documents and scientific papers are devoted
to the description and research of methods and ways of conducting active reconnaissance.
Thus, in the taxonomy of common attack patterns, CAPEC (Common Attack Pattern
Enumeration and Classification), five meta patterns, seven standard patterns and five
detailed attack patterns are attributed to this type of destructive impact (DI) [1]. These
include, for example, CAPEC-169: Collecting information about the system/organization;
CAPEC-292: Hosts detection; CAPEC-309: Network topology mapping; CAPEC-312:
Active scanning of the operating system; CAPEC-497: Listening to network traffic; CAPEC-
290: Scanning ports; CAPEC-291: Detecting network services; etc.

Adversarial Tactics, Techniques, and Common Knowledge (MITRE ATT&CK) is a
knowledge base on cybercriminal behavior that describes tactics and techniques used in
CAs [2,8]. It is presented in the form of a matrix that includes 14 tactics, one of which is
computer intelligence tactics. This tactic includes 10 techniques, each of which is detailed
into a number of sub-techniques. They are presented in Table 1.

Table 1. The structure of the “Reconnaissance” tactics of the MITRE ATT&CK taxonomy:.

Active Scanning IP Block Scanning Vulnera.b ility Wordlist Scanning
Scanning
Collecting information . . Client con-
about attacked nodes Simple computer attacks Software Firmware update process figurations
Collecting information . E-mail
about users Credentials addresses Employee names
Collecting information . Network
about attacked network ll?ooilliclir::s s ]?grsns 1\}1;31:‘1;2(11(5 llf)etcv)\ll(c)) - AddIrI;sses defense
infrastructure prop y pology tools
Gathering information =~ Determining the physical Counterparties Study of work schedule and rcl;jlrs i}gﬁf&i_
about an organization location p delivery mode .
cation
Spear
Phishing for Spear phishing via phishing _ 11 Verbal spear
information third-party services with Spear phishing with link phishing
attachment
Search in closed . . . . .
sources Threat information providers Acquiring technical data
Search in public DNS/Passive DNS Digital WHOIS CDNs Database
sources certificates scanning
Se'arch for open Social networks Sea.r ch Code repositories
sites/domains engines

The taxonomy of MITRE ATT&CK reconnaissance tactics and techniques is inter-
connected with the taxonomy of CAPEC attack patterns conducted in the interests of
intelligence and reveals their content.
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DI objects are defined at the network, hardware, system, application and user levels.
At these levels, active computer reconnaissance is conducted to identify certain types of
objects available to SCAs and their vulnerabilities. Thus, it is possible to determine the
applicability of specific patterns, techniques and sub-technique of SCAs to the levels of
defining DI objects.

Review of Research on This Topic

Modern computer attacks are complex in nature and represent a set of consistent SCAs
on DI target objects of various levels, gradually bringing the intruder closer to achieving
its ultimate goal. An approach developing a technique for modeling the structure and
life cycle of cyber-attacks called Cyber Kill Chain is presented in [9-13]. According to this
methodology, the violator begins the CCA by collecting intelligence about the attacked
object, which, after the implementation of the next stage, is supplemented with new
available intelligence. Thus, it should be noted that intelligence is conducted throughout
the CCA, and the intelligence obtained allows us to determine the available types of attacks
at its stages. In refs.[11,12], the typical CCA structure correlated with the Cyber Kill Chain
model is presented in the form of stages implemented by computer attacks of a certain
type, linked to the CAPEC taxonomy meta templates. This structure is shown in Figure 1.

Gathering, updating, and analyzing reconnaissance database. Adjustment of tactics and techniques for conducting SCA

A toolkit for
conducting:

Data collection

o Viruses, worms,

and processing, Legaliza- Privilege DI: unauthorized traces of | trojans.
» Network scanners. for an attack. tion. User ™ escala- ( Spreading to access, attack. |y pcword
o Operating system Scanning. tion. the target of | | modification of data. Securing and Crackers
scanners. Monitoring. Admini- the attack. Blocking of services, camouflage. (programs to

o Penetration testing strator processes, data. guess passwords).

I
I
I
I
|
I
I
I
|
I
I
I
I
|
o Cryptography }
I
I
|
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|
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(/e Phishing emails. } program, Protocol}
} —— Z« 7N\ U IVZN W S 1‘ } cleaning }
N MITM Code Crypt. Session Spoofing ¢ programs. I

| . . .
[ Tactics and } } J4% Attacg BFA g Attack injectiml Attack . | hijackin Attack O DDoS |, JOMallcmus seripts. |
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e — [ I _Types of | Silm)le1 R ][ __computer| ___ | _oattacks | ____ ) le Phishing emails, |
| I
- - 1

Collection, analysis, and processing of reconnaissance database. Selection of available types of SCA. Development of SCA tactics and
techniques.

Figure 1. The structure of the CCA.

Modeling in the field of CCAs is also being developed by Positive Technologies, which
has adapted the Cyber Kill Chain model to the taxonomy of tactics and techniques for
implementing MITRE ATT&CK computer attacks and added security features blocking
them. One of the latest developments of this company is the PT Dephaze software package,
an automatic system for security assessment using penetration testing.

The analysis conducted in the scientific study [14] shows that attackers can bypass
the IDS and IPS due to untimely updating of signatures and anomaly indicators. It is also
noted that the use of network and host-level control in the IDS and IPS can improve the
efficiency of detection and prevention of attacks in real time.

In practice, to ensure early identification of “visible” intruder objects of destructive
influence (DI) and the possibility of committing certain types of attacks, symmetrical
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methods of penetration testing or active audit are used. The following works are devoted
to models, methods and standards for describing this process [15-18].

The Information System Security Assessment Framework (ISSAF) [15] methodology
was developed by the Open Information Systems Security Group (OISSG) consortium
and is an internal audit standard. It is convenient to use this technique at the stage of
preliminary assessment of the security objects of the DIS (development of its structural and
functional model and protection model of DIS), and at the stage of its operation.

The PTF (Penetration Testing Framework) [16] methodology provides a detailed guide
on technology of penetration testing.

Unlike ISAF, this guide does not contain general theoretical information, but provides
a fairly complete list of the facility’s vulnerabilities, with practical recommendations on
how to test and select tools for these purposes.

The PTES (Penetration Testing Execution Standard) was developed in 2009 by an
international group of independent experts and enthusiasts in the field of information
security [17]. The PTES provides seven main stages of penetration testing. A technical man-
ual (PTES Technical Guidelines) is attached to this standard, detailing the main technical
aspects of testing.

The Technical Manual (standard) of Special Publication 800-115 of NIST [18] is a
practical guide to monitoring the security of the elements of the DIS; it is theoretical in
nature, and it details the stages of penetration testing, including conducting reconnaissance
and additional exploration of DIS elements.

As the analysis of these standards and techniques has shown, the structure of the
penetration testing process is generally the same, differing only in the degree of detail and
features of practical recommendations, and consists of the following stages:

(1) The development of a structural and functional model of the system under test and
its protection model;
(2) The selection of testing tools:

(@) application software, utilities;
(b) hardware;
(c) special radio-electronic equipment;

(38) Collecting information about the test object:

(a) open-source intelligence (OSINT);

(b) the use of social engineering methods;

(c) analysis of social networks and contacts;

(d)  analysis of e-mail and telephone contacts;

(e)  network scanning;

() analysis of the software used;

(g analysis of the hardware architecture of network nodes, switching equipment,
peripheral equipment and information input/output devices;

(h)  security perimeter analysis;

(4) Vulnerability analysis of DI facilities at various levels;

(5) The identification of entry points and DI target objects;

(6) The identification of available CAs, tactics and techniques of implementation, patterns
and vectors;

(7) The formation of the CCA template and vector;

(8) Practical implementation of penetration testing, adjustment ID, and the content of the
next SCA after achieving the goals of the previous one;

(9) Preparation of a report and recommendations for adjusting the protection system of
the elements of the DIS.
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Reference [19] analyzed the works considering a fairly large list of threats aimed at crit-
ical infrastructure, as well as their localization in accordance with NIST recommendations.
The results showed that the main reason for the implementation of information security
incidents in the field of critical infrastructure is the human factor: low level of training,
errors, negligence and the impact of social engineering techniques.

The conducted analysis allowed us to conclude that the scientific studies under con-
sideration did not pay attention to important issues such as determining the degree of
expansion of reconnaissance capabilities after the implementation of a certain stage of the
SSA, determining the list of typical ID arrays available to the intruder at each of the DI
levels, and determining the relationship between the content of the received ID and the
possible SCA. It should be noted that one of the objectives of this study is to determine the
applicability of the developed models and methods in practical activities for the training
of information security specialists as well as in the course of assessing the risks of threat
implementation and managing information security incidents.

3. Results and Discussion

3.1. The Development of Symmetric Models and Methods for Assessing the Awareness of the
Intruder and Assessing the Intelligence Security of BIS Elements

To achieve the research objective, the authors developed symmetric models and meth-
ods for assessing the intruder’s awareness and the intelligence security of DIS elements,
designed to mathematically substantiate the required amount and semantic composition
of the reconnaissance database for conducting the stages of the CCA, as well as the use of
certain types of SCAs, tactics and techniques for their implementation.

In this study, to model the awareness of the violator at different stages of the CCA
and determine the available types of SCA at different stages, a DIS with average structural—-
functional indicators was adopted, which has a basic set of information security tools and
correctly formulated security policies.

To form the model, the analytical methods of the “black box”, “gray box” and “white
box” were applied, and the levels of identification of the objects of the DI, a system of
structural-functional indicators, criteria for assessing the awareness of the violator about
the elements of the DIS and their components, the typical structure of the CCA, and a scale
for quantitative and qualitative assessment of the levels of awareness of the violator were
determined. This conceptual model is presented in Table 2.

Let us move on to its description. In general, the modeling process boils down
to the following actions. The model is divided into two clusters—computational
and informational.

The calculation cluster displays the stages of the CCA (y;) and T(y;)—the linguistic
terms of its description. For each of these stages, methods of investigation (testing) of the
elements of the DIS are selected for the possibility of “DI “on them caused by the violator.
These are the “black box” or “gray box” or “white box” methods. In the model, in relation
to the previously discussed stages of the CCA, a scale of awareness of the violator about the
structural-functional indicators of the attacked elements is formed in the DIS. This scale
displays T(x;)—linguistic terms for assessing awareness and numerical values of indicator
X, reflecting the levels of awareness of the offender. The calculation of these characteristics
is carried out using a preference function based on the theory of fuzzy sets.

The information cluster displays the ID received by the violator, according to the
objects of the DI (the target objects of the SCA at the stages of the CCA) at various levels of
their definition, which in the model are represented as T(z;)—linguistic terms for describing
the target objects of the CCA at the kth level of the awareness scale of the violator.
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Table 2. The conceptual model for assessing the violator’s awareness of DIS elements.
The Violator’s Awareness of the Information Security Threat Model Levels that Define DI
The Elements of a DIS Objects
Stage ofa t  Rati Calculation of U
CCA ssessmen ating alculation o N ser
Methods Scale Indicators Network Hardware System  Application Defined
T(y;) «White box» Xi, T(x;) T(zx) T(zk) T(zk) T(zk) T(zx)
T(yn) Xn, T(xn) Ty (x;a,b) = T(zn) T(zn) T(zn) T(zn) T(zn)
............ L <
«Gray box» ————— xi,ao’ x,< ¢ b
T(y3) X3, T(x3) bas a f>xli) = T(z3) T(z3) T(z3) T(z3) T(z3)
Xi 2
T(y2) X5, T(x2) l T(z2) T(z2) T(z2) T(zp) T(zp)
T(y1) «Black box» Xy, T(x1) T(z1) T(z1) T(z1) T(z1) T(z1)
Computational cluster Available data on awareness level

Let us consider in more detail the methodology of the formation and functioning
of this model. Let us start with the foundation of its structure. To form the lower tier
of the model, the “black box” system analysis method is used [20]. The method under
consideration is based on the fact that the researcher, in this case the violator, is not aware of
either the structural or functional indicators of the system under study. He knows the entry
point into the system, where certain data or signals can be sent, and the exit point through
which the intruder receives data transformed by the internal elements of the system, which
can be used to determine a certain part of the structural and functional indicators of the
system. Such a state of awareness of the intruder about the attacked system will correspond
to the stage of conducting reconnaissance from outside the network perimeter.

Next, it is necessary to determine the upper tier of this model, which is conventionally
designated as a “white box” in accordance with the applied testing methodology [21].

When using the “white box” method, the violator knows the full set of structural and
functional indicators of the system under study. These are many network protocols and
services at the system and application levels, many vulnerabilities of all protocols and
services at the system and application levels, many hardware architectures and embedded
software, many configurations and many IP addresses.

Testing of the system, the structural and functional characteristics of which are par-
tially known to the violator, will be carried out using the “gray box” method [22]. The
proposed methodology includes a step-by-step increase in this level. Each of the stages is
characterized by different possibilities.

We will divide the awareness scale using the tools of fuzzy logic and linguistic
terms [23-25] (Table 2).

Linguistic terms are the values of a linguistic variable that represent words or sentences
in a natural or formal language that serve as an elementary characteristic (description) of
information security events (incidents) [23].

To form the awareness scale, we will introduce the following notation:

X—invader’s awareness X € [0;1];

X;—invader’s awareness levels X; € {[0;0.2], [0.2;0.4], [0.4,;0.6], [0.6;0.8], [0.8;1]};

x;—the numerical value of the invader’s awareness at a certain level;

yj—the stages of the CCA;

zx—possible DI target objects at the kth level of their definition;

T(x;)—the linguistic terms of awareness assessment;

T(y;)—the linguistic terms describing the stages of the CCA;

T(zy)—the linguistic terms describing target objects of the CCA.
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Based on the data presented in Table 3, it becomes necessary to determine whether a
certain category of awareness belongs to a specific level of the offender’s awareness scale
according to the elements of the DIS. For this purpose, the mathematical apparatus of

membership functions of fuzzy sets is used.

Table 3. Splitting the awareness scale using linguistic terms.

The Scale of

Awareness [0;0.2] [0.2;0.4] [0.4;0.6] [0.6;0.8] [0.8;1]
Levels Xi
Linguistic terms
for assessing VL L M H VH
awareness T'(x;)
. . s . Reconnaissance, .
Linguistic terms Reconnaissance, login. legalization Reconnaissance,
describing the . Reconnaissance, login, legalization, i, e8 " login, legalization,
¢ £ CCA Reconnaissance login. leealizati il privilege il
stages o ogin, legalization privilege enhancement privilege
T(yj) enhancement . N enhancement, DI
dissemination
Externall DI objects of the Dilt(;:]cicetz (I)DfItShe
N . Y attacked DIS . Objects of DI of the
Linguistic terms  accessible network  The attacked node . element, accessible
o . element, available attacked element
for describing objects of the of the DIS element according to the nodes of the and interactin
CCA targets T(zx) attacked DIS network & network of &
access control . ) elements of the DIS
element interacting

model

elements of the DIS

The membership functions of fuzzy sets allow us to describe the degree to which
a certain category of awareness belongs to a specific level of the awareness scale, in the
range from 0 to 1. This makes it possible to more flexibly analyze and classify the level
of knowledge of the violator regarding the elements of the DIS, taking into account their
probabilistic nature [25].

The awareness scale is an ordered set of levels, each of which characterizes a certain
set of arrays of ID received by the intruder about objects of the DI elements of the DIS. The
content of the received ID allows us to determine the available SCAs and apply tactics and
techniques for their implementation, which are characteristic of the corresponding stage of
the CCA.

Each level of awareness is described by the membership function, which sets the
degree to which a specific value of the awareness indicator corresponds to this level.

For each level of awareness, the membership function T(x;) is set, where (x;) is the
numerical value of the degree of awareness.

The awareness level membership function T(x;) takes values in the range [0;1]. It can
take extreme values: ((x;) = 1)—full correspondence of the degree of awareness (x;) to this
level and u (T(x;) = 0)—the absence of belonging of the degree of awareness (x;) to this
level. Values between 0 and 1 reflect a partial degree of compliance with any kind of level
of awareness.

Let us represent this function as an expression:

0,xj=a
Tx,(xi;a,b) = 3= ,a <x; <b
1,xl- =b

where (g, b) is the range of a specific level of the awareness scale.
Using this method, we will obtain the relative values of x; for each diapason of the
offender’s awareness scale, which ranges from 0 to 1.
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As noted earlier, the awareness scale includes five levels: “very low” (VL), “low” (L),
“medium” (M), “high” (H) and “very high” (VH).

For a “very low” (VL) level of awareness, which characterizes minimal knowledge
about the system, the range is set as [0;0.2] and the following function of this level is formed:

0, X; = 0
Tx, (x;;0,02) = ¢ %0 0 < x; < 0.2
1,x =02

This function has the following values:

If (x1 (x4;0,0.2) = 0, then the intruder does not have the necessary ID to apply attack
scenarios available for the VL level;

If Txy (x;;0,0.2) = 1, then the ID are sufficient to apply all attack scenarios available at
the VL level, and the violator also has the opportunity to switch to a low awareness level
(L) and expand intelligence capabilities;

If Tx1 (x;;0,0.2) = %0 the ID were not fully received and the intruder may conduct

02’
additional reconnaissance and attacks aimed at obtaining the missing ID necessary to move

to the next level of awareness.

Next, let us consider the “low” level of awareness, at which the intruder has basic
ID about the structure and functionality of the system and the attacked object of DI. For
this level X5, the values of the indicator x; are set in the range [0.2;0.4] and the following
function is formed:

0, X; = 0.2
Tx, (x;;02,04) = 492 02 < x; < 0.4
1,x =04

Based on this function, the following conditions are formed:

If Txq (x;;0.2,0.4) = 0, then the violator does not have the necessary ID to move to this
level of awareness;

If Tx1 (x;0.2,0.4) = 1, then the available ID are sufficient to apply all types of attacks
available at this level of awareness, move to the next level and conduct further reconnais-
sance with new features;

If Txq (x;;0.2,0.4) = %02 the ID have not been fully obtained and are insufficient for

02
the use of all types of attacks available at this level of awareness, and the use of additional

intelligence tools is necessary.

At the awareness level, the “medium” intruder has sufficient knowledge to analyze
the system structure, configuration and characteristics of the available DI objects of the
attacked system element. The values of the indicator x; for this level X3 are set in the range
[0.4;0.6], on the basis of which the following function is formed:

0, X = 0.4
Tx, (x;;04,0.6) = 494 04 < x; < 0.6
1, X; = 0.6

Based on the above function, the following can be said:

The intruder does not have ID corresponding to this level and so cannot carry out possible
attacks available for this level if the value of the function x3 is 0, i.e., Tx; (x;;0.4,0.6) = 0;

If Tx1 (x;;0.4,0.6) = 5 g 4 then the intruder does not have the full volume of ID arrays
that correspond to this level of awareness, and additional means of reconnaissance are

needed to achieve this;
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The violator has the full amount of information available at this level, if Tx (x;;0.4,0.6) =1,
and so moves to the next level of awareness and can take advantage of new opportunities
for intelligence and conducting an SCA.

ID corresponding to the “high” awareness level allows the intruder to determine the
structure of all elements of the DIS, as well as the characteristics of all DI objects in the
attacked DIS element. The values of the indicator x; for this level X4 will correspond to the
range [0.6;0.8]. Thus, the following membership function is formed:

0,% =06
Tx, (x;;0.6,0.8) = { 496 06 < x; < 0.8
1, X; = 0.8

The following gradations are allocated for this membership function:

The expression T(x1 (x;;0.6,0.8) = 0 means that the minimum ID have been obtained to
achieve the “high” awareness level, but not to take its capabilities;

Txy (x;;0.6,0.8) = “i5- g 6 corresponds to incomplete acquisition of ID characteristic of a
given level of awareness, according to which not all types of SCAs of the “high” awareness

level will be available and it is necessary to continue collecting ID;

Tx1 (x;0.6,0.8) = 1 corresponds to the violator obtaining all possible ID at a given level
in terms of the characteristics of the available DI objects DI of DIS elements, as well as the
structure and functionality of the DIS elements and the possibility of using all types of
SCAs at this level and moving to the next level of awareness.

The fifth level of awareness is “very high.” At this level, the intruder receives data on
the characteristics of all DI objects of all DIS elements and full access to them. The values of
the indicator x; for this level X5 are set in the range [0.8;1] and the following membership
function is formed:

0,x; =08
Tx, (x;;0.8,1) = ¢ %08 0.8 < x; < 1
1, X; = 1

The following conditions are formed for the membership function of this level:

If Tx1 (x;;0.8,1) = 0, the intruder has the necessary ID to move to this level of awareness,
but they are not enough to carry out attacks available at this level;

If Txq (x;;0.8,1) =1, then ID are sufficient to apply all types of available attacks for a
given level;

If Ty (x;;0.8,1) = i g 8 then in order to carry out all types of SCA available for this
level, additional ID are required.

Collectively, the ranges of changes in the values of the indicators presented above

represent a scale of awareness of the violator.

This model and methodology can be symmetrically used to assess the intelligence
security (IS) of DIS elements. For this purpose, we will introduce hi, which is an indicator
of intelligence security assessment, and Hi, which reflects the range of its values for the
intelligence security assessment scale. Their numerical values will be calculated using the
following formula:

TH,-(hi; a, b) =1- Txi<xl‘,' a, b)

The linguistic terms used in the intelligence security model are the same as in the
intruder awareness assessment model. Consequently, the scale for assessing intelligence
security will be inversely symmetrical in terms of the values of the range of the scale for
assessing the intruder’s awareness. Their ratios are shown in Table 4.
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Table 4. Inversely symmetrical ratio of ranges for assessing the awareness of the violator and the
intelligence security of DIS elements.

Linguistic terms of the scale for assessing the

awareness of the violator Tx;(x;;a,b) VL L M H VH
Linguistic terms of the scale for assessing the IS
of elements DIS Ty;(h;;a,b) VH H M L VL
Numerical values of the scale ranges [0;0.2] [0.2;0.4] [0.4;0.6] [0.6;0.8] [0.8;1]

Thus, this methodology substantiates the dimension of the awareness scale, substanti-
ates the type of membership function of a fuzzy set and provides a decoding of linguistic
terms of various origins. In addition, with the help of the awareness membership function,
additional information is obtained on the compliance of the ID content with a specific level
of awareness. This technique also allows you to identify DI objects based on a specific level
of awareness that the intruder can access and the list of SCAs available for this level.

In addition, it is clarified that the violator, starting from the “medium” awareness level,
has the opportunity to conduct reconnaissance within the DIS elements and at the “high”
and “very high” awareness levels has the opportunity to extend to the interacting DIS
elements and conduct reconnaissance of their structural-functional characteristics. Thus,
by applying in practice the models and techniques presented in this study, an information
security specialist has the opportunity for a priori dynamic assessment of changes in the
intelligence security indicators of the DIS elements depending on the type of applied SCA
and the stages of the CCA.

3.2. Development of Experimental Models

In order to test the developed model and methodology, we will conduct an experiment,
for which it is necessary to generate the initial data. The formation of initial data to assess
the intruder’s awareness and intelligence security of the DIS involves the collection and
systematization of key information about the structural-functional characteristics of its
elements and the vulnerabilities of DIS objects.

The initial data consider the DIS, which consists of three elements: local area networks,
a data center, and a remote user. Each of the network elements consists of a certain number
of switching equipment (SE) devices and network nodes (NNs), which are presented in
Table 5. Table 5 also presents data on the applied models of access control and inter-network
interaction within the DIS.

Table 5. Structure of DIS elements, applied access control and inter-network interaction.

Inter-
Local Area Data Center
Netwo.rk Networks (LANs) (DC) Remote User (RU)
Interaction
Firewall 1.1 Firewall 2.1 Router 2.1
Router 1.1 Switch 2.1
Switch 1.1 Container
11 . .
LAN Segmentl DC; Si;\?i 1 Virtualization Server Vlrtuahzztllon Server Firewall 3.1
RU Segment1 DC; ) 2.1 Server 2.1 AW2.1 Ny AW3.1
AW1.2 Container 2.1
Segment1-Segment2 AW13 e Container
DC ’ AW2.n T 2n
AW1l.n Database Server 2.1
No Segment1 Segment2 No

Access control
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Figure 2 shows a model of active intelligence, which is carried out by an intruder from
outside the perimeter of the network.

Network level
scanner
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Application of intelligence
analysis results

data

Figure 2. Simulation of the “black box” method of the CCA stage—conducting active reconnaissance
from outside the network perimeter.

At the stage of collecting initial information about the attacked object, the attacker uses
some tools to obtain information from outside the network perimeter. The main purpose
of this stage is to collect ID necessary for penetration, implementation and legalization on
one of the devices (NN or SE) of the attacked DIS element. To do this, the intruder uses a
network-level scanner and certain types of SCAs suitable for intelligence gathering.

The intruder connects a network-level scanner through the routers of the telecom
operator to the entrance of the attacked element of the DIS and, as a result of scanning,
receives data on the following objects of DI: IP addresses of external network nodes; open
ports of network nodes; services accessible through open ports of network nodes.

If the access control model (ACM) is configured correctly, services will be unavailable
through open ports. In the experiment being conducted, open ports will be those ports that
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ensure the formation of the network and intra-network interaction. Based on the developed
methodology, we assess the violator’s awareness of the elements of the DIS. Comparing
the data obtained during this stage, it can be concluded that the ID obtained correspond to
a very low level of awareness. The results are shown in Table 6.

Table 6. Indicators of the level of “very low awareness of the violator”.

The Stage The Violator’s
of the C (g: A Awareness of the Levels of Identification of DV Objects
Elements of the DIS

Y Network Hardware System Application dgﬁss; d
g 0.2 > go2in >0 :
= optet External IP addresses; No data No data No data No data
& external open node ports; labl abl ilabl abl
A Evaluation method: encrypted external traffic available  available  available  available
- «black box»

Available data on awareness level

In this case, the data obtained were insufficient to carry out an attack to introduce and
legalize the network, and no vulnerabilities were found. Therefore, the attacker uses SCA
services that allow them to obtain the data necessary to enter the network, legalize, identify
and authenticate on the network node as a legitimate user.

In the experiment, such an attack is the CAPEC-94: Adversary in the Middle (AiTM)
Man-in-the-Middle attack, which exploits the CVE-2023-50703 vulnerability. Its essence is
as follows. The intruder, in some way, connects to the line between the attacked element of
the DIS and the provider, gains access to external encrypted network traffic and records it,
creating ID. Since external traffic is protected by encryption, the intruder uses another type
of SCA “Cryptographic attack” CAPEC-463: Padding Oracle Crypto Attack and CAPEC-20:
Encryption Brute Forcing, which exploits CVE-2018-12404. With the help of cryptographic
algorithms, he can decrypt the received ID.

A phishing attack can also be used to obtain the ID necessary for implementation
and legalization.

After analyzing the ID, the violator uses them to introduce and legalize himself on the
network. For these purposes, the attacker conducts a CAPEC-49 brute force attack: Brute-
force, the password, determines the user credentials on ARM 1.1, 1.3 and Server 1.1, using
the vulnerability CVE-2025-49195. Next, he performs identification and authentication on
the LANS as a legal user and takes them under external control. As a result of the attack,
the intruder is introduced and legalized in the attacked element of the DIS (Figure 3).

Thus, the intruder has the opportunity to move to the “low” level of awareness of the
corresponding scale and apply the “gray box” testing method, which allows him to obtain
additional ID. The model of the “Implementation and legalization in the network” stage
of the CCA is shown in Figure 3, and the arrays of ID available to him are presented in
Table 7.

Next, using the “gray box” method, we conduct modeling of the “Privilege Elevation”
stage of the CCA. Figure 4 shows an example when an infringer, having obtained the rights
of users of AWs 1.1, 1.2 and Server 1.1, implements the operating system (OS)-level scanner
software (SW) on them. The OS-level scanner is used to identify SW vulnerabilities, avail-
able network nodes (NNs), and obtain the data necessary to achieve the goal of this stage,
which is to upgrade privileges to the network administrator level. Based on the obtained
data (the presence of vulnerabilities CVE-2025-8453-CWE-269), the intruder decides to
increase privileges on ARM 1.1. and carries out a CAPEC-233: Privilege Escalation attack.
As a result of increasing privileges to the network administrator level, the intruder gains
access to all the interacting DIS elements and the ability to scan them with a network-level
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scanner, having received the necessary ID for carrying out the “Distribution” stage of the
CCA. Thus, he moves to a new level of awareness. The arrays of ID available to him are

reflected in Table 8.
B ——E—E———————— 1
Provid : RECONNAISSANCE |
rovider routers | DATA FOR A SIMPLE |
|COMPUTER ATTACK: :
- > [ : External IP addresses of |
the nodes in the targeted |

network; :

Open ports on the nodes |
of the targeted network; |

Invader

Intelligence
objects

Entry point

of the IST: |
Services accessible |

through the open ports |
of the targeted network |
nodes;

I
I

I
| Decrypted external |
: network traffic of the |
| targeted system. I

INTELLIGENCE
DATA OBTAINED AS
A RESULT OF THE
BRUTFORS simple
computer attack

user credentials
available in accordance
Switch 1.1 L with the MAC

\

| attacks:
= : Phishing, bruteforce, |
‘ ‘ - ‘ Iarbitrary code, session|

->! hijacking, spoofing |
_________________________ | attack, malware. J

Legend: .
—— LAN connections Target object ( > Transiting object

)

Obtaining intelligence data as a
— result of a simple computer attack —»
«Bruteforce»

Conducting a simple computer
attack «Bruteforce»

Application of intelligence analysis

R
results

Analysis of intelligence data

Figure 3. “Gray box” simulation of the CCA stage—implementation and legalization in the network.
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Table 7. Indicators of the level of “low awareness of the violator”.
The The Violator’s
Stage of Awareness of the Levels of Identification of DV Objects
the CCA Elements of the DIS
Network Hardware System Application User defined
[N «Low»
g5 £ 04> Nobiin_ > 02 Data on the attacked NN:
bR Nobrtotal
£8% Iixterrllal P add;esses; . No data Protocol vulnerabilities ~ Vulnerabilities of protocols User
g 5> external open node ports; available on an external [P address ~ and services on the external credentials
e Evaluation method: encrypted external traffic IP address of the port
“grey box” Available data on awareness level

Invader Scanner at
Intelligence OS level

Provider routers |Phishing

ZFED |

| spoofing attack, malware.

1]

Evailable simple cyber attacks:-l
bruteforce, arbitraryl
code, session hijacking, |

Entry point

objects of

the IST: ’

RJ-45-1

INTELLIGENCE
DATA OBTAINED

'Y, FROM SCANNING

@ ) Router 1.1
5
. ~

Firewall 1.1

Switch 1.1

\J

an OS level scanner:
vulnerabilities of all
protocols and system-
level services of the
scanned nodes in the
targeted network;
vulnerabilities of all
application-layer
protocols and services
of the scanned nodes in
the targeted network;
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biometric data from
the scanned nodes in
the targeted network;
individual user input

nodes in the targeted |
network.

LAN connections
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level

YciaoBHbBIE 0003HAYEHHS:

Analysis of
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results

/\

N ) Transiting object

O

Target object
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Figure 4. “Grey box” simulation of the CCA stage—privilege escalation.
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The “Spread” stage of a CCA is shown in Figure 5. To implement it, the intruder

installs a network-level scanner at AW 1.1.

Table 8. Indicators of the level of “medium awareness of the violator”.

Levels of Identification of DV Objects

The St £ The Violator’s
tli e é(gzgo Awareness of the Network Hard Ware System Application User Defined
Elements of the DIS Data on the Attacked NN in Accordance with the ACM:

OS types and
5 specification; Types and
;% 0 vulnerabilities and g}’}’t?s an;i ASW specification of
£ specification o ; .
£ .g View of a network types of alllnetv\(zlork p all network user-le\cllelhd?vmes
=] ) node of a DIS Types and protocols an tocol d and their
g “g;'o Medium clement; specification of hard control systems . Prﬁ C;Ctio ;‘312 . vulnerabilities;
- 06> gin >04 R “Warearchitecture (cs pplicstion ayer credentalsand
£ open ports; embedded SW of ACM; vulnerabilities in biometric data of
T": g encrypted external NN and their file systems; application-level users of the NN;;
3% traffic. vulnerabilities. drivers; PP tocols and the individual
o B process protoco’s an handwriting of the
PE management Services. users of the NN.
=9 subsystems.
& Evaluation method:

“gray box” Available data on awareness level

By scanning with a network-level scanner from automated workplace 1.1, the intruder
receives data on the points of transition to the interacting elements of the DIS, access to
the elements of the interacting elements of the DIS in accordance with the ACM, and the
presence of vulnerabilities in these elements. As a result, the intruder receives information
about the configuration and types of NNs available in accordance with the ACM, their
hardware architecture, embedded SW, their vulnerabilities, network protocols and services
at the system and application levels, and user credentials. By increasing their privileges
after being legalized on the network, the violator gains access to additional data on the
attacked NNs, which corresponds to an average awareness of the elements of the DIS.
However, the data obtained as a result of scanning using a network-level scanner from
AW 1.1 LAN do not allow access to the target object of the CCA—the Database Server 2.1
of the Data Center (DC), because the LAN interacts with segment 1 of DC, and Database
Server 2.1 is part of Segment 2. To obtain the missing data, the intruder implements the OS
scanner SW on the objects of DI of the DC and the remote user available in accordance with
the access control model and the vulnerabilities found.

After the SW scanner is implemented, data are obtained on vulnerabilities in the
protocols and services of the system and application layer of the NN and SE of interact-
ing elements of the DIS, as well as user credentials, biometric data, and the individual
handwriting of their work on data entry devices.

As a result, the attacker discovers the vulnerability and exploits CVE-2018-20735,
which is necessary to conduct a CAPEC-652: Use of Known Kerberos Credentials attack
to propagate and escalate privileges on Data Center Server 2.1. By spreading through the
network, the violator increases his awareness of the elements of the DIS in accordance with
the evaluation criteria to a high level, which gives him access to move to the next level to
carry out a DI attack. The arrays of available RDs of this level are shown in Table 9.

At this point, the “gray box” testing stage is complete.

Testing at the stage of high intruder awareness is carried out using the “white box”
method. Its model is presented in Figure 6.
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Figure 5. “Gray box” simulation of the CCA stage—propagation in the system.
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Table 9. Indicators of the levels of “high awareness of the violator”.
The The Violator’s Awareness
Stage of of the Levels of Identification of DV Objects
the CCA Elements of the DIS
N Network Hardware System Applica- tion User defined
% Data on available NN:
‘E OS types and
) Configuration of spec1f1cavt1.o'n ’ Types and Ty.p'es a}nd
-5 5 vulnerabilities LA specification of
§5 i available NN; and types of all specification of user-level devices
£ AI;hgh: entry and Types and t};p X ASW; d thei
= & 0.8 > {oPlin— > 0.6 transition points specification of networ all network and their
51 ODitotal . protocols and vulnerabilities;
20 on accessible NN; hardware protocols and .
o =~ : . control systems - credentials and
g types of available architecture, CS9): application layer . .
5 . (CSs); . biometric data of
oL NN; embedded SW of services;
=8 . . ACM; P users of the NN;
28 all IP addresses; NN and their . vulnerabilities in T
=g e file systems; C the individual
g open ports; vulnerabilities. ; application-level p
> 80 drivers; handwriting of
59 encrypted protocols and
° . process K the users of the
= external traffic. services.
o management NN.
& subsystems.
E : p
S Evaluation method: “gray Available data on awareness level
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At this stage, the violator has a complete array of ID on all potential objects of DI of
elements of the DIS. Having elevated privileges on Server 2.1 of the Data Center to the
network administrator level, the attacker exploits the CVE-2021-41379 vulnerability and,
having carried out a CAPEC-122 “Abuse of Privilege” attack, gains access to the target
object of the CCA DV—Server 2.1 of the Data Center and gains the ability to take over
the data center database. This completes the “white box” testing phase. The results are
presented in Table 10.

If necessary, the numerical values of the intruder awareness indicator can be con-
verted into numerical values of the indicator for assessing the intelligence protection of
RIS elements.

The results of the experiments conducted to verify the practical applicability of the
developed models and techniques confirm the possibility of proactive assessment of the
awareness of the violator and analyzing the typical ID arrays available to him.

Table 10. Indicators of the levels of “very high awareness of the violator”.

The Violator’s
The Awareness of the
Stage of Levels of Identification of DV Objects
the CCA Elements of the
DIS
Network Hardware System Application  User defined
Data on all network nodes:
NN Element OS types and
S ‘5 configuration; dpecification; Types and
ss 2 entry and vulnerabilities specification
3 =g . Types and
IR transition e and types of Types and of user-level
= g & . specification I .
c 8% Verv hich: points to of the entire all network specification devices and
e N y high interacting protocols and of ASW; their vulnera-
clRs 12> N 208 elements; hardware services of  vulnerabilities bilities;
I =IN ODltotal § architecture .
g S g Evaluation method:  types of NN; and NN; and types of accounting
= 8 “white box” all IP ACM; allnetwork  and biometric
v 3w embedded SW ' .
2o N addresses and of NN and file systems;  protocols and data and
PRI open ports of . drivers; application individual
22 their vulnera- . r
8252 NN; bilities system-level  layer services.  handwriting
A B decrypted ' process of the users of
network management the NN.
traffic. subsystems.

Available data on awareness level

4. Conclusions

In conclusion, the authors would like to note that this study was conducted on a very
relevant topic. Its novelty lies in the fact that for the first time at the system level, the
scientific task was performed to determine the typical arrays of identifiers available to an
attacker after passing through the stages of CCA “Penetration and legalization”, “Privilege
escalation”, “Proliferation” and “Destructive impact”, as well as their dependence on the
arsenal of potentially feasible types of attacks. It has been established that the contents of
the arrays of identifiers do not depend on the techniques used for achieving the goal of the
CCA stage, but depend on the security policies applied to the DIS element. A system of
standard models has been developed for testing the capabilities of the attacker to carry out
active intelligence and DI for various SCA scenarios. These models are universal, because
they assume the formation of the studied elements of a DIS by entering source data on the
network, hardware and software infrastructure, as well as the applied security measures.
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The obtained ID arrays are distributed according to the levels of identification of objects
of DI. The developed methodology for determining awareness levels makes it possible to
quantify and qualitatively evaluate ID arrays and transfer them to the category of standard
ones corresponding to one of the assessment levels of the awareness scale or the intelligence
assessment scale symmetrical to it.

The models and methods presented in this study can be used both for proactive
assessment of the security of DIS elements and in the course of information security
incident management. Currently, the results of this study are used as part of the software
for the information and calculation part of the decision support system when assessing the
security of DIS elements.

The direction of further research in this area is the development of neuro-Bayesian
ontological structural and functional models of DI on DIS elements, enabling us to automate
the formation and determination of preferred scenarios and vectors of the CCA.
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