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Abstract


The large and interconnected nature of the Internet of Things (IoT) presents unique security challenges, even as it revolutionizes various sectors. With numerous devices, often limited in resources, traditional perimeter-based security methods struggle to keep pace. The “never trust, always verify” principle of zero trust security offers a viable solution. Zero trust security is a concept that has become increasingly popular, using key exchange techniques to ensure secure and authenticated communication within the network, especially in managing risks in critical infrastructure. Authentication is a process to identify an entity, a prerequisite for authorization, and essential for granting access control. It fundamentally relies on trust management and various methods to generate and manage cryptographic keys for authentication. The aim of this study is to enhance zero trust security in the context of the Internet of Things by investigating authentication methods and discussing several potential solutions for successful implementation. This study also presents the performance evaluation criteria for authentication in IoT and introduces advanced approaches for different scenarios, including lightweight cryptography, mutual authentication, and blockchain technology. Finally, we address challenges related to implementation and future directions for research.
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1. Introduction


The Internet of Things (IoT) has transformed numerous industries, but ensuring the security of its expanding network offerings has presented significant challenges. Traditional security methods that rely on firewalls and predefined access controls (ACLs) are inadequate for the IoT due to several factors: (1) scalability; (2) limited resources; (3) heterogeneity; and so forth, as noted in [1]. The IoT analytics market, predicted to grow at an annual rate of 60% over the next five years, will drive the adoption of technologies for continuously analyzing event streams. According to [2], through 2025, decision management systems will experience a 745% compound annual growth rate (CAGR) due to increased demands for decision consistency and knowledge retention. By 2025, 75% of the users will interact regularly with services based on cognitive computing. Although big data is not a new concept, its importance has reached a tipping point as more people digitize their lives, effectively turning themselves into “walking sensors”. However, as the number of connected devices continues to multiply, so does the attack surface for malicious actors, raising serious security concerns.



In the IoT environment, traditional authentication methods are often inadequate, leaving systems more vulnerable to phishing, brute-force, and man-in-the-middle attacks. The cybersecurity model known as “zero trust security” poses a significant opportunity for advancement to the perimeter-based approach. A critical component of zero trust security is the implementation of robust authentication procedures to ensure that only authorized individuals can access resources, thereby preventing unauthorized access. However, traditional authentication methods are hampered by the unique characteristics of the IoT ecosystem, which include heterogeneity, limited resources, and scaling requirements. On the other hand, cryptographic authentication methods enhance security by utilizing encryption and precise algorithms. By enabling continuous authentication on IoT devices, Federated Identity and Access Management (FIdAM) solutions promote interoperability across systems. Furthermore, researchers are looking into how tamper-resistant IoT authentication processes can be in light of new technologies that have the potential to further enhance security and trust. These technologies include blockchain-based authentication and physical unclonable functions (PUFs) [3]. In addition, the authors presented the advantages of zero-knowledge proofs (ZKPs) and discussed the application of zero-knowledge authentication across various IoT networks. Additionally, they provided an overview of the properties of zero-knowledge authentication in the IoT environment. These state-of-the-art technologies provide innovative solutions to the unique challenges posed by the IoT environment, paving the way for more reliable and secure authentication systems. Furthermore, the National Institute of Standards and Technology (NIST) has introduced the concept of zero trust architecture (ZTA) to address these issues. Trust in an object can only be established through identity verification and trust assessment. Once the system grants the necessary permissions, the object can perform relevant tasks. In [4], He et al. describe the adoption and migration to ZTA as facing various hurdles, including the complexity of security management, risk assessments, configurations, and life-cycle change management. Authority is obtained by providing the access agent with authorization data through the access control engine, which integrates outcomes (people and devices) at varying security levels. Users must adhere to applicable security policies to access resources across domains. The technological pillars of ZTA include identity authentication, access control, and trust evaluation algorithms. Particularly, authentication in IoT with zero trust security involves sensitive data, such as passwords, personal identification numbers (PINs), facial recognition, and fingerprints. The fingerprinting addresses the technical aspects of device identification in a heterogeneous IoT environment, which is crucial to zero trust implementation. On the other hand, cybersecurity is aware of the factors of human element in security. In the context of IoT and zero trust, they become particularly relevant as users interact with a wide range of devices. Soewito et al. [5] present a data transmission system combining data encryption and authentication. Their experiments involved thirty text data samples, each measured for performance in both encryption and authentication processes. The proposed method showed a speed of processing suitable for the security of data transmission systems, with authentication performance around 5 ms from the client–server side.



Security assurance is increasingly crucial for the IoT, which has become pervasive in our lives. Using passwords, token keys, systems, and other authentication techniques on IoT devices and networks introduces numerous risks and concerns. Recognizing and evaluating conventional authentication methods within IoT ecosystems is essential when exploring new authentication solutions with zero trust security. Patel et al. [6] provided a comprehensive review of the zero-trust security architecture, emphasizing its essential ideas, real-world applications, and its impact on cybersecurity as a paradigm shift in information systems. ZTA not only revisits previous concepts but also integrates additional foundations such as data, device, user, network, environment, visibility, analytics, application, workload, automation, and orchestration. Ahmadi et al. [7] introduced the concept of zero trust micro-segmentation, which manages traffic entering or leaving a network, enhancing security through detailed segmentation.



As a result, zero trust is a security model in which all the measures within a network are constantly verified. To consider emerging authentication technologies such as IoT devices, embedded systems, resilience against attacks, device diversity, physical security, the lack of standardization, cryptographic protocols, network security, resource constraints, quantum-resistant algorithms, privacy preservation, and blockchain technology is especially challenging for the development of scalable and context-aware authentication that can integrate with the existing IoT infrastructures, while to address these technologies, authentication frameworks that are secure with zero trust principles and deployable in real-world IoT systems, among other things, would need to be developed.



However, it also has a specific aspect of IoT authentication or zero trust concerns that represent where additional research and annotation are required to improve the security and practicality of authentication in a zero trust IoT environment. Addressing these gaps could lead to robust security and efficient, widely applicable authentication for the diverse and constantly evolving IoT environment.



This study aims to evaluate the efficacy of the latest advancements in biometrics, blockchain, artificial intelligence (AI), and other cutting-edge techniques in authentication, enhancing IoT security and resilience. It also explores how zero trust security and authentication methods interrelate within the IoT and examines the integration of zero trust security principles into IoT authentication frameworks. We will discuss how a robust security paradigm can be employed to mitigate cyber threats and enhance IoT ecosystems. By thoroughly examining recent research, case studies, and real-world implementations, this study also provides significant insights into the evolution of IoT security and authentication.



The organization of this study is as follows: Section 2 delves into new authentication methods designed for the IoT, focusing on their integration with zero trust security and providing a comprehensive overview of how authentication is evolving in IoT settings. In Section 3, we will examine implementation challenges, security issues, and real-world deployment scenarios to help inform decisions and promote the adoption of reliable and secure IoT authentication solutions. Section 4 outlines future research directions, aiming to contribute to the ongoing discourse on enhancing the security posture and resilience of IoT systems.




2. Emerging Authentication Technologies for Zero Trust in the IoT


As IoT grows more integrated into people’s lives and critical systems, the trustworthiness of these devices becomes increasingly important, and developing authentication technologies for zero confidence is not just preventing attacks but also sustaining confidence in the IoT environment. Then, in this section, we present the authentication methods in the IoT environment and also present authentication techniques for IoT in a zero-trust context. Zero trust is an emerging cybersecurity concept that adheres to the principle of “never trust, always verify”. It mandates the continuous identification and validation of access authorization, treating all the users, devices, and networks as potentially compromised, as elaborated in [2,8]. This is a core principle of zero trust that can be summarized as follows:




	(1)

	
Every data source and computing service is regarded as a corporate asset that requires protection.




	(2)

	
All communications are considered insecure, regardless of the network location specified in the access request. No entity seeking access is automatically trusted.




	(3)

	
Resource access is granted on a session-by-session basis.




	(4)

	
Device characteristics, along with behavioral and environmental factors, are considered in access decisions.




	(5)

	
The principle of least privilege is applied.




	(6)

	
Access is granted intermittently, not automatically.




	(7)

	
Enhancements to security in communications, network infrastructure, and assets are continuously applied.









Thus, zero trust integrates the highest level of security into devices and assets, protecting against external threats. The elements of authentication offer enhanced security for data and resources against intrusions; access segmentation prevents malware and attackers; and DDoS attacks are thwarted before they can damage resources. This approach allows for more granular access control; suspicious activity and attacks can be identified and mitigated more swiftly. Furthermore, traditional authentication methods in IoT ecosystems are now being reevaluated for the integration of authentication technologies with zero trust security in the IoT, including device-to-device (D2D), device-to-gateway, multi-factor authentication (MFA) [9], and so forth.



2.1. Authentication Methods in IoT Environment


The authentication technologies in the IoT environment are crucial for ensuring trustworthy interactions between devices, users, and systems, as follows:



(1) Resource Restrictions enable the implementation of sophisticated authentication techniques and cryptography in IoT devices, which are often constrained by memory and energy capacities. Conventional authentication methods may impose a large overhead, potentially affecting the performance and battery life of these resource-limited devices. A significant portion of the IoT ecosystem is composed of devices with limited processing and memory capacities, complicating the implementation of secure authentication. The impracticality of traditional cryptographic protocols, which are often computationally expensive, further hampers secure authentication in these devices. This is similar to [9], which highlighted D2D authentication as more feasible compared to user authentication methods considering the memory and processing capacity limitations of the deployed IoT devices. These devices often focus on authentication systems that are computationally impractical for certain usage scenarios. Additionally, ref. [10] underscored the critical importance of resource security in cloud networks and examined the roles of authentication and access control within zero trust architectures. When applying distinct guidelines and standardized techniques to enforce access restrictions across a distributed network, the reliability of requests must be based on historical data. This involves establishing servers in the restricted visibility buffer zone as the outer layer of the primary network.



(2) “Heterogeneous” refers to a variety of devices, ranging from low-power IoT sensors to high-performance servers and gateways. Although unique requirements have been developed for the integration and compatibility of authentication, the heterogeneity in communications, software, and hardware makes it much more severe. The heterogeneity of IoT devices ranges from robust smart appliances to sensor nodes with limited computing capabilities. Due to the varied nature of this environment, different computational budgets and security requirements cannot be met by a single authentication method as presented in [11], who discussed the level of the granularity and complexity of the ZTA in an end-to-end infrastructure, security controls, heterogeneity, and legacy issues. The technology’s ability to promote unity and safeguard digital identities across numerous platforms and networks was also discussed in [12], including the use of blockchain technology and the issue of heterogeneous identity trust.



(3) Scalability refers to the ability to manage the login credentials of connected devices created by IoT deployments. Authentication technology often relies on centralized systems or physical provisioning processes due to the exponential growth in the number of devices, as in [13]. As they highlighted, this ensures that telemetry data, control directives, and sensitive information are protected from unauthorized access or alteration. Furthermore, certificate-based authentication enables scalable and manageable authentication for large-scale drone deployments. Potential attacks on the scheme’s security services were suggested by [14], who also examined both official and informal defenses against these threats. The Hypertext Transfer Protocol (HTTP) with internal authentication measures was identified, highlighting the protocol’s high load, limited capacity for storing requests on devices with constrained resources, and scalability challenges in the IoT.



(4) IoT devices are often placed in open or uncontrolled environments, facing issues such as safe update mechanisms and physical accessibility. If an attacker gains physical access to a device, the authentication, which relies on stored credentials, is compromised. It may be necessary to update authentication systems to maintain security and respond to breaches. Devices are vulnerable to hacking due to manufacturer-configured passwords or credentials. Conventional methods lack dynamic credential management and secure key rotation across many devices. Unfortunately, as shown in [15], several trusted and up-to-date IoT devices still use outdated login credentials. Zanasi et al. [15] unveiled a security architecture designed to meet the stringent specifications of IIoT systems, incorporating a software-defined network (SDN) and a centralized security management layer, which can be integrated publicly via the Internet to facilitate the initial enrollment process for new resources.



(5) Since IoT devices typically lack traditional user interfaces, it may be necessary to establish authentication methods for interactions with humans. As demonstrated in [16], these methods can operate without explicit user input. The trust algorithm used in this process makes decisions based on input from a policy database, user roles, and behavioral data. Another implementation is the integration of IoT devices in healthcare applications, as seen in [17]. In healthcare IoT systems, anticipatory risk mitigation and adaptive responses based on real-time data trends are crucial for identifying security measures and implementing proactive security. Additionally, risk assessments, user behavior, and access patterns are considered when tailoring security measures. Similarly, Butpheng et al. [18] integrated IoT technology into an e-health system to provide real-time, on-demand services. Network-connected devices communicate and share data through a unique user interface that collects information from sensors and equipment on the network. Saravanan et al. [19] developed and implemented a zero-trust framework paradigm that combines behavioral analysis, device health assessment, and MFA with user identity verification. Users must authenticate using credentials, such as their username and password, for their identity to be verified.



(6) IoT devices often use wireless networks for communication, making authentication techniques vulnerable to eavesdropping and man-in-the-middle attacks, among other threats. Ensuring the authenticity and security of authentication is challenging. To demonstrate zero trust security in IoT networks, Nawshin et al. [20] introduced AI-enabled Android malware detection, requiring apps to be validated and authorized before being distributed to networks. They also stated that identity verification is necessary for all communication networks, whether internal or external to network perimeters, in line with the zero-trust security concept.



(7) In IoT environments, where devices may operate autonomously and generate vast amounts of data, the lack of accountability and auditability in authentication methods makes it difficult to track and investigate security or unauthorized access. Security struggles to provide real-time visibility into devices and access, as well as granular control. Identifying and addressing potential security issues is challenging due to this lack of detailed oversight. Additionally, ref. [21] explored the role of trust, detailing trust algorithms. The method included certification, competency testing, and ensuring appropriate collaboration and accountability.



(8) Zero trust is an advanced form of network security that can be swiftly implemented to handle distrust. It requires requests, evaluations, and approvals each time to safeguard resources, as described in [8]. According to [22], the zero-trust security concept asserts that no implicit trust is placed in any network asset or user account; access to resources is only granted after a thorough authentication and authorization process has verified the identity of the user, device, asset, and workload. Similarly, ref. [23] based on the principle of zero trust architecture, also known as “never trust, always verify”, aims to defend the modern environment and facilitate digital transformation by utilizing robust authentication methods, employing network segmentation, preventing threats, and streamlining granular policy. It represents a comprehensive approach to information security that does not trust any user, transaction, or network traffic unless it has been validated.



Additionally, the importance of security measures is increasing with the use of IoT devices, networks, and authentication methods.




2.2. Authentication Techniques for IoT in Zero Trust Context


It is crucial to recognize and address the inadequacies of authentication techniques, as outlined below:



(1) Vulnerabilities: Passwords are the primary means for confirming user identities and granting access to IoT devices under authentication methods. Alquwayzani et al. [13] listed seven criteria for evaluating zero trust: vulnerability, access control, security defects, network security, password detection, high-risk ports, and secured sensitive data. Moreover, IoT devices are particularly vulnerable to hacking and unauthorized access, as demonstrated in [3].



(2) Multi-Factor Authentication (MFA): MFA is a security feature for IoT devices and applications that combines several factors, such as passwords, biometrics, and token keys, to verify user identity before granting access to IoT resources. MFA-authorized solutions require an additional device and a high level of user involvement, as seen in [19]. Additionally, ref. [24] examined various MFA models in the context of the Industrial Internet of Things (IIoT), which necessitates strong identity verification for the users and devices accessing IIoT resources. The methods used included strong authentication techniques, biometric authentication, digital certificates, and secure device attestation to verify the security and integrity of network connections.



(3) Blockchain Technology: Currently immature for use due to its reliance on a consensus mechanism to generate identities and manage access control for all IoT devices, as presented in [1]. Furthermore, Rivera et al. [25] introduced distributed authentication as a network of authenticators to enhance the process’s reliability, integrating blockchain to mitigate single points of failure and centralized servers for authentication.



(4) Device Capabilities: The authentication systems manage a multitude of IoT devices with diverse identities and access requirements. Centralized management solutions can result in identity granularity issues, discrepancies, threat detection challenges, and potential security vulnerabilities, as demonstrated in [9].



(5) User Authorization and Access Control: Unauthorized users may gain advanced access to data and control devices in IoT environments due to the absence of fine-grained access restrictions and pre-established policies. IoT ecosystems face the risk of device breaches, unauthorized privilege escalation, and data manipulation. Moreover, issues such as access control, confidentiality, privacy, and security, along with protection limitations and device reliability in utilizing IoT authentication services, were also addressed in [26]. Additionally, Dhiman et al. [10] provided methods for biometric authentication that capitalize on the durability and uniqueness of physiological traits to verify user identities.



(6) Predisposition Attacks and Spoofing: The authentication protocols used in the IoT aim to prevent predisposition attacks. IoT devices may be vulnerable to identity spoofing attacks, where malicious actors mimic authentic devices to deceive authentication systems and infiltrate the network, compromising the data confidentiality of resources, as used in [11].



Importantly, Alsobeh et al. [27] presented the cybersecurity awareness perception model (CAPM) and discussed cybersecurity awareness in cyberspace. Their CAPM investigated cybersecurity characteristics connected with consumers’ views of cybersecurity awareness and devised measures to increase cybersecurity awareness among various populations, particularly Jordanian teens. They identified the variables that affect user behaviors, knowledge, attitudes, time, and expense. In particular, they emphasized how aware teenagers are of their social status and the negative effects of the internet on mental health issues like irritability, self-consciousness, cyber-anxiety, social disengagement, and eating disorders. Furthermore, they stated that the following criteria on the quality-of-life scale of cybersecurity awareness should be considered: (1) dejection, (2) cyber withdrawal, (3) addictive behavior, (4) sleep disturbance, and (5) lack of social skills. These are positive, substantial connections between the measures of cybersecurity awareness factors in various quality of life on the level of cybersecurity. For example, social engineering assaults rely largely on psychological manipulation and require advanced cybersecurity to identify and avoid. The quality of life is a significant mediator in determining cybersecurity awareness. People with a higher quality of life are more likely to be aware of cybersecurity and defend themselves against threats. Cybersecurity and zero trust can be implemented at various levels among users, with potential strategies for improving user awareness in the IoT environment, as well as well-known information and communication technology (ICT) that is representative of experiencing exceptionally rapid development with vulnerabilities. These are key cybersecurity awareness factors that we can summarize for the IoT environment, as shown below:




	
Device connection and device proliferation to connect devices in homes and workplaces.



	
Data sensitivity to collect personal or sensitive data.



	
Limited user interfaces to intuitive interfaces for security settings.



	
Diverse users based on technical knowledge.



	
Rapid technological evaluation and constantly changing.



	
Interconnectedness and vulnerabilities in one device.








As mentioned above, the emerging authentication technologies with zero trust security address these challenges and provide secure and reliable authentication for IoT environments. By utilizing authentication technologies such as blockchain, AI-driven anomaly detection, and continuous verification, security in IoT environments can be improved, and the risks related to authentication vulnerabilities can be reduced. In the next part, we will explore new authentication mechanisms in the context of the IoT and zero trust security, along with the cybersecurity of networked IoT. As shown in Figure 1, we categorize the essential elements of authentication technologies for zero trust in the IoT environment.



Despite the detailed “never trust, always verify” principle of zero trust security, it necessitates robust authentication to secure communication and access control in constrained IoT environments. We summarized the contributors to various emerging authentication technologies for zero trust in the IoT, along with their challenges, as shown in Table 1.



As shown in Table 1 and Figure 2, the FIdAM provides security access control. Emerging authentication technologies in IoT environments offer numerous benefits and trade-offs. The concepts of trust and interference resistance are enhanced by PUFs, blockchain technology, and authentication protocols. Consequently, the selection of an authentication combination will depend on specific components, feature requirements, limitations, and threat models. Therefore, robust authentication in an IoT environment should consider the device’s capabilities, scalability, and security. These synthesized ideas could improve the effectiveness of blockchain technology in IoT environments.



The robust authentication methods align well with zero trust security principles. Figure 3 illustrates key considerations for developing and implementing secure authentication solutions in an IoT environment. This framework offers a roadmap for integrating emerging authentication techniques with zero trust security to establish robust protection across IoT layers. It ensures the reliable operation of interconnected IoT devices through mutual device authentication and confidential network communications. The framework encompasses user authenticity checks to ensure that only authorized devices can access networks and employs encryption to secure service access while protecting against various attacks, such as DoS attacks, man-in-the-middle (MITM) attacks, and sniffing attacks.



The safeguarding of user authentication data is vital for protecting the user’s identity. Counterfeit attempts can lead to identity theft, spoof attacks, or situations where an attacker uses a counterfeit biometric to mimic a genuine user and gain unauthorized access. The framework advocates for user context recognition based on zero trust, fine-grained data access authentication control, and the comprehensive monitoring of network traffic to identify and prevent potentially dangerous data access. It calls for regular reviews and updates to adapt to emerging threats and evolving requirements.



Moreover, it emphasizes adopting a zero-trust strategy that involves rigorous user verification and authentication, inherently distrusting any user, and assigning minimal access privileges to each user. To ensure access control security, it integrates continuous identity authentication and multifactor authentication. Biometric data, such as fingerprints and voiceprints, are collected by sensors via IoT devices and retained within edge devices, reducing the risk of data interception by attackers during network transmission.



This framework provides a structured approach to deploying emerging authentication technologies in an IoT environment guided by zero trust security principles. It emphasizes asset identification, risk assessment, technology selection, secure communication, continuous monitoring, incident response, secure updates, compliance, and continuous improvement. By adhering to this framework, organizations can enhance the security posture of their IoT ecosystems, mitigate risks associated with authentication challenges, and align with the core principles of zero trust security.



These emerging authentication techniques are integrated with the core principles of zero trust security in the IoT environment. By combining effective authentication with access control, risks associated with unauthorized access and malicious activities can be mitigated. Zero trust security provides a robust approach to securing communication and access control in the resource-constrained world of IoT devices. Next, we will explore the evaluation and implementation considerations for deploying zero trust security in IoT environments. The above-mentioned significance of the increasing and distinct issue of IoT, as well as the special enhancements of new authentication methods for zero trust in the IoT environment, are expounded upon. For instance, enhanced cryptography and context-aware authentication represents a significant improvement in adaptive security by considering real-time factors like device location, network conditions, edge computing, decentralized management, AI-driven security, cross-platform interoperability, quantum, and so forth.



For new technologies that require zero trust in the IoT context, authentication methods can use zero trust knowledge proofs to confirm device identity with unique devices. Authorization makes use of device and environmental factors based on device identity. Access control is verified and aligned with zero trust principles, as well as encryption for granular control. The key exchange uses identity cryptography for key exchange distribution, with potentially zero trust knowledge proof for increased security key protocols. The zero-trust concept, often known as “never trust, always verify”, is used to prove and enforce always verification without implicit trust as well as continuous authentication with constraint constraints. Continuous verification aids in the detection and mitigation of ongoing threats, whereas the zero-knowledge method reduces them. Furthermore, authentication allows the explicit verification of device identity, zero-knowledge proofs, and strong explicit verification without disclosing secrets. In other words, authentication and access control are critical for safeguarding IoT setups with multiple devices. Key agreement is a protocol-based authentication method that addresses security and interoperability challenges in IoT networks. Then, integrating authentication, authorization, access control, and key agreement in an IoT context is critical because secure channels and cryptographic procedures are required to assure data confidentiality and integrity.



As previously indicated, this research analysis emphasizes the use of zero trust in the Internet of Things (IoT) environment based on cybersecurity awareness variables that influence zero trust in IoT, such as the following:




	(1)

	
Developing authentication methods that could work across diverse IoT devices while respecting resource constraints.




	(2)

	
Creating user interfaces and policies that secure behavior without overwhelming users.




	(3)

	
Implementing to enhance user awareness of IoT security risks and best practices.




	(4)

	
Considering personal factors in the design of security measures to improve adoption and effectiveness.




	(5)

	
Integrating user behavior analysis to create more adaptive and personalized security measures.











3. The Performance Evaluation Criteria for Authentication Zero Trust in the IoT


The “never trust, always verify” philosophy is personified in zero trust security, which addresses the lack of trustworthiness and enduring evaluation. Communication security and access control in IoT environments require securing authentication, which is a required strategy. Thus, zero trust security and emerging authentication are essential elements of the IoT ecosystem’s security.



Analysis and evaluation are required to identify any security in IoT environment, this requires combining risk assessments with zero trust security. Therefore, we evaluate the potential of the identified threats by using threat modeling to identify critical assets such as IoT devices, authentication, unauthorized access, and denial-of-service attacks. The progression of the system’s ability to identify security is guided by the principle of zero trust security. Previously, continuous improvement in threat detection enhanced overall security and potential risks effectively. Nevertheless, cryptographic methods and blockchain authentication are adolescents for using a consensus mechanism, making them less attractive than centralized systems. The evaluation techniques should consider several factors that we can conclude, such as (1) security requirements: the security needed for protection and reserved data; (2) device capabilities: processing, memory constraints, and devices; (3) scalability: as long as a number of devices and the anticipated growth of IoT devices exist; (4) management: managing credentials with unique techniques; and (5) privacy concerns: sort of user privacy, data collection, and storage requirements. Additionally, ref. [31] tested and simulated zero trust and perimeter-based IoT security systems. By applying a modeling and simulation tool to evaluate the effects of the zero-trust policy decision point (PDP) and policy enforcement point (PEP) functions on the overall networks, improved cybersecurity is the result of zero trust and security on networks.



The evaluation of emerging authentication zero trust security on IoT has different emerging authentications such as authentication, multifactor authentication, and blockchain authentication based on security features as presented in Table 2. At that point, consider the specific requirements of the IoT environment, such as low battery life, resource constraints, and selecting suitable devices. Consequently, the testing of proof-of-concept is necessary to assess the performance and security effectiveness of authentication in a controlled environment. As presented by [19], Saravanan et al. presented a measure and analyzed the authentication process in enforcing stringent access control with user identity verification and the integration of MFA.



These assessments of developing authentication methods, which can be successfully applied in IoT environments while adhering to zero trust security principles, encompass security analysis and evaluation. This method ensures authentication, risk mitigation, confidentiality, integrity, and availability. Zero trust security can be tailored and integrated with authentication to specify access control, user identity, and verification requirements within the IoT environment.



Implementing zero trust authentication for IoT involves careful planning and consideration as presented in Table 3, including:




	(1)

	
Uniformity: Establish newly developed authentication protocols.




	(2)

	
Provisioning Devices: Distribute credential keys.




	(3)

	
Monitoring: Identify inconsistencies and categorize threats.




	(4)

	
Automatic: Utilize pre-established security measures.




	(5)

	
Control and Management Access: Oversee and regulate access.




	(6)

	
Cryptography: Explore cryptographic algorithms to provide sustained security.




	(7)

	
User Experience: Enhance acceptability and usability.











 





Table 3. The implementation benefits of emerging authentications.






Table 3. The implementation benefits of emerging authentications.










	Implementation Aspects
	Benefits
	Refs.





	Device-level Implementation
	
	
Integrating lightweight cryptography into IoT devices.





	[32,33]



	Network-level Implementation
	
	
Implemented to ensure authenticated and encrypted data.





	[10,34]



	Cloud/Edge Integration
	
	
Implemented for authentication services, cloud computing, and scalability.





	[30]



	Identity and Access Management (IAM)
	
	
Implemented to manage device identities throughout their lifecycle including initial provisioning, ongoing management, and decommissioning.





	[14]



	Security Information
	
	
Implemented to identify potential security, real-time monitoring, and the logging of authentication.





	[20,31]








The comprehensive implementation of zero trust security can effectively mitigate cybersecurity risks and enhance data protection, including ensuring the integrity of the IoT environment. As illustrated in Table 4, we present a comparison of the evaluation and implementation of zero trust in the IoT environment. The methods involve collaboration between IoT devices, communication networks, zero trust security, and others to ensure a comprehensive and effective zero trust security strategy for IoT environments. This includes the following:




	(1)

	
Establishing strict access control for IoT devices, users, and applications.




	(2)

	
Implementing network segmentation strategies to isolate IoT devices within networks.




	(3)

	
Utilizing threat detection systems to identify potential incidents in real-time.




	(4)

	
Applying data encryption to secure communication protocols for data transmission between IoT devices and authentication elements.




	(5)

	
Integrating IoT security into the existing zero trust security framework and principles.









Next, we may sum up the category of the existing authentication technology and performance evaluation as indicated in Table 4. Correspondingly, Yeoh et al. [31] introduced multifactor authentication, which can safeguard applications by confirming identity and validity prior to granting access, and others as follows:





 





Table 4. The category of the existing authentication technology and performance evaluation.






Table 4. The category of the existing authentication technology and performance evaluation.





	Feature
	Mutual

Authentication
	Cryptographic

Authentication
	Multi-Factor

Authentication (MFA)
	Blockchain-Based

Authentication
	Refs.





	Security
	High
	Moderate
	High
	High
	[2,25,31]



	Processing
	Low, Moderate
	Low
	Low, Moderate
	Moderate, High
	[32,37]



	Scalability
	Moderate
	High
	High
	Scalability limitations
	[29,30,38,39]



	Resource
	Moderate
	Low
	Low, Moderate
	Moderate, High
	[31,40]



	Complexity
	Moderate
	Low
	Moderate
	High
	[21,30,38]



	Suitability
	Moderate
	High
	Moderate
	Limited
	[2,29,41]








Authentication technology provides robust security by verifying devices, managing keys such as token keys, and creating digital certificates that can be scaled significantly. However, cryptography might not offer the same level of security in resource-constrained IoT devices. Nevertheless, MFA can enhance security by combining user verification with rigorous security checks. Blockchain technology provides robust mechanisms for identity verification and access control policies, though its implementation can be complex and challenging due to limited scalability on a large scale. As shown in Table 5, we compare the evaluation and implementation of zero trust in the IoT environment based on the research findings. We may select the best authentication technique and implement strong security measures by taking into account security needs, device capabilities, and potential problems.



The evaluation and implementation of zero trust security in IoT environments entail assessing the appropriateness and practicability of protecting IoT devices and deploying the necessary techniques, security models, and mechanisms to enforce zero trust principles. These evaluations are critical for the successful implementation of zero trust security in IoT settings. By considering security requirements, device capabilities, and potential challenges, we can select the most suitable authentication technology and establish robust security measures. Specially, Irfan Simsek [45] introduced a novel approach integrating authentication, authorization, access control, and key agreement in the IoT environment and network communications. He pointed out and emphasized the physical level, secure channels, and cryptographic methods to ensure data confidentiality and integrity.



This is a comprehensive evaluation of the effectiveness of new authentication solution for zero trust in IoT environment. This covers several important factors that are necessary to assess the efficiency and suitability of those technologies. Researchers and developers employed a combination of these strategies. The relative importance of these criteria would vary depending on the IoT ecosystem, as well as whether they were expanded or applied to a single IoT authentication technology.




4. Future Direction and Suggestions


This section guides the researcher’s effort and helps to address key challenges, explore new possibilities in this domain, and cover a wide range of challenges in IoT zero trust authentication, from technical issues such as cryptography, interoperability, network security, machine learning, and human–computer interaction.



As previously stated, ref. [27] cybersecurity awareness has become the primary motivator for cyber criminals, which appears to be increasing, such as acquiring sensitive information and using it for blackmail, and hackers can exploit user behaviors on social networks (e.g., Facebook, TikTok, Instagram, YouTube, Twitter, etc.), making it a primary source of exposing their information to a wide range of security risks.



New authentication systems provide ways to improve IoT environments’ zero trust security. As ref. [46], presented an efficient and safe authentication and key agreement (AKA) system, examined its performance, and contrasted it with alternative protocols They suggested that improved security for smart devices is anticipated as IoT development progresses. In summary, the idea, tenets, and cutting-edge developments of zero trust in cybersecurity and important IoT contexts were put forth as presented by [47]. It has been observed that the implementing zero trust in the IoT environment will incorporate theoretical concepts to ensure data security and privacy, preventing illegal access and data leaks. Similarity: zero trust architecture is significant for fusion if it demonstrates a remarkable balance between strict security and user-friendliness, as suggested by [48]. Additionally, Chen et al. [49] presented the evaluating cross-chain trust, a software-defined zero trust architecture that was created for the developing security 6G networks, allowing cooperative defense against network threats. Wu et al. [50] analyzed the key connotation of zero trust and IoT security and evaluated and simulated the stochastic Petri net, the model that can effectively address network security problems. However, adoption and implementation will require the consideration of factors such as scalability, interoperability, performance evaluation, and the specific requirements and constraints of IoT devices and systems. Furthermore, by investigating future directions and implementing innovative authentication technologies, it can strengthen security, manage risk, and ensure the trustworthiness of IoT environments within a zero-trust principle and policy. Collaboration will be critical to addressing emerging threats and challenges in the evolving landscape of IoT security.



As shown in Table 6, there are various future directions and suggestions for emerging authentication technologies in zero trust and the IoT environment. For instance, behavioral biometrics utilizes keystroke dynamics and voice recognition to authenticate users based on their behavioral patterns. Secure Multi-Party Computation (SMPC) and homomorphic encryption are used to ensure authentication and data processing in the IoT environment. This technology enables the secure computation and processing of encrypted data without decryption. Quantum-resistant cryptography is a proactive approach to cryptographic algorithms and protocols for authentication and secure communication in IoT environments and long-term security against potential threats from quantum computing. Lastly, collaboration and standardization are needed to develop standardized authentication protocols and best practices for zero trust security, zero trust principles, and zero trust policies in IoT ecosystems. Interoperability in authentication is essential for seamless integration and security.



This table outlines future directions and suggestions for emerging authentication technologies, covering areas such as continuous trust assessment, decentralized authentication, quantum-resistant cryptography, federated identity management, machine learning, privacy techniques, lightweight protocols, trust security, theories, standardization, and user authentication methods. By following these guidelines, we can create a more secure and resilient framework for the interconnected IoT environment.



To develop this research, we have considered the following issues:




	(1)

	
Integration that simulates a real-world IoT security environment for implementation and testing in a variety of authentication methods.




	(2)

	
Incorporating data from various IoT domains, such as consumers and industries, highlights the variety of difficulties.




	(3)

	
Encouraged cross-disciplinary collaboration in the fields of computer science, engineering, and cybersecurity.




	(4)

	
Modules or developing technologies to prepare for future advancements in IoT security.









In the current circumstances, cybersecurity awareness should incorporate some of the following components for future research:




	
Education and training are critical components of any cybersecurity awareness plan, allowing for the creation of a curriculum that covers issues such as basics, online safety, data protection, and digital literacy. The curriculum should be interactive, interesting, and customized to the requirements of both genders.



	
Risk awareness: This is a series of awareness campaigns that should be developed to raise cybersecurity awareness, such as posters, videos, and other materials that explain the importance of cybersecurity and the hazards it poses.



	
Monitoring and evaluation aimed to follow the evolution of cybersecurity awareness. This system will allow us to assess the efficacy of any necessary improvements.








The outcome of this future research could significantly advance the enabling of a more secure, efficient, and user-friendly IoT environment by working on a variety of methodologies, including theoretical analysis and proof for cryptographic protocols, simulation for large-scale performance, prototype implementation, human–IoT interaction, and formal verification methods for security properties. Processing resources, network bandwidth, and operation are all key constraints on the application of establishing authentication systems for IoT devices. These limitations are critical for traditional authentication in the IoT environment, necessitating the development of novel alternatives. (1) Lightweight: due to computational constraints, these algorithms strive to provide appropriate security with low computational effort. (2) Edge computing: by addressing both computational and bandwidth constraints, this allows for more complicated processes that do not stress IoT devices. (3) Hardware security: to offload computational duties from the main processor, include security or physically unclonable features in IoT devices. (4) Energy-aware security as an authentication technique is achieved by energy efficiency, sporadic authentication, or the use of low-power modes in between authentications to conserve energy.




5. Conclusions


This study explores evolving authentication methods in the IoT through zero trust security. We have delved into emerging technologies such as cryptography and multi-factor authentication, highlighting their integration with zero trust principles. Our research has provided a comprehensive understanding of the transformative changes within IoT authentication, transitioning from perimeter-based models to a continuous verification approach that is better suited for the IoT environment. The study critically examines implementation challenges, security considerations, device limitations, potential privacy concerns, and deployment scenarios. Additionally, we have provided insights that can guide decision making for the adoption of reliable and secure IoT authentication solutions. Recognizing the importance of enhanced IoT security, we have identified its contributions to robust security. This includes the efficient and scalable application of authentication technology, the adoption of standardized network protocols, and the exploration of cryptography for long-term security. In conclusion, by integrating emerging authentication methods with zero trust principles, we aim to move toward a more secure future, underscoring the importance of robust authentication capable of effectively addressing emerging threats and vulnerabilities. This study also offers a framework for understanding these advancements and promotes a more secure and trustworthy IoT environment in our increasingly connected world.
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Figure 1. The essential elements of authentication technologies for zero trust in the IoT environment. 
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Figure 2. Authentication for zero trust in the IoT environment. 
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Figure 3. Key considerations of authentication for zero trust in the IoT environment. 
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Table 1. The summary of the existing authentication technologies for IoT with zero trust.
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Author(s)

	
Implementation

	
Authentication Technology

	
Advantages/Challenges






	
[3]

(2023)

	
Using factors such as PIN password, verification, and facial recognition.

	
Biometric authentication

	

	
Strong authentication based on unique biological or behavioral traits.



	
Passwords and tokens must be remembered.



	
Potential privacy concerns.



	
Increasing device costs.









	
[9]

(2021)

	
Identifying device fingerprint authentication for users and providing entry-point security, identifying the subject, and accessing the device.




	
[26]

(2019)

	
Using specialized biometric scanners, users’ individual biological data is collected and compared to stored data.




	
[5]

(2020)

	
Used for verification and calculating the discrete algorithm problem.

	
Cryptographic authentication

	

	
Offers mathematical security.



	
Supports secure key exchange.



	
Non-repudiation, data integrity, and cryptographic primitives.



	
Computationally intensive for constrained IoT devices.



	
Requires secure communication channels for key exchange.









	
[10]

(2024)

	
Taking uniqueness and persistence of physiological characteristics and user identity.




	
[21]

(2022)

	
Protecting the system by manufacturers.




	
[25]

(2023)

	
Securing protocols for data storage and transmission and using confidentiality, integrity, and availability.




	
[26]

(2019)

	
Used to morph actual messages during communication in an insecure network.




	
[28]

(2023)

	
Offering higher confidence over authenticator and verifying an authentication key.




	
[29]

(2019)

	
Used as a key requirement within the scheme to fulfill the cryptographic checksum needed.




	
[6]

(2024)

	
Ensuring only authorized users, devices, and applications can access networks.

	
Federated Identity and Access Management (FIdAM)

	

	
Enables seamless authentication across multiple IoT.



	
Reduce complexity.



	
Supports various authentication methods.



	
Required trust establishment.









	
[11]

(2023)

	
Providing the requested security services, access control, and management of configuration updates.




	
[30]

(2023)

	
Adds security for all resource authentication and authorization and is strictly enforced.




	
[1]

(2020)

	
Proposing an anonymous access system and computing the divided identity block data.

	
Blockchain-based authentication

	

	
Offer a decentralized structure.



	
Enables secure and editable identity management.



	
Supports distributed trust.



	
Scalability limitations.



	
Requires design and implementation to ensure privacy and security.









	
[10]

(2024)

	
Presenting blockchain technology for zero trust networks and comparing techniques used by different platforms. Presenting a possible approach for trusted transactions.




	
[11]

(2023)

	
Securing data storage, including sensitive data, and distributing data across multiple nodes.




	
[25]

(2024)

	
Protecting sensitive information and combining blockchain and trust assessment.




	
[28]

(2023)

	
Presenting blockchain technology with zero trust.




	
[29]

(2019)

	
Presenting the potential to increase privacy and security in blockchain applications.




	
[9]

(2021)

	
Designing characteristics that are used in one piece of hardware.

	
PUFs, or physically unclonable functions

	

	
Unique physical properties.



	
Offers tamper resistance and counterfeiting capacities.









	
[20]

(2024)

	
Linking between malware on Android devices and zero trust security.











 





Table 2. The evaluation benefit of emerging authentications.
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	Evaluation Criteria
	Benefits
	Refs.





	IoT Device Identification
	
	
Identify all the IoT devices connected to networks.



	
Vulnerability security.





	[5,24,32,33]



	Network Segmentation
	
	
Analyze network segmentation.





	[7,10,34]



	Access Management
	
	
Determine authentication methods.



	
Vulnerability to unauthorized access.





	[11,30]



	Data Encryption
	
	
Assess the encryption protocols.



	
Use data transmission within an IoT environment.





	[5,14]



	Threat Detection
	
	
Evaluate mechanisms and analyze effectiveness.





	[20,31]



	Penetration Testing
	
	
Conduct hacking and simulated attacks to assess the authentication mechanisms.



	
Test against various attacks (spoofing and man in the middle).



	
Identify and exploit potential vulnerabilities.





	[2,10,30,32,35,36]



	Formal Verification
	
	
Use techniques and mathematical models to confirm the security characteristics of cryptography and authentication.



	
Ensure the established security guarantees.





	[5,12,34]



	Simulation and Emulation
	
	
Simulate the IoT and authentication to evaluate performance and scalability.



	
Identify resource constraints and interoperability.





	[30,37]



	Compliance Testing
	
	
Assess authenticity to security standards.



	
Ensure compliance with legal data protection and data privacy.





	[10,23,28]










 





Table 5. Comparison of the evaluation and implementation of zero trust in the IoT environment.
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	Evaluation/

Implementation
	[11]
	[12]
	[15]
	[20]
	[24]
	[33]
	[38]
	[40]
	[42]
	[43]
	[44]





	Stringent access controls
	✗
	✗
	✗
	✓
	✓
	✓
	✗
	✗
	✓
	✓
	✗



	Micro-segmentation strategies
	✓
	✗
	✓
	✗
	✓
	✓
	✗
	✓
	✓
	✗
	✓



	Threat detection systems
	✓
	✓
	✓
	✓
	✓
	✓
	✓
	✓
	✗
	✗
	✓



	Data encryption
	✗
	✓
	✓
	✓
	✓
	✓
	✗
	✗
	✗
	✗
	✗



	Zero trust policies across the IoT environment
	✗
	✗
	✗
	✗
	✗
	✗
	✗
	✓
	✓
	✗
	✓



	Integrating IoT security
	✗
	✓
	✗
	✓
	✓
	✓
	✗
	✓
	✗
	✗
	✗



	Developing IoT environments under zero trust principles
	✓
	✗
	✓
	✓
	✗
	✓
	✗
	✗
	✗
	✓
	✓










 





Table 6. Future directions for authentication with zero trust in the IoT environment.
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	Future Directions
	Suggestions





	Continuous Adaptive Risk and Trust Assessment (CARTA)
	This framework is endlessly adapted based on context, behavior, and risk factors for IoT devices [51,52,53,54,55].



	Blockchain-based Authentication
	Develop blockchain technologies for decentralized, tamper-proof authentication and access control in IoT ecosystems. This technology addresses scalability limitations on a large scale [56,57].



	Quantum-resistant Cryptography
	Investigate quantum-resistant cryptographic algorithms as the protocols to secure IoT authentication against and prepare for potential vulnerabilities from future quantum computing threats [58].



	Federated Identity and Access Management (FedIAM)
	Implement FedIAM solutions to enable secure and seamless authentication across multiple IoT service providers. This reference implements a standardized authentication protocol to facilitate it across IoT platforms [52,53].



	Integration (AI) and Machine Learning (ML)
	Develop AI/ML techniques for real-time anomaly detection and adaptive authentication mechanisms in IoT environments. To analyze user and device patterns in real-time, dynamically adjust access control policies based on risk assessment [55,59].



	Privacy-preserving Authentication
	Explore authentication schemes that protect user privacy and sensitive data in the IoT environment. Develop for user control and usage associated with authentication [54,60].



	Secure Firmware and Hardware Roots of Trust
	Integrate secure hardware and trusted execution environments for IoT device authentication and integrity [61,62].



	Standardization of Authentication Protocols for interoperability
	Participate in standards and ensure interoperability among different IoT authentication solutions. Develop open-source libraries and references for standardized authentication protocols [52,57].



	User-centric Authentication for Improve Usability
	Discover user-centric authentication, user preferences, user-friendly interfaces, and workflows such as biometrics and behavioral patterns for secure and convenient IoT access control in an IoT environment [53].



	Emerging Technologies
	Investigate the security implications of emerging technologies and networks on authentication processes within the IoT environment [58,60,63].
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