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Abstract: The emergence of blockchain technology makes it possible to address disparate distributed
system security concerns in formerly ridiculous practices. A key factor of this ability is the decentral-
ization of the symmetrically distributed ledgers of blockchain. Such decentralization has replaced
several security functionalities of centralized authority with the use of cryptographic systems. That
is, public or asymmetric cryptography is the key part of what makes blockchain technology possible.
Recently, the blockchain experience introduces the chance for the healthcare field to implement these
knowhows in their electronic records. This adoption supports retaining and sharing the symmetrical
patient records with the appropriate alliance of hospitals and healthcare providers in a secure de-
centralized system, using asymmetric cryptography like hashing, digitally signed transactions, and
public key infrastructure. These include specialized applications for drug tracking, applications for
observing patients, or Electronic Health Records (EHR). Therefore, it is essential to notice that the
principled awareness of the healthcare professionals is the leading point of the right perception ethics.
In this work, we provide a thorough review of the issues and applications of utilizing blockchain
in the healthcare and medical fields emphasizing the particular challenges and aspects. The study
adopted a systematic review of secondary literature in answering the research question. Specifically,
this paper aims to investigate how blockchain technology can be applied to improve the overall
performance of the healthcare sector and to explore the various challenges and concerns of the
application of blockchain in the healthcare system.
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1. Introduction

Blockchain applications are used by a variety of industries, including finance, health-
care, manufacturing, and education, to benefit from the distinctive set of properties that
this technology possesses. Blockchain technology (BT) provides advantages in credibility,
trustworthiness, organization, and transparency [1]. With its special blend of properties,
including decentralization, immutability, and transparency, blockchain technology (BT)
has a great deal of promise to support a variety of industries [2]. We anticipate that this
technology will have positive applications in academia and science.

One sector where blockchain is anticipated to have a big influence is healthcare.
Researchers and practitioners in health informatics constantly struggle to keep up with the
advancement of this field’s young but quickly expanding body of research. This article
presents a comprehensive assessment of recent studies investigating the use of blockchain
technology in the healthcare industry [3].

Healthcare is an important sector for both the developed and upcoming nations [4].
The overall capabilities of the medical and healthcare sector have been improved further
by initiating innovative and latest computer technologies within the sector. Such advance-
ments in computer technologies may help physicians and other relevant health providers
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with the timely diagnosis and management of numerous health-related problems [5]. Dif-
ferent revolutionary and emerging computer technologies have since been applied within
other sectors with highly promising outcomes. Such technologies comprise the Internet of
Things, Blockchain, Data Mining, Cloud Computing, and the Internet of Things, Blockchain,
Data Mining, Cloud Computing, and Internet of Things, Blockchain Data Mining, Cloud
Computing, and many others [6].

As Ratta et al. (2021) [7] described, Blockchain is a point-to-point distributed network
within which no single third party has been involved in the communication and transaction.
Blockchain operates mainly by maintaining a symmetrical copy of the decentralized ledger
for all users under the security of asymmetric cryptography. All the undertakings are
isolated and not linked to other relevant transactions. For instance, the popular innovatory
idea of cryptocurrency is supported by blockchain technology [8]. Similarly, cryptocurrency
is highly believed to be very secure and unable to be hacked; the same blockchain concept
can be applied in other sectors to enhance security and privacy issues. The healthcare sector
is one of the relevant industries where the technology can effectively be applied.

Within the Blockchain, a ledger system that is publicly distributed is accessible to any
individual in a symmetrical manner. In this case, the blockchain ledger is the list of records
that keep the required information sequentially [9]. The block is the container with all the
individual transaction details in this case. The block has both the header and the details
of the transaction. The header is responsible for keeping all the information related to the
block [10]. With its associated security features, Blockchain can easily be into the healthcare
system to enhance the effectiveness of the sector’s operations. The present paper seeks to
establish how Blockchain can be applied in the healthcare sector, highlighting the specific
challenges and concerns.

1.1. Blockchain Principles

A Blockchain is a public, decentralized, and distributed database managed by multi-
ple participants, across multiple nodes connected through a peer-to-peer (P2P) network.
Blockchain acts as a distributed ledger technology (DLT) where users can digitally ver-
ify the issued transactions without the need for trusted third-party (TTP) authority [11].
Typically, Blockchain presents a secure and autonomous consentaneous approach to ex-
panding the DLT over time while keeping the data immutable and irrefutable [12]. The
main characteristics of Blockchain-DLT are demonstrated in Figure 1.

/ Programmable /
/ Distributed /

Figure 1. Main properties of distributed ledger technology (DLT) [12].

Blockchain is a sort of DLT that records the transactions using an immutable crypto-
graphic signature called a hash using an algorithm (e.g., SHA 256) [13]. That is, changing
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one block in the chain is going to be directly noticeable as tampered with. Therefore, for the
blockchain system to be corrupted by the hacker, almost, all blocks across the distributed
chain need to be changed. Figure 2 illustrates the principle blockchain anatomy. Every
node will have a complete copy of the ledger (blocks) and the block is composed of several
data (transactions’ list, . .. etc.). Blocks are connected by connecting every block with its
predecessor and subsequent through a hash value. The blocks are linked together chrono-
logically and cannot be modified after they are recorded without writing the entire ledger
history again [14]. Nodes use a defined algorithm to reach a consensus on what ledger
version is true and accurate [15].

Block Header Block Header Block Header

Hash (Previous Block Header) } Hash (Previous Block Header) ] [ Hash (Previous Block Header) ]
Timestamp ] [ Timestamp ] { Timestamp ]
Nonce ] [ Nonce ] [ Nonce ]
Hash of Block Data ] [ Hash of Block Data ] [ Hash of Block Data ]

Block Data Block Data Block Data

(Transaction List, etc.) (Transaction List, etc.) (Transaction List, etc.)
Block 01 Block 02 Block 03

Figure 2. The Principles of a Blockchain Anatomy [15].

Blockchain has a wide range of applications, it provides solutions addressing several
security concerns such as industrial applications, financial applications, medical /healthcare
applications, smart grid and others [16]. For instance, in healthcare, a blockchain network
is useful to preserve and exchange patient data. Blockchain applications can accurately
identify serious and even hazardous errors in the healthcare and medical fields. Blockchain
is crucial in processing duplicity in clinical trials for better healthcare outcomes [9].

1.2. Symmetric Decentralized Ledgers of Blockchain

Decentralized ledgers or DL are a set of databases distributed throughout a network
and spanning over various topographical sites [17]. A ledger comprises a compilation of
transactional accounts that are globally controlled by multiple parties in distinct sites and
organizations [18]. The participants can assess distributed ledgers at each network node
and obtain a symmetrical (identical) version of the distributed data. Once any changes
happened in the ledger (such as editing, adding, deleting, ... ), then the new changes are
repeated and reproduced to all participants in order to maintain the symmetry and accuracy
of all records across the decentralized database in a synchronized manner [19]. Figure 3
illustrates an example of decentralized Ledgers of Blockchain maintaining symmetrical
copies of the ledger [20].
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Figure 3. An example of decentralized Ledgers of Blockchain [20].

1.3. Asymmetric Cryptography in the Blockchain

Asymmetric cryptography is effective due to the use of two distinct keys: a public key
used mainly for encryption or verifying key and a private key used mainly for decryption or
signing key [21]. Asymmetric keys cryptography is perfectly matched for use in blockchain
technology to authenticate identities for transactions and personnel.

A major characteristic of blockchain security relies on its pseudonymous where users
need not disclose their real identities to establish a new blockchain account, rather, they
are identified by means of addresses that depend on asymmetric cryptography [22]. Such
asymmetric addresses for digital signatures where the user must sign the transaction
digitally with his private key when making a transaction with a blockchain account can be
later verified by the corresponding verification key (public key) to verify that the account
owner authorizes the transaction. This makes it possible to authenticate transactions
without revealing the identity of an account’s owner [23].

Also, transactions run the Blockchain since they transmit value/code between different
accounts to be performed on a smart contract policy. Each transaction on the Blockchain is
digitally signed using an asymmetric digital signature crypto-algorithm. This, in turn, pro-
vides transaction authentication and anti-spoofing. Figure 4 illustrates an example of using
asymmetric cryptography in the Blockchain to maintain integrity and confidentiality [24].

Hash Function

Verify the Integrity of the data

Public Key Cryptography

Verify the Ownership

Figure 4. An example of using asymmetric cryptography in Blockchain [24].
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1.4. Our Objectives

At present, we provide a review of the issues and applications of utilizing blockchain in
the healthcare and medical fields emphasizing the particular challenges and aspects. Specifi-
cally, as per the broad objectives, the study seeks to achieve the following specific objectives:

e To demonstrate the blockchain application in the medical/healthcare sector and its
major role in enhancing the overall performance of the medical/healthcare fields.

e  To explore the various issues and challenges of applying blockchain technology in the
medical/healthcare fields.

1.5. Paper Structure

The remaining parts of this paper are organized as follows: Section 2, reviews the
most important state-of-the-art studies including a table to summarize the related work.
Section 3, materials and methods, provides the complete details of the methodical study
including the study design, search strategy and search performance, sampling procedure,
the process of data collection, synthesis and analysis of data, and ethical considerations.
Section 4 presents the findings and discussions including the current issues in the healthcare
sector and how Blockchain can help in addressing such issues, the application of blockchain
within the healthcare system (drug traceability, electronic health record), challenges, and
issues associated with using blockchain in the healthcare sector. Section 5 provides the
conclusion and recommendations of the proposed study. Section 6 emphasizes the main
contributions and novelty of the study. Section 7 provides some limitations of the proposed
work. Finally, managerial implications and future works are provided in Sections 8 and 9.

2. Related Works

Bigini G. et al. (2020) [25] examined the Blockchain’s role in Internet of Things (IoT)
applications. They summarized surveys and research papers that sought to understand
current market conditions and identify obstacles to a user-centric approach to the industry’s
development. A number of papers have been examined to see how they use Blockchain to
move toward a system that is more user centric.

The primary goal of Ratta P et al. (2021) [7] was to use cutting-edge computer technolo-
gies like the Internet of Things (IoT) and Blockchain to improve the efficiency of healthcare
systems. Ratta P et al. (2021) indicated that IoT and Blockchain technologies can be used
in a variety of healthcare applications. It is worth mentioning that Ratta P et al. (2021)
indicated that these two technologies have enormous potential in the healthcare industry
once they are integrated.

Rahmani MK et al. (2022) [26] highlighted the obstacles of trust issues in a cloud
environment and potential use cases of blockchain adoption. The study’s findings on the
difficulties of cloud computing include the following: centralization, enormous overhead,
trust evidence, reduced adaptability, and inaccuracy.

Sharma et al. (2021) [27] offered a detailed literature analysis that addresses the
different prospects of applying blockchain technology in healthcare. The review explores
the effort done to facilitate the merger of IoT and Blockchain in the medical sector. Sharma
et al. (2021) [27] stressed that the Internet of Medical Things paradigm also encourages
further research into advanced alternatives to suggest blockchain as a service that provides
access to essential consistent blockchain infrastructures for different users or devices. The
healthcare applications of blockchain technology are constantly being improved, but there
are significant challenges to overcome and important decisions to be made in the future.
There is still a need for more testing, experiments, and research before the widespread use
of blockchain technology in the healthcare industry can be considered safe. We summarize
the related works in Table 1 below.
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Table 1. Summary of related work.

Reference

Description

Advantage

Limitations

Reegu et al. [28]

Blockchain assists in sharing
health-related records among
various stakeholders

The study addresses the first
objective of the application of
blockchain technology in
healthcare sector.

It fails to address the challenges
associated with blockchain
technology in healthcare sector

Raatta et al. [7]

Application of blockchain and
internet of things in healthcare
and medical sector

The study addresses the first
objective of the application of
blockchain technology in
healthcare sector.

No mention of challenges
associated with blockchain
technologies

Ullah, et al. [29]

When Internet of Things is
integrated with blockchain, then it
makes the entire drug traceability
system to become more reliable
and secure

Highlight the importance of
blockchain technology in
healthcare sector

No mention of challenges
associated with blockchain
technologies

Siyal, et al. [30]

Blockchain is applied to develop a
kind of atmosphere where two
different parties are able to trust
one another.

There exist numerous ways
through which blockchain can be
implemented, though the
common approach

No mention of challenges
associated with blockchain
technologies

Makridakis, et al. [31]

Blockchain system never poses
the capability to discover and
eliminate the usage of drugs that
have not been authorized.

It shows security concerns that
cannot be addressed by
blockchain technology

No mention of the wider
application of blockchain
technology in healthcare industry.

Abunadi [32]

Blockchain is applied to develop a
kind of atmosphere where two
different parties are able to trust
one another.

Blockchain is more transparent
since one change in the
transaction process will
automatically get reflected for all
the relevant users

It fails to address the challenges
associated with blockchain
technology in healthcare sector

Mehta [33]

Interoperability within healthcare
means exchanging relevant
information with each other
within the entire blockchain
network.

Within the healthcare industry,
making sure that there is
appropriate interoperability
among different institutions may
be a great challenge

No mention of the wider
application of blockchain
technology in healthcare industry.

Attaran [34]

Lack of trust among the patients
and other groups of important
stakeholders is also a major issue
in the application of blockchain
within the healthcare system.

The study addresses the second
objective on the challenges of the
application of blockchain
technology in healthcare sector.

No mention of the wider
application of blockchain
technology in healthcare industry.

Despite the fact that cloud sharing
usually makes it easy and
convenient to transfer medical
images, subsequently improving

There are a number of issues and
concerns regarding the storage

No mention of the wider

Reegu [35] and streamlining overall patient and sharing of relevant medical application of blockchain

care, the major stumbling block to . & technology in healthcare industry.

. L O images

the widespread usage is still fear

as well as unease regarding the

technology

It seeks to establish methods for preserving security and privacy while implementing blockchain technology
This work in the healthcare sector. It is important for the designers of the blockchain technologies as well as the common

users as it outlines the manners in which the security and privacy of the persons involved can be assured even
as the technology continues to gain widespread usage and application in healthcare setups.

3. Materials and Methods
3.1. Study Design

The research focused on the specific research topic by developing a systematic review
of viable secondary literature. Torres-Carriéon PV (2018) [36] argues that a vast amount
of data exists pertinent to medical data encryption. Conducting the present research
using existing secondary data is achievable. A more extensive definition of a secondary
literature review entails interpreting and analyzing data that other groups of researchers
have previously collected. The viability of the research approach arises from the cost
and time savings because it does not encompass going to the field to collect data. The
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term desktop review arises from the ease with which researchers can review data on
a desktop. Resource and time availability determined how the researcher selected the
approach. Secondary data are easily accessible and assist the researcher in illustrating
the problems with clear and better insight. The study guaranteed that the information
application was accurate, current, and relevant.

3.2. Search Strategy and Search Performance

The process of secondary literature search encompasses picking easily accessible
secondary literature on online platforms. Another determining factor to literature selection
included content relevant to the research topic, such as blockchain application in the
medical and healthcare sector and illustrating specific concerns and challenges. To establish
suitable and relevant search terms, research questions developed were categorized in terms
of population, intervention, and outcomes. This was critical in constructing reliable search
terms for this research.

3.2.1. Population

As per the research question, the population in this study is healthcare providers and
vendors who use blockchain within the healthcare sector.

3.2.2. Intervention

Establish how blockchain technology can be applied to improve the general perfor-
mance of the medical sector and the various challenges and concerns of the application of
blockchain in the healthcare system.

3.2.3. Outcome

Uses of blockchain in the healthcare sector and associated challenges. As this is mainly
an exploratory study, the papers that are reviewed are empirical studies, case studies,
theoretical studies, and scholarly articles. For the first research question, which is “how
blockchain technology can be applied to improve the general performance of the medical
sector?”, an example of search terms include:

e  Population-Medical sector
e Intervention-blockchain technology
e  Outcome-impact/usage/challenges

As different studies are aimed at being collected, both descriptive and analytical
research will be inclusive of all the other types of research conducted and this will not be
used as a discriminatory factor in searching for the research studies.

A search string was developed using the Boolean operators with a trial search con-
ducted using the following: (“blockchain technology” OR “medical sector” OR “im-
pact/usage”) AND (“application” OR “performance” OR “healthcare” OR “improve”).

From the information that was retrieved, the search strings that were used are given as:

Search string 1: (“blockchain technology” OR “medical sector” OR “impact/usage”)
Search string 2: (OR “medical sector” OR “impact/usage”)

Search string 3: (“application” OR “performance” OR “healthcare” OR “improve”).
Search string 4: (Challenges” OR “blockchain technology”)

Search string 6: (“Security challenges” OR “Privacy challenges” OR “information
technology “).

3.2.4. Study Selection Process

The inclusion and exclusion criteria used in selecting the information are given below.
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3.2.5. Inclusion Criteria

The inclusion criteria for picking a specific article for the study are addressing medical
data encryption and emphasizing the challenges and concerns relevant to the encryption
process. Other areas considered include:

e  Studies that described the application of blockchain technology within the healthcare
sector.

e  Studies describing challenges and concerns of application of blockchain in healthcare
systems.

e  Studies highlighting the security and privacy concern related to the use of blockchain
in the healthcare system.

3.2.6. Exclusion Criteria

Some of the studies and publications were not included in this study and the exclusion
criteria that were used include:

Studies that were not specific to the current two study objectives.
Studies that were not describing the application of blockchain technology in the
healthcare sector.

e Studies that were not describing the security and privacy issues related to
blockchain technology.

3.3. Sampling Procedure

Secondary literature sampling involves picking easily accessible secondary literatureon
online platforms. Another factor in literature selection included content relevant to the
research topic, such as blockchain application in the medical and healthcare sector and
illustrating specific concerns and challenges [37]. The inclusion criteria for picking a specific
article for the study are addressing medical data encryption and emphasizing the challenges
and concerns relevant to the encryption process.

Researchers prioritized data collected via random procedures when selecting sec-
ondary literature to incorporate into the study [38]. An evaluation of scholarly article
abstracts and titles occurred alongside an extensive analysis after generating a hard copy
of the articles. We then confirmed the relevance of the articles to the topic of evaluation
by subsequently scanning the sources. The only articles accepted were those with content
pertinent to the topic of medical data encryption concerns and challenges.

3.4. The Process of Data Collection and Application of PRISMA

From a general point of view, a Preferred Reporting Items for Systematic Reviews
and Meta-Analyses (PRISMA) flowchart was incorporated into this study to exhibit the
condition of the associated examinations. It is essential to state that the advocated procedure
of data abstraction was pursued to pick and code relevant studies for proper inclusion
in the process of the systematic review. The researcher’s search evaluated the relevant
documents to highlight the variations of medical data encryption and associated concerns
and challenges. Appropriate scholarly sources encompassed periodicals, articles, and books
focusing on content about medical data trust and encryption and concerns and challenges
over time [39]. Relevant articles and books were generated using the university database.
Specific keywords sufficed to generate the initial articles. The researcher performed a
search for articles using various databases, such as PubMed, EBSCOhost, ERIC, and Google
Scholar. The keywords used for the general search process included medical, data, and
encryption. Paper and article selection occurred relevant to the search results so long as the
respective sources aligned with the relevant inclusion criteria.

A specific highlight of the search outcomes reveals that the search generated 4450 records,
encompassing health organization records and conventional research studies. Regardless
of the accessibility of a large amount of data because of the search strategy, the researcher
removed all the duplicates using the process of data cleaning. After eliminating duplicate
sources, the researcher was left with 2765 articles. In addition, a review of abstracts and titles
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occurred to confirm that the sources aligned with the relevant inclusion criteria. The final
elimination occurred pertinent to the research designs and methodology. A total of 615 articles
were excluded because they never met the inclusion criteria, while only 455 met the eligibility
Assessment of Full Texts from which 170 were not Full-text accessible articles. More articles
were excluded based on population (45), Intervention (25), Comparator (25), and Outcome
(20). Only 35 articles were eventually included in the research process. The PRISMA study
flowchart, Figure 5, demonstrates the search results.

Figure 5. PRISMA flowchart Source: (Generated by the Authors).

3.5. Synthesis and Analysis of Data

Ongoing and recursive data analysis protocols were applicable for data analysis.
The specific occurrences entailed reading literature review contents and grouping them
pertinent to various themes [40]. The current study focuses on assessing the concerns and
challenges of medical data encryption and suggests strategies for addressing such concerns
and challenges [38].
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The following data were extracted from each publication: time of review, target
population, authors, specific privacy and security challenges, and application of blockchain
technologies.

3.6. Ethical Considerations

Generating relevant approvals from specific authorities was the first step toward
addressing the arising ethical concerns. In addition, while conducting the research, the
literature was generated with a faithful intention, such as with proper acknowledgments to
eliminate plagiarism via reference listing.

4. Findings and Discussions
4.1. Current Issues in the Healthcare Sector and How Blockchain Can Help in Addressing Them

The heavy burden associated with healthcare costs as well as concerns regarding
increased medical errors instigated a catalyst for general improvement in the overall
delivery of healthcare services. Scholars identify the value-based approach to the delivery
of healthcare services achievable from the availability and analytics of big amounts of
patient data that are collected using health information technology such as blockchain [41].
The recognition of the value of blockchain technology in the improvement of healthcare
delivery has prompted players in the sector to contribute many financial incentives to
promote the adoption and consequently the implementation of the technology in healthcare
facilities [42].

According to Donawa et al. (2019), the use of blockchain in electronic health records
provides a health record storage service that therefore facilitates web-based accessibility.
The system is frequently designed to give people complete authority over creating, manag-
ing, and sharing their electronic health records with friends, family, healthcare professionals,
and other relevant data users [43]. As illustrated by Abunadi (2021), the main advantage of
such a system is the security and confidentiality associated with it. Scholars acknowledge
that the blockchain system is more reliable and secure compared to the paper storage of
medical records. It is important to note, however, that there are still a number of issues of
concern that are linked to the usage of blockchain in electronic health records. The aim of
the current article is to provide a comprehensive investigation of the challenges and aspects
of the application of blockchain in EHRs [41].

Patel, Parthit, et al. (2018) report that blockchain has always been proposed to address
the issues attributed to data access and privacy [44]. Fatokun, et al. (2021) explain that
it is a blockchain for electronic health records, that is to say, a growing list of blocks that
comprise records that are linked through the application of cryptographic hash. There are
numerous advantages linked to blockchain in electronic health records. Blockchains can
be used to help secure the Internet of Things (IoT) in the healthcare sector. A governance
paradigm is used by the blockchain to enforce business logic, which is understood by all
participants. A smart contract can therefore be used to govern the necessary access control
rules and achieve HIPAA compliance [45]. Additionally, as Keshta, et al. (2021) pointed out,
the relevant stakeholder groups have the right to store data in blocks that cannot be edited
retrospectively, which means blockchain can be managed by all of these organizations
together [46].

4.2. Application of Blockchain within the Healthcare System

The adoption of blockchain in healthcare supports retaining and sharing symmetrical
patient records with the appropriate alliance of hospitals and healthcare providers in a
secure decentralized system, using asymmetric cryptography like hashing, digitally signed
transactions, and public key infrastructure. There are numerous specific applications which
include: traceability of drugs and patient monitoring or rather HER.



Symmetry 2022, 14, 1760

11 0f 22

4.2.1. Drug Traceability

Traceability of drugs is always undertaken using a centralized approach within which
aspects such as authentication and privacy of data, as well as the system flexibility, are never
realized. Several decentralized models have always been proposed to solve issues related
to drug traceability [47]. For the privacy and authenticity of traceability data, a blockchain
system known as Drugledger has widely been proposed. Drugledger usually integrates the
Blockchain with the whole drug supply chain to easily trace such drugs [48]. Drugledger
specifically has two different flows of drugs: the information that flows regarding the drug
ledge and the physical flow of the real drug, all of which goes to the drug ledge network
in the formula of a chain network of drugs. This new system alters the traditionally
understood protocols by grouping the healthcare professionals into various parts: QSP,
query service provider; CSP, certificate service provider; and ASP. However, it is important
to note that the drug traceability scenario, as illustrated in the present paper, looks so
simple theoretically but is overly complex within the real-life case scenario [49].

However, Hamza et al. (2020) [50] highlight that the entire drug traceability system
becomes more dependable and secure when the internet of things is integrated with
Blockchain. Numerous frameworks have been suggested in the healthcare field regarding
drug traceability or patient monitoring systems. The researchers in [7] suggested a structure
to help curb drug fraud by tracking every drug within the supply chain system. The
greatest aim in this scenario is to help reduce incidences of counterfeit drugs within the
Blockchain. The specific and commonest technologies that can be applied to help improve
the traceability and visibility of commonest technologies that can be applied to help improve
the traceability and visibility of commodities such as drugs are RFID and Blockchain [51].

For a more transparent movement of the drugs, the Gcoin Blockchain model, in which
G stands for global control, is suggested; the model equally changes the drug supply chain
system from regulating to inspection and surveillance of the drugs [52]. This means a
government model that is combined with a decentralized autonomous organization.

Blockchain is applied to develop a kind of atmosphere where two different parties can
trust one another. There are numerous ways through which Blockchain can be implemented,
though the common approach, as claimed by Siyal et al. (2019) [53], is Gcoin Blockchain.
As further argued by the scholar, Geoin Blockchain can easily track every drug in the same
ways Blockchain tracks the movement in bitcoin. It assists in building a superior level of
trust and transparency between sellers and buyers [53]. It is important to note further that
Gcoin aims to improve overall data efficiency.

In India, for instance, several lives are considered at risk due to the use of fake drugs. A
proposed framework of Blockchain can therefore be applied to help detect the possibility of
fake drugs within the supply chain. Such suggested frameworks are based on Hyperledger
fabric kind of architecture, within which one PC works as the main beneficiary and five
different computers are applied when making the orders. The system is fully dependent on
blockchain technology [54]. Moreover, the supply chain of drugs from the drug-producing
stores to the local intermediaries and clinics or retail drug shops and hospitals is managed
by the application of Blockchain, which assists in tracking all the fake drugs.

The system, in this case, was tried in several case scenarios such as audits of drugs
in distribution, stolen drugs, or fake distribution of drugs. The blockchain system was
compared with other systems in numerous parameters such as resistance against any
given point of failure, detection of counterfeit drugs, identification of diverted drugs,
spying for drug shortage, security, privacy, transparency, and immutability [4]. However,
Makridakis et al. (2019) [55] outline that the blockchain system never poses the capability
of discovering and eliminating the usage of drugs that have not been authorized.

Regarding medicine, the commonest threat is that the manufactured medicine is never
received by the pharmacy and can easily get replaced with a counterfeit supply chain. As
emphasized by [56], the supply chain approach can never trace drugs that have landed
in the wrong hands. For instance, India produced the majority of counterfeit medicines
in 2017 and presently it is approximated that close to 35% of counterfeit medicine was
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sold across distinct parts of the globe. To come out of these problems, Abunadi (2021) [41]
proposed the usage of Blockchain and claimed that it is more transparent since one change
in the transaction process will automatically get reflected to all the relevant users. With its
decentralization concept, Blockchain can analyze the results on two platforms: Hyperledger
and Ethereum. Within the Ethereum Blockchain, every operation needs some fees. Miner is
provided money to perform transactions and maintain the Ethereum network [57]. There
has never been a major need to know your Customer (KYC) within such a process, resulting
in some sort of blind spot, which shows us the individual who might be using the account.
Blockchain applying Hyperledger, on the other hand, never needs fees, making it easy for
the individual producer to undertake the transaction.

4.2.2. Electronic Health Record

An electronic record includes the necessary vital administrative and clinical data of
the patient like demographics, diagnosed clinical problems, medication, and laboratory
data, among other reports. Using paper as a means of recording patient data has proved
to be very extensive and non-reliable as the world has since gone digital [56]. As a result,
most healthcare organizations have resorted to using electronic records to keep their data.
Blockchain, a decentralized type of database whose data block is specifically linked chrono-
logically, has widely been applied to enhance HER performance. Arunkumar (2020) points
out that numerous parties within the healthcare industry need to manage the personal
HER blockchain collaboratively, like the medical specialists, insurance departments, and
the hospital. Since the traditionally known EHR system is trademarked with decentralized
design, only one unit of supplier controls the code base, database, and system outputs [58].
It has become difficult for the centralized systems to have full confidence from the hospital
management, doctors, and patients [41]. Therefore, Blockchain has been considered the
solution to the trust issue associated with a centralized electronic health record system.
With blockchain technology, all the patient information is stored in the Blockchain through
the use of meta mas, and the details of each patient are stored in the Blockchain as indepen-
dent data blocks. Each block comprises encrypted data. The system record health-related
information of an individual patient so that respective health care providers and the pa-
tients can easily consult it themselves. In most cases, the data are usually encrypted by a
specified algorithm to encrypt all the patient data into a single line bit that is subsequently
stored in the block [59].

As Donawa et al. (2019) [43] noted, using Blockchain in electronic health records offers
a convenient and symmetric health record storage service that promotes easy accessibility
of such records through the web. The system is often designed to allow the patients full
control of generating, managing, and consequently sharing their electronic health records
with friends, family, healthcare providers, and other relevant data consumers. Abunadi
(2021) [41] illustrates that such a system’s main advantage is security and confidentiality.
Scholars acknowledge that a blockchain system is more reliable and secure than paper
storage of medical records. However, it is important to note that several issues of concern
are still linked to using Blockchain in electronic health records. The present paper presents
a thorough examination of the aspects and issues concerning the use of blockchains in
EHRs. For example, Alla et al. (2018) [60] indicated that the patient could lose control
across the prevailing EHRs in the course of live actions, despite the fact that the service
provider constantly retains the principal stewardship.

Cunningham et al. (2018) [32] report that Blockchain has always been proposed to
address the issues attributed to data access and privacy. Fatokun et al. (2021) [35] explain
that it is a blockchain for electronic health records, which is to say, a growing list of blocks
comprising records linked through the application of cryptographic hash as an asymmetric
crypto-algorithm. There are numerous advantages linked to Blockchain in electronic health
records. For instance, a Blockchain is a linked peer-to-peer database in which data integrity,
availability, and response time are fully guaranteed. Blockchains can adequately facilitate
internet of things security in electronic health.
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Moreover, the Blockchain works within the governance model, which helps enforce
business logic that all the participants accept. It is, therefore, very possible to exploit a
smart contract or chain code to control the relevant control policy on access and achieve
HIPAA compliance. Keshta et al. (2021) [36] also highlighted that Blockchain is additionally
managed collectively by the relevant stakeholders, some of whom. Some have the right to
record data in the block that cannot alter retroactively.

Mehta et al. (2020) [31] noted that Blockchain in the electronic health record is symmet-
rically distributed and append access rights to only its ledger shared among the specified
users. Fine-grained access to the ledger is equally implemented to realize an appropriate
balance between availability and privacy. Figure 6 below illustrates the possible access
rights of users as applied in the BlockHealthChain. The rights, in this case, include read
permission, write permission, read permission with anonymized EHRs, and authorization
permission.

Regulator Auditor Emergency Staff Family Member

T3

4= - - -
4----

EHRs

-——

-————>
-————>
-———>

Doctor A Nurse B Lab Technician Patient

Figure 6. Possible access rights of users as applied in the BlockHealthChain.

It is clear from the figure that within blockchain protocol, different users tend to have
different access qualifications for EHRs. With this arrangement, patients have the right to
control access to electronic health records, including individual patient-reported informa-
tion. The former comprises numerous contents like allergies, demographic information,
and numerous contents allergies, demographic information, and monitoring data collected
from the applied instruments [47]. The latter, in this case, refers to the updated medical
record by the staff of doctors. The patient can authorize family members or health care
providers to read and write their personal health information, minimizing the potential
risks of tracking and replicating healthcare data.

Nurses, doctors, emergency staff, and laboratory technicians control and manage
access to the electronic health record that is updated by themselves. Additionally, they
effectively use or disclose protected health information for the diagnosis, treatment, and
payment without seeking authorization from the patient [22]. This means having the
authorization to grant read or write permission to other relevant entities, in which case the
electronic health records are shared within the healthcare organizations.

Attaran (2020) [30] additionally indicated that several classes of users submit various
EHRs containing test results, encounter comments, and demographic. For instance, the test
result includes several fields: Patient ID, patient name, technician ID, type, indicator, and
final result. Each electronic health record in the Blockchain corresponds to a transaction,
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which must be executed accurately and included within the ledge. All the electronic health
records pose lifecycle as shown in Figure 7 below.

2
*1
A
h
A

Figure 7. Illustrates the electronic health records lifecycle.

4.3. Challenges and Issues Associated with Using Blockchain in the Healthcare Sector

The major challenges in the application of blockchain technology within the healthcare
sector include interoperability, security, lack of standardization, storage requirements,
hospitals” hesitation to share patient data, lack of trust among patients, lack of skills among
doctors and medical practitioners, and lastly, accountability and data ownership.

Interoperability within healthcare means exchanging relevant information with each
other within the entire blockchain network. It is the major concern based on the large and
diverse group of providers and its large open existence [23]. There might exist various
players such as private doctors, physicians, insurance institutions, players such as private
doctors, physicians, insurance institutions, and players such as private doctors, physicians,
insurance institutions, and hospitals, among others. Ensuring appropriate interoperability
among different institutions may be a great challenge in healthcare.

Moreover, the idea of decentralization is considered very much secure, and some
other security issues are associated with it. Since data are usually decentralized within the
Blockchain, meaning such personal data are widely distributed within the symmetric public
ledger, this can result in privacy leakage. Blockchain offers an environment where people
trust or know and can securely share data. In some case scenarios, however, such objectives
may fail, especially when those who have access to such data become malicious in their
dealings [20]. A majority of the patients may become highly uncomfortable in making
public or sharing their individual medical information as a result of security reasons.

Nagasubramanian (2020) also points out the handling, storage requirement, and
scalability issue [22]. It is not practical to safely maintain data for all the patients. The
medical record is usually in the form of laboratory reports, images, and documents. Storage
of medical records of various groups of patients using digital methods may need colossal
storage capacity [23]. The medical transaction of every individual stored in a distributed
way with the same type of record stored in various locations may need some huge extra
storage capacity, which may significantly impact the healthcare system.

Blockchain does not have adequate standardization, even though it is a trending
technology adopted worldwide. In the networks and provinces in which the notions of
traceability and security are concerned, Blockchain appears to be missing the extremely
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applicable standardization. Attaran (2020) [30] described the correct standardization of
technologies and protocols as crucial.

Equally, the hospitals and the associated entities may be hesitant to share the specified
information. Most hospitals may be reluctant to share their patient medical records and
the associated data, for instance, in for-profit circumstances, as they would wish to charge
different fees from their respective customers [25,34]. On a similar note, insurance institu-
tions and hospitals might be reluctant to share their data, as it might be advantageous for
the healthcare institution to keep the fees-related data among themselves. It is particularly
important to build a strong trust between the concerned parties and convince them to share
their data for appropriate healthcare service delivery.

Another noticeable and essential issue in utilizing blockchain in healthcare applications
is the shortage of trust between patients and other critical stakeholders, as contended by
Attaran (2020) [30]. The majority of patients may be unwilling to reveal and impart their
EHRs in the public realm to other objects in the third party. Therefore, it is very necessary to
develop trustworthiness between the individual patients on the subject of the confidentiality
and privacy features of Blockchain in the field of healthcare schemes [19].

Additionally, asking physicians and other groups of healthcare providers to move
from paper to technology can be a major challenge. Electronic records and prescriptions
rather than paper-based prescriptions can be a major challenge to most people. For example,
doctors always do not fill the fields considered to be unnecessary within their routine work.
Despite all that, in the case scenario of electronic records, the physicians cannot omit the
fields that have been marked as mandatory. Similarly, depending on technologies such as
Blockchain and the Internet of Things for remote monitoring can generate questions among
physicians concerning their efficiency and accuracy [7]. Technology-related healthcare
accuracy, performance, and efficiency depend on the doctor’s skills and training. Therefore,
before introducing such technologies into the actual practice, adequate training and the
necessary skills should be imparted to the respective doctors to help build their confidence
in applying such technologies [33].

Attaran (2020) illustrates that data accountability and ownership are other major
challenges in deploying blockchain technologies within the healthcare industry [30]. Banu
(2020) reports that although cloud sharing usually makes it easy and convenient to transfer
the medical image, subsequently improving and streamlining overall patient care, the major
stumbling block to its widespread usage is still fear and unease regarding the technology.
There are several issues and concerns regarding storing and sharing relevant medical
images. Possibly the main hurdle for numerous practices and facilities is the right high-
speed bandwidth required to transfer images quickly. Primary deduplication, storage,
and compression will help dramatically minimize bandwidth usage while improving
performance [45]. Due to low bandwidth, image latency has become essential for the
relevance of the cloud’s relevant user communication of the image by the users, and
relevant performance criteria usually drive analysis applications. It is unclear that remote
rendering offers low display latency for all the relevant medical imaging applications when
assessing the server via the internet is necessary.

Ethics is the main guide of the moral consciousness among health care professionals.
Confidentiality (also called secretiveness) is one of the core principles of ethics. The relation-
ship between the patient and the medical expert is only based on trust [37]. Therefore, every
bit of image data needs to be made under the main premise that all health information of
any given patient will at all times be made confidential not only by the healthcare provider
but also by any other individual with the legal and professional right to access such records.
There is always a great need for such information to be protected from access by any
unauthorized persons or disclosure to any family member except in the circumstances
that it is required by law or in the situation where the patient has given out consent in
writing [6]. The above findings show that most healthcare organizations still use paper
record sets. Healthcare organizations still use paper records for each patient. Few medical
practitioners have been reported using normal computer software for data encryption. This



Symmetry 2022, 14, 1760

16 of 22

is contrary to other ‘scholars’ arguments that medical image records must always be stored
in a safe place without fail to address. The universally accepted standard for keeping such
data requires that if an electronic system is applied while entering the image of the patient,
then there is a need for it to have a password and login for anyone to access such image [7].
There is also a great need to perform m backup of all the records on the removable medium
that will enable the recovery of data images in the event the system fails. A breach of
confidentiality is always considered to have occurred when the private information that a
given healthcare provider has learned from the patient is passed to a third party without
permission from the patient or court order. Systematically, confidentiality concerns can be
addressed by applying robust asymmetric crypto algorithms.

Literature has affirmed that information communication in the current times has
become more effective and efficient. However, security concerns over safe data transfer have
risen [38,43]. Cyber-attacks and other related threats targeted at the system of information
communication render network and system security an aspect worth considering deeper
within the realm of information communication technology [22]. With the advance in
technology, hackers and intruders have overly complicated tools they can use to bypass the
traditionally known generic network security system to cause intentional harm to the whole
system. Specifically, cyber security threats are currently exploiting the connectivity and
complexity found in the existing infrastructure and launches attacks on systems considered
legitimate. Even with such predicaments, it is important to note that the performance of
the healthcare industry depends on the reliable working of the important infrastructure,
whose safety might be put at a higher risk by the cyber-attacks [18]. Such attacks have
major impacts on the general viability of the healthcare organization that might have been
affected and even on the public company’s reputation. System failures and crashes are
good examples of the risks that most organizations currently dread in their daily operations.
For this reason, numerous security measures have been considered necessary even as
blockchain technology is being implemented, especially the asymmetric cryptosystems.

In the midst of such measures, the network intrusion detection system (NIDS) is
apparently existed to improve the security of computing resources against anomalies such
as cyber threats and attacks [26]. NIDS usually investigates and foresees activities of a
given system aiming of thwarting such behaviors that might be adopted as malicious. The
intrusion, in this case, can always occur in several ways: a legitimate user of a given system
misusing the privileges they have of accessing the system, a legitimate user trying to gain
additional access privileges, and an external attacker trying to access the system [27]. In
this case, the network intrusion detection system works by either recognizing the attacks
or malicious activities or blocking them or detecting them by looking at the signatures of
the attack within the log files. However, organizations are yet to achieve much with the
current network security systems; organizations are yet to achieve much with the current
network security systems, even such a system [20].

The literature affirms that the uncertainty related to today’s clinical decision situations
necessitates healthcare providers to apply the most sophisticated quantitative models that
move beyond the general capabilities of the known traditional simple linear models. As the
uncertainty and complexity of the data continue to increase, the model’s general capability
need also needs to equally increase so that the highly nonlinear relationships within the
existing variables can also be captured [21]. This is where artificial neural networks and
blockchain technologies fit into clinical decision-making.

Such models can be traditional of diverse types: decision analysis, optimization, simu-
lation, and other things. Artificial neural networks and blockchain applications represent
the modern approach to modeling. Artificial neural networks and blockchain applications
can also be associated with data-driven clinical decision support. In that regard, neural
networks offer a method for analyzing or forecasting past data [9]. Though it is commonly
known as the black-box approach, or rather, a heuristic method, within the last decade,
blockchain technologies have greatly been studied by known statisticians to gain an accurate
understanding of individual power prediction from the statistical point of view.
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5. Conclusions and Recommendations

This study provides a detailed review of the issues and applications of utilizing
blockchain in the healthcare and medical fields emphasizing the particular challenges and
aspects. This includes specific applications such as drug traceability, observation of patients,
and Electronic Health Records (ERH). Confidentiality (also called secretiveness) is one
of the core principles of ethics. The relationship between the patient and the healthcare
professional expert is only based on trust. Every medical record, therefore, needs to be
made under the main premise that all health information of any given patient will at all
times be made confidential not only by the doctor but also by any other members of the
healthcare team who have the legal and professional right to access such records. There is
always a great need for such information to be protected from access by any unauthorized
persons or disclosure to any family member except in the circumstances that it is required
by law or in the situation where the patient has given out consent in writing. As for
protecting the data from any project, the data from any of the above findings show securely,
blockchain technology has failed to securely protect the data from unauthorized dealers.
This is contrary to the academic expectations that always medical records must be stored in
a safe place without fail to address. The universally accepted standard for keeping medical
records requires that the theocentric system be applied while entering the patient’s records.
It needs a password and login for anyone to access the data. This factor is not applicable in
Blockchain as each data set is presented in blocks and can be accessed individually. There
is also a great need to back up all the records on the removable medium that will enable
data recovery if the system fails. A breach of confidentiality is always considered to have
occurred when the private information that a given dental practitioner has learned from the
patient is passed to a third party without permission from the patient or court order. Equally,
Blockchain does not have adequate Standardization, although it is a trending technology
adopted in numerous countries worldwide. It has been observed that blockchain lacks the
proper security standardization, especially within networks and realms. While those not
concerned with the patient data might intentionally attempt to access information on the
patient identity or location by intercepting communication between the patient and the
healthcare providers, such efforts may be thwarted when proper security control systems
are put in place. Numerous breaches can easily be prevented by putting a high-quality
security plan specializing in the simplest and most common reasons for data breaches
within the blockchain system.

6. Contributions and Novelty of the Study

As the healthcare system becomes more interconnected, more also as several wireless
medical devices begin to connect to the web-enabled information technology system,
they become very much vulnerable. The vulnerability, in this case, is not only based on
the malicious hackers but from some other relevant threats like the computer virus and
malware. Even with such threats, most governments require ways through which they can
reduce healthcare costs within their countries. The analysts in these countries seriously
think that blockchain technology will be of great help to them in a greater reduction in
spending in the future to come. Blockchain, like any new technology, brings with it new
challenges and risks. There are some characteristics that distinguish privacy and security
challenges in the IoT, necessitating a deeper investigation into the subject. The current
study is therefore extremely important because it seeks to establish methods for preserving
security and privacy while implementing blockchain technology in the healthcare sector.
The study in this case is important both to the designers of the blockchain technologies as
well as the common users as it outlines the manners in which the security and privacy of
the persons involved can be assured even as the technology continues to gain widespread
usage and application in healthcare setup.
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7. Limitations

This study had a number of limitations. Usually, academic and professional literature
focuses more on the usage of blockchain technologies without including the aspects of
security and privacy preservation in the medical sector. The current study applied a
systematic review of secondary literature which might actually not reveal the current
information on the ground but only relied on what others had studied. The limited amount
of time and resources has equally restrained the data collection process. This might fail to
give more representative results. Failing to use primary data, in this case, is a limitation of
its own since the researcher only relied on what had been developed by others. Any error
or bias committed in such articles is directly transferred to the present study and this might
significantly impact the legality and trustworthiness of the study. Such a prospective study
needs to include both primary and secondary methods of data collection so as to enhance
the overall validity and reliability of the study findings.

It would be ineffective and costly to supply massive records on the blockchain, such
as entire EHRs. A blockchain makes it challenging to query data, which restricts how data
may be used for research, statistics, and medical applications. Participants in the network
are violating users’ data privacy.

Lately, the enormous potential for healthcare data management to deliver more precise
and economical patient care was attractive. This is due to large-scale problems such as single
point of failure, data privacy, and centralized stewardship healthcare data management
systems. Blockchain’s replication mechanism, privacy, and security features have a bright
future in the healthcare industry since they can address several ingrained problems with
the health management system. However, most of the recent blockchain studies in the
healthcare industry have been concentrated on the permission-less Bitcoin network, which
has issues including high energy consumption, limited scalability, delay-tolerance, and
delay-sensitive data, traffic overhead, complexity, and low security.

8. Managerial Implications

Since healthcare research imposes gathering, storing, and usage of vast quantities of
exclusively identifiable EHRs for individuals, which might be sensitive and potentially
humiliating, protective and secure mechanisms for data are crucial.

If security is compromised, the people whose health information was improperly
accessed risk a variety of negative outcomes. The mere fact that others are aware of private
information makes the publication of that information potentially harmful.

The study demonstrates how blockchain technology may be used to boost the medical
industry’s overall performance and investigates the many issues and obstacles associated
with using blockchain in the healthcare system.

The blockchain acceptance model might be empirically verified in later studies. The
perceived utility and perceived usability of blockchain technology in comparison to other
technologies require further study. The first and most important step in this direction is
this study. Researchers might concentrate on every aspect of the blockchain and look at
how it can give organizations and enterprises new chances. In the context of technology
acceptance, the study may also serve as proof of the ability to draw knowledge from the
collective intelligence of Twitter users.

We think that blockchain technology will be essential for Internet of Things appli-
cations. In today’s research communities, blockchain technology innovations and their
implementation in IoT applications to improve quality of life are hot subjects. However,
before utilizing blockchain technology in IoT applications, there are a number of issues and
required limitations that must be investigated and solved. This survey will help academics
pinpoint and resolve problems related to developing and incorporating blockchain-based
technologies for Internet of Things applications.

To more fully comprehend, define, and assess the value of blockchain technology in
healthcare, further research is still required. As part of continuous attempts to address the
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issues of scalability, latency, interoperability, security, and privacy in relation to the usage
of blockchain technology in healthcare, additional research is also required.

9. Future Directions

As a future direction, we will seek to analyze and investigate the adoption of blockchain
in several other aspects of digital medical and healthcare use cases, such as the blockchain-
based system for medical supply chain transparency, a blockchain-based system for patient-
centric electronic health records, shared blockchain-based digital contract between manufac-
turers, distributors and healthcare organizations to reduce payment disputes claims), and a
blockchain-based system for medical staff credential verification (to track the experience of
trusted medical and healthcare professionals to rationalize the hiring process for healthcare
organizations). Finally, it is worth exploring blockchain for a comprehensive end-to-end
IoT security strategy for remote monitoring (Internet of Medical Things -IoMT).
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her Electronic Health Records

BT Blockchain technology
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DL Decentralized ledgers
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PRISMA Preferred Reporting Items for Systematic Reviews and Meta-Analyses
ERIC Education Resources Information Center
HIPAA Health Insurance Portability and Accountability Act
HER healthcare electronic records

Qspr query service provider

CSP certificate service provider

ASP application service provider

RFID Real-Time Location Systems

G global control

PC Personal Computer

KYC know your Customer

ID identification

NIDS network intrusion detection system
IoMT Internet of Medical Things
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