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Abstract: This paper deals with uncertainty, asymmetric information, and risk modelling in a complex
power system. The uncertainty is managed by using probability and decision theory methods. More
specifically, influence diagrams—as extended Bayesian network functions with interval probabilities
represented through credal sets—were chosen for the predictive modelling scenario of replacing the
most critical circuit breakers in optimal time. Namely, based on the available data on circuit breakers
and other variables that affect the considered model of a complex power system, a group of experts
was able to assess the situation using interval probabilities instead of crisp probabilities. Furthermore,
the paper examines how the confidence interval width affects decision-making in this context and
eliminates the information asymmetry of different experts. Based on the obtained results for each
considered interval width separately on the action to be taken over the considered model in order
to minimize the risk of the power system failure, it can be concluded that the proposed approach
clearly indicates the advantages of using interval probability when making decisions in systems such
as the one considered in this paper.

Keywords: uncertainty; crisp probability; interval probability; influence diagrams; circuit breakers

1. Introduction

The main goal of every enterprise is to preserve and optimize the quality of its
operations and services. Nowadays, the complex power grid is becoming more responsive,
safe, and efficient due to large amounts of data that are being collected, stored, and analyzed
using new technologies. This analysis provides stakeholders with new insights that are not
possible to gain with conventional information technology (IT) and based on which well-
informed decisions can be made. Contemporary power systems are coping with serious
challenges, such as integration of renewables and active demand and the uncertainty and
asymmetric information it brings into the whole system of power operation, planning, and
control.

New technologies in the energy sector include risk-based and predictive maintenance
to replace aging infrastructure by minimizing its costs, fault detection, fault diagnosis, etc.
The technologies can also be applied to monitoring and to routine daily operations, making
them more accurate, efficient, and resilient [1].

Maintaining reliability, minimizing operation costs, and making a profit are hard to
achieve without proper risk analysis and uncertainty management [2].

Having in mind that a complex power system consists of many interdependent sub-
systems, analyzing the system’s state, keeping reliability at a desired level, and mitigating
losses becomes harder than ever [3,4]. That is why new risk assessment methodologies
that deal with uncertainty are introduced. The main challenge for this research was to
develop a risk assessment methodology when the accurate failure equipment database and
the probability distribution of equipment states are missing. For instance, when a group
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of experts evaluate risk, their evaluation of event probability can be expressed only as an
interval value.

Circuit breakers are a vital element of the energy system, which is why there is a need
for their continuous improvement through the analysis of increasing reliability and the
determination of their remaining life. This is achieved by constant monitoring of work,
regular maintenance, and analysis of data from its exploitation.

Another important reason for analyzing them lies in the ability to reduce costs. It is
important to know the data of a circuit breaker approaching the end of its life, because it
significantly affects the business economy. Therefore, such data make it possible to plan the
replacement of the circuit breaker in a timely manner, which is a better scenario in relation
to its unplanned failure [5,6].

Regular monitoring of the operation of a circuit breaker, as well as indicators of its
condition, provides knowledge of its reliability, i.e., its remaining service life. Based on
such data, the cost-effectiveness of the replacement and its scope, as well as the timeframe
can be planned [5,6].

Replacing the most risky circuit breakers is a good basis for increasing the reliability
of the energy system, reducing the amount of undelivered electricity, and thus eliminating
the additional involvement of labor if a circuit breaker is replaced before its unplanned
failure. Today, low-oil circuit breakers are replaced with circuit breakers based on modern
technologies, such as vacuum and SF6 circuit breakers.

However, despite this, most substations still have a large number of low-oil circuit
breakers in operation. With low-oil circuit breakers, there is a need for frequent mainte-
nance, such as changing or refilling oil and lubricating the mechanism, as well as frequent
visual inspection.

For these reasons, there is a need to replace old technology circuit breakers, which is
why it is necessary to determine the criteria and the pace of their replacement. Analysis of
the condition of circuit breakers and determination of risk would provide insight into the
number of the most risky circuit breakers. Additionally, from the aspect of energy system
stability and business economy, circuit breakers whose failures may produce the greatest
consequences would be defined. In this way, the circuit breakers with the highest risk
should be proposed for urgent replacement [5,6].

Literature shows different techniques that examine circuit breaker condition analyses.
Data mining techniques that include classification techniques and expert opinion, such as
fuzzy set theory, are used to examine circuit breakers’ lifetime and operation mode [7,8].
Unlike these data-driven prognostics, there is a model-based prognostic that includes
engineering knowledge within the considered model [9,10]. Furthermore, literature shows
evidence of hybrid prognostic techniques that combine discrete and continuous events
within a system. Hybrid approaches comprehensively consider the parameters that affect
the operation of a system.

Frequently used hybrid prognostic techniques for circuit breaker analyses are piece-
wise deterministic Markov processes [11]. In [12,13], it is shown that the use of these
models is very suitable for the creation of hybrid prognostic applications. The so-called
shock model is a model based on which behavior of a system is modeled during a failure.
In [13], a component of the random evolution of the system was added to the shock model,
which is described using continuous-time Markov chains.

Additionally, dynamic reliability problems are solved using piecewise deterministic
Markov processes [14,15]. In these systems, depending on the operating conditions, it is
possible to separately observe and model each component of interest for the reliable opera-
tion of the system. In addition to this technique, dynamic Bayesian networks (BNs) [16]
are very often used for the problem of dynamic reliability. A new method developed for
hybrid prognostics approaches based on a combination of deterministic and stochastic
properties called hybrid particle Petri nets is described in [17]. Hybrid bond graphs that
form the basis of the model described in [18] represent another tool for hybrid prognostics,
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which with the help of Monte Carlo simulations enable the determination of variables with
constraints in the predictive model.

The necessary conditions for the usage of all previously explained methodologies is
an accurate failure equipment database and the already known probability distribution of
equipment states. Very few research studies have addressed the uncertainties, accuracy,
and confidence of the inspection results, although the simulations and decision models
are directly dependent on these results. Probabilistic uncertainties require appropriate
mathematical modeling and quantification when predicting a future state of the nature or
the value of certain parameters.

The notion of probability is very closely related to the notion of symmetry. Based
on symmetry, we can talk about equal conditions for random events. We can extend the
notion of probability to interval probabilities, especially when determining the aggregate
probability value estimated by several experts and a situation where there is imperfect
knowledge (when one party has different information to another).

An integrated framework consisting of intuitionistic fuzzy-failure mode effect analysis
(IF-FMEA) and IF-technique for order preference by similarity to ideal solution (IF-TOPSIS)
techniques, taking into account the vague concept and the hesitation of experts, was pre-
sented in [19]. Similarly, to assess the uncertain and imprecise nature of e-service evaluation
in [20], a combination of fuzzy analytical hierarchy process (F-AHP) and fuzzy measure-
ment alternatives and ranking according to compromise solution (F-MARCOS) was used.
For the most accurate determination of weights under fuzziness, the fuzzy full consistency
method (FUCOM-F) has been proposed in [21]. Additionally, criteria weights have been
determined by the fuzzy SWARA (step-wise weight assessment ratio analysis) method,
as described in [22]. In [22], for such criteria weights, a combination of fuzzy TOPSIS,
fuzzy WASPAS, and fuzzy ARAS methods was used to perform evaluation and selection of
suppliers for the considered example. Fuzzy set theory and interval analysis [23] represent
one highly performing method for determining parametric uncertainties.

In situations where an estimate needs to be made under uncertain information where
attribute values can describe the interval gray numbers, in [24] it is proposed to use a multi-
criteria decision-making model that combines the interval gray numbers and normalized
weighted geometric Dombi–Bonferroni mean operator.

The origin of the uncertainty in engineering systems come from both aleatoric and
epistemic reasons. The review of hybrid uncertainty problems when both of these types
are present, including uncertainty modeling, propagation analysis, structural reliability
analysis, and reliability-based design optimization, is given in [25].

Probability-boxes (p-boxes) are often used in engineering analysis when the exact
probability of a random variable probability distribution is unknown [26]. They offer a
mathematically straightforward description of imprecise probabilities, defined via lower
and upper bounds on the cumulative distribution function. P-boxes are used in acoustic
analysis [27], structural reliability [28], risk analysis [29], and many other engineering fields.

The p-box framework that explains imprecision in stochastic processes by considering
additional epistemic uncertainty in the process’ autocorrelation structure is described
in [30,31]. Surrogate models for propagating probability-boxes include Kriging models [32]
and polynomial response surface models [33]. Adaptive schemes based on Gaussian pro-
cess models that can be applied to parametric and distribution-free p-boxes are given
in [34]. Most often, the propagation of p-boxes is analyzed using the Monte Carlo simula-
tion, but the comprehensive review of computational methods for p-boxes propagation
in input models is given in [26]. A study of Monte Carlo methods for the general case of
propagating imprecise probabilities is described in [35].

Previous methodologies offer a complete solution for the analysis of possible bounds
of a certain random variable. However, the practical implementation of these bounds in
risk-based decision-making has not been explored so far.

In this paper, authors use a new technique based on influence diagrams (IDs) with
interval probabilities for failure prognostics. Based on the derived conclusions on the
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influence of interval width on the decision-making for the considered scenario, a group of
experts evaluated all considered variables with interval probabilities, where the interval
width was set in accordance with the previously derived conclusions. We sought to predict
the best scenario of replacing the most critical circuit breakers in optimal time.

The novelty of this method is the usage of interval probabilities in standard influence
diagrams. Furthermore, the paper examines how the confidence interval width affects
decision-making in this context. The method can be easily implemented to any other kind
of decision process presented by the influence diagram.

The paper is organized as follows—the second section discusses circuit breaker risk
assessment, followed by a section that deals with uncertainty, definition, and properties
of BNs and IDs; a case study with results and discussion is given in section four, which is
followed by a conclusion.

2. Circuit Breaker Risk Assessment
2.1. Risk Assessment Model

The practice of equipment maintenance in power systems is a combination of correc-
tive maintenance, maintenance at fixed intervals, and maintenance based on monitoring
the condition of the equipment. Maintenance at fixed time intervals is defined by statutory
deadlines for inspection, testing and inspection of equipment, or manufacturer’s instruc-
tions regarding when it is necessary to take certain actions on the equipment. Maintenance
based on monitoring the condition of the equipment includes visual inspections and audits
that are performed on a regular basis, and any repairs or other preventive actions are
performed on the basis of audit reports [5,6].

The downside of this approach is that maintenance is performed on the basis of
mandatory periodic tests within the deadlines provided by regulations and recommenda-
tions, regardless of the condition of the equipment and importance. Existing maintenance
practices, however, do not provide an optimal level of maintenance.

All the above facts lead to the conclusion that existing maintenance practice and funds
(tangible and intangible) invested in maintenance are not optimal and that a mechanism
that would enable the optimization of these funds should be sought [5,6].

Risk-based maintenance is the next generation of reliability centered maintenance
(RCM). Like RCM, RBI (risk-based inspection) is a systematic process for optimizing
maintenance in technical systems. RBI is very similar to the RCM approach in that its goals
are actually the answer to the same questions about system functionality.

For qualitative risk analysis for each component, each part of the system, or the
whole system, assessments of the status and correctness of the component or system are
formed, or a risk matrix is formed on the basis of which facility and which maintenance
actions should be performed, and the actions that should be performed are prioritized. The
quantitative approach establishes an analytical link between risk and actions that reduces
that risk. Higher risk means less reliability and vice versa [5,6].

Replacing low-oil circuit breakers is not an easy task. First of all, the investment of
replacing the circuit breaker in one substation is a big capital endeavor. Next, the time to
replace one circuit breaker can take up to 8 h, which in some situations can be a problem
if customers cannot be supplied with electricity from another outlet. Replacing circuit
breakers in some situations may require replacing or reconstructing other equipment in the
cell, such as busbars and circuit breaker stands, then bringing power to the circuit breaker
(if the motor power supply differs), which increases investment costs and time [5,6].

Replacing old circuit breakers would reduce the need for frequent maintenance and
thus reduce labor engagement, and in addition, the reliability of the system would be
increased because even overhauling an old circuit breaker increases its reliability only in a
short period because the remaining parts can wear out, fail, and become the cause of a new
malfunction, which was previously unpredictable.
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2.2. Risk Assessment Using Influence Diagram

Bayesian networks (BNs) and influence diagrams (IDs), as probabilistic methods for
uncertain reasoning, are vastly used in complex engineering systems to aid making the
best decisions possible in uncertain environments/industries—nuclear, chemical, environ-
mental, maritime, etc. A clear graphical representation sets these methods apart from the
others because they show in a very clear and precise way complex causal relationships
using simple structures, whereas the main disadvantage is that not every belief can be
represented as an exact number or single probability measure. Decision makers are also
allowed to represent their imprecise beliefs or knowledge through probability sets, called
credal sets [36–39].

A credal network based on credal sets actually represents a graphical probabilistic
method by which a belief is displayed using sets of interval probabilities. The use of sets of
interval probabilities enables a clearer assessment of epistemic uncertainty, while with the
increase of available information, the uncertainty decreases.

The next subsections examine in a more detailed way both BNs and IDs in an environ-
ment of uncertainty.

2.3. Definition and Properties of Bayesian Networks

The parents of Xi, according to an acyclic directed graph G, are the joint variable
Πi ⊂ X, for ∀i, i = 0, . . . , n, where X := (X0, X1, . . . , Xn) represents set of variables that are
in one-to-one correspondence with the nodes of G. Set of variables Xi takes its values on the
finite set ΩXi , where Πi in ΩΠi := ×Xj∈Πi ΩXj , for ∀i, i = 0, . . . , n. Cartesian set product is
marked with × symbol. As described in [40], any variable is conditionally independent
of its non-descendant non-parents given its parents. This means the graph G represents
stochastic independence relations if the Markov condition is fulfilled.

The specification of a conditional probability mass function P(Xi|πi) for each πi ∈ ΩΠi
and i = 0, . . . , n induces through the graph for each x ∈ ΩX := ×n

i=0ΩXi the factoriza-
tion [41]:

P(x) :=
n

∏
i=0

P(xi|πi), (1)

where the values of xi and πi are those consistent with x. Equation (1) and expression

{P(Xi|πi)}
πi∈ΩΠi
i=0,...,n that represent specification of the conditional probability mass functions

form BN.
The local models of Xi, i = 0, . . . , n, actually represent the mass functions for Xi written

in the form {P(Xi|πi)}πi∈ΩΠi
. From Equation (1), using the joint probability mass function

we establish inference in BN. For example, by summing out other variables from the joint
probability, mass function marginal are determined, as described in Equation (2) [41]:

P(x0) = ∑
x1 ...xn

n

∏
i=0

P(xi|πi), (2)

where x0 ∈ ΩX0 , whereas instead of ∑X∈ΩX
, ∑x is used. Additionally, the value from

Equation (2) can be calculated in another way using the procedure linear combination of
the local probabilities associated with an arbitrary Xj ∈ X:

P(x0) = ∑
xj ,πj

[
P
(
x0
∣∣xj, πj

)
· P
(
πj
)]
· P
(

xj
∣∣πj
)
, (3)

In this case, from the BN specification the probabilities P
(
xj
∣∣πj
)

are determined, from
Equation (2) the unconditional probabilities P

(
πj
)

are obtained, and for the conditional
ones P

(
x0
∣∣xj, πj

)
= P

(
x0, xj, πj

)
/P
(
xj, πj

)
, assuming the condition P

(
xj, πj

)
> 0 is valid.

From Equation (3), assuming that Xj = X0 follows:

P(x0) = ∑π0
P(π0)·P(x0|π0), (4)



Symmetry 2021, 13, 737 6 of 24

For X0 ∈ Πj, the previous equation becomes:

P(x0) = ∑xjπ
′
j
P
(

x0, π′j

)
P
(

xj

∣∣∣x0, π′j

)
, Π′j := Πj\{X0}, (5)

From the previous expressions it can be noticed that, for example, in the case of
determining the marginal, local models do not affect the probability, which means that the
local models of Xj have no effect on values of P

(
πj
)

and P
(
x0
∣∣xj, πj

)
, where ∀xj ∈ ΩXj

and πj ∈ ΩΠj . Determining P
(
πj
)

is not affected by the values of
{

P
(
Xj
∣∣πj
)}

πj∈ΩΠj
, with

the condition where for all the variables in Πj, child is Xj [41].
In case we want to determine a conditional probability, local model can also be

irrelevant for a certain part of the calculation; that is, the local models of Xj can be excluded
when determining P

(
x0
∣∣xj, πj

)
.

ID, as extensions of BN, were proposed in [42] as a tool to simplify modelling and
analysis of decision trees. They are a graphical aid to decision-making under uncertainty,
representing the causal relationships of possible causes and effects. Unlike a decision
tree, an ID shows dependencies among variables more clearly. Thanks to clear links
between variables, IDs allow for maximum reduction of a decision maker’s confusion
during decision-making [43]. Both the BN and the ID are probabilistic networks. The
difference is that the BN is used for belief update, while the ID is used for reasoning about
decision-making under uncertainty [44].

In addition to the traditional BN, IDs have, besides an external influence (an exogenous
variable—a variable whose values are not affected by the decision being made), a decision
node; that is, a decision made by the decision maker.

An intermediate variable depicts an endogenous variable whose values are computed
as functions of decision, exogenous, and other endogenous variables. A value node
(objective variable) is a quantitative criterion that is the subject of optimization. A chance
node represents a random variable whose value is dictated by some probability distribution.
An arrow shows the influence between variables.

The methods for evaluating and solving IDs are based on probabilities, and efficient
algorithms have been developed to analyze them [45–49]. Like in BNs, the input and
output values of a node are based on the Bayesian theorem. The use of probability tables
with many elements is, however, very difficult because of the combinatorial explosion
arising from the requirement that the solution must be extracted by the cross product of all
probability tables.

Because it is very difficult to determine the precise probabilities of the remaining
lifetime of circuit breakers and the risk they pose to the entire power system, in this paper
we introduce a new concept of interval probability in order to find the best strategy for
a given circuit breaker set. Namely, based on the collected and available data on circuit
breakers, a group of experts evaluated the situation with interval probabilities instead of
crisp probabilities.

As described in [50,51], the product of event probability p(E) and its consequence
Cons(E) for the considered event E determines the risk associated with that event.

Risk(E) = p(E) · Cons(E). (6)

In the case where empirical scaling parameters x, y, and w are observed, the previous
equation becomes [52]:

Risk(E) = p(E)y · w · Cons(E)x. (7)

In general, for the calculated probabilities described by Equations (1)–(7), the risk can
be calculated as follows:

Ri = f (C(πi), P(πi)). (8)

The risk can also be presented in a table, such as the example given in the Figure 1.
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Figure 1. Risk assessment based on two criteria.

Based on the level of these two criteria, the risk can take values in the range from 1 (no
risk) to 10 (highest risk). Risk assessment using crisp probabilities for the example given in
Figure 1 is shown in Table 1

Table 1. Risk assessment using crisp probabilities for the example given in Figure 1.

Safety Probability Environment Probability Risk

c1 P1 c1 P1 1
c1 P1 c2 P2 2
c1 P1 c3 P3 3
c2 P2 c1 P1 4
c2 P2 c2 P2 7
c2 P2 c3 P3 6
c3 P3 c1 P1 5
c3 P3 c2 P2 8
c3 P3 c3 P3 10

A complete model of the risk assessment of the circuit breaker maintenance strategy
considered in this paper is represented in Figure 2. The graphical symbols in Figure 2
indicate the following: an orange ellipse shows an external influence, i.e., an exogenous
variable, the value of which is not conditioned by previous decisions; red and green
ellipses denote chance nodes described by random variables defined by discrete probability
distributions. The decision is represented by a purple rectangle. Endogenous variables
determined as functions of decision and other variables are represented by intermediate
variables. The blue diamond represents the subject of optimization and is classified as a
quantitative criterion. Influence between variables is described by an arrow.
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Figure 2. Circuit breaker risk assessment model.

The example shown in Figure 2 was created to assess the risk of a substation with low-
oil circuit breakers. The three alternatives that are considered and used for decision-making
are do nothing, perform minor interventions, or perform major interventions. Safety and
environment are two risk assessment criteria based on which alternatives are assessed.
Both criteria are aggregated in the one influence diagram value node, after being assessed
according to their risk.

The breaker is in operating conditions (OK), failure to close (FC), and failure to open
(FO)—the three modes of operation of the switches that are important in the assessment.
Bad weather conditions cause the circuit breakers to be exposed to more difficult operating
conditions because the number of failures increases, which leads to a deterioration of the
network condition and an increase in the network load. This is further expressed in the
case when the distribution network is mostly overhead and when there are frequent power
outages. The type of distribution network significantly affects the state of the attachment.
The condition of the circuit breaker affects the environment in such a way that oil leaks can
have a detrimental effect on the environment. In terms of safety, the condition of the circuit
breaker can cause a dangerous effect of electric current on a person, and it can also lead to
mechanical injuries, the impact of electromagnetic radiation, and excessive noise.

Due to the uncertainty about the weather forecast—and consequently network tech-
nical condition, network maximal demand power (loading) and possible failure modes—
probabilities elicited by experts are also uncertain.

According to the diagram presented in Figure 2, the total risk by circuit breakers is
calculated as a combination of two individual risks, which are:

• Safety risk, primarily associated to the health and safety of the operators of the
substation;
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• Environmental risk in terms of spillage of transformer oil into soil or watercourses
and ignition of transformer oil and its evaporation.

The components shown in Figure 2 that affect risk and decision-making are described
below.

CB condition: the assessment of the condition of this component is based on data from
several categories, such as the age of the circuit breaker, i.e., how long the circuit breaker
has been in operation, ambient and operational conditions, regularity of maintenance, and
test results.

The following scale is used to describe the CB condition:

grade 1: Poor—switch long in operation, under poor ambient and operating conditions,
irregular maintenance and testing, poor test results;
grade 2: Medium poor—switch long in operation, under poor ambient and operational
conditions, some test results are poor;
grade 3: Medium—switch long in operation, under poor ambient and operational condi-
tions, but regularly maintained and tested, satisfactory results;
grade 4: Very good—newer generation circuit breakers, works under good operating
conditions, satisfactory results;
grade 5: Excellent—newer circuit breakers, short in operation, satisfactory test results,
regular maintenance and testing.

These ratings for CB condition are actually formed based on the collected data on
aging, CB type, and maintenance.

Ageing: A rating in the range of 1 to 5 can be used to estimate the age of the circuit
breaker, with lower values indicating better equipment condition (“less is more”). The
grade is awarded depending on the range to which the circuit breaker belongs according
to its age (<10 years, 10–20 years, 21–30 years, 31–40 years, >40 years).

CB type: The three most commonly used types of circuit breakers in substations
are observed: low-oil, vacuum, and SF6 circuit breakers. Depending on the applied
technology, each circuit breaker is characterized by a certain intensity of failure, which
can be called characteristic and which is a feature of the technology itself. However,
the actual intensity of failures depends on many additional factors, of which the two
most important are the conditions (operational and ambient) in which the circuit breaker
operates and the condition of the circuit breaker itself. Operating conditions refer to
load level, protection condition, network condition supplied by this substation. Ambient
conditions refer primarily to the temperature in the station itself, which significantly affects
the condition of the equipment. As each of these effects is very difficult to quantify, the
principle of a correction factor is often adopted, which determines a more realistic value of
the failure rate.

Maintenance: Regularity and quality of maintenance are important factors that affect
the condition of the equipment itself. The quality of maintenance involves several factors:

• Periodicity and scope of testing;
• Training of maintenance personnel;
• Availability of spare parts;
• Circuit breaker condition monitoring.

The following scale with five rating levels can be used to assess the level of mainte-
nance:

grade 1—Maintenance is performed at regular intervals, all spare parts are easily accessible,
there is online monitoring of the condition of the circuit breaker. The staff is well trained.
Existing control parameters almost certainly detect a fault;
grade 2—Maintenance is performed at regular intervals, staff is well trained. High proba-
bility that the monitored parameters will signal a fault;
grade 3—Moderate probability that the monitored parameters will signal a failure;
grade 4—Low probability that the monitored parameters will signal a failure;
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grade 5—No existing monitored parameters can detect a fault. Maintenance is not per-
formed at regular intervals, spare parts are not easily accessible, and there is no online
monitoring of the condition of the circuit breaker. The staff is not well trained.

Network conditions and Network loading: The type and load of the network also
significantly affect the condition of the circuit breaker. A scale with five levels of assessment
can be used for the assessment, where after the assessment of the conditions the value of
the correction factor is determined, which is used for further calculations. The description
of the grades is as follows:

grade 1—Extremely low load. The distribution network is mostly underground, with short
cables and the possibility of reservations;
grade 2—Medium load, average percentage of overhead distribution network, rare power
outages;
grade 3—Medium load, higher percentage of overhead distribution network, frequent
power outages;
grade 4—High load, especially in winter conditions. High percentage of overhead distribu-
tion network representation, frequent power outages;
grade 5—Load extremely high. The distribution network is mostly overhead, with long
lines and without the possibility of reservations. The fault occurs without warning.

Weather conditions: Network conditions and loading directly depend on weather
conditions. Bad weather conditions correlate with an increased number of failures, which
means that circuit breakers will be exposed to more difficult operating conditions because
the condition of the network will deteriorate, and the network load will increase. Good
weather conditions improve the condition of the network, reduce the load on the network,
and provide stable operating conditions for circuit breakers.

Safety and environment criteria evaluations are also expressed in numerical grades
(from 1 to 5).

Safety:

grade 1—Very dangerous effect of electric current on humans; toxic and carcinogenic effects
of polychlorinated biphenyls (pyralene transformer oil); the danger of mechanical injuries
during work on substations is very high if the exposure to danger is very frequent (exposure
to danger during one shift of 61–80% of working time); very large impact of electromagnetic
radiation on humans; very great influence of noise on the organs of hearing;
grade 2—Dangerous effects of electric current on humans; the risk of mechanical injuries
during work on substations is high if the exposure to danger is frequent (exposure to
danger during one shift of 41–60% of working time); great influence of electromagnetic
radiation on humans; great influence of noise on the organs of hearing;
grade 3—Medium dangerous effect of electric current on humans; the risk of mechanical
injuries during work on substations is medium if the exposure to danger is occasional
(exposure to danger during one shift of 21–40% of working time); average effect of electro-
magnetic radiation on humans; moderate impact of noise on the senses of hearing;
grade 4—Low dangerous effect of electric current on humans; the danger of mechani-
cal injuries during work on substations is small if the exposure to danger is very rare
(exposure to danger during one shift is less than 20% of working time); small impact of
electromagnetic radiation on humans; small noise effect on the senses of hearing;
grade 5—Negligible effect of electric current on humans; the danger of mechanical injuries
during work on substations is negligible if the exposure to danger is very rare (expo-
sure to danger during one shift is less than 20% of working time); negligible impact of
electromagnetic radiation on humans; negligible effect of noise on the senses of hearing;

Environment:

grade 1—The substation is located in a city center or in a densely populated place, the prox-
imity of watercourses or water supply facilities is less than 10 m, or there are immovable
cultural heritage properties, no communal infrastructure, or the road to the substation is
not paved;
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grade 2—The substation is located on the outskirts of a city (near the substation are mostly
small households), distance to watercourses or water supply facilities is 50 m, there are
immovable cultural heritage properties, communal infrastructure is partially built, the
substation is reached by unpaved road that separates from the local paved road;
grade 3—The substation is located on the outskirts of a city, the populated area is at a
distance of 50 m, no endangered plant and animal species, no immovable cultural heritage
properties, the proximity to watercourses or water sources is 200 m, an asphalt road that
separates from the regional or main road leads to the substation, there is a built communal
infrastructure;
grade 4—The substation is outside the settlement, there are individual residential buildings
at a distance of 150 m, there are no watercourses or water supply facilities at a distance of
300 m, no endangered plant and animal species, no immovable cultural heritage properties,
there is communal infrastructure, an asphalt road (regional or highway) leads to the
substation;
grade 5—The substation is outside the settlement, the nearest residential buildings are at a
distance of 300 m, there are no watercourses or water supply facilities at a distance of 500 m,
no endangered plant and animal species, no immovable cultural heritage properties, there
is communal infrastructure, an asphalt road (regional or highway) leads to the substation.

3. Extended Risk Model Based on Interval Probabilities
3.1. Definition and Properties of Interval Probability

The intervals L = {Li = [L(ai), U(ai)], i = 1, 2, . . . , n} represent the interval probabil-
ity if and only if for any P(ai) ∈ Li there exists P

(
aj
)
∈ Lj, so the following applies:

P(ai) + ∑
j=1,2,...,i−1,i+1,...,n

P
(
aj
)
= 1, X ∈ {x1, . . . , xn}, (9)

where X—random variable and {x1, . . . , xn} finite set [53,54].
In order for L to satisfy the condition described in Equation (9), it must satisfy the

following two expressions [53,55–57]:

n

∑
i = 1
i 6= j

L(ai) + U
(
aj
)
≤ 1, (10)

n

∑
i = 1
i 6= j

U(ai) + L
(
aj
)
≥ 1, (11)

where i, j ∈ [1, . . . , n].
The elicited interval probabilities may or may not satisfy the two previous equations.

However, it is not difficult to check whether they satisfy the following inequalities:

n

∑
i=1

L(ai) ≤ 1 ≤
n

∑
i=1

U(ai), (12)

Condition (12) is a necessary but insufficient condition of (10) and (11). The inter-
vals marked with [L′(ai), U′(ai)] represent semi-interval probabilities if the condition (12)
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is fulfilled. Solving the linear programming problem as described with the following
function [53]:

max
n
∑

i=1,2,...n
(U(ai)− L(ai))

s.t.
n
∑

i = 1
i 6= j

L(ai) + U
(
aj
)
≤ 1,

n
∑

i = 1
i 6= j

U(ai) + L
(
aj
)
≥ 1

U(ai) ≥ L(ai), U(ai) ≤ U′(ai), L(ai) ≥ L′(ai)

(13)

enables the selection of interval probabilities from semi-interval probabilities [L′(ai), U′(ai)].

3.2. Determining Risk with Interval Probabilities

Rough set theory is one of the important tools with which it is possible, without
additional assumptions or some adjustments, to manage uncertain and subjective infor-
mation [58–60]. To manage uncertain information, determining the lower and upper
approximations is a basic task. The lower and upper approximations of X with respect to I,
marked with I∗(X) and I∗(X), are defined with the following expressions:

I∗(X) = ∪{X ∈ U|I(X) ⊆ X}, (14)

I∗(X) = ∪{X ∈ U|I(X) ∩ X 6= ∅}, (15)

where X ⊂ U, U is the universe consisting of a non-empty finite set of objects and I is the
indiscernibility relation. Ordered pair (U, I) represents the approximation space.

For the lower and upper approximations defined in this way, the boundary region
equals:

BNI(X) = I∗(X)− I∗(X), (16)

The degree of vagueness is determined by the range of boundary region. Depending
on whether the boundary region of X is empty or not, X will be a crisp set or a rough set.

Extended lower and upper approximation and the rough boundary interval described
with the previous expressions enables expert evaluation and manipulations in conditions
of uncertainty [61].

Definition 1. Let R = {X1, X2, X3, . . . , Xn} be the set containing n classes of human opinions.
The classes are ordered in the manner of X1 < X2 < X3 < . . . < Xn, and Y is the arbitrary object
of U, ∀Y ⊆ U, Xi ⊆ R, and i ∈ {1, 2, . . . , n}.

Then, the lower and the upper approximations and the boundary region of Xi can be
expressed as

I∗(Xi) = ∪{Y ∈ U|R(Y) ≤ Xi}, (17)

I∗(Xi) = ∪{Y ∈ U|R(Y) ≥ Xi}, (18)

BN(Xi) = ∪{Y ∈ U|R(Y) ≤ Xi} ∪ {Y ∈ U|R(Y) ≥ Xi}. (19)

The lower and the upper limit, marked with L(Xi) and U(Xi), where rough number
(RN) can be a replacement for the class Xi, equals:

L(Xi) =
∑ R(Y)

NL
|Y ∈ I∗(XI), (20)

U(Xi) =
∑ R(Y)

NU
|Y ∈ I∗(XI), (21)

The number of objects in these approximations are marked with NL and NU.
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In line with the definition of these limits, expert opinion can be expressed by a rough
interval. The degree of preciseness is described with the interval of boundary region (IBR).
A rough number and an interval of boundary region are equal to:

RNi = [L(Xi) U(Xi)], (22)

IBRi = U(Xi)− L(Xi), (23)

For the two rough numbers RN1 and RN2, the following applies (λ is a nonzero
constant) [62]

RN1 + RN2 = [L1, U1] + [L2, U2] = [L1 + L2, U1 + U2], (24)

RN1 × λ = [L1, U1]× λ = [λL1, λU1], (25)

RN1 × RN2 = [L1, U1]× [L2, U2] = [L1 × L2, U1 ×U2]. (26)

In interval mathematics, all the possible relations of different interval numbers are
defined, which significantly helps in making decisions based on expert assessment in
conditions of uncertainty [63–65].

Definition 2. Assuming that ã =
[
aL, aU] and b̃ =

[
bL, bU]are two interval numbers. Meanwhile,

the interval numbers ãand b̃ are assumed as the random variables with uniform distributions in
their intervals. The probability for the random variable ã larger or smaller than the random variable
b̃ is expressed as P̃b≥ã or P̃b≤ã.

The relationship between ã and b̃ is described with the following equation.

P̃b≤ã =



1, bU ≤ aL

aU−bU

aU−aL + aL−bL

bU−bL · bU−aL

aU−aL + 1
2 ·

bU−aL

aU−aL · bU−aL

bU−bL , bL ≤ aL < bU ≤ aU

aU−bU

aU−aL + 1
2 ·

bU−aL

aU−aL , aL < bL < bU ≤ aU

1
2 ·

aU−bL

bU−bL · aU−bL

aU−aL , aL ≤ bL < aU ≤ bU

aL−bL

bU−bL + 1
2 ·

aU−aL

bU−bL , bL ≤ aL < aU ≤ bU

0, aU ≤ bL

, (27)

From the previous Equation (27), we can determine the relationship between ã and b̃
with the degree α, where P̃b≤ã = α(0 ≤ α ≤ 1). For the case where α > .0.5 means that ã is

larger than b̃, and α < .0.5 implies that ã is smaller than b̃, while α = 0.5 represents that ã
and b̃ are equal.

In Figure 3, a risk assessment framework based on expert assessment using interval
probability is presented.

The proposed method consists of three main steps. First, data of interest are collected,
followed by an assessment of the critical points of the observed system and an analysis
of the causes and effects of failures. Then, an expert assessment of the factors influencing
the risk by interval probabilities is performed, as well as the formation and calculation of
appropriate matrices based on the experts’ assessment. Finally, the total risk is calculated
and the obtained risks are ranked based on interval probability theory; that is, the minimum
risk for the observed case is determined.
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4. Case Study

In this case study, two risk calculations were performed based on Figure 4. In the
first calculation, crisp probabilities were used for the risk calculation, while in the second
calculation the interval probabilities were used.

The decision about the possible replacement of the circuit breaker depends on the
calculated risk for keeping the existing breakers in service. The risk consists of safety and
environmental risk, characterized with three possible states (denoted with c1, c2, and c3
in Figure 4). Both the safety and environmental impact of the equipment depend on the
breaker condition, influenced by the maintenance level (decision node), weather, network
condition, and network loading (chance nodes).

As can be seen in Figure 4, regular operating condition (OK), failure to close (FC), and
failure to open (FO) represent the three possible states of the considered circuit breakers.
The final decision on whether minor maintenance, major maintenance, or do nothing will
be applied is made based on two criteria, safety and environment. Based on the level of
these two criteria, the risk can take values in the range from 1 (no risk) to 10 (highest risk).

In this paper, for the problem defined in Figure 4, a group of 5 experts was formed
who met the following conditions—they were highly qualified for the considered domain,
had sufficient experience in assessing the state of a system similar to the observed system,
were familiar with probability thinking, and were able to model the system in relation to
the available data. We selected 5 experts due to the complexity of the system we were
observing and in order to achieve greater overall accuracy during evaluation.
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Figure 4. Influence diagram with crisp probabilities.

Based on the experts’ opinion and based on previously collected data, the probabilities
of the occurrence of each of the conditions were determined: weather conditions, loading
and network condition. Additionally, experts determined the conditional probabilities
on the basis of which values of the condition in the nodes CB condition, safety, and
environment were calculated. The probability values correspond to the mean probability
values obtained from the experts. For the probability values shown in Tables 2–7, using
Equations (1)–(5), we obtained the results shown in Figure 4.

Table 2. Probability of weather states.

States Description Probability [%]

Bad Severe weather conditions 50
Medium No extreme temperatures below −20 degree 30

Good Good weather conditions, no extreme
temperatures below −10 degree 20

Table 3. Conditional probabilities of network conditions.

Weather

States

Good Conditions, No
Increase in Failure Rate [%]

Bad Conditions—No Maintenance,
Increased Number of Failures [%]

Bad 60 40
Medium 50 50

Good 40 60



Symmetry 2021, 13, 737 16 of 24

Table 4. Conditional probabilities of network loading levels.

Weather
States

Low Loading [%] Medium Loading [%] High Loading [%]

Bad 10 30 60
Medium 30 50 20

Good 60 30 10

Table 5. Conditional probabilities of CB condition.

Decision Network Conditions OK [%] FC [%] FO [%]

Minor Good 70 20 10
Minor Bad 80 10 10
Major Good 80 10 10
Major Bad 90 10 0

Do Nothing Good 60 20 20
Do Nothing Bad 70 20 10

Table 6. Conditional probabilities of consequences.

Loading CB Condition
Safety [%] Environment [%]

c1 c2 c3 c1 c2 c3

Low OK 90 10 0 80 10 10
Low FC 80 10 10 80 10 10
Low FO 70 20 10 70 20 10

Medium OK 80 10 10 80 10 10
Medium FC 70 20 10 50 30 20
Medium FO 60 30 10 60 30 10

High OK 70 20 10 70 20 10
High FC 60 20 20 60 30 10
High FO 50 30 20 50 30 20

Table 7. Safety and Environment criteria grades.

Safety Probability Environment Probability Risk

c1 [0.752] c1 [0.722] 1
c1 [0.752] c2 [0.169] 2
c1 [0.752] c3 [0.109] 3
c2 [0.157] c1 [0.722] 4
c2 [0.157] c2 [0.169] 7
c2 [0.157] c3 [0.109] 6
c3 [0.090] c1 [0.722] 5
c3 [0.090] c2 [0.169] 8
c3 [0.090] c3 [0.109] 10

Safety and environment criteria evaluations are expressed in numerical grades (from
1 to 10) and represented in Table 7.

Based on Table 7 and Equation (8), the final decision to be taken based on the example
given in Figure 4 is shown in Table 8. As can be seen from Table 8, for the crisp values of
the variables shown in Figure 4 “Major maintenance” is taken as the final strategy because
of the lowest value of risk.
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Table 8. Decision values for crisp probability.

Decision Risk with Crisp Probability Ranking

Minor maintenance 2.35 2
Major maintenance 2.26 1

Do nothing 2.44 3

In the second case, we worked with interval probabilities. Instead of crisp probability
values for the assessment of possible states of the chance nodes, the allowable interval
width by which experts assessed the condition was determined by first examining how the
interval width affected the final estimate.

The crisp numbers wsj, used to determine risk in case 1, could be transformed into
interval numbers form based on Equations (17)–(22):

IN
(

wk
sj

)
=
[
wkL

sj , wkU
sj

]
, (28)

In Equation (28), the lower and upper limits of the interval number are marked
with wkL

sj and wkU
sj , whereas wk

sj(k = 1, 2, . . . , m; s = 1, 2, . . . , n; j = 1, 2, . . . , l) represent kth
expert for the sth failure mode with respect to the jth risk factor.

In our case, the interval number matrix is:

Win =


[

L
(

w1L
1j

)
, U
(

w1U
1j

)] [
L
(

w2L
1j

)
, U
(

w2U
1j

)]
· · ·

[
L
(

w5L
1j

)
, U
(

w5U
1j

)]
...

...
...

...[
L
(

w1L
nj

)
, U
(

w1U
nj

)] [
L
(

w2L
nj

)
, U
(

w2U
nj

)]
· · ·

[
L
(

w5L
nj

)
, U
(

w5U
nj

)]
, (29)

The average interval number IN
(

wk
sj

)
, wk

sj(k = 1, 2, . . . , m; s = 1, 2, . . . , n; j = 1, 2, . . . , l),
based on Equations (24)–(26) is:

IN
(

wk
sj

)
=
[

L
(

wkL
sj

)
, U
(

wkU
sj

)]
, (30)

L
(

wkL
sj

)
=
(

w1L
sj + w2L

sj + . . . + wkL
sj

)
/k, (31)

U
(

wkU
sj

)
=
(

w1U
sj + w2U

sj + . . . + wkU
sj

)
/k. (32)

The lower and upper limits of the average interval number are marked with L
(

wkL
sj

)
and U

(
wkU

sj

)
.

In order to enable the experts to have as wide an interval as possible during the
evaluation, an analysis was first made of how much the width of the interval influenced
the decision for the example given in Figure 4.

The analysis was done so that, in relation to the values of crisp probabilities shown in
Figure 4, an interval probability was formed in accordance with Equations (28)–(32), where
the values of crisp probabilities represent the center of the newly formed interval.

The analysis was performed for an interval width of 1% to 10%. The obtained results
are shown in Table 9.
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Table 9. Decision values influenced by interval width.

1% 2% 3% 4% 5%

Minor maintenance [2.23, 2.43] [2.14, 2.53] [2.05, 2.63] [1.96, 2.76] [1.84, 2.84]

Major maintenance [2.14, 2.36] [2.04, 2.48] [1.94, 2.60] [1.87, 2.69] [1.76, 2.83]

Do Nothing [2.32, 2.51] [2.24, 2.61] [2.16, 2.71] [2.07, 2.82] [1.97, 2.89]

6% 7% 8% 9% 10%

Minor maintenance [1.78, 2.97] [1.69, 3.08] [1.60, 3.22] [1.56, 3.29] [1.47, 3.48]

Major maintenance [1.68, 2.95] [1.57, 3.02] [1.48, 3.16] [1.37, 3.31] [1.33, 3.37]

Do Nothing [1.88, 2.98] [1.83, 3.13] [1.73, 3.23] [1.60, 3.37] [1.55, 3.46]

Based on the obtained results, it can be concluded that experts can be allowed to form
an interval width from 5% to 10%. This means that experts gave interval probabilities
instead of crisp probabilities when evaluating, with the restriction that crisp probabilities
were within that interval or represented the lower or upper limit of the interval.

The expert opinion about the circuit breaker condition was obtained from the mea-
surement data covering 42 power stations 35/10 kV and 427 circuit breakers, mounted
on 10 kV and 35 kV feeders. Measurement of static resistance of contacts by measuring
voltage drop was collected over the past 10 years, with voltage drop measured during
every second year.

Other data related to circuit breakers collected for the purposes of analysis were:
circuit breaker voltage level, type of terminal, year of production, number of faults, number
of short circuit current disconnections, number of consumers at the terminal, and average
energy consumption.

The average lifespan of a circuit breaker depends on many factors, such as the intensity
of operation, operating conditions, and level of maintenance. The main cause of the
deterioration of the circuit breaker is its age, then the number of operations performed at
normal load and failure, and operating conditions, such as temperature and environmental
pollution.

The resistance of the contacts is an indicator of the general condition of the circuit
breaker. It does not depend on environmental conditions until foreign materials penetrate
the contact surface. For this reason, any increase in resistance is an indication of the
existence of foreign material on the contact surface. This can lead to a local temperature
increase and thus to a worsening of the circuit breaker condition.

Measuring voltage drops is equivalent to measuring resistance. Due to the ease of
measurement, voltage drop is more often used as a criterion in practice. As for the allowed
values of voltage drops, they are more influenced by the height of the rated current of the
circuit breaker than the values of its rated voltage.

The permissible values of voltage drops prescribed by the manufacturer are given in
the manufacturer’s instructions. Permitted overdraft value is + 25%. In the case of a circuit
breaker that is already in operation, the permissible voltage drop is 20% higher in than a
circuit breaker that is first operated.

The circuit breakers analyzed in this paper were low-oil medium voltage circuit
breakers, manufactured by Minel and tested according to the manufacturer’s instructions.
The test was performed every other year, as defined [66]. This type of maintenance is
called time-based maintenance, which is performed according to a predefined schedule at
precisely defined time intervals.

In the first step, the state of each circuit breaker was determined depending on whether
its voltage drop exceeded the allowable value or not. The year in which they reached this
state was determined for the failed circuit breakers. These data were further divided into
the following categories:

• circuit breakers mounted on 35 kV terminals
• circuit breakers mounted on 10 kV terminals
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• circuit breakers mounted on overhead terminals
• circuit breakers mounted on cable terminals
• all circuit breakers.

From the manufacturer’s instructions, the allowable voltage drop depends on the
rated current and rated voltage of the circuit breaker, and the manufacturer allows these
values to be exceeded by 25%. For this reason, the circuit breakers were also analyzed
through the following two criteria: the maximum value of the voltage drop was as in the
manufacturer’s table and the maximum value of the voltage drop was 25% higher than the
value from the table.

In this way, the influence of both criteria on circuit breaker failure was considered. The
manufacturer’s instructions [66] state that a circuit breaker must be completely repaired
after 10–12 years of operation, or 5000 manipulations, or 6 interrupted short-circuit currents,
whichever occurs first. Based on these data, the experts assigned interval probabilities first
of 5% width, then 6%, and continued up to 10%.

Additionally, values for nodes, such as weather conditions, network condition, load-
ing, safety, and environment, experts assigned on the basis of collected and available
data.

It is important to note that experts were not given predefined values of the center of
the interval for any node, but they made their assessments of the interval values solely on
the basis of the available data and their expertise. As for the risk, the rule used was 1—the
lowest risk, 10—the highest risk (as shown in Table 10).

Table 10. Risk assessment using interval probabilities for the example given in Figure 4.

Safety Interval Probability Environment Interval Probability Risk

c1 [0.71, 0.79] c1 [0.68, 0.77] 1
c1 [0.71, 0.79] c2 [0.13, 0.20] 2
c1 [0.71, 0.79] c3 [0.05, 0.17] 3
c2 [0.12, 0.19] c1 [0.68, 0.77] 4
c2 [0.12, 0.19] c2 [0.13, 0.20] 7
c2 [0.12, 0.19] c3 [0.05, 0.17] 6
c3 [0.03, 0.14] c1 [0.68, 0.77] 5
c3 [0.03, 0.14] c2 [0.13, 0.20] 8
c3 [0.03, 0.14] c3 [0.05, 0.17] 10

Using the previously described methodology for the case of an ID with interval
probabilities, based on expert assessments, in combination with Monte Carlo simulation
respecting the following condition:

0 ≤ L(ai) ≤ p(ai) ≤ U(ai) ≤ 1
n
∑

i=1
p(ai) = 1 (33)

Table 11 includes the obtained results.
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Table 11. Risk values obtained by experts’ assessment for different interval width.

5%

E1 E2 E3 E4 E5

Minor maintenance [1.91, 2.93] [1.93, 2.98] [2.21, 3.36] [1.78, 2.80] [1.87, 2.94]
Major maintenance [1.83, 2.95] [1.87, 3.02] [2.12, 3.29] [1.69, 2.76] [1.74, 2.88]

Do Nothing [2.05, 2.99] [2.08, 3.04] [2.29, 3.37] [1.86, 2.79] [1.95, 2.97]

6%

E1 E2 E3 E4 E5

Minor maintenance [1.93, 3.16] [2.06, 3.34] [2.12, 3.47] [1.85, 3.01] [1.99, 3.29]
Major maintenance [1.83, 3.12] [1.99, 3.32] [2.04, 3.48] [1.75, 3.04] [1.93, 3.29]

Do Nothing [2.04, 3.21] [2.11, 3.32] [2.19, 3.46] [1.91, 3.05] [2.02, 3.31]

7%

E1 E2 E3 E4 E5

Minor maintenance [1.73, 3.18] [1.91, 3.47] [1.98, 3.51] [1.88, 3.25] [1.96, 3.59]
Major maintenance [1.64, 3.22] [1.84, 3.56] [1.90, 3.45] [1.84, 3.26] [1.89, 3.58]

Do Nothing [1.92, 3.24] [2.14, 3.53] [2.07, 3.49] [1.98, 3.27] [2.07, 3.61]

8%

E1 E2 E3 E4 E5

Minor maintenance [1.73, 3.37] [1.87, 3.59] [1.92, 3.62] [1.88, 3.37] [1.78, 3.51]
Major maintenance [1.62, 3.27] [1.78, 3.55] [1.82, 3.62] [1.83, 3.50] [1.77, 3.50]

Do Nothing [1.82, 3.36] [1.97, 3.59] [1.96, 3.65] [1.99, 3.43] [1.89, 3.47]

9%

E1 E2 E3 E4 E5

Minor maintenance [1.71, 3.48] [1.88, 3.82] [2.03, 4.06] [1.86, 3.68] [1.86, 3.79]
Major maintenance [1.68, 3.61] [1.88, 3.89] [2.00, 4.09] [1.84, 3.72] [1.87, 3.82]

Do Nothing [1.88, 3.50] [1.97, 3.78] [2.21, 4.05] [1.91, 3.71] [1.97, 3.83]

10%

E1 E2 E3 E4 E5

Minor maintenance [1.81, 3.79] [2.10, 4.25] [2.09, 4.09] [2.02, 4.07] [2.11, 4.33]
Major maintenance [1.70, 3.82] [2.00, 4.36] [1.98, 4.26] [2.03, 4.06] [1.96, 4.34]

Do Nothing [1.96, 3.86] [2.21, 4.27] [2.21, 4.18] [2.18, 4.25] [2.17, 4.40]

In this paper, it is proposed that the final decision on which action will be implemented
is made by forming an interval based on Equations (30)–(32).

Based on these equations, the final decision on which action will be implemented for
each interval range separately is shown in Table 12.

Based on the data presented in Table 12, it can be concluded that the proposed model
of determining risk using interval probabilities greatly facilitates the work of experts and
gives a very realistic picture of the actions to be taken.

Table 12. Final risk values for each interval range separately.

Decision 5% 6% 7% 8% 9% 10%

Minor maintenance [1.94, 3.00] [1.99, 3.25] [1.89, 3.40] [1.84, 3.49] [1.87, 3.77] [2.03, 4.11]
Major maintenance [1.85, 2.98] [1.91, 3.25] [1.82, 3.41] [1.76, 3.49] [1.85, 3.83] [1.93, 4.17]

Do Nothing [2.05, 3.03] [2.05, 3.27] [2.04, 3.43] [1.93, 3.50] [1.99, 3.77] [2.15, 4.19]

Using Equation (27), we performed a comparison of the interval of different potential
decisions to obtain the comparison probability so that we could rank the risk priorities
of the considered decisions. The obtained results are given in Table 13. Taking Minor
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Maintenance and Do Nothing for 5% interval width as an example, the interval Minor
Maintenance is [1.94, 3.00], while FM6 is [2.05, 3.03] based on Equation (27):

PDo_not≤mi nor =
1
2
× 3.00− 2.05

3.03− 2.05
× 3.00− 2.05

3.00− 1.94
= 0.43,

Table 13. The comparison results for interval decision.

5% 6%

Minor Maintenance Major Maintenance Do Nothing Minor Maintenance Major Maintenance Do Nothing

Minor maintenance 0.55 0.43 0.53 0.47
Major maintenance - 0.39 - 0.44
Do Nothing - - - -

7% 8%

Minor maintenance Major maintenance Do Nothing Minor maintenance Major maintenance Do Nothing

Minor maintenance 0.52 0.44 0.52 0.47

Major maintenance - 0.42 - 0.45

Do Nothing - - - -

9% 10%

Minor maintenance Major maintenance Do Nothing Minor maintenance Major maintenance Do Nothing

Minor maintenance 0.49 0.47 0.51 0.45

Major maintenance - 0.48 - 0.44

Do Nothing - - - -

Because PDo_not≤mi nor = 0.43 < 0.5, the risk priority of Do Nothing is higher than
Minor Maintenance. Similarly, other comparison probabilities are given in Table 13.

Based on the results obtained from the previous table, the following table shows the
ranking results of different decisions for each width interval individually.

On the values of the intervals shown in Table 14, it is easy to conclude that the best
choice for the observed system is “Major Maintenance” because the risk priority is the
highest and it is obtained for this decision for each interval width shown (except for the
9% interval width, where it is second by priority). With this in mind, as well as the result
obtained for the crisp values, it can be seen how much better a solution is the decision
model applied in this paper. Namely, unlike crisp values, which are very difficult to
determine in conditions of uncertainty, allowing experts to assess the state of a system in a
wide range of values significantly facilitates proper decision-making. It has been shown
that allowing experts to use interval values instead of crisp values, which are very difficult
in conditions of uncertainty, can significantly influence the final decision.

Table 14. The ranking results of different decision.

Decision 5% Ranking 6% Ranking 7% Ranking

Minor maintenance [1.94, 3.00] 2 [1.99, 3.25] 2 [1.89, 3.40] 2
Major maintenance [1.85, 2.98] 1 [1.91, 3.25] 1 [1.82, 3.41] 1
Do Nothing [2.05, 3.03] 3 [2.05, 3.27] 3 [2.04, 3.43] 3

Decision 8% Ranking 9% Ranking 10% Ranking

Minor maintenance [1.84, 3.49] 2 [2.03, 3.48] 1 [2.12, 3.79] 2
Major maintenance [1.76, 3.49] 1 [2.00, 3.61] 2 [2.03, 3.82] 1
Do Nothing [1.93, 3.50] 3 [2.21, 3.50] 3 [2.21, 3.86] 3

5. Conclusions

Risk prediction using IDs with interval probabilities is a very popular methodology
for determining causal relationships of events in conditions of uncertainty. The knowledge
and experience of experts is one of the main links in the formation of the IDs model and the
determination of the state of the considered elements for increasing the reliability of power
systems. In order to increase the accuracy of the assessment of the state of the considered
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elements, in this case circuit breakers, in this paper it is proposed to allow experts to use
interval probabilities instead of crisp probabilities. An analysis was performed that shows
how the width of the interval affects the final decision, and accordingly, the experts were
allowed to base their estimates on interval probabilities. The obtained results for the case
presented in the paper are also in the form of interval probabilities. Based on the obtained
results, it can be concluded that the proposed model of risk prediction using IDs with
interval probabilities is an excellent solution for deciding which action should be taken to
increase the reliability of circuit breakers. The proposed model of determining risk using
interval probabilities greatly facilitates the work of experts and gives a very realistic picture
of the actions to be taken. Unlike crisp values, which are very difficult to determine in
conditions of uncertainty, allowing experts to assess the state of the system in a wide range
of values significantly facilitates proper decision-making.

Although the proposed method shows significant advantages when making decisions
in conditions of uncertainty, it can also have certain disadvantages. First, an increase in the
number of observed alternatives that affect decision-making can lead to an increase in the
required computer power and the required real time to perform computational operations,
which can increase the costs and time of decision-making.

The methodology should be tested on high dimension models with a great number of
nodes, and this will be the focus of our future research.
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