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Abstract

:

The standardization activities of the fifth generation communications are clearly over and deployment has commenced globally. To sustain the competitive edge of wireless networks, industrial and academia synergy have begun to conceptualize the next generation of wireless communication systems (namely, sixth generation, (6G)) aimed at laying the foundation for the stratification of the communication needs of the 2030s. In support of this vision, this study highlights the most promising lines of research from the recent literature in common directions for the 6G project. Its core contribution involves exploring the critical issues and key potential features of 6G communications, including: (i) vision and key features; (ii) challenges and potential solutions; and (iii) research activities. These controversial research topics were profoundly examined in relation to the motivation of their various sub-domains to achieve a precise, concrete, and concise conclusion. Thus, this article will contribute significantly to opening new horizons for future research directions.
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1. Introduction


Wireless communication systems are the Eureka equivalents of our time given the rapid technological innovations in the last decades and symmetry technologies for the Internet of Things. To date, five (5) generations of mobile wireless cellular communications systems exist, with the recent generation being the fifth generation (5G) wireless network. A wireless cellular communication generation emerges approximately every 10 years since 1980, including the first generation analog FM cellular systems in 1981, the second generation in 1992, the third generation (3G) in 2001, and the fourth generation (4G) (often referred to as the long-term evolution [LTE]) in 2011 [1,2]. Figure 1 presents a synopsis of the evolving wireless technologies. Generally, the last decade has witnessed a tremendous development in wireless communications which led to thriving data-hungry applications, including multimedia, online gaming, and high-definition video streaming. The booming mobile Internet technology is the catalyst enabling and propagating various state-of-the-art user-defined services, such as mobile shopping and payment, smart homes/cities, and mobile gaming [1,3].



The standardization of 5G communications has been completed, and the system is being deployed worldwide. Figure 2 shows the 5G commercial network world coverage map (5G field testing/5G trials/5G research). South Korea was the foremost nation to adopt substantial 5G deployment on a large scale for approximately 85 cities with 86,000 5G base stations as of April 2019 [4]. However, 85% of the 5G base stations were located in six cities, including Seoul, Busan, and Daegu, where a 3.5 GHz (sub-6) spectrum in distributed architecture with deployed data rate speed tested speeds in the range of 193 to 430 Mbit/s [5]. In general, close to 65% of the world’s population are estimated to gain access to 5G superfast 5G Internet coverage by the end of 2025 [6].



5G networks will deliver an extensive variety of services comprising enhanced mobile broadband (eMBB), ultra-reliable and low-latency communications (uRLLC), and massive machine type communications (mMTC); for detailed information about the vision, requirements, and core features of 5G wireless cellular mobile communication networks, refer to [2,7,8,9]. However, wireless data traffic volume and the magnitude of connected things are expected to leap to hundredfold of equipment in a given cubic meter. Moreover, data-hungry apps such as sending holographic videos needs a spectrum bandwidth that is currently unavailable in the mm-wave spectrum. This situation presents difficult challenges on an area or a spatial spectral efficiency and the needed frequency spectrum bands for connectivity. Hence, a broader radio frequency spectrum bandwidth has become a necessity and can only be found at the sub-terahertz (THz) and THz bands. Moreover, the recent upsurge of diversified mobile applications, especially those supported by Artificial Intelligence (AI) technology, is spurring heated discussions on the future evolution of wireless communications [10]. These challenges have motivated industry and academia to start conceptualizing the next generation of wireless communication systems (6G) aimed at providing communication services for the future demands of the 2030s [11] and maintaining the sustainability and competitiveness of wireless communication systems. Thus, the 6G communication systems are expected to provide a large coverage that allows subscribers to communicate with one another everywhere with a high data rate speed due to the unconventional technologies that will be adopted by 6G communication systems, such as an extremely large bandwidth (THz waves) and high AI that include the operational and environmental aspects as well as the services of the networks. Figure 3 presents the timeline of 6G communication.



The first ever 6G wireless cellular mobile communications symposium took place in March 2019 and can be framed into one big vision statement of ubiquitous wireless intelligence [13]. The 6G system is expected to witness an unparalleled revolution that would significantly distinguish it from the existing generations and will drastically re-shape the wireless evolution from “connected things” to “connected intelligence.” Specifically, 6G will transcend mobile Internet and will be required to support ubiquitous AI services from the core to the end devices of the network. Quintessentially, AI will be the driving force in designing and optimizing 6G architectures, protocols, and operations [11,14].



The current study aims to present the latest state-of-the-art developments in relation to the vision, challenges, and potential solutions as well as the research activities for 6G communications. Accordingly, it attempts to integrate many likely solutions. Given the size constraint, this study thoroughly examined thought-provoking research areas by detailing their specific sub-domains to achieve precise, concrete, and on-the-spot deductions. The major contributions of this study are summarized as follows:




	
This work presents a comprehensive overview of controversial research topics on 6G communications covering the recent industry development in the context of the main areas of services, difficulties, and major actors. We summarize the core domains of the research topics as (i) vision and key features; (ii) challenges and potential solutions; and (iii) research activities. These areas were rigorously investigated on the basis of their respective sub-domains to achieve a precise, concrete, and concise conclusion;



	
The challenges associated with 6G communications stem from five key components including the provision of network security and data privacy enforcement, attaining a cost-effective approach toward rapid network deployment and expansion with emphasis on remote and stand-alone areas, reduction in the price of mobile communications’ utilization, approaches to extend mobile equipment battery life longevity, and attaining a high data rate buoyed with an end-to-end, ultra-reliable, low latency regime. Notably, satisfying all features is impossible. Nonetheless, tradeoffs between these features should exist, thereby leading to a delicate balance between needs and wants. This study highlights a set of tradeoffs including the key challenges and potential solutions for 6G communications;



	
For researchers, this article will contribute significantly to opening new horizons for future research directions by providing several new references that could support the pursuit of enabling 6G communication.








Figure 4 illustrates the outline of the paper. Section 2 presents a detailed vision of 6G communication with a focus on key features. Section 3 provides a detailed discussion of a set of tradeoffs, including key challenges and potential solutions for 6G communications. Section 4 highlights the current progress of research activities. Finally, Section 5 concludes the work.




2. Vision and Key Features for Future 6G Networks


Given the massive capabilities of 5G cellular mobile wireless communications networks and their likely evolution, is there any tangible rationale for 6G networks? If yes, then, what are the missing units from LTE and 5G that 6G must integrate? Academicians, industries, and research communities have set out research modalities on the formulation, definition, design, and identification of important core-enabling technologies driving the initiation toward a “beyond 5G” or 6G system [15,16]. This section will cover a large range of topics discussed in recently published works about the vision and key features of 6G communications. First, this section starts with a brief view of the expected applications that will be supported by 6G communications and which will lead to identifying the key features that are required in such communications.



The following are five expected scenarios of applications that will be supported by 6G communications:




	
eMBB-Plus








eMBB-Plus [17,18] in 6G will replace its 5G counterpart of eMBB and provide a high-quality experience (QoE) in data utilization and standards. Notably, other integral components of the wireless communication of network optimization, handover, and interference should be able to exploit the concepts of big data to facilitate these operations. Providing other add-ons such as accurate indoor positioning and a globally compatible connection among diverse mobile operating networks is expected, at an affordable rate for network subscribers. A strategy should be designed for eMBB-Plus communication services without compromising the security, secrecy, and privacy of network subscribers;




	
Big communications (BigCom)








BigCom [19] in 6G aims to provide a large coverage of urban and remote areas by maintaining resource balance, thereby allowing subscribers to communicate with one another everywhere with a high data rate speed due to the unconventional technologies adopted by 6G communication systems, such as an extremely large bandwidth (THz waves) and a high AI that will include operational and environmental aspects as well as the services of the networks;




	
Secure ultra-reliable low-latency communications (SURLLC)








Vehicular communications in 6G could also largely benefit from SURLLC [19,20]. SURLLC in 6G is an advancement of the URLLC and the mMTC in 5G and has more stringent demands on reliability (higher than 99.9999999%) and latency (less than 0.1 ms) coupled in a security framework;




	
Three-dimensional integrated communications (3D-InteCom)








Before the evolution of 6G networks, device communication heights were inconsequential, as could be seen from the established propagation empirical models. This situation anticipates change in the 6G 3D-InteCom model [19,20,21,22], which highlights the need for a radical change from two to three dimensions, through which the heights of communications nodes must be considered. Some of the notable technologies that have already incorporated this dimension are satellite, unmanned aerial vehicle (UAV), and underwater communications. Thus, the analytical framework designed for 2D wireless communications that stemmed from stochastic geometry and graph theory needs re-adjustment in the 6G environment. Considering the device height leads to the actualization of elevation beamforming with full dimensional MIMO architectures, thereby preventing the need for a different approach for attaining network optimization;




	
Unconventional data communications (UCDC)








Currently, the actual meaning and composition of UCDC [19] lack proper definition. Nevertheless, some of the following facets should be addressed: holographic, tactile, and human-bond communications.




	
Holographic communications: Holographic communications are one aspect that will add glamor to the 6G era. A hologram is a 3D technology that manipulates light rays beamed to an object and subsequently captures the resulting interference pattern using a recording device. In fact, transmitting 3D images without a stereo voice is insufficient to depict the in-person presence characteristics. In the 6G era, reconfigurable stereo audio will motivate the development of a platform for use in capturing several physical presences in each configuration. In other words, ample freedom for entities exists to interact with and modify received holographic data and video if the need arises. Holographic data are expected to consume a high bandwidth and must be delivered over reliable network links [23];



	
Tactile communications: Holographic communication makes it possible to transmit a virtual vision of close-to-real sights of people, events, and environments. The cinematic experience will be incomplete without deploying a tactile Internet that would allow the real-time conveyance of an image [24]. Some of the expected beneficiaries of this technology are teleoperation, cooperative automated driving, and interpersonal communication. For these technologies, a haptic touch could be easily implemented using communication networks. Realizing this technology may lead to the abolition of the open systems interconnection network model and the adoption of a cross-layer communication-system design. The cross-layer architecture should meet the stringent needs of these technologies. This circumstance may trigger the design of novel physical layer (PHY) schemes that will enhance the implementation of the signaling system designs and waveform multiplexing. Another aspect that requires attention is how to design procedures such as buffering, queuing, scheduling, handover, and protocols that will meet the needs of 6G networks. Obviously, the existing wireless communication systems are incapable of satisfying these needs; hence, over-the-air fiber communication systems require analysis [25];



	
Human-bond communications: Human-centric communication is expected to be one of the main drivers of 6G communication. With this technology, humans are expected to access and/or share physical features or express physical phenomenon as it is. Invariably, the five human senses will be involved in this project. An example of this technology is the “communication through breath” project, which makes it feasible to read a human bio-profile using exhaled breath, even the interaction with the human body by inhalation using volatile organic compounds [26]. Consequently, such technology facilitates disease diagnosis, emotion detection, collection of biological features, and remote interaction with the human body. Designing a communication system capable of mimicking the five human senses demands interdisciplinary research collaborations. Such research efforts would naturally result in hybrid communication technologies capable of extracting various physical quantities and then distribute them to the intended receiver via secured channels.








Thus, 6G communications are expected to raise the bar currently set by 5G communications with the provision of enhanced services from the perspectives of network data availability, mobile data rate, and seamless ubiquitous connection. In addition, 6G communications will utilize an unusual communication approach to gain acceptance to various mobile data categories and send them via traditional enhanced radio-frequency networks. Such process will allow the novel wireless transmission of feelings with virtual presence and participation. A host of futuristic currently non-existent wireless communication scenarios of the 2030s are predicted in [27], comprising holographic calls and a tactile Internet. 6G will usher in the same reliability as wired networks with a low bit-error-rate considering the type of applications that will be supported. Figure 5 summarizes the key features for future 6G. the THz wireless communications system, AI, and programmable intelligent surfaces are the outstanding concepts among all the blocks listed in Figure 5 [28]. These innovations welcome a radical departure from the traditional design principles and implementation norms practiced in mobile wireless telecommunication industries.



2.1. Extremely Large Bandwidth (THz Waves)


The wireless data traffic volume and magnitude of connected things are expected to leap by many folds in 6G, specifically in the region of hundred(s) of equipment in a given cubic meter. Moreover, data-hungry apps such as sending holographic videos need a spectrum bandwidth that is currently unavailable in the millimeter–wave spectrum. This situation presents difficult challenges related to area or spatial spectral efficiency and the needed frequency spectrum bands for connectivity. Hence, a bigger radio frequency spectrum bandwidth has become necessary and can only be found at the sub-THz and THz bands, often referred to as the gap band between the microwave and optical spectra (Figure 6) [29].



Using basic wave equations, the THz waves are denoted as having small wavelengths and radio frequencies higher than millimeter waves. Thus, THz waves principally convey more data faster, but a strategy must be devised to overcome the inherent short propagation capabilities. Therefore, the advent of THz waves into a mobile network portfolio could provide solutions for those applications where 5G technology failed to meet the high data throughput requirement or ultra-reliable low latency regimes [30]. Accordingly, service providers harnessing THz waves are expected for communications in areas with many devices or large amounts of data. Especially with the increasing adoption of smart homes, buildings, cities, and societies, 6G will fulfil the need for human-to-machine and M2M communications that will arise, particularly with the development of robotic and self-directed, unmanned aerial vehicle systems. This technology is enshrined in the concept of the Internet of Everything (IoE). One can infer that 6G will convey an ultra-dense network capability encouraging super network flexibility with the capacity to cleverly assimilate divergent techniques to instantaneously meet the numerous applications conditions. Conversely, an extended THz band communication technology is equipped with the capability to concurrently assist macro-scale and micro-scale services, such as terabit WLAN and nano-sensor networks [31]. References [28,32] present an extensive and exhaustive review of THz band within the range of 0.1–10 THz for assisting Tbps high-speed communications.



However, utilizing that spectrum presents many challenges that must be addressed. One of the possible techniques entails the arrangement of the THz spectrum bandwidth based on the absorption and reflection attributes of its sub-bands to optimize and reuse for communications and provide support for many other services. For instance, in scenarios assisting various divergent applications, extending harmonic attributes should be allowed, and this condition can be met by meticulous frequency planning. Detecting weak signals as sensitivity decreases is extremely difficult in the THz regions. Consequently, the THz radio spectrum can be boldly partitioned into favorable spectrum windows between atmospheric absorption peaks above 500 GHz (Figure 7) and below the 500 GHz bands [33]. Figure 6 indicates that the rise in free space loss is negligible when moving into the THz region from 30 GHz onwards. If we assume that the transmitting and receiving antenna area is maintained, the free space loss can be reduced by deploying an antenna with high gain. Apart from the free space loss, another issue in the higher frequencies that must be tackled is the increased complexity and parallelism in RF hardware and the reduced beam width that creates problems with signal acquisition and beam tracking in mobile applications [34]. Moreover, the signal penetration and reflection capability of various surfaces are two of the essential parameters that require further consideration when categorizing the radio spectrum in the presence of technological boundaries.



The consensus among wireless communication researchers is that the high-frequency spectrum must be further exploited with the adoption of multi-cellular topology for achieving improved wireless communication systems [1]. The former approach is in line with the global trend of migrating from the cellular RF spectrum to the mm wave, THz radio spectrum, and visible-light spectrum. To fully exploit the high-frequency spectrum domains, the electronic components such as the drivers must be readily available. Recent advances in the microwave communications leading to the design of THz electronic, photonic, and hybrid electronic–photonic technologies are encouraging. Most likely, 6G will witness the evolution of a THz/free-space-optical hybrid deployed in hybrid electronic–photonic transceivers. In this configuration, the optical laser can either produce a THz signal or transmit an optical signal [36]. Some of the advantages of using a hybrid link include exploiting the THz-wide bandwidth for signal transmission and immunity against unfavorable weather climates [37]. Furthermore, THz transmission has a crucial function to perform in the uplink, as a line-of-sight link is not a prerequisite. From the channel model perspective, this condition will tilt the 6G technology into the Rayleigh channel model and drastically reduce the need for the Rician channel model. With the adoption of the THz, a reliable uplink communication link in the visible-light communication (VLC) networks is assured in contrast to the infrared solution that requires a tracking and positioning system. A system consisting of hybrid VLC/terahertz system ushers in a rugged communication technology that can withstand ambient light, thereby ultimately leading to a reduction in the signal-to-noise ratio of the VLC system. Moreover, super-efficient, short-range connectivity solutions will be the driving force for 6G, a domain in which the higher-frequency bands will play a significant role in the future. Molecular absorption has a substantial impact on the path loss, especially at longer distances (~1…10 dB/km at frequencies up to 400 GHz) [38]. A photonic solution is a viable approach for providing high data rates at low propagation losses, but the component size is two orders of magnitude larger than the counterpart required for the THz band case. By contrast, plasmon-based THz link components present a promising solution for THz communications due to their extremely small size and ability to operate at ultra-high data rates. Moreover, they could be perfectly combined with photonic technology, particularly with dielectric wave guiding, as plasmonic waveguiding is quite lossy concerning relatively long interconnect distances. Lallas [39] thoroughly investigatedthe in-depth reference material of the current fundamental aspects of plasmonic technology and hybrid combinations, and highlighted the future roles of plasmon in THz band wireless communication and wireless THz nano-applications.




2.2. Energy-Efficient Communication


6G will meet and fulfil many expectations, including the delivery of a high-energy performance, most especially from the perspective of pervasive utilization of the Internet-of-Things (IoTs) and with an eco-system of many minute sensors. Furthermore, extending the battery-recharge capacity of smartphones must be addressed, in line with the notion that their capabilities and abilities to deal with sophisticated multimedia signal processing leap in quantum rises as their power consumption increases [40]. Thus, low energy utilization and elongated battery charge life duration are two research topics in 6G to overcome the daily re-charging difficulties for most communication equipment and enhance communication needs. Accordingly, 6G must evoke a comprehensive energy-efficient wireless communication strategy. A fundamental goal of 6G communication is to perform whenever and wherever possible with battery-free communications, aiming at 1 pico-Joules per bit communication efficiency [16]. 6G communication has the advantages of high-power THz-waves, apart from directional beam communication with MIMO antenna arrays, thereby enabling devices to send power beams in a certain direction. This technique can potentially supply sufficient energy to devices under the network coverage. The 6G vision and directions, as published in [41], indicate that research attention should prioritize battery lifetime and service classes in 6G rather than data rate and latency. To reduce energy utilization, the computing functions of user nodes must be transferred to smart base stations equipped with a dependable power supply or universal smart radio space [42]. Cooperative relay communications and network densification can also have utmost importance in a bid to reduce the transmitting power of mobile nodes by reducing the per-hop signal propagation gap [43,44]. Achieving long battery longevity in 6G requires an accumulation of divergent energy-harvesting strategies which not only harvest energy from ambient RF signals but also extract energy from micro-vibrations and sunlight [45,46]. Long-range wireless power charging would also be a promising candidate to prolong battery longevity [47,48]. In addition, distributed laser charging is a technology that may be capable of safely providing 2-W power and reach a distance of 10 m for mobile devices [16]. Table 1 presents a comparison of the major wireless charging techniques (i.e., inductive coupling, magnetic resonance coupling, microwave radiation, and distributed laser charging).




2.3. Artificial Intelligence


Machine learning (ML), along with AI and deep neural networks (DNNs), are revolutionizing technology that drives new research opportunities in various areas, including 6G communications and IoTs [10]. The link and system-level solutions for 6G communication are being built using AI and ML. AI-empowered 6G is expected to extend several features including self-configuration, aggregation, opportunistic set-up, and context awareness [15]. The potential of radio signaling and maximum cognitive to intelligent radio transmission can be realized fully through AI-empowered 6G with an aid from ML algorithms [11,49]. Additionally, building the hardware foundations for wireless technologies is expected through intelligent and reconfigurable materials [50]; they are predicted as the MIMO 2.0 and explored in detail in [51,52].



The summaries of ML methods for device-to-device (D2D) communication, massive MIMP optimization, and the design of heterogeneous networks are provided in [53,54]. Furthermore, [55] proposed a new network architecture for mobile communication for evaluating the analytics related to big data, and such analysis can facilitate optimizations on the physical layer. The authors in [56] suggested the incorporation of an index modulation, which can serve as an aid to enhance 6G network efficiency. Notably, high intelligence and ML techniques may not only increase performance but may also change the configuration and design of 6G networks. The advantages of intelligent 6G functions in wireless and non-wireless communication services are detailed in the following three classifications:




	
Operational intelligence (OI): This technology allocates resources (i.e., bands and power) efficiently to achieve satisfactory network-operations instead of involving traditional methods, using multi objective optimizations that can work in the highly complex and dynamic nature of 6G owing to its heterogeneity, density, and scalability. Such optimizations that measure prioritizing multi-objective performance are typically NP hard problems and are difficult to measure in real time [57]. Today, advances in AI technologies and ML techniques including deep reinforcement learning (DRL) can aid the decision maker in iteratively refining and eventually optimizing their decisions using the feedback generated through a loop established by DRL, which can be termed AI’s major application in 6G [11]. By aiding optimization, such learning algorithms can be utilized for efficient resource allocation [58]. Quite recently, Luong et al. [59] addressed many emerging issues including data offloading, caching, and adaptive modulation;



	
Environmental intelligence (EI): The pervasive and distributed intelligence may become a reality in holistic technology, including wireless communication environments with the advancements in smart radio spaces and materials [50]. The services based on intelligence could realize many application scenarios including data centers, IoT devices such as unmanned aerial and road vehicles and auto-robots [60] with self-organizing and self-healing properties, while increasing the reliability in D2D communication for a 6G network using intelligent frameworks [17]. In [50,61], some of the latest developments described involve adaptive manners on the bases of sensing for the radio wave customized transformations using reconfigurable intelligent surfaces. These developments set the foundation for specialized hardware that is usable for EI. For DNNs, the extracted initial features are passed to the edge and/or cloud devices; however, the processing of these features is a challenging task due to the computation and communication capabilities and heterogeneity of the devices [11];



	
Service intelligence (SI): Communication services including e-health, positioning (indoor and outdoor), management of multi-devices, information search, and security are the main beneficiary platforms for 6G intelligence deployments in a human-centric network [62,63]. SI can help in extending all such human-centric applications in an intelligent and personalized manner to enhance user satisfaction, such as the deep learning techniques that can enhance position accuracy, especially for indoor cases [64]. Similarly, the intelligent IoT and data collection using a multi-model-based infrastructure can help in the personalization of e-health [65]. The improvement in SI can be realized through the high-performance core networks underneath 6G [66,67].









2.4. High Security, Secrecy, and Privacy


To date, research attention in 4G and 5G communications have been concentrated on the core network metrics of throughput, reliability, latency, and the number of served users with little attention to security, secrecy, and privacy issues. As acknowledged and assimilated, the two most efficient schemes to enhance these parameters involve increasing the density of the network and deploying a higher frequency to send modulated symbols. In 5G networks, traditional encryption algorithms based on the Rivest Shamir–Adleman (RSA) public-key cryptosystems are still in use to provide transmission security and secrecy [19]. RSA cryptosystems have become insecure under the pressure of Big Data and AI technologies, but novel privacy protection mechanisms remain far from being full-fledged in the 5G era. Thus, improvements in security, secrecy, and privacy in 6G networks are expected through these novel technologies.



PHY security techniques and quantum key circulation through VLC should address the data security issues in 6G networks [68,69]. Sophisticated quantum computing and quantum communication schemes may be effective in the provisioning of a comprehensive shield against different cyber-attacks [70]. Nevertheless, communication/data service providers have legally amassed a huge cache of user information, and private data leakage occurrences happened sporadically. As expected, this aspect will become a soft spot in the human-centric 6G technology and might produce a calamitous outcome without appropriate countermeasures. To address this issue, attaining total anonymization, non-distributed, and untraceability is expected in 6G systems via the use of blockchain technology [71].



Conversely, recent research efforts have focused on real-life practical deployments, including multiple access schemes [72], physical air interfaces [73], and 6G data centers [74]. 6G network configurations are outlined in [75,76], in which deploying cell-less topology, distributed resource distribution, and 3D super-connectivity are highly envisioned in 6G networks. Machine-type communications (MTCs) and vertical-specific wireless network results for 6G are examined in [77]; the work suggests that 6G could hasten the development of the first-ever barrier-breaking standard to fully substitute prevailing industry explicit communication protocols and offer an integrated solution permitting effortless connectivity of all needs in vertical industries.





3. Challenges and Potential Solutions


The challenges regarding 6G communications stem from five key components: provision of network security and data privacy enforcement, attainment of a cost-effective approach towards rapid network deployment and expansion with an emphasis on remote and stand-alone areas, reduction in the price of mobile communications utilization, approaches to extend mobile equipment battery life longevity, and attainment of a higher data rate buoyed with end-to-end, ultra-reliable low latency regime. Notably, satisfying all features is impossible, but a scheme must be devised to balance these features adeptly. This section highlights some of the anticipated challenges in 6G communications and the potential solutions.



3.1. High Intelligence versus Privacy and Complexity


The balance between privacy and intelligence would be significant in 6G networks, as they are humanoid networks. Conversely, AI algorithms must interact with private data and refine them to improve network functionality, alter network figures, and deliver superior quality services [10]. Therefore, privacy would be foregone to the detriment of superior intelligence. A candidate solution is to utilize an intermediary negotiator between the end-user data and AI algorithms. Such a negotiator should be a third party, independent if possible, and operate on a distributed fashion. All personal and sensitive data will be anonymized by an intermediary negotiator agent. Similarly, the superior intelligence offered by AI algorithms and smart nodes lowers the freedom offered to human beings. Most likely, the user inclination will not be constantly tuned with the improved alternative generated by AI algorithms. The conflicting condition becomes more complicated when numerous users are considered. This issue can be modelled as locating the mid-point between customization and intelligence in 6G communications [11]. Definitely, customization attracts increased attention, and exorbitant routines and sub-routines are needed for AI algorithms and smart nodes. Such routines and sub-routines should be specified in the most fundamental procedures of 6G networks. By using this approach, intelligent portfolios can simply be delivered inside the permitted boundary.



High intelligence comes at a cost in terms of network complexity [19] and could translate to higher network operators and gadget producer budgets. Such developments would lead to a higher device cost for consumers and negate the dream of providing affordable gadgets. To tackle this issue, technological innovations in intelligent structures are essential. More significantly, novel business plans are vital. Once the security, secrecy, and privacy are guaranteed, consumers are permitted to exchange the available anonymized data for a reduced data price. Analogous to this scheme is the smart grid concept, through which electricity consumers trade their own-produced electricity with electricity power firms, and which would be borrowed by 6G communication networks.




3.2. Security versus Spectral Efficiency


Achieving end-to-end, attack-proof wireless data communication requires many spectrum bandwidth preventive measures which results in a reduction in the available spectrum data available for data transmission [78]. Finding an acceptable scheme to address the security and spectral efficiency concerns of wireless communications would entail complex computations but can be addressed via three possible strategies. First, encryption algorithms designed by security experts are expected to be highly successful. With the encryption algorithm reaching the maturity stage, realizing such algorithms might be slightly cumbersome. Second, security experts should identify a strategy to implement PHY security technologies with a loss in spectrum spectral. Third, AI algorithms are equipped with the capacity to expertly discover network shortcomings and would become handy in 6G networks for designing an early warning strategy for security fortification.




3.3. Spectral Efficiency versus Energy Efficiency


Several studies in wireless communication have all attempted to ascertain an acceptable point between spectral efficiency and energy efficiency, and one which is not detrimental to both features. As we witnessed in the literature, this optimization topic has dominated the various wireless generations and shall continue to attract considerable research attention in 6G communications [79]. Unlike the 1–5G communications, the 6G counterpart can present an innovative route-breaking, energy-harvesting technology to significantly ease this tradeoff. By energy harvesting, consumer nodes will have the capacity to harvest radio, vibratory, and solar energy from the ambient environment, thereby addressing the complications of energy utilization. The environmental advantages obtained via ubiquitous intelligent surfaces would be crucial in reducing the spectrum-energy tradeoff by responding to the ever-changing radio propagation conditions.




3.4. Transceiver Design and THz Signal Generators


The current transceiver structure is considered as one of the main challenges in utilizing the THz band. In other words, the available transceivers remain incapable to operate at the THz spectrum [80]. For instance, sophisticated signal processing is required to handle the massive propagation loss at THz band frequencies. Other parameters, such as the high power, high sensitivity, and level of noise figure must be handled. Furthermore, transmission power and distance require careful investigation. In THz frequency bands, utilizing silicon germanium-, gallium nitride-, gallium arsenide-, and indium phosphide-based technologies is highly possible, but designers must consider the limited power gains in mobile networks [80]. Transmission distance is also limited in such technologies. Therefore, a novel transceiver architecture that considers the nonlinear amplifier, phase noise, and modulation index is necessary. To conclude, the current transceiver architectures are inadequate to deal with the THz sources, and new architectures are required, especially for the medium-to-high part of the THz bands (> 300 GHz) [80,81]. The conventional complementary metal oxide semiconductor technologies and the recently introduced nanomaterials, such as graphene, can be utilized for novel transceiver architectures for THz-enabled equipment [82].




3.5. Potential Health Issues


The massive data rate (terabit/seconds) in the THz band and available bandwidth can be exploited in fast communication networks. Although experts projected that the 6G networks and applications are still inchoate, 6G could benefit from the very high-frequency bands (100 GHz to 1 THz). Thus, considering human safety, which could be affected by the propagation of THz waves, is necessary.



Notably, THz radiation is nonionizing because the photon energy is insufficient (0.1 to 12.4 meV). In other words, the magnitude of an ionizing photon’s energy levels is three times higher than that of the nonionizing photon [83,84]. The Federal Communications Commission (FCC) [85] and the International Commission on Non-Ionizing Radiation Protection standards [86] are utilized to protect humans from potential hazards such as those to the eyes and skin tissues, which are highly sensitive to heat due to the low level of blood flow. In addition, the biological and molecular impact of THz radiation on the environment requires careful consideration. Electromotive force transmission is another novel concept which will be presented in 6G to mitigate health issues [87].




3.6. 3D Networking Reliability-Latency Fundamentals


The 6G is expected to support 3G applications and deployment. For instance, 3D base stations will be presented. Research into measurement and data-driven modeling of the propagation environment is essential. Network planning and 3D frequency utilization should also be developed where 3D networks are significantly different from the conventional 2D networks because of the new altitude dimension and degrees of freedom. Moreover, the fundamental 3D performances of 6G systems, i.e., the rate-reliability-latency tradeoffs and SE, are required. Such analysis must quantify the spectrum, energy, and communication requirements that 6G must support the identified driving applications. Recent research in [88,89] provides the related fundamental information in that direction.



Sequentially, the Poisson point process (PPP) has a major benefit in the mathematical tractability and is used in modeling network deployment and coverage probability. However, the mathematical objects are randomly distributed in the space. In real applications, multi-tier heterogeneous applications have random distributions. Actual interactions between base station locations could appear in terms of repulsion and attraction. Small cell networks tend to involve attraction reflecting user-centric hotspot areas, whereas repulsion is observed at the macro cell level to represent rural and urban deployments. This distinction will be more emphatic in very small cell environments. However, the 6G networking environment will not be presented by the trusted PPP because the latter is mostly limited to the 2D plane. In the future, emerging deployment scenarios will be conducted in 3D. However, such scenario is complicated at the THz frequency band because of the blockages and the highly directional beam patterns.





4. Research Activities


This section provides a brief overview of 6G research activities. Several 6G activities have been commenced globally by industrial organizations and governments whose objectives include formulating and defining 6G technology and then re-adjusting the outline in addition to the business model of wireless systems. The United States FCC has proposed allocating the 95 GHz to 3 THz spectrum to be used for 6G research, thereby setting the US as the pacesetter in the 6G research race. Other entities have begun concrete research efforts in 6G networks. Some of the notable names include the Finnish consortium through their 6Genesis Flagship Program and the Terabit Bidirectional Multi-user Optical Wireless System (MU-OWS) for 6G LiFi which commenced in early 2019. The 6G research race from academia can be said to have started in March 2019, when the first 6G Wireless Summit was held in Levi, Finland [13]. Apart from the aforementioned efforts, other mini workshops and conferences have been conducted globally to examine the prospect of 6G, including the Huawei 6G Workshop, the Wi-UAV Workshop of Globecom 2018, and the Carleton 6G Workshop. A research group based on the EU’s Terranova project is now working toward a reliable 6G connection with 400 Gbit per second transmission capability in the THz spectrum [19]. LG Electronics also announced the foundation of a 6G research center at the Korea Advanced Institute of Science and Technology, Daejeon, South Korea. Samsung launched its 6G research in June 2019. SK Telecom announced a collaboration with Nokia and Ericsson for 6G research in 2019. In late 2018, China’s Ministry of Industry and Information Technology declared its goal of leading the wireless communication market in the 2030s by expanding research investment in 6G. In addition, an EU–Japan project under Horizon 2020 ICT-09-2017 funding called “Networking Research beyond 5G” also investigated the possibility of using the THz spectrum from 100 to 450 GHz. Table 2 summarizes the research initiatives into 6G communications. Moreover, IEEE launched the IEEE Future Network with the tagline “Enabling 5G and beyond” in August 2018. The ITU-T Study Group 13 also established the ITU-T Focus Group Technologies for Network 2030 in its aim to understand the service requirements for future networks by 2030 [19].




5. Conclusions


During the worldwide deployment of 5G networks, industrial and academia synergy have commenced to conceptualize the next generation of wireless communication systems (6G) to address the coming challenges of the drastic increase in wireless data traffic. 6G technology allows bitrates of up to Tbps with a latency less than 1 ms, apart from introducing a group of new services. This study started by highlighting a vision and the key features aimed at fostering future 6G in the following dimensions: energy efficiency; intelligence; spectral efficiency; security, secrecy, and privacy; affordability; and customization. Then, we discussed the several potential challenges associated with 6G technology and the potential solutions to fostering future 6G. Finally, this work concludes with international research activities that aim to create a vision for future 6G.
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	Internet of Everything
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	massive Machine Type Communication
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	Multiple-Input and Multiple-Output



	PHY
	Physical Layer



	RFID
	Radio-Frequency Identification
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	Rivest Shamir–Adleman



	SURLLC
	Secure Ultra-Reliable Low-Latency Communication



	THz
	Terahertz



	3D-InteCom
	Three-Dimensional Integrated Communication



	VLC
	Visible-Light Communication



	WLAN
	Wireless Local Area Network



	UCDC
	Unconventional Data Communication



	UAV
	Unmanned Aerial Vehicle
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	ultra-Reliable and Low-Latency Communication









References


	



Alsharif, M.H.; Nordin, R. Evolution towards fifth generation (5G) wireless networks: Current trends and challenges in the deployment of millimetre wave, massive MIMO, and small cells. Telecommun. Syst. 2017, 64, 617–637. [Google Scholar] [CrossRef]

	



Albreem, M.A.; Alsharif, M.H.; Kim, S. A Robust Hybrid Iterative Linear Detector for Massive MIMO Uplink Systems. Symmetry 2020, 12, 306. [Google Scholar] [CrossRef]

	



Mohammed, S.L.; Alsharif, M.H.; Gharghan, S.K.; Khan, I.; Albreem, M. Robust Hybrid Beamforming Scheme for Millimeter-Wave Massive-MIMO 5G Wireless Networks. Symmetry 2019, 11, 1424. [Google Scholar] [CrossRef]

	



Mobile World Live. Available online: https://www.mobileworldlive.com/asia/asia-news/samsung-dominates-korea-5g-deployments/ (accessed on 28 March 2020).

	



Samsung “5G Launches in Korea”. Available online: https://images.samsung.com/is/content/samsung/p5/global/business/networks/insights/white-paper/5g-launches-in-korea-get-a-taste-of-the-future/5G-Launches-in-Korea-Get-a-taste-of-the-future.pdf (accessed on 28 March 2020).

	



Ericsson Report “This Is 5G”. Available online: https://www.ericsson.com/49df43/assets/local/newsroom/media-kits/5g/doc/ericsson_this-is-5g_pdf_2019.pdf (accessed on 28 March 2020).

	



Albreem, M.; Juntti, M.; Shahabuddin, S. Massive MIMO Detection Techniques: A Survey. IEEE Commun. Surv. Tutor. 2019, 21, 3109–3132. [Google Scholar] [CrossRef]

	



Parikh, J.; Basu, A. Technologies Assisting the Paradigm Shift from 4G to 5G. Wirel. Pers. Commun. 2020, 1–22. [Google Scholar] [CrossRef]

	



Mallat, N.K.; Ishtiaq, M.; Rehman, A.U.; Iqbal, A. Millimeter-Wave in the Face of 5G Communication Potential Applications. IETE J. Res. 2020, 1–9. [Google Scholar] [CrossRef]

	



Alsharif, M.H.; Kelechi, A.H.; Yahya, K.; Chaudhry, S.A. Machine Learning Algorithms for Smart Data Analysis in Internet of Things Environment: Taxonomies and Research Trends. Symmetry 2020, 12, 88. [Google Scholar] [CrossRef]

	



Letaief, K.B.; Chen, W.; Shi, Y.; Zhang, J.; Zhang, Y.-J.A. The roadmap to 6G: AI empowered wireless networks. IEEE Commun. Mag. 2019, 57, 84–90. [Google Scholar] [CrossRef]

	



World Time Zone. Available online: https://www.worldtimezone.com/5g.html (accessed on 28 March 2020).

	



1st 6G Wireless Summit. Available online: http://www.6gsummit.com/2019/ (accessed on 28 March 2020).

	



Chen, S.; Liang, Y.-C.; Sun, S.; Kang, S.; Cheng, W.; Peng, M. Vision, Requirements, and Technology Trend of 6G: How to Tackle the Challenges of System Coverage, Capacity, User Data-Rate and Movement Speed. IEEE Wirel. Commun. 2020, 1–11. [Google Scholar] [CrossRef]

	



Albreem, M.; Alsharif, M.H.; Kim, S. A Low Complexity Near-Optimal Iterative Linear Detector for Massive MIMO in Realistic Radio Channels of 5G Communication Systems. Entropy 2020, 22, 388. [Google Scholar] [CrossRef]

	



Strinati, E.C.; Barbarossa, S.; Gonzalez-Jimenez, J.L.; Kténas, D.; Cassiau, N.; Dehos, C. 6G: The Next Frontier: From Holographic Messaging to Artificial Intelligence Using Subterahertz and Visible Light Communication. IEEE Veh. Technol. Mag. 2019, 14, 42–50. [Google Scholar] [CrossRef]

	



Gui, G.; Liu, M.; Kato, N.; Adachi, F.; Tang, F. 6G: Opening New Horizons for Integration of Comfort, Security and Intelligence. IEEE Wirel. Commun. 2020, 1–7. [Google Scholar] [CrossRef]

	



Chen, S.; Sun, S.; Xu, G.; Su, X.; Cai, Y. Beam-space Multiplexing: Practice, Theory, and Trends-From 4G TD-LTE, 5G, to 6G and Beyond. arXiv 2020, arXiv:2001.05021. [Google Scholar] [CrossRef]

	



Dang, S.; Amin, O.; Shihada, B.; Alouini, M.-S. What should 6G be? Nat. Electron. 2020, 3, 20–29. [Google Scholar] [CrossRef]

	



Liang, Y.-C.; Larsson, E.G.; Niyato, D.; Popovski, P. 6G Mobile Networks: Emerging Technologies and Applications. China Commun. 2020, 17, 1–6. [Google Scholar]

	



Yuan, Y.; Zhao, Y.; Zong, B.; Parolari, S. Potential Key Technologies for 6G Mobile Communications. arXiv 2019, arXiv:1910.00730. [Google Scholar]

	



Chowdhury, M.Z.; Shahjalal, M.; Ahmed, S.; Jang, Y.M. 6G Wireless Communication Systems: Applications, Requirements, Technologies, Challenges, and Research Directions. arXiv 2019, arXiv:1909.11315v1. [Google Scholar]

	



Wakunami, K.; Hsieh, P.-Y.; Oi, R.; Senoh, T.; Sasaki, H.; Ichihashi, Y.; Okui, M.; Huang, Y.; Yamamoto, K. Projection-type see-through holographic three-dimensional display. Nat. Commun. 2016, 7, 1–7. [Google Scholar] [CrossRef]

	



Aggarwal, S.; Kumar, N. Fog Computing for 5G-Enabled Tactile Internet: Research Issues, Challenges, and Future Research Directions. Mob. Netw. Appl. 2019, 1–28. [Google Scholar] [CrossRef]

	



Holland, O.; Steinbach, E.; Prasad, R.; Liu, Q.; Dawy, Z.; Aijaz, A. The IEEE 1918.1 “Tactile Internet” Standards Working Group and its Standards. Proc. IEEE 2019, 107, 256–279. [Google Scholar] [CrossRef]

	



Khalid, M.; Amin, O.; Ahmed, S.; Shihada, B.; Alouini, M.-S. Communication through breath: Aerosol transmission. IEEE Commun. Mag. 2019, 57, 33–39. [Google Scholar] [CrossRef]

	



Yastrebova, A.; Kirichek, R.; Koucheryavy, Y.; Borodin, A.; Koucheryavy, A. Future networks 2030: Architecture & requirements. In Proceedings of the 2018 10th International Congress on Ultra-Modern Telecommunications and Control Systems and Workshops (ICUMT), Moscow, Russia, 5–9 November 2018; pp. 1–8. [Google Scholar]

	



Rappaport, T.S.; Xing, Y.; Kanhere, O.; Ju, S.; Madanayake, A.; Mandal, S.; Alkhateeb, A.; Trichopoulos, G.C. Wireless communications and applications above 100 GHz: Opportunities and challenges for 6G and beyond. IEEE Access 2019, 7, 78729–78757. [Google Scholar] [CrossRef]

	



Elayan, H.; Amin, O.; Shihada, B.; Shubair, R.M.; Alouini, M.-S. Terahertz band: The last piece of RF spectrum puzzle for communication systems. IEEE Open J. Commun. Soc. 2019, 1, 1–32. [Google Scholar] [CrossRef]

	



Elmeadawy, S.; Shubair, R.M. Enabling Technologies for 6G Future Wireless Communications: Opportunities and Challenges. arXiv 2020, arXiv:2002.06068. [Google Scholar]

	



Yang, P.; Xiao, Y.; Xiao, M.; Li, S. 6G wireless communications: Vision and potential techniques. IEEE Netw. 2019, 33, 70–75. [Google Scholar] [CrossRef]

	



Akyildiz, I.F.; Han, C.; Nie, S. Combating the distance problem in the millimeter wave and terahertz frequency bands. IEEE Commun. Mag. 2018, 56, 102–108. [Google Scholar] [CrossRef]

	



Oyeleke, O.D.; Thomas, S.; Idowu-Bismark, O.; Nzerem, P.; Muhammad, I. Absorption, Diffraction and Free Space Path Losses Modeling for the Terahertz Band. Int. J. Eng. Manuf. 2020, 10, 54. [Google Scholar]

	



Saxena, S.; Manur, D.S.; Mansoor, N.; Ganguly, A. Scalable and energy efficient wireless inter chip interconnection fabrics using THz-band antennas. J. Parallel Distrib. Comput. 2020, 139, 148–160. [Google Scholar] [CrossRef]

	



Latva-aho, M.; Leppänen, K. Key Drivers and Research Challenges for 6G Ubiquitous Wireless Intelligence; While Paper; University of Oulu: Oulu, Finland, 2019. [Google Scholar]

	



Sengupta, K.; Nagatsuma, T.; Mittleman, D.M. Terahertz integrated electronic and hybrid electronic–photonic systems. Nat. Electron. 2018, 1, 622–635. [Google Scholar] [CrossRef]

	



Nagatsuma, T. Advances in Terahertz Communications Accelerated by Photonics Technologies. In Proceedings of the 2019 24th International Conference on OptoElectronics and Communications Conference (OECC), Fukuoka, Japan, 7–11 July 2019; pp. 1–3. [Google Scholar]

	



Terranova Deliverable D3.2. Channel and Propagation Modelling and Characterization; Project Report; University of Plymouth: Plymouth, UK, 2018; Available online: https://ict-terranova.eu/wp-content/uploads/2018/12/Terranova-Project-Deliverable-D3.2-Channel-and-Propagation-Modelling-and-Characterization.pdf (accessed on 28 March 2020).

	



Lallas, E. Key Roles of Plasmonics in Wireless THz Nanocommunications—A Survey. Appl. Sci. 2019, 9, 5488. [Google Scholar] [CrossRef]

	



Alsharif, M.H.; Kim, J.; Kim, J.H. Green and Sustainable Cellular Base Stations: An Overview and Future Research Directions. Energies 2017, 10, 587. [Google Scholar] [CrossRef]

	



David, K.; Berndt, H. 6G vision and requirements: Is there any need for beyond 5G? IEEE Veh. Technol. Mag. 2018, 13, 72–80. [Google Scholar] [CrossRef]

	



van Huynh, N.; Hoang, D.T.; Lu, X.; Niyato, D.; Wang, P.; Kim, D.I. Ambient backscatter communications: A contemporary survey. IEEE Commun. Surv. Tutor. 2018, 20, 2889–2922. [Google Scholar] [CrossRef]

	



Qi, N.; Xiao, M.; Tsiftsis, T.A.; Skoglund, M.; Cao, P.L.; Li, L. Energy-efficient cooperative network coding with joint relay scheduling and power allocation. IEEE Trans. Commun. 2016, 64, 4506–4519. [Google Scholar] [CrossRef]

	



Su, L.; Yang, C.; Chih-Lin, I. Energy and spectral efficient frequency reuse of ultra-dense networks. IEEE Trans. Wirel. Commun. 2016, 15, 5384–5398. [Google Scholar] [CrossRef]

	



Niyato, D.; Kim, D.I.; Maso, M.; Han, Z. Wireless powered communication networks: Research directions and technological approaches. IEEE Wirel. Commun. 2017, 24, 88–97. [Google Scholar] [CrossRef]

	



Luo, Y.; Pu, L.; Wang, G.; Zhao, Y. RF Energy Harvesting Wireless Communications: RF Environment, Device Hardware and Practical Issues. Sensors 2019, 19, 3010. [Google Scholar] [CrossRef]

	



Ulukus, S.; Yener, A.; Erkip, E.; Simeone, O.; Zorzi, M.; Grover, P.; Huang, K. Energy harvesting wireless communications: A review of recent advances. IEEE J. Sel. Areas Commun. 2015, 33, 360–381. [Google Scholar] [CrossRef]

	



Alsharif, M.H.; Kim, S.; Kuruoğlu, N. Energy Harvesting Techniques for Wireless Sensor Networks/Radio-Frequency Identification: A Review. Symmetry 2019, 11, 865. [Google Scholar] [CrossRef]

	



Nawaz, S.J.; Sharma, S.K.; Wyne, S.; Patwary, M.N.; Asaduzzaman, M. Quantum machine learning for 6G communication networks: State-of-the-art and vision for the future. IEEE Access 2019, 7, 46317–46350. [Google Scholar] [CrossRef]

	



di Renzo, M.; Debbah, M.; Phan-Huy, D.-T.; Zappone, A.; Alouini, M.-S.; Yuen, C.; Sciancalepore, V.; Alexandropoulos, G.C.; Hoydis, J.; Gacanin, H.; et al. Smart radio environments empowered by reconfigurable AI meta-surfaces: An idea whose time has come. Eurasip J. Wirel. Commun. Netw. 2019, 2019, 129. [Google Scholar] [CrossRef]

	



Nadeem, Q.-U.-A.; Kammoun, A.; Chaaban, A.; Debbah, M.; Alouini, M.-S. Large intelligent surface assisted MIMO communications. arXiv 2019, arXiv:1903.08127. [Google Scholar]

	



Nadeem, Q.-U.-A.; Kammoun, A.; Chaaban, A.; Debbah, M.; Alouini, M.-S. Intelligent Reflecting Surface Assisted Wireless Communication: Modeling and Channel Estimation. arXiv 2019, arXiv:1906.02360v2. [Google Scholar]

	



Jiang, C.; Zhang, H.; Ren, Y.; Han, Z.; Chen, K.-C.; Hanzo, L. Machine learning paradigms for next-generation wireless networks. IEEE Wirel. Commun. 2016, 24, 98–105. [Google Scholar] [CrossRef]

	



Fang, H.; Wang, X.; Tomasin, S. Machine Learning for Intelligent Authentication in 5G and Beyond Wireless Networks. IEEE Wirel. Commun. 2019, 26, 55–61. [Google Scholar] [CrossRef]

	



Han, S.; Chih-Lin, I.; Li, G.; Wang, S.; Sun, Q. Big data enabled mobile network design for 5G and beyond. IEEE Commun. Mag. 2017, 55, 150–157. [Google Scholar] [CrossRef]

	



Basar, E. Reconfigurable intelligent surface-based index modulation: A new beyond MIMO paradigm for 6G. IEEE Trans. Commun. 2020. [Google Scholar] [CrossRef]

	



Shi, Y.; Zhang, J.; Letaief, K.B.; Bai, B.; Chen, W. Large-scale convex optimization for ultra-dense cloud-RAN. IEEE Wirel. Commun. 2015, 22, 84–91. [Google Scholar] [CrossRef]

	



Mao, Q.; Hu, F.; Hao, Q. Deep learning for intelligent wireless networks: A comprehensive survey. IEEE Commun. Surv. Tutor. 2018, 20, 2595–2621. [Google Scholar] [CrossRef]

	



Luong, N.C.; Hoang, D.T.; Gong, S.; Niyato, D.; Wang, P.; Liang, Y.-C.; In Kim, D. Applications of deep reinforcement learning in communications and networking: A survey. IEEE Commun. Surv. Tutor. 2019, 21, 3133–3174. [Google Scholar] [CrossRef]

	



Yaqoob, I.; Khan, L.U.; Kazmi, S.A.; Imran, M.; Guizani, N.; Hong, C.S. Autonomous Driving Cars in Smart Cities: Recent Advances, Requirements, and Challenges. IEEE Netw. 2020, 34, 174–181. [Google Scholar] [CrossRef]

	



Basar, E.; di Renzo, M.; de Rosny, J.; Debbah, M.; Alouini, M.-S.; Zhang, R. Wireless communications through reconfigurable intelligent surfaces. IEEE Access 2019, 7, 116753–116773. [Google Scholar] [CrossRef]

	



Dang, S.; Ma, G.; Shihada, B.; Alouini, M.-S. Enabling smart buildings by indoor visible light communications and machine learning. arXiv 2019, arXiv:1904.07959. [Google Scholar]

	



Javaid, N.; Sher, A.; Nasir, H.; Guizani, N. Intelligence in IoT-based 5G networks: Opportunities and challenges. IEEE Commun. Mag. 2018, 56, 94–100. [Google Scholar] [CrossRef]

	



Belmonte-Hernández, A.; Hernández-Peñaloza, G.; Gutiérrez, D.M.; Álvarez, F. SWiBluX: Multi-Sensor Deep Learning Fingerprint for precise real-time indoor tracking. IEEE Sens. J. 2019, 19, 3473–3486. [Google Scholar] [CrossRef]

	



Zhu, N.; Diethe, T.; Camplani, M.; Tao, L.; Burrows, A.; Twomey, N.; Kaleshi, D.; Mirmehdi, M.; Flach, P.; Craddock, I. Bridging e-health and the internet of things: The sphere project. IEEE Intell. Syst. 2015, 30, 39–46. [Google Scholar] [CrossRef]

	



Alzenad, M.; Shakir, M.Z.; Yanikomeroglu, H.; Alouini, M.-S. FSO-based vertical backhaul/fronthaul framework for 5G+ wireless networks. IEEE Commun. Mag. 2018, 56, 218–224. [Google Scholar] [CrossRef]

	



Kishk, M.A.; Bader, A.; Alouini, M.-S. Capacity and coverage enhancement using long-endurance tethered airborne base stations. arXiv 2019, arXiv:1906.11559. [Google Scholar]

	



Fu, Y.; Shuanlin, L.; Yabin, G.; Xiuzhong, C. Quantum Key Distribution System, Method and Apparatus Based on Trusted Relay. U.S. Patent 10,348,493, 9 July 2019. [Google Scholar]

	



Obeed, M.; Salhab, A.M.; Alouini, M.-S.; Zummo, S.A. On optimizing VLC networks for downlink multi-user transmission: A survey. IEEE Commun. Surv. Tutor. 2019, 21, 2947–2976. [Google Scholar] [CrossRef]

	



Jha, M.S.; Maity, S.K.; Nirmal, M.K.; Krishna, J. A survey on quantum cryptography and quantum key distribution protocols. Int. J. Adv. Res. Ideas Innov. Technol. 2019, 5, 144–147. [Google Scholar]

	



Henry, R.; Herzberg, A.; Kate, A. Blockchain access privacy: Challenges and directions. IEEE Secur. Priv. 2018, 16, 38–45. [Google Scholar] [CrossRef]

	



Clazzer, F.; Munari, A.; Liva, G.; Lazaro, F.; Stefanovic, C.; Popovski, P. From 5G to 6G: Has the time for modern random access come? arXiv 2019, arXiv:1903.03063. [Google Scholar]

	



Zhang, Z.; Xiao, Y.; Ma, Z.; Xiao, M.; Ding, Z.; Lei, X.; Karagiannidis, G.K.; Fan, P. 6G wireless networks: Vision, requirements, architecture, and key technologies. IEEE Veh. Technol. Mag. 2019, 14, 28–41. [Google Scholar] [CrossRef]

	



Rommel, S.; Raddo, T.R.; Monroy, I.T. Data center connectivity by 6G wireless systems. In Proceedings of the 2018 Photonics in Switching and Computing (PSC), Limassol, Cyprus, 19–21 September 2018; pp. 1–3. [Google Scholar]

	



Giordani, M.; Polese, M.; Mezzavilla, M.; Rangan, S.; Zorzi, M. Towards 6G networks: Use cases and technologies. arXiv 2019, arXiv:1903.12216. [Google Scholar] [CrossRef]

	



Yaacoub, E.; Alouini, M.-S. A Key 6G Challenge and Opportunity--Connecting the Remaining 4 Billions: A Survey on Rural Connectivity. arXiv 2019, arXiv:1906.11541. [Google Scholar]

	



Mahmood, N.H.; Alves, H.; López, O.A.; Shehab, M.; Osorio, D.P.M.; Latva-aho, M. Six key enablers for machine type communication in 6G. arXiv 2019, arXiv:1903.05406. [Google Scholar]

	



Chowdhury, M.Z.; Shahjalal, M.; Hasan, M.; Jang, Y.M. The Role of Optical Wireless Communication Technologies in 5G/6G and IoT Solutions: Prospects, Directions, and Challenges. Appl. Sci. 2019, 9, 4367. [Google Scholar] [CrossRef]

	



Al-nahari, A.; Sakran, H.; Su, W.; Tarbosh, S. Energy and spectral efficiency of secure massive MIMO downlink systems. IET Commun. 2019, 13, 1364–1372. [Google Scholar] [CrossRef]

	



Huq, K.M.S.; Busari, S.A.; Rodriguez, J.; Frascolla, V.; Bazzi, W.; Sicker, D.C. Terahertz-enabled wireless system for beyond-5G ultra-fast networks: A brief survey. IEEE Netw. 2019, 33, 89–95. [Google Scholar] [CrossRef]

	



Akyildiz, I.F.; Jornet, J.M.; Han, C. Terahertz band: Next frontier for wireless communications. Phys. Commun. 2014, 12, 16–32. [Google Scholar] [CrossRef]

	



Mumtaz, S.; Jornet, J.M.; Aulin, J.; Gerstacker, W.H.; Dong, X.; Ai, B. Terahertz communication for vehicular networks. IEEE Trans. Veh. Technol. 2017, 66, 5617–5625. [Google Scholar] [CrossRef]

	



Wu, T.; Rappaport, T.S.; Collins, C.M. Safe for generations to come: Considerations of safety for millimeter waves in wireless communications. IEEE Microw. Mag. 2015, 16, 65–84. [Google Scholar] [CrossRef] [PubMed]

	



Wu, T.; Rappaport, T.S.; Collins, C.M. The human body and millimeter-wave wireless communication systems: Interactions and implications. In Proceedings of the 2015 IEEE International Conference on Communications (ICC), London, UK, 8–12 June 2015; pp. 2423–2429. [Google Scholar]

	



Cho, C.; Maloy, M.; Devlin, S.M.; Aras, O.; Castro-Malaspina, H.; Dauer, L.T.; Jakubowski, A.A.; O’Reilly, R.J.; Papadopoulos, E.B.; Perales, M.-A.; et al. Characterizing ionizing radiation exposure after T-cell depleted allogeneic hematopoietic cell transplantation. Biol. Blood Marrow Transplant. 2018, 24, 252–253. [Google Scholar] [CrossRef]

	



Kleine-Ostmann, T. Health and Safety Related Aspects Regarding the Operation of THz Emitters. In Towards Terahertz Communications Workshop; European Commission: Brussels, Belgium, 2018; Available online: https://ec.europa.eu/digital-single-market/events/cf/towards-terahertz-communications-workshop/item-display.cfm?id=21219 (accessed on 28 March 2020).

	



Chiaraviglio, L.; Cacciapuoti, A.S.; di Martino, G.; Fiore, M.; Montesano, M.; Trucchi, D.; Melazzi, N.B. Planning 5G networks under EMF constraints: State of the art and vision. IEEE Access 2018, 6, 51021–51037. [Google Scholar] [CrossRef]

	



Bennis, M.; Debbah, M.; Poor, H.V. Ultrareliable and low-latency wireless communication: Tail, risk, and scale. Proc. IEEE 2018, 106, 1834–1853. [Google Scholar] [CrossRef]

	



Kasgari, A.T.Z.; Saad, W. Model-free ultra-reliable low latency communication (URLLC): A deep reinforcement learning framework. In Proceedings of the 2019 IEEE International Conference on Communications (ICC), Shanghai, China, 20–24 May 2019; pp. 1–6. [Google Scholar]








[image: Symmetry 12 00676 g001 550] 





Figure 1. Major milestones for different generations of communications (1–6G). 
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Figure 2. 5G commercial network world coverage map (December 2019) [12]. 
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Figure 3. Timeline of 6G wireless networks [11]. 
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Figure 4. Schematic map of the structure of this paper. 
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Figure 5. Key features for future 6G. 
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Figure 6. Electromagnetic spectrum and wavelength of terahertz and millimeter waves [29]. 
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Figure 7. Effect of free space loss and water vapor absorption at a distance of 10 m [35]. 
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Table 1. Different wireless charging techniques.
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	Technique
	Advantage
	Disadvantage
	Effective Charging Distance
	Applications





	Magnetic inductive coupling
	
	
Simple implementation.



	
Safe for human.





	
	
Short charging distance.



	
Needs tight alignment between chargers and charging devices.



	
Heating effect.





	From a few millimetres to a few centimeters.
	
	
Mobile electronics (e.g., smartphones and tablets).



	
RFID tags, contactless.



	
Smartcards.








	Magnetic resonance coupling
	
	
Loose alignment.



	
Nonline-of-sight charging.



	
Charging multiple devices simultaneously on different power.



	
High charging efficiency.





	
	
Limited charging distance.



	
Complex implementation.





	From a few centimeters to a few meters.
	
	
Mobile electronics.



	
Home appliances (e.g., TV and desktop).



	
Electric vehicle charging.








	Microwave radiation (Non-directive RF radiation)
	
	
Long effective charging distance.



	
Suitable for mobile applications.





	
	
Line of-sight charging.



	
Low charging efficiency.



	
Not safe when the RF density exposure is high.





	Typically, within several tens of meters, up to several kilometers. Suitable for mobile applications.
	
	
RFID cards.



	
Wireless sensors, implanted body devices.



	
LEDs








	Distributed laser charging
	
	
High power, safe.



	
Multiple-Rx charging.



	
Compact size.



	
EMI-free.



	
SWIPT-ready.



	
Suitable for mobile applications.





	
	
Line of-sight required.



	
Low charging efficiency.





	Up to 10 m.
	
	
Mobile devices (e.g., cell phone, laptop, tablet, wearable devices, drone).



	
Consumer electronics (e.g., projector, speaker).



	
Wireless sensors.



	
LEDs.
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Table 2. Research initiatives into 6G communications.
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	Country
	Research initiatives





	Finland (2018)
	Finnish 6G research activity is coordinated by the University of Oulu, where a 6G initiative was launched.



	United States (2019)
	
	
The Federal Communications Commission opened the spectrum between 95 GHz and 3 THz to create a new category of experimental licenses.



	
IEEE launched IEEE Future Network with the tagline ‘Enabling 5G and beyond’.



	
ITU-T Study Group 13 also established the ITU-T Focus Group Technologies for Network 2030 intending to understand the service requirements for future networks round 2030.








	EU (2019)
	
	
A research group based on the EU’s Terranova project is now working toward the reliable 6G connection with 400 Gbit per second transmission capability in the terahertz spectrum.



	
An EU–Japan project under Horizon 2020 ICT-09-2017 funding, called ‘Networking Research beyond 5G’, also investigates the possibility of using the terahertz spectrum from 100 GHz to 450 GHz.








	South Korea (2019)
	
	
LG Electronics established a 6G research centre in collaboration with the Korea Advanced Institute of Science and Technology.



	
The Electronics and Telecommunications Research Institute has signed a memorandum of understanding with the University of Oulu in Finland to develop 6G network technology.



	
Samsung Electronics and SK Telecom work together to develop technologies and business models related to 6G.



	
SK Telecom signed agreements with Finnish firm Nokia and Sweden’s Ericsson to step up collaboration on 6G network research and development.








	China (2019)
	The Ministry of Science and Technology planned to set up two working groups to carry out the 6G research activities; the first is from government departments to promote 6G research and development, the second is made up of 37 universities, research institutes and companies, focusing on the technical side of 6G.



	Japan
	
	
Japan readies US$2 billion to support industry research on 6G technology.



	
NTT and Intel have decided to form a partnership to work on 6G mobile network technology.
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