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Abstract: In our modern world, many Internet of Things (IoT) technologies are being researched
and developed. IoT devices are currently being used in many fields. IoT devices use Wi-Fi and
Bluetooth, however, communication distance is short and battery consumption is high. In areas
such as smart cities and smart farms, IoT technology is needed to support a wide coverage with
low power consumption. Low Power Wide Area (LPWA), which is a transmission used in IoT
supporting a wide area with low power consumption, has evolved. LPWA includes Long Range
(LoRa), Narrowband (NB-IoT), and Sigfox. LoRa offers many benefits as it communicates the longest
distances, is cheap and consumes less battery. LoRa is used in many countries and covers a range of
hundreds of square kilometers (km?) with a single gateway. However, if there are many obstacles
to smart cities and smart farms, it causes communication problems. This paper proposes two (2)
solutions to this problem: the relay method which is a multi-hop method and the Automatic Repeat
Request (ARQ) system that detects packet loss in real-time and requests retransmission for LoRa.
In this study, the actual performance of LoRa in the problematic environment was measured and
the proposed method was applied. It was confirmed that the transmission rate of LoRa dropped
when there were many obstacles such as trees. To use LoRa in a smart farm with a lot of space,
multi-hop was observed to be better. An ARQ system is needed to compensate for the unexpected
drop in the forward rate due to the increase in IoT devices. This research focused on reliability,
however, additional network methods and automatic repeat request (ARQ) systems considering
battery time should be researched in symmetry. This study covers the interdisciplinary field of
computer science and wireless low power communication engineering. We have analyzed the
LoRa/LoRaWAN technology in an experimental approach, which has been somewhat less studied
than cellular network or WiFi technology. In addition, we presented and improved the performance
evaluation results in consideration of various local and climatic environments.

Keywords: low power wide area network (LPWAN); LoRaWAN; LoRa; internet of things (IoT);
automatic repeat request (AQR); open hardware; open source

1. Introduction

In recent times, the Internet of Things (IoT), which is one of the technologies of the fourth Industrial
Revolution, is rapidly changing the way humans create, exchange, and distribute value. IoT devices are
now widely used in smart homes and cities, agriculture, healthcare, energy engagement, gas metering,
fluorescent control, and pet trackers. In terms of the distribution of these devices, 2.6 billion devices
were active worldwide in the year 2019 and 7.5 billion IoT devices are expected to be activated by
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the year 2025. IoT devices will also be mobile phones, which in the past were symbols of wealth, but
would be carried by ordinary young children [1].

Nowadays, IoT devices are characterized by small payloads of data and low power usage.
Accordingly, various communication technologies for IoT devices such as Low Range (LoRa),
Narrowband (NB-IoT), and Bluetooth Low Energy (BLE), which are Low Power Wide Area (LPWA)
have evolved [2]. The advantage of LPWA is that it can communicate over long distances with low
power consumption [3].

LoRa is used in smart farms due to its low power consumption and wide coverage. LoRa
infrastructure is inexpensive to build. In terms of communication coverage, it communicates the
farthest. A single gateway or base station can cover several kilometers (Km) if such a gateway or base
station installation is higher than an obstacle. However, for effectiveness, if there are many tall trees
such as fruit farms, the gateway should be installed higher. As such, installation and maintenance
costs can increase depending on the environment [4].

Furthermore, LoRa uses the Industrial, Scientific and Medical (ISM) radio band. In the ISM
band, regulation is being done through a duty cycle. For example, in the EU 868.0-868.6MHZ band,
the maximum duty cycle is regulated to 1%. LoRa also defines and uses a spreading factor for
communication range. The higher the spreading factor, the longer the communication distance, but the
bitrate falls. Studies have revealed that most times, LoRa uses a high spreading factor for a wide range
of communication [5]. However, as the spreading factor increases, the time that a packet stays in the
wireless network increases in asymmetry, and as the number of nodes increases, the transmission rate
for packets decreases. In addition, the EU uses the 868 ISM band, which overlaps with sigfox used in
IoT. IoT devices using the ISM band will increase so that collisions between packets are more frequent
and packet delivery rates are lowered [6].

This paper covers the interdisciplinary field of computer science and wireless low power
communication engineering. In this paper, the packet delivery rate of LoRa in a specific situation was
confirmed through experiments and a retransmission scheme and network topology proposed for
improving the reliability of LoRa. In Section 2, an overview of LoRa and LoRa’s network protocol
technology, LoRaWAN, and the limitations of LoRa in smart cities and farms. In Section 3, describes
the retransmission scheme and relay scheme. In Section 4, describes the LoRa testbed made through
open-hardware, conduct experiments by applying the relevant techniques in the above-mentioned low
transmission rate environment, and analyze and discuss the results.

2. Related Work

This section gives an overview of LoRa and LoRaWAN technology, and the limitations of LoRa in
smart cities and smart farms.

2.1. Overview of LoRa and LoRaWan Network

Researches on the technology that can transmit and receive various information at low power
in connection with IoT are continuously being carried out [7]. IoT devices are characterized by the
exchange of information obtained using sensors. Since the information obtained through the sensors is
not large, the data sent and received in IoT devices have a small payload in symmetry. In addition,
unlike mobile communication and Wi-Fi, which are frequently used wireless communication with
high bitrate and power consumption, IoT devices do not need high bitrates. It requires a network with
low power that supports a wide range and minimizes unnecessary power consumption. This creates
the concept of Low Power Wide Area Networks (LPWAN) used in IoT [8].

LoRa is an LPWA technology that enables long-distance communication. It is used in many key
parts of IoT that operate on less payload. Its advantages include good battery life, network capacity and
wide range. Compared to other technologies, the LoRa device is cheaper. Not only are LoRa devices
cheap, its gateways and base stations are also less expensive than other technologies. Furthermore,
LoRa uses chip spread spectrum modulation schemes used in space and wartime situations that
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support a wide range while maintaining low power [9]. In addition, LoRa is open-hardware and
open-source. It’s able to support an entire country with minimal infrastructure [10].

LoRa uses low frequencies in different ISM bands that vary from country to country.
The specification of LoRa is given in Table 1. In order to communicate over a wide range, the
spreading factor must be raised [11]. However, as the spreading factor increases, the bitrate decreases.
In the case of IoT devices that send and receive a lot of information, it is difficult to use a high spreading
factor, notwithstanding, the sensor value of IoT devices can be sent with a bitrate as low as 290 bps.
The time on air as depicted in Table 1 increases with an increase in the spreading factor and may lead
to frequent packet collisions [12].

Aside from LoRa is LoRaWAN, an LPWAN using LoRa. LoRaWAN is composed of protocol and
architecture including the network layer. It consists of ISM band, LoRa modulation, MAC protocol and
application as shown in Figure 1. It uses the ISM band, which is an unlicensed frequency band and the
frequency varies from country to country. Different bands are used in different regions, such as Europe
(EU) 868-870 MHz and United States (US) 902-928 MHz. There is a fixed duty cycle for each frequency,
and the frequency of the devices using the different ISM bands in each country must be followed [13].

Table 1. Low Range (LoRa) specification (coding rate 4/5; bandwidth 125 khz; packet Error Rate 1%).

Europe North America China Korea
Frequency Band 867~869 MHz 902~928 MHz 470~510 MHz 920~925 MHz
Spreading factor Bitrate Range Time on Air(ms)
SF7 5470 bps 2km 56 ms
SF8 3125 bps 4 km 100 ms
SF9 1760 bps 6 km 200 ms
SF10 980 bps 8 km 370 ms
SF11 440 bbs 11 km 740 ms
SF12 290 bps 14 km 1400 ms
App“catlon Application
LoRa MAC MAC
Class A :
| I I ' ovions
Modulation

EU EU us AS
868 433 915 430

Regional ISM band

Figure 1. LoRaWAN architecture [14].

LoRa MAC is divided into three classes:A, B, and C. In the case of Class A, after receiving the
uplink packet of end nodes, two (2) downlinks opens to receive the downlink packet. Class A is the
most energy-efficient, however, it has the highest latency. Class B synchronizes nodes via a gateway
beacon message. Class C on the other hand, always opens the downlink receive packet.

The network structure of LoORaWAN's is shown in Figure 2. End nodes and gateways are connected
in a single-hop fashion. It uses LoRa to communicate and does not support multi-hop. LoRaWAN
pursues single-hop with no plans for the future support of multi-hop. End nodes using broadcast send
information to all gateways. The advantage is that no handover is required, but there is a need to check
for duplicate packets. In LoRaWAN, gateways are connected to network servers as a backhaul, such as
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3G or ethernet, and network servers to application servers. All procedures here were secured with
TCP/IP SSL [15].

Concentrator Network Application
End Nodes IGateway Server Serwver
L o
'; .I' :. I- i'l.ull |.| |
(RS
" —
LoRa® RF TCRP S50 TCRP S5L
LoRaWAN™ LoRaWAN™ Secure Payload
+ >

AES Secured Payload

Figure 2. LoRaWAN network architecture.

2.2. Limits of LoRa in Smart Farm and City

There are limitations to the use of LoRa in smart cities and farms. Most of the research related
to LoRa networks is in the simulation stage. In actual experiments, LoRa’s extreme communication
distance is measured and the distance is being updated. However, these experiments find and measure
environments with minimal interference from the altitude and location of two communicating devices.
Although there are LoRa network projects and technologies with real implementations presented
such do not provide details about the actual environment. There are many studies on communication
distances and future collisions, but few studies on problems in the real environment [16]. From these
studies, it has been shown that the actual performance of LoRa falls with respect to smart farms. Data is
coming out of open spaces and forests with many trees, but at the same distance but with a relatively
low transmission rate [17,18].

There are a lot of practical cases of building a smart farm system using LoRa in Korea, but there
are few cases in the case of wooded fruit trees as it is difficult to apply in practice [19].

To solve this in a real environment, the locations of gateways and base stations are set high to allow
for smooth data retrieval. However, higher locations increase installation costs as well as maintenance
costs [20].

Noteworthy, the use of LoRaWAN in smart farms may affect cloud services retrieval like AWS
from Amazon.

3. Proposed Scheme

This section describes the automatic repeat request (ARQ) protocol and relay network to be
applied to LoRa as well as the scenario where the proposed scheme is applied to a real-time IoT system.

3.1. Proposed ARQ Deployment in LoRa

The ARQ protocol applied in this paper leads to improved LoRa reliability with less overhead.
LoRa is considered to be used in the IoT environment, which is a wireless sensor network (WSN).
The WSN should consider two things. First is the minimal process. As it is an embedded device, by
default, it should work smoothly. Second is its power consumption. A method that does not affect
battery life should be used. Therefore, it is more efficient to send NCK only to the packet for the loss
than to always check the loss by sending ACK to all packets.
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3.1.1. Selective-Repeat ARQ Protocol

The operation process of the ARQ protocol to be applied to LoRa is shown in Figure 3. First, the
device periodically sends data to the gateway. The gateway passes all the data sent by the devices to
the network server. Here, the device and the gateway communicate wirelessly using LoRa while the
gateway and server are connected as a backhaul. In this process, the device stores the packets that
have been sent for a while in memory to retransmit lost packets. Packets that have been retransmitted
or past a certain time are discarded. Selective repeat is used as a retransmission technique. Only lost
packets request the NCK to minimize overhead. When a lost packet is found, the network server sends
the NCK with the device’s information and the necessary packet information. The device recognizes
lost packets through the NCK and retransmits them.

In Figure 3, if packets 5 and 6 come in normally and packet 8 comes in before packet 7, packet 7 is
detected as lost. If the packet from the device is lost, such as packet 7, the network server sends the
NCK to the gateway with the device information and packet 7. The gateway checks the information of
packet 7 to retransmit and forwards it to the device. Device 6 receiving NCK retransmits packet 7 and
deletes it from memory.

Device
1D.6 Gateway Network Server

- R

Send , seq=>5 ,flag =1,id =6

. Send , seq=>5 flag =1,id =6
Send , seq=06,flag=1,id =6

Send ,seq=7 flag =1,id =6 Send , seq=6flag =1,id =6

Send , seq=8 flag =1,id =6

Send , seq=8, flag=1,id =6

NCK,seq=7,flag=3,id =6

Send , seq=7 flag=1,id =6

Send , seq=9,flag =1, id = 6 Send , seq=7 flag =1,id =6

Figure 3. Sequence diagram about packet loss.

The detailed operation of the network server is shown in Figure 4. All data forwarded from the
gateway is managed in real-time and detected for errors. First, a check should be ensured to ascertain
if the data is the information that is authenticated in the DB information. After that, if there is an error,
it will request retransmission through the appropriate path. For the route, it uses the route determined
by the RSSI value when the device was first turned on. It then receives the error packet again in the
request message, but packets that fail more than once are dropped to minimize overhead. If an error
occurs many times, it is difficult to solve due to large software overhead [21].
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ﬂ{ Recive data

Request retransmit
message

Is wrong?

e

Figure 4. Flowchart of network server operation process.

The operation procedure of the proposed technique for applying the ARQ protocol to LoRa is
shown in Figure 5. First, the LoRa device for transmission is set up. Afterward, the process of receiving
the sensor value and transmitting the data is repeated. During this process, checks should be ensured
that there is no data to be forwarded around, other than time to send data periodically, no NCK to
retransmit, and no message to stop the device. The ACK is not sent to minimize the overhead in
consideration of loss and only sends NCK for the packet in error and requests retransmission. This is
because the data has a small payload and low data-rate environment according to the characteristics of
the WSN. Forwarding refers to the process of delivering the data or message to the correct address.

e

‘ Initialize device ‘

|

Transmit data

|

recetve message ‘ ‘ Transmit data for Nck ‘

Exceed
Receiving
time?

Exceed
Receiving
time?

Exceed
Running
time?

Is flag
Forward?

Is flag
Retrans?

Forward data to destination

W}

Figure 5. Flowchart of LoRa device operation process.

3.1.2. Message Format for ARQ

The LoRa transport packet structure is shown in Figure 6. The header has a seq number and a flag
indicating the type of id address packet. Payload basically has data to send and includes the header
part that indicates the routing path according to the request message.
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‘ seq ‘ id ‘ flag ‘

‘ Preamble ‘ Header ’ Payload ‘ CRC

‘ header ‘ data |

Figure 6. Packet structure in the LoRa network.

The Flag value is shown in Figure 7. It is defined from 0 to 3 and each role has a different role.
In the case of 0, it is a packet that informs the surrounding RSSI value. In case 1, it is a packet that
transmits general sensor value. In case 2, it is a packet that informs forward, and in case 3, it is an NCK
packet requesting retransmission. The flags used for ARQ are numbers 3 and 1. In case 3, when the
end node receives it, it informs NCK and when the gateway receives it from the end node, it indicates
the retransmitted packet.

flag 0 1 2 3
define Init Sensor data Forward NCK

Figure 7. Flag content of the packet header.
3.2. Proposed Relay Node Operation in LoRa

In this paper, the relay method was used to solve spatial constraints as it relates to LoRa with a
view to constructing a network with wider coverage. Nodes chose the best path by measuring the
RSSI around them at first run. Nodes close to the gateway communicate directly. This connects all
nodes so that they can communicate with the gateway. All data moves the way it was made. The
gateway must be connected to the network server as a backhaul. All data sent by a node must be
able to be sent to a network server, all messages requested by the network server must be able to be
delivered to the nodes. The network server manages the data sent by the nodes and delivers them to
the application. Network servers use the MQTT messaging protocol to manage data more efficiently
for the IoT. The LoRa network architecture with a relay node is shown in Figure 8.

MNetwork

End Nodes Gateway Server

W
| N

r

g
i
@

P

B

Y

y ||

lis | /._._

Figure 8. LoRa network architecture with relay node.
4. Performance Evaluation and Analysis

This section describes the Open Hardware testbed used in the experiment.
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4.1. Open Hardware Testbed

Prior to experimenting and discussing the LoRa protocol of the proposed method, the description
of the implementation of LoRa testbed using open hardware such as Raspberry Pi and Arduino is
presented. The testbed consists of LoRa Device, LoRa Gateway, and Network Server. LoRa testbed
specifications are shown in Table 2.

Table 2. LoRa testbed specification.

Component Description

Arduino Uno
MCU: ATmega328P
LoRa Device Operating Voltage: 5V
Flash Memory: 32 KB
Dragino LoRa Shield

Arduino Uno
MCU: ATmega328P
Operating Voltage: 5V
Flash Memory: 32 KB
Dragino LoRa Shield
Raspberry Pi 3

LoRa Gateway

The testbed composition of LoRa is shown in Figure 9. The devices and gateways used Ardunio
Uno and Dragino LoRa Shield, respectively, to run the Arduino sketch code for the open-source for the
devices and gateways, respectively. The gateway has a structure for exchanging data with Arduino via
USB serial communication. Afterward, a test was conducted to ensure the right delivery of the data
from the device to the Raspberry Pi of the gateway. The frequency used was 868.1 MHz. After that, the
gateway was able to check the payload value received by the device successfully.

==
=

Figure 9. The LoRa testbed.

Next, after constructing the testbed of the LoRa network proposed in this study, the data was
successfully tested via the gateway.

As shown in Figure 10, the architecture was constructed by assuming the part that receives IoT
information of the LoRa device and transmitting it to the gateway. Finally, the gateway was built to
send data to the network server. The running Arduino sketch code using open source for the device
and gateway followed. Packet transmission test was performed using the same spreading factor,
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bandwidth, frequency and coding rate as a testbed. As a result of packet transmission, it was confirmed
that the gateway successfully received the packet. This is shown in Figure 11.

_—

- (toN) r . 1
<D i o0
= : L

4 : ~
LoRa =
end-device LoRa
Gateway Network Server Application
p . —_— 4 S
) ; MQTT
J\,,,,,,ﬁ?ﬁemm{@g -.‘ ‘ ARQ J \ subscriber |
“ Firmware ‘ Adaptation IPv6 ‘ ‘ MQTT broker‘
[ LoRa | - 4‘ —
¥ LoR
‘ PHY ‘** s P([){Ya HMQTT ‘ ‘ IPv6 ‘
"Ieg. Ethernet | " N "
| eg 3G | — t eg- Ethernet |«

Figure 10. LoRa Network Architecture.

Connected with

Figure 11. The result of LoRa packet transmission test.

4.2. Experiment Environment

Prior to the application of ARQ and Relay to the LoRa Network, an actual performance test was
conducted. Experiments were conducted in a farm-like environment with minimal interference to
determine the correlation between transmission rate according to distance and obstacles.

The location of the experiment was Icheon, Gyeonggi-do. It is a large plain with lots of ordinary
rural houses with no tall buildings. Radio and mobile phones are also weak communication. A total of
four (4) nodes were used. Three (3) were positioned to ascertain the relationship by distance, and the
fourth was placed to understand the relationship with the obstacle. Information about the experiment
site is shown in Figure 12. The blue dot depicts the location of the gateway and the yellow dots
represent the nodes. In addition, some experimental and environmental settings as reported earlier
and shown in Table 3 were employed.

Table 3. Experiment environment.

Type Value
Rf Power 23 dbm
The Number of Nodes 4
The Number of Gateways 1
Transmission Interval 1000~1500 ms
Spreading Factor SF12
Coding Rate 4/5
Bandwidth 125 khz

Bit Rate 292 bps
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Figure 12. LoRa Packet Delivery Ratio (PDR) experiment on scenario 1.

Lastly, this paper describes the experiments tested in the real environment using ARQ and Relay
proposed in this paper. The experiment was conducted at Kyunghee University International Campus
located in Yongin, Gyeonggi-do. As depicted in Figure 13, the blue dot is the location of the gateway
and the highest point in the school, the observatory. The transmission rate was first tested by placing
four (4) nodes between the main gate, which is 1 km red at the observatory. All devices were installed
1 m high outdoors with no obstacles. There were few obstacles between the observatory and the first

red dot. Behind the first red are trees and buildings. Experimentation with ARQ and relay placing

nodes on two (2) red dots followed.

glagy
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M 2AI0f0] 0t 30y =
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ME=EtHa

-
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gligolziol s

Figure 13. LoRa PDR experiment on scenario 2.
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4.3. LoRa PDR Evaluation Result and Analysis

The experiment conducted in Icheon-si is shown in Figure 14. The x-axis represents time in
minutes and Y-axis the Packet delivery rates. The Packet delivery rate is the number of packets received
by the gateway divided by the total number of packets sent by the node. End nodes are numbered 6-9.
Nodes 6-8 show relationships according to distance, and 8 and 9 indicate the relationship according to
the obstacle. Nodes 6 and 7, which have similar distances, have similar high transmission rates, show
lower transmission rates than 8, which is 150 m away. Node 9 is closer than case 8 but at a similar rate.

—a—6 7 8 9

1 """""""\_‘ RS S S S s = s = -

0.995

0.99

<
o
Qo
a1

0.98
0.975
0.97

0.965

Packet Delivery Rate

0.96
0.955

0.95
20 70 120 170 220 270 320 370

Time(minute)

Figure 14. PDR on experiment scenario 1.

Furthermore, it can be seen that obstacles such as trees affect the transmission rate. Node 9, which
is 150 m closer to the tree, has a lower propagation rate than node 8. Because of the high humidity
change, there was a decrease in the rate of delivery depending on the weather and time, but the relative
rate was always similar.

Figure 15 shows the experiment conducted at Kyung Hee University. The nodes were placed
farther away from the gateway from 6 to 9. Similar to the previous experiment, it can be observed that
the packet delivery rate decreases with distance. The difference with that of Icheon can be attributed
to the many hills in Kyunghee University. Due to many floating populations, interference was high
and as a result, lower packet delivery rates at similar distances from previous experiments could be
observed. In addition, in the case of long distances and obstacles like that of the front door, the packet
delivery rate was very low. This experiment also shows a similar trend in the graph after several trials.
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Figure 15. PDR on experiment scenario 2.

4.4. ARQ and Relay Evaluation Result and Analysis

Figure 16 shows an example of applying a relay and ARQ with a gateway at the blue observatory, a
node 450 m school gym (SunSeungGwan), and 1000 m front door (main gate). In previous experiments,
the prep node showed a high delivery rate of over 99% and a 100% delivery rate. The node at the front
door had a 94% pass rate. This is an increase of 58% from the previous 36%. The 36% packet delivery
rate is very low, making it difficult to use in environments where data must be collected in real-time,
such as on a smart farm.

Figure 17 shows the transfer rate between nodes without ARQ and Relay. Although the
experiments conducted at Kyung Hee University showed a much lower transmission rate than the
previous experiments, experiments were conducted for each section in order to have reliable data. It is
99% between the observatory and SunSeungGwan and 89% between the main gate and SunSeungGwan.
It can be observed that the communication between the main entrance and the crew building with a
lot of buildings and trees in between shows a lower transmission rate. However, a comprehensive
comparison shows up to 89% when relaying and 36% when communicating directly from the main
gate to the observatory. When ARQ was applied, it shows a delivery rate of 94%, which is 5% higher.

Overall, what is commonly seen in the first and second places is that the transmission rate varies
depending on the presence or absence of obstacles, even at the same distance. In addition, it was
confirmed that the application of relay and ARQ can effectively form a wide network with a higher
transmission rate.
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Figure 16. PDR with automatic repeat request (ARQ) and relay node on experiment scenario 3.
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Figure 17. PDR on experiment scenario 3.
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5. Conclusions

In modern times, the use of IoT devices is on the increase. Just as mobile phones have become a
device for everyone, the IoT market is expected to grow so that IoT devices can be made available for
everyone. As the number of IoT devices increase, the use of radio waves will increase as well.

This paper proposes and implements a multi-hop relay and ARQ system for solving the challenges
associated with LoRa. In order to apply the proposed method, LoRa testbed with open source and
open hardware was constructed. For every packet, NCK with an error other than ACK was used.
The relay process was implemented based on RSSI with the minimization of the end node operation
process. As a result of applying both, it was observed that the packet delivery rate increased from
94% to just over 30% in Kyung Hee University International Campus. As a result of this study, it
was confirmed that the transmission rate of LoRa dropped when there were many obstacles such as
trees. To use LoRa in a smart farm with a lot of space, multi-hop was observed to be better than the
single-hop method used by LoRaWAN. An ARQ system is needed to compensate for the unexpected
drop in the forward rate due to the increase in IoT devices. To maintain non-handover, all the proposed
solutions have been developed in the application layer. We have analyzed the LoRa/LoRaWAN
technology in an experimental approach, which has been somewhat less studied than cellular network
or WiFi technology. In addition, we presented and improved the performance evaluation results in
consideration of various local and climatic environments. However, research to know whether this is
necessary is recommended. This research focused on reliability, however, additional network methods
and ARQ systems considering battery time should be researched.
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