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Abstract: In the digital multimedia era, digital forensics is becoming an emerging area of research
thanks to the large amount of image and video files generated. Ensuring the integrity of such media
is of great importance in many situations. This task has become more complex, especially with
the progress of symmetrical and asymmetrical network structures which make their authenticity
difficult. Consequently, it is absolutely imperative to discover all possible modes of manipulation
through the development of new forensics detector tools. Although many solutions have been
developed, tamper-detection performance is far from reliable and it leaves this problem widely open
for further investigation. In particular, many types of multimedia fraud are difficult to detect because
some evidences are not exploited. For example, the symmetry and asymmetry inconsistencies
related to visual feature properties are potential when applied at multiple scales and locations.
We explore here this topic and propose an understandable soft taxonomy and a deep overview of the
latest research concerning multimedia forgery detection. Then, an in-depth discussion and future
directions for further investigation are provided. This work offers an opportunity for researchers to
understand the current active field and to help them develop and evaluate their own image/video
forensics approaches.

Keywords: digital forensics; multimedia tampering; image/video processing; data mining;
pattern recognition; taxonomy; survey

1. Introduction

Recent technological developments have exponentially increased the amount of visual data
(billions of images and videos) generated every day on the web and by social networks. Facebook,
Twitter, YouTube and Instagram are the most popular online websites enabling people to upload and
share billions of pictures.Nowadays, social media websites are playing a more important role in our
daily life. They help users to express themselves, make new friendships and share their interests and
ideas with others. The eighth annual report “social media in the Middle East: 2019 in review” [1-5]
states that social media continues to be the top news source for Arab people and it is important for their
lives. More than seven out of ten Arabs use Facebook, and every day, nine out of ten young Arabs use
at least one social media channel [4,5]. Active social media users in Saudi Arabia are growing rapidly.
Over 38% of the Saudi population are active users of social media. From 2018 to the present day,
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Saudi Arabia remains one of the world’s largest markets for YouTube and Snapchat (e.g., more than
15.65 million users for only Snapchat) (Social Media in the Middle East: 2019 in Review: Available at:
SSRN: https:/ /ssrn.com/abstract=3517916 or http:/ /dx.doi.org/10.2139/ssrn.3517916) [6]. The social
and political impact of disseminated medias on the WWW is unquestionable, especially with the
contribution of social networks in shaping the current political and social arena. To make online
news more attractive and easier to consume for public audiences, most of them are associated with
numerous images or videos. They represent a substantial part of the information circulated in our
quotidian communications as well, e.g., newspapers and social websites. Information with multimedia
content is also disseminated rapidly. Adults in some Arab countries like in Tunisia (80%), Jordan (92%),
and Lebanon (79%) almost agreed that even though high-tech made users more knowledgeable,
it made them easier to manipulate [7]. As a result, it is increasingly important to ensure the integrity
and authenticity of the vast volumes of data before using them in many situations such as courts of
law. Unfortunately, despite the benefits of technological progress, it can evoke many risks, particularly
those related to systems and files security. Recently, much fake news has been widely reported on social
media about coronavirus (COVID-19). Indeed, wrong remedies and conspiracy theories have affected
the Internet with a dangerous strain of misinformation. False media can circulate faster and more easily
across social media and the Internet. Therefore, the proliferation of incorrect information that is not
useful or even harmful can hamper the public health response and worsen social unrest and division.
As an example, in January 2020, thousands of Facebook posts showed a fake photo (taken from
an art project in 2014 in Germany) falsely claiming that the people in this picture were victims of
coronaviruses in China (see Figure 1). A large number of rumours in the form of images and video
clips circulating on the web regarding the virus COVID-19 makes the task of distinguishing between
fake and true stories and news increasingly difficult. Therefore, the World Health Organization (WHO)
decided to warn people with a list of twenty false stories about coronavirus.

COVID-19

'

Figure 1. A photograph of an art project in 2014 in Germany that got shared on Facebook in 2020 to
falsely claim that the people in this photo were coronavirus victims in China.

Nowadays, digital multimedia forensics has become an emerging research field. It has received
considerable attention aiming at determining the origin and potential authenticity of digital media.
For instance, image authenticity is important in many social areas, such as: in the medical field,
physicians make critical decisions based on digital images; in law-reinforcement agencies and in
courtrooms, the trustworthiness of photographs has an essential role where they could be used as
evidence. In today’s digital age, the fast development of powerful and low-cost editing tools facilitate
the manipulation of digital media such as adding or removing parts and objects from images and
videos leaving little or no sign of manipulation. Subsequently, this manipulated media will spread
quickly and can have serious consequences, on both a national and an international scale. Moreover,
it is too difficult to guarantee their integrity and authenticity, as shown in Figure 1, which represents an
instance of tampering. With the rapid advances of high-resolution digital cameras and the availability
of sophisticated editing software, such as Adobe Photoshop, Pixar and Corel PaintShop, one can
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easily modify the content of photos without leaving any obvious perceptual sign of manipulation.
Unfortunately, they are blurring the line between real and faked multimedia content. The improper
use of such editing tools allowing the diffusion of fake and misrepresented medias on social networks
is becoming a grave rising problem since they have put the integrity of digital media further at stake.
Indeed, counterfeiters repeatedly try to exploit these tools to hide and conceal images and videos
and then use them to misinterpret information which can spread very fast and can have disastrous
consequences, potentially at a national and international scale. They can also lead to fast-growing
issues as decreasing the trustworthiness on many real applications. The big challenge is that it becomes
very difficult for a viewer to judge the authenticity of a given image or video. The manipulation of
digital media generally known as digital tampering is a horror to individuals (faked sequence of videos
of celebrities), to societies (provocative faked images aiming certain ethnicity or religion), to journalism
(reporters’ post-manipulation of images), to insurance companies and to scientific journals. Tampering
becomes a worry for governments, public and private enterprises and for individuals’ private lives.
Hence, the world is immersed in a serious challenge to address immediately the problem of spreading
fraudulent photos and videos. An example of image tampering is depicted in Figure 2 where a
Malaysian politician (Jeffrey Wong Su) is facing eviction from his party after faking snaps showing he
was seen being knighted by the Queen of England in July 2010.

(@) original image (b) tampered image

Figure 2. Example of digital tampering image.

Recently, some interesting works have been looking into media authentication but the huge and
complex multimedia volume to be analysed makes the design of successful multimedia tampering
detection algorithm hard. Research in this field is far from offering robust and universal solutions,
leaving the door wide open to further contributions. In the recent past, most of the efforts have
been devoted to static tampering detection, but dynamic tempering detection has not received a lot
of attention because of the complexity of the dynamic scene analysis and the computational cost.
It turns out that this problem becomes more difficult with video forensics. In fact, severe issues
create new challenges to the success of video tampering detection, such as the complexity of the
dynamic scene analysis, the computational cost, the presence of occlusions, the changes in perspective,
the multiple scales, the varying lighting conditions, and the spatio-temporal features extraction
challenge (e.g., color, texture, shape, structure, layout, and motion). All these issues motivate the
need of studying this hot area of research. Detecting malicious manipulation in digital media is still
relevant today, since distinguishing manipulated from original images is increasingly difficult as new
sophisticated image forgery approaches are revealed. As smart forgeries are hard to detect, a reliable
digital tampering detection system is becoming increasingly important in the fields of public security.
It is also important for other areas such as criminal, forensics investigation, intelligence services,
insurance, journalism, scientific research, medical imaging and surveillance. An example of digital
video tampering showing a modification in the content of a given video sequence downloaded from
the Internet is given in Figure 3. In this particular example, some cars are copied and pasted into the
same frames where the top row shows the authentic frames and the bottom row shows their tampered
version, respectively.
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Figure 3. Example of intra-frame object duplication: original sequence (top) and forged sequence (bottom).

Our focus in this manuscript is to examine this area of research and to provide for the reader a
useful reference related to the current studied topic. Moreover, an understandable taxonomy and a
deep survey of main published works are presented as well. The organization of this manuscript is
organized as follows. A taxonomy related to the current field of research is given in the next section.
Then, a deep overview presenting main existing approached for multimedia tampering detection is
presented in Section 3. Section 4 provides useful information regarding well-known datasets and
benchmarks for both image and video tampering detection. Finally, we suggest a deep discussion and
future directions for the problem studied here.

2. Taxonomy

In the following, a comprehensible taxonomy related to digital forensics and multimedia
tampering detection is introduced. Brief and essential information are presented as well for the
beginner to understand the current topic of research.

2.1. Digital Multimedia Forensics

Nowadays, digital sources are increasingly used to make necessary decisions. This is particularly
clear in the field of digital forensic, where one can describe a crime scene through images and
videos. The main problem is that it becomes difficult to detect manipulations given that many
existing sophisticated editing software form a serious threat to the security. Hence, to cope with this
problem, it is crucial to devise new powerful methods that support one to decide on the truthfulness
of a given medium (image or video). Consequently, digital multimedia forensics and investigation
has emerged as one of the most important security fields. Digital multimedia forensics combines
technology, methodology and applications in order to provide trust in different media and to find
digital evidences before, when and after a cybernetic security attack has occurred. In particular,
the active digital forensics (starts after the detection of incident and before the incident closure)
deals with the live data acquisition in order to ensure that relevant and admissible live evidence is
available. The live identification, acquisition, preservation and response steps are essential to ensure
efficient data collection. The live data gathering from networks causes several difficulties like data
volume, data interdependencies, and network throughput speed. One more challenging problem is
that of ensuring the reliability of evidences that must be considered with high priority in any judicial
inquiry. The reliability deals essentially with the improvement of the authenticity and veracity of
the evidence. These two criteria must not be questionable in the court in order to keep the evidence
admissibility. Any digital data forgery in the collected data may lead to wrong investigation ending
and cause evidences to be discredited in the court law. More generally, since new crime and criminal
profiling techniques are more and more based on mining the rich multimodal digital data, their models
and profiling will be also inaccurate if these resources are altered or fabricated. Today’s digital
forensics has become an emerging research field due to the large amount of generated multimedia files.
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Digital forensics has received considerable attention, for both governmental and non-governmental
organizations and departments, aiming at determining the origin and potential authenticity of digital
media. It aims at restoring the lost trust in images and videos by uncovering digital counterfeiting
techniques. For instance, image authenticity is important in many social areas, such as: in the medical
field, physicians make critical decisions based on digital images; in law-reinforcement agencies
and in courtrooms, the trustworthiness of photographs has an essential role where they could be
used as evidence. In the literature, several deployed image forensic tools are able to determine
the integrity of images. Despite this, authenticating digital images, validating their contents and
semantics, and detecting forgeries are some of the critical challenges to date. It is a difficult problem
given that manual tampering detection is computationally expensive and automating this process is a
necessity. Recently, many scientific researchers expect to implement effective tools to respond to the
overwhelming spread of photos/videos on social networks that threaten stability, even in societies and
countries, and threaten their security system. However, it is not easy to distinguish between original
(authentic) and fake multimedia content. Furthermore, no system yet exists which effectively and
accurately accomplishes a generic image tampering detection task. Most existing efforts in this line of
research still lack in-depth discussions on robustness against skillful forgers, who are professionals
and have a good amount of knowledge of forensic tools and approaches.

2.2. Multimedia Tampering

Image (or video) tampering can be defined as the action of “adding or removing important
features from an image (or video) without leaving any obvious traces of tampering” [8]. Generally,
the most common applied tampering operations are: (i) deleting (or hiding) a region in the image,
(ii) adding a new object into the image, and (iii) misrepresenting the image information (e.g., resizing an
object within the image). Despite this problem of digital forensics that has attracted much attention,
however, most research in this area still lacks rigorous and solid results and discussions. In addition,
several methods have apparent limitations and are difficult to be optimally employed.

2.3. Tampering Tttacks

There are various kinds of tampering attacks being applied to images and videos. Some of
them are commonly used by attackers like copy-move, slicing, re-sampling, resizing, noise variations
and/or blurring, retouching, JPEG compression, luminance non-linearities and lighting inconsistencies.
Here, we briefly describe the main attacks that are often used.

e Copy-move (cloning): This is one of the commonly applied attacks given its simplicity and
effectiveness. It concerns all techniques that manipulate an image by copying certain region(s)
and pasting them into another place on the same image (or video). As a result, some details will
be hidden as well as others being duplicated in the same image.

e Splicing: This involves replacing some image (or video) objects from one or more different
images (or videos) into another image (or video) in order to generate a composite image (forged).
The inserted parts disturb the pattern of the new image (or video), thus, detecting this kind of
tampering deals with exploiting patterns and any presence of statistical correlation distortions.
It is one of the most aggressive and frequently used attacks.

e Re-sampling: This is defined as the process of applying some geometric transformations
(like scaling, rotation or skewing operations) or any interpolation algorithms in order to create a
malicious transformed image or a portion of image and therefore a visually convincing forgery by,
for example, increasing or decreasing the image size.

e  Retouching: This attack is used in order to enhance the visual quality of the image, for instance,
by adding onto brightness. It is usually applied as a post-processing operation of image tampering.
In this case, the original image (or video) will not be modified significantly, but only a few
reductions in certain properties and characteristics of the image.
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e Inpainting: This is the process of drawing some missing content over the image or video using,
for example, the “brush” software tool in order to repair damage. As a result, this operation can
alter the original image and the faked part takes distinct features (noise, lighting, luminosity and
compression rate) from the rest of the parts in the same image or frame-video. It is noted that it is
possible to detect this type of attack with the same techniques for copy-move attack detection.

o  Other tampering attacks: There are other types of operations, such as filtering, cropping or
histogram adjustments, which are often applied without malevolent intention.

The following table (Table 1) gives a general overview of some kinds of tampering attacks and
how it is possible to address them using techniques derived from image processing and computer
vision fields. More details are given in the following sections.

Table 1. Multimedia tampering techniques and their vulnerabilities.

Attack Type Tampering Detection Technique
Copy-move (cloning) Block matching, Discrete Cosine Transform (DCT),
Principle Component Analysis (PCA), Autocorrelation
Splicing Bi-spectral analysis, bi-coherence analysis,
noise variation estimation, higher order statistics.
Re-sampling Statistical approaches (EM-algorithm.)
Double JPEG compression JPEG artifact estimation (frequency analysis)
Editing (luminance, noise nonlinearities) EM-algorithm, higher order statistics
Multimedia enhancement Blind statistical estimators (blur estimator,

noise estimation, geometry transform estimation)

Geometric transformation
(translation, rotation, scaling, skewing, reflection)  Provide spatial information between copied blocks
and its neighbors

Post-processing (JPEG/MPEG compression,
noise, blurring) Eliminate any noticeable indications of manipulation
especially sharp edges

2.4. Active Tnmpering Detection

Active methods, known also as data hiding methods, are derived from digital watermarking field.
Digital watermarking and signature tools ensure data authenticity, like preventing the illegal copying
of images from the Internet [9-11]. The process of watermarking is based on inserting (embedding) a
secondary data (digital watermark) into an image or video. Although many active methods have been
published in the literature, they present many problems such as: (i) they are impractical to embed
digital watermarks in all images, and therefore, digital watermarking is limited in its ability to ensure
authenticity. (ii) Not all devices embed a digital watermark, and people do not like using devices
containing an embedded watermark. (iii) In the case of a compressed image, fragile watermarks can
be easily destroyed. On the other hand, there are millions of digital images and videos on the web
without a digital signature or watermark, and therefore it is not practical to adopt active methods to
examine the authentication of unmarked digital images.

2.5. Passive Tampering Detection

Passive techniques work without any prior information on the authentic data. They can detect
manipulation by exploiting the content-based features of images and videos (i.e., the statistical visual
information). Verifying the integrity of digital media and detecting traces of tampering without using
any pre—embedded information has proven to be effective for digital forensics (like the case of scene
crime analysis). The integrity can be verified passively in order to identify traces like cloning, sampling,
re-sampling, and inconsistencies in lighting. Such a process is able to ensure the future protection
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of the authenticity and credibility of digital data. To perform passive tampering detection, various
criteria must be considered in order to develop robust multimedia forensic tools (see Figure 4) such
as pixel-based, physically-based, camera-based, format-based, and geometric-based tools [12]. It is
also possible to categorize existing detection methods into two main categories: intra-tampering and
inter-tampering for both cases images and videos.

e Pixel-based methods: emphasize the use of pixel properties and the correlation between pixels
(in spatial or transformed domain) for detecting anomalies (such as copy-move or splicing).

o Camera-based methods: they use several evidences such as the camera’s model, artifacts and
other features like camera sensors, lens, or some postprocessing steps including gamma correction,
quantization, and filtering. These features help in detecting tampering.

e  Format-based methods: exploit especially statistical correlations introduced by lossy compression
scheme for such formats (like JPEG format) which are considered important clues for the presence
of some manipulations. These techniques allow the detection of tampering in compressed media.

o  Geometry-based methods: exploit the relative position of the object with respect to the camera as
indication for further forgery detection process.

e Physics-based methods: take advantages of the inconsistencies between tampering scenes
and physical objects in terms of differences in illumination, light, camera, and object size.
These evidences are used to detect anomalies and forgeries.

» Pixel-based
Cloning,
Resample,
Splicing,

» Format-based

Inter-multimedia
Tampering

Intra-multimedia
Tampering

JPEG quantification,
Double JPEG,

Passive Analysis

] * Color Filter Array,

» Physically-based
Lighting,

> C b d

Sensor noise,

Multimedia
Tampering Methods

» Geometric-based

Principle Point,
Metric measurement,

Watermarking

Active Analysis

Figure 4. General classification of multimedia tampering detection methods.

2.6. Intra- and Inter-Multimedia Tampering

In this case, objects are clipped or replaced with duplicates in order to mask other objects.
This category focuses on detecting manipulations performed at the same input source (images or
videos). To discover such a manipulation, it would be possible to examine the similarity between
matched clusters of pixels. However, this task would be very costly in computation time, as matching
clusters of pixels would become infeasible when the size increases. Moreover, it would be difficult to
achieve good accuracy in the case of minor modification like noise addition [8,13-15].

For inter-multimedia tampering, objects from different images or videos are used to tamper other
images and/or videos. For example, regions from another image are superimposed on a specific
region in the current image. In this case, alteration is performed by means of cloning from a secondary
source (e.g., image, or patches from different images) and its detection is carried out by checking the
consistency of image properties [8,16-23].



Symmetry 2020, 12,1811 8 of 26

3. Digital Media Forensics Detection: Overview

Several promising methods have been developed in the literature to solve the problem of digital
media tampering [24-29]. From a methodological point of view, different disciplines such as data
mining, image/video processing, computer vision, and pattern recognition can be involved to address
this hot research topic.

3.1. Copy-Move Image Tampering Detection

We recall that the problem of tampering detection has been studied for decades. Typically,
image tampering detection methods have focused on the problems of copy-move detection
(CMD) [30,31] and splicing detection [12]. Intuitively, these passive methods tend to exploit and
analyze image characteristics (features) in order to find traces or similar patches (see Table 2).

Table 2. Summary of notable tampering image detection techniques.

Tampering Type Tampering Detection Method

Copy-move detection  Discrete Cosine Transform (DCT) [32,33]
Geometric Moments [34,35]
Fourier-Mellin Transform (FMT) [36,37]
Singular Value Decomposition (SVD) [38]
Zernike moments [39,40]
Wavelet Transform [41,42]
Scale-invariant Feature Transform (SIFT) [15,43]
Speeded Up Robust Features (SURF) [44]

Splicing detection DCT per Block [45]
Color Filter Array (CFA) artifacts [46]
Photo Response Non-uniformity (PRNU) [47-49]
Blur inconsistency [50]

Several surveys have been carried out on this hot topic and recently some papers reviewed
several image tampering detection techniques [12,28,51]. Most copy-move tampering detection
(CMTD) techniques share some common procedures and steps, which are: Feature Extraction and
Feature Matching. The feature extraction step has the role of extracting relevant information that
describes the treated image. Conventional feature extraction techniques reported in the literature are
based on frequency transforms (discrete wavelet transform (DWT), DCT, PCA), polar transform
(Fourier-Mellin transform (FMT)), moment transform (Hu, Zernike), local invariant keypoints,
or texture (local binary pattern (LBP), Gabor transform). These features are often extracted from
overlapping or non-overlapping blocks (i.e., image regions). Then, this is followed by a matching
step to determine similarities between extracted features which result in detecting suspected regions.
In general, matching stage is performed on the basis of the divided blocks or extracted keypoints.
For instance, SIFT keypoints are matched using distance measure withing a clustering process that
cluster closest points into similar groups. It is also important to mention that many of the data
reduction techniques (e.g., SVD, PCA) are frequently and simultaneously applied within feature
extraction step to reduce the dimensionality space and the computational complexity. In particular,
singular value decomposition (SVD) is one of the methods often used thanks to its robustness with
respect to geometric properties, rotation, filtering, and scaling. It turned out to have higher overall
performance compared to other techniques like principal component analysis (PCA) and locally linear
embedding (LLE). Furthermore, there is sometimes a need for a post-processing step to be applied in
order to remove outliers from matched regions and to refine the final detection result. Many CMTD
methods have been proposed so far and can follow either the block-based or keypoint-based principle.
The general principle of CMTD detection process is depicted in Figure 5.
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Figure 5. General process of copy-move image tampering detection.
3.1.1. Block-Based Detection Techniques

In the state of the art, there is a significant number of publications regarding block-based
techniques. The key idea here is to exploit the similarity measure between different blocks
(representing image regions). Thus, an input image will be divided into overlapping or
non-overlapping blocks, and each block is represented with a suitable descriptor vector which is
calculated on the basis of some transforms. Finally, the suspected region is identified using a feature
matching procedure. Visual descriptors were calculated using various techniques including, but not
limited to, the following transforms: discrete cosine transform (DCT) [32,33], PCA (see, for example,
some illustrations in Figures 6 and 7), singular value decomposition (SVD) [38], histogram of
oriented gradients (HOG), geometric moments [34,35], Zernik moments [39,40], wavelet transform [41]
and Fourier-Mellin transform [36,37]. It is well known that the computing of these transforms
is time-consuming. In [52], authors proposed to detect copy-move tampering in color images
with fractional quaternion cosine transform. The same problem was recently addressed in [42]
through stationary wavelets transform (SWT), as well as local binary pattern variance (LBPV)
method. The authors studied the algorithm’s performance with respect to CoMoFoD and Kodak
(KLTCI) datasets. Later, the same authors employed DCT with the same transform SWT and
matching techniques, in order to reduce the feature vectors dimension and therefore enhancing the
detection accuracy [53]. Recently, Gaussian-Hermite moments were applied for copy-move tampering
detection [54]. Indeed, each image is divided into several blocks and the underlying Gaussian-Hermite
moments descriptors are estimated to be used in the forgery detection process. Other geometric
moments have been developed and investigated in this context, such as Zernike, moments to localize
duplicated regions in [39,40] and Fourier-Mellin transforms to discover small manipulations [37].
Recently, neural network method and its variants have been applied for image falsification detection
like the convolutional neural network (CNN) in [55,56] and the deep neural network (DNN) in [57].
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Figure 7. Copy-move attack detection: original image (left), tampered image (middle) and result after
detection (right). Results obtained with the method in [33].

3.1.2. Keypoints-Based Detection Techniques

The keypoints-based detection methods are an alternative to the blocks-based ones.
Local keypoints (high-entropy image regions) represent local extreme points and are extracted with
different techniques. Among these techniques, we can cite, for example, the scale-invariant feature
transform (SIFT) [15,43], Harris corner points [58], and speeded up robust features (SURF) [44]. SURF is
one of the most efficient feature extractors based mainly on the SIFT detector. It is able to detect points
of interest from images using the determinant of the Hessian matrix. SURF is invariant against different
geometric transformations, such as translation, rotation, scale, lighting, and contrast [59]. It is noted
that sometimes SURF surpasses the feature detector SIFT and many other visual feature extractors in
terms of effectiveness, precision, and speed. An illustration of the SURF extraction process is given in
Figure 8. In the case of fake images detection, during the matching step, we generally look for groups
of similar keypoints which probably reflect the duplicated regions. The grouping process is performed
with any clustering algorithm like the nearest neighbor (NN) search and the hierarchical clustering
algorithm. Some interesting related works are proposed using interest point detector, as in [15,60].
The latter is based on the scale invariant feature transform (SIFT) [61] to localize duplicated regions in
copy-move image forgery. Splicing forgery is also addressed with keypoints-based features in [62],
where a symmetry matching method is implemented to deal with reflection-based attacks. This method
has shown that it is capable of improving the results obtained in [15].

Figure 8. Example of Keypoints extraction (left image) using SURF detector and keypoints matching
(right image) on tampered images.
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Duplication tampering detection with local keypoints features is also addressed. Indeed,
an adaptive non-maximal suppression keypoint detector and DAISY Descriptor are developed
in [63,64]. SIFT features are used via a hierarchical matching strategy in [65] in order to improve
the accuracy of duplication detection and to solve the drawback of keypoints matching. A copy-move
image tampering detection algorithm based on a hybrid framework including both block-based and
keypoint features is developed in [66]. An effective approach based on a voting process to deal with
copy-move forgeries under several geometric transformations (i.e., resizing, rotation and compression)
is presented in [67]. An example of obtained results for copy-move tampering detection using the
SURF Keypoints-based technique is given in Figure 9. In another work [68], authors introduced a
copy-move forgery based on a histogram of orientated gradients. Oriented key-points and Scaled
ORB features are investigated in [69] as well. RANSAC algorithm is used also in this context to
eliminate all possible false matched key-points. In [70], a hybrid method for forensics detection is
introduced based on both cellular automata (CA) and local binary patterns (LBP). The main goal is
to reduce as much as possible the complexity of extracting texture features using CA rules. In [71],
a copy-move detection algorithm is implemented based on both region and texture (LBP) visual
features. The method is evaluated on the basis of several image datasets, notably ASIA. Another work
is developed allowing fast tampering detection in [72] using the criteria of local bidirectional coherency
error. In fact, feature correspondences are refined on the basis of iteration over the improved coherency
sensitive search.

Figure 9. Copy-move tampering detection using SURF Keypoints-based technique: tampered image
(left) and result of tampering detection(right). Results were obtained based on the method in [67].

Data mining and statistical machine learning methods have been applied with success for digital
tampering detection. This class of approaches offers the possibility of developing evolving systems,
allowing both supervised and unsupervised datasets categorization into authentic and forged classes.
They make it possible to discover the relationships between data and to exploit the information present
in a database. In particular, statistical mixture models instances have attracted great interest in pattern
recognition, data mining and machine learning fields [73-77]. Mixture models provide high flexibility
to model both images and videos and to identify different types of forgery attacks based on local
or global visual features. Some promising works based on mixture models have been successfully
developed for the present problem [78,79]. Indeed, the problem of image inpainting detection was
solved through a hybrid generative/discriminative framework in [79]. The authors implemented new
probabilistic support vector machine (SVM) kernels to improve detection precision and overcome
the disadvantages of conventional SVM kernels (like linear kernel and RBF). These kernels take
advantage of the intrinsic structure of the dataset and are generated from statistical mixture model
named as “bounded generalized Gaussian mixture model (BGGMM)”. Another robust method based
on statistical mixture models was also developed in [78]. Indeed, a Bayesian algorithm for finite
inverted dirichlet mixture model is proposed since it allows high flexibility for images modelling.
Moreover, an inference method based on the Markov chain Monte Carlo sampling technique (MCMC)
is implemented instead of a frequentist approach in order to improve the accuracy. It is noted that there
are many other promising mixture models that can be extended and used with success for tampering



Symmetry 2020, 12,1811 12 of 26

detection. These statistical models have shown interesting results for many other applications related
to pattern recognition and computer vision [80-82]. Another recent work allows multiple copy move
forgery detection with symmetry-based local features, proposed in [83].

3.2. Splicing Tampering Detection

Unlike copy-move detection approaches, splicing tampering detection approaches are able to
detect suspected regions coming from other sources. Splicing tampering is the process of copying a
region from one image and pasting it into another different image. In this case, two or more images
are involved to cause misleading. In general, the process of detecting spliced images includes the
inspection of various inconsistencies between authentic and forged regions. Some blind detection
approaches solve this problem by searching for fingerprints from different cameras [84,85] or by
analyzing sensor noise [86]. Indeed, the source of images is identified with various artifacts such
as interpolation artifacts, defective pixels, color filter array, lens aberration, and JPEG compression
artifacts. In recent years, some studies focused on identifying the source camera devices (device brand)
in order to determine the image integrity. These works share basically common steps such as describing
the device’s model with a set of features, training the developed classifier based on the extracted
features, and finally predicting the image source class [87,88]. It is noted that many of the underlying
methods have apparent limitations in distinguishing between devices of the same brand.

On the other hand, the identification of the camera source is handled with various possible patterns
and artifacts such as photo response non-uniformity (PRNU), which is considered to be unique to a
particular camera. Furthermore, this pattern has been increasingly studied by several scholars [47-49]
and it has been found that it is capable of discriminating each single camera with geat precision
whatever the brand. The PRNU signal can be estimated by tiny imperfections of imaging camera.
It demonstrated that it is one of the stable and useful fingerprint for sensors identification. The pioneer
work that estimated the PRNU signal from an image was published in [89]. The absence of PRNU is
used as a clue for PRNU-based splicing detection methods. Recently, some researchers improved the
identification of the camera’s model using PRNU-based methods [48,49] and different formats of image
as well. For example, in [48], authors proposed to neglect the influence of unwanted artifacts for the
reference pattern noise which results in enhancing the accuracy and reducing the false identification
rate. In [90], an effective method was also proposed for tamper detection based on image hashing as
well as physical unclonable function (PUF). The estimation of the PRNU from RAW data to identify
source device is determined in different ways as detailed in [84,91,92]. In [91,92], raw data is used to
distinguish different devices from the same camera model and not to identify different device models.
This issue is addressed in [84] where a probabilistic algorithm for PRNU estimation is developed to
model the raw data as a Poisson process using the MLE approach. Thus, the proposed PRNU estimate
is applied to identify different camera’s models. The noise can also be used as a promising feature to
recognize authentic images [86] because any captured image by any sensor will generate specific noise.
Therefore, noise is considered to be a favorable clue to reveal splicing tampering. Composite image
detection (or splicing) is also treated with feature inconsistency in each image component [93-96].
For instance, digital tampering is treated by constructing noise level functions [96]. In conclusion,
we noticed that although some works yielded good results, others produced many false positives and
did not do well in localizing the tampering.

3.3. Toward Hybrid Methods

Despite the fact that some studies have been proposed to deal with copy-move tampering
detection and that they have reported promising results, many of them do not achieve high
performance. We summarize in this section the main drawbacks of several related methods.

e Asimage tampering detection is a hard problem, the computational time is relatively high for
block-based techniques, given that all pixels or extracted features must be examined per block.
Sometimes, large-scaling distortion is undetectable. In contrast, the feature-based techniques
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have less computational complexity. Thus, solving the trade-off speed-accuracy is now a
challenging problem.

o  Determining the best nd optimal feature extraction algorithm is not easy and final results are
highly dependent on the used technique, which can be a keypoint-based or block-based technique.

e In many cases, the existing methods in the literature fail to detect particularly small duplicate
regions (caused by copy-move operation), and therefore the accuracy will be very low.

e  Some methods fail to locate multiple duplicated regions.

e In general, keypoint-based techniques cannot address the smoothing tampering.

e  Sometimes, block-based methods are more accurate than keypoint-based ones in identifying the
shapes of duplicated regions.

e  Both the keypoint features and block-based matching have difficulties in accurately detecting the
smoothed shape region.

e  Most copy-move detection methods are unable to detect different types of attack at the same time
(e.g., compression, scaling, and noise addition, copy-move and duplication).

e It is too difficult that just one single image tampering detection method or algorithm
can reveal entirely forged images. Thus, involving several methodologies and abilities is
highly recommended.

e  Some tampering detectors may be misled by counter-intrusive processes created by counterfeiting.

To address the above limitations, researchers made a lot of effort to avoid the weakness of each
method alone and to take advantage of their strength together [97,98]. Most of the newly developed
ideas focus on combining both keypoint-based features and block-based matching techniques into
the same hybrid framework. For instance, a passive detection with a hybrid method is proposed
in [98], based on keypoints features analysis for triangle shapes rather than standard blocks. In this
case, objects are characterized by a connected triangles. Detector methods like SIFT and Harris are
applied for local keypoints features extraction. Combining several detectors based on fusion rules
is a promising methodology and allows the use of complementary properties to address a hard
problem like multimedia tampering detection. Nevertheless, traditional fusion methods can fail to
completely tackle this challenge, since they often do not take into account some properties like the
spatial dependence (neighboring pixels) and the intrinsic properties of the image. These properties
can be considered as important clues and evidences for digital forensics. Another promising work
dealing with this aspect through a decision-making process approach was published in [99]. Indeed,
authors examined the drawbacks of traditional fusing methods by developing an effective behaviour
knowledge space representation (BKS) for copy-move modelling and detection. Recently, a hybrid
method was developed that exploits local visual features [100] to improve block-based copy-move
tampering detection. In fact, SURF features are calculated on each block instead of calculating them on
the entire image. The same authors proposed another work based on SIFT feature and density-based
clustering algorithm to increase the performance of tampering detection. An illustration of such a
result is given in Figure 10.

Figure 10. Tampering detection using SIFT Keypoints-based technique: tampered image (top) and
result of tampering detection (bottom) [101].
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3.4. Video Tampering Detection

In this section, we report some relevant and recent works developed for video tampering
detection. Many of these works are able to detect suspicious objects or frames based on digital video
characteristics. To date, several implemented methods focus on identifying inter-frame or intra-frame
tampering [22,102-112]. Intra-frame-based methods can occur in either a spatial or spatio-temporal
domain (like frames copy-move or splicing). However, the inter-frame based methods (see Figure 11)
takes place in the temporal domain (like frame insertion, removal and duplication). One of the
pioneering works in this area has dealt with the so-called frame duplication detection [113], by taking
into account the correlation information between successive frames. Different types of attacks and
counterfeits can occur to disappear and remove video evidence. Thus, effective clues must be exploited
to uncover these counterfeits including for instance velocity and physical inconsistencies [103,107],
motion residuals [111], and statistical-contour features [109].

Original Frame Frame Frame
video/frames insertion deletion duplication

Figure 11. Example of attacks related to inter-frame tampering.

In general, video tampering is detected by verifying spatial alterations such as frame
compression [114,115] or temporal modifications such as frame addition or deletion [116,117].
Among the passive forensics’ techniques, double compression is one of the substantial clues for
video tampering detection. When handling compressed video, attackers follow certain steps to modify
this video by first decoding this video, then by manipulating it and finally by recompressing it.
This scenario is well illustrated in Figure 12. Obviously, this scenario will leave traces and footprints
that can be exploited as valuable information for forensic analysis [118-122]. Some studies have
addressed the problem of double compression detection including, but not limited to, the one in [118],
which is based on the use of efficient spatio-temporal features evaluated on the basis of local motion
vector field.

Original Frames (video)

{ First compression —
_________ _l_ e
- 1
Decompression 1
<
- 1
Tampering 1
_:
1
1
1

New compression

Tampered Authentic
frames frames
I’ —————————————— - =
l Frames storage 4

Figure 12. Basic scenario of tampering compressed video.
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Solving the video tampering problem is not obvious and one may consider the correlation
between a video’s frames as an important factor. Only few studies have focused on detecting the
frame duplication [108,109,123,124]. For instance, in [123], authors exploit the correlation of singular
value decomposition features between authentic and suspicious frames and the frame duplication
attack is detected using a similarity analysis-based method. In [109], motion residual features in each
frame are considered to identify manipulated frames. Another passive technique [108] is based on
the extraction of statistical features and the classification of these features into positive samples or
negative ones. Visual features are derived from wavelet-based moment and average gradient intensity,
and the extraction process is based on the concept of the adjustable width object boundary (AWOB).
The detection of frame duplication is handled differently as well, in particular with the SIFT descriptor
and the model bag-of-words (BoW) [125]. This technique can only find duplicated frames and not
other forms of attacks. Other works addressed various types of attacks simultaneously such as frame
deletion and frame insertion using, for example, histogram of oriented gradients (HOG) features [126].
In this particular work, authors exploit the so-called motion energy image to extract the image-edge
and then to locate both frame duplication and shuffling manipulations.

The extraction of efficient spatio-temporal features remains the main challenge for most
researchers in order to determine duplicated frames with high precision. For instance, the singular
value decomposition (SVD) is performed in conjunction with the Euclidean similarity measure in [123].
DCT was also exploited to create a set of features. For example, the standard deviation of residual
frames is used to pick some frames from the video sequence and then the DCT entropy is exploited in
detecting inter-frame duplication [23]. In [127], the authors utilized DCT to create a set of features for
each frame, and then to discover the presence of forgery using the correlation coefficient. This method
provides good results but the computational time is too expensive.

Videos can be forged with the temporal splicing operation as well. To address this kind of
tampering, a detector was designed in [128]. It assesses whether a video was temporally interpolated
by calculating the temporal correlation among video frames. This detector has been improved later
by taking advantage of the edge-intensity in order to pick out the presence of video frame-rate
up-conversion [129]. The authors studied as well the Kaufman adaptive moving average (KAMA) to
separate authentic frames from interpolating ones. Other clues and traces, notably video noise-based
correlation, have also been examined to conduct counterfeit videos detection [130]. Their work is
based on the exploitation of the extracted noise residual as a robust feature characteristics and the
use of block-level correlation technique. They model the distribution of correlation of temporal noise
residue in a tampered video as a Gaussian mixture model (GMM). However, their approach greatly
depends on the noise reduction technique. Indeed, when the noise intensities of the original and
tampered regions are different, it fails to reduce the noise accurately and can miss some forgeries
because of the calculation error of noise residual. It should be noted that conventional Gaussian-based
mixture models (GMM) are popular tools allowing acceptable results for modeling univariate data;
nevertheless, they fail to fit various complex shapes. Other alternative mixture models including,
but not limited to, the generalized GMM may be a more attractive choice for data modelling [76,77,81].
The latter is able to provide more flexibility to better adapt the form of non-Gaussian data than the
conventional Gaussian distribution (GMM). A different approach is presented in [131], in which the
noise level function (NLF) is used to detect suspicious regions in static scene recorded from video.
The authors deal with linear and nonlinear NLFs as noise’s inconsistency to detect forged regions.
In the same context, pixel prediction error is analyzed to conduct forgery detection. It is calculated
from spatially collocated frames in a group of pictures (GOP) [132].

Recently, some attractive passive video tampering detection techniques have been
implemented [133-136]. Among them, there are approaches that take advantage of statistical models
which are applied with success in this context [135,136]. On the other hand, an automatic technique
based on the noise-level variation is presented in [133]. Indeed, the motion-compensated frame rate
up-conversion was exploited as well for malicious detection purposes like counterfeiting frame rate.
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This problem is also treated in [134], where the residual signal is defined as an indication to locate
interpolated forged frames. Wavelet-based moment and average gradient intensity were also estimated
in conjunction with the concept of adjustable width object boundary (AWOB) and the SVM classifier
in order to identify positive samples (original videos) and negative samples (tampered videos) [108].
We have noticed that many studies have indicated that the performance of their algorithms deteriorates
when it comes, for example, to processing high quality compressed videos. In addition, they are unable
to locate all possible interpolated frames and are unable to recover texture details for multiple video
cases [129,133]. The other point is that most inter-frame techniques are expensive and cannot detect
multiple attacks at the same time.

4. Forensics Multimedia Datasets

4.1. Datasets

In the state of the art, a number of public datasets are accessible for multimedia tampering and
can be served as a benchmarked dataset for performance evaluation. Some metrics are also required to
validate the obtained results with respect to the ground truth. In the following, we provide a concise
description of well-known available datasets.

o  MICC-F220 dataset [15]: It is collected by 220 images: 110 are original images and 110 tampered.
They represent different scenes like animals, plants, and artifacts.

e  MICC-F2000 dataset [15]: This publicly accessible database contains in total 2000 images,
where 1300 are authentic and the other 700 are tampered with.

e CoMoFoD dataset [137]: It is composed of 260 image sets, where each set includes the original
image, a colored /binary mask and the tampered image. Several post-processing activities have
been performed on this dataset. Overall, 200 original images with resolution (512 x 512) are
post-processed to generate a total number of 10,400 images. The remaining 60 original images
have a large resolution of (3000 x 2000) and are post-processed as well, to have a total number of
3120 images.

o  Wild web-tampered image dataset [138]: It is a very large collection of tampered images from
the web and social media sources, accompanied by a ground truth annotation masking the
representation of the location of the forgery.

o  CASIA-v2.0 dataset [139]: It is an available dataset for tampered image detection evaluation. It is
composed of 7491 color authentic images and 5123 manipulated ones (spliced and/or blurred) of
different large sizes, from 240 x 160 to 900 x 600. Certain original images are acquired from the
well-known Corel dataset.

e  CISD dataset [140]: It is a public collection for splicing detection with 1845 images provided by
the lab DVMM at Columbia University. There are 933 authenticated images and the other 912
are faked blocks of size 128 x 128 pixels. Two fundamental operations are performed to create
spliced images: crop-and-paste operations from the same source image or two different images.

e  Multimedia forensics challenge (MFC) datasets [141]: It is a very large collection of digital media
(images and videos) forensics challenge (MFC) evaluations. There are about 176,000 original
images and 11,000 original videos, where more than 100,000 are manipulated images and 4000 are
manipulated videos.

e  Realistic tampering dataset [142]: This dataset contains 220 color authentic and 220 realistic forged
images with size of 1920 x 1080 pixels. Images are captured by different cameras (Sony, Canon,
Nikon D7000, Nikon D90).

o  FaceForensics++ dataset [143]: It is a large scale publicly tampered video dataset composed of
1000 tampered face videos and 1000 authentic videos. Authentic videos were extracted from
YouTube and social media. Each manipulated source video has an original counterpart.
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e  VTD dataset [144]: This video tampering dataset (VID) is composed of 26 tampered videos and
26 original counterparts which are downloaded from YouTube. The forged video files are obtained
as follows: 10 sequences based on splicing attacks, 6 based on an inter-frame forgery and 10 based
on copy—move attacks. Each sequence contains between 420 and 480 frames.

Table 3 summarizes several publicly available datasets for both image and videos tampering
detection. These datasets can be used by researchers for evaluation purposes.

Table 3. Summary of notable public datasets related to image and video tampering detection.

Dataset

Description

MICC-F600 [15]

Used for image copy-move tampering detection: (110 original, 110 tampered)
where the image size is 800 x 533.

MICC-F2000 [15]

Used for image copy-move tampering detection: (1300 original, 700 tampered)
where the image size is: 2018 x 1536.

CISD [140] Used for image splicing detection: (933 original, 912 tampered)
where the image size is: 128 x 128.

UCID [145] Used for image retouching detection: contains 1338 images.

CMH [67] Used for image copy-move tampering detection: (108 original, 108 tampered)
where the image size is: 845 x 634.

Wild Web tampered [138]  Very large collection of tampered images from the Web

CUISDE [146]

Used for image splicing detection: (180 original, 181 tampered)
where the image size is (757 x 568).

CASIA-v1.0 [139]

Used for color image splicing detection: (800 original, 921 tampered)
where the image size is (374 x 256).

CASIA-v2.0 [139]

Used for color image splicing detection: (7491 original, 5123 tampered)
where the image size is (240 x 160 and 900 x 600).

CMFDA [29]

Used for image copy-move tampering detection: contains 48 images with
JPEG compression

CoMoFoD [137]

Used for image copy-move tampering detection: (200 original, 60 tampered)
where the image size is (512 x 512).

MFC [141] Used for both images and videos forensics challenge. (176,000 original images,
100,000 tampered) and (11,000 original videos, 4000 tampered videos).

VTD [144] Used for video forgery detection: (26 original videos, 26 tampered videos).

FaceForensics++[143] Used for video tampering detection: (1000 original videos, 1000 tampered videos).

SULFA [147] Used for video tampering detection: (10 original videos, 10 tampered videos).

4.2. Evaluation Metrics

For tampering detection assessment, several metrics can be used. The commonly used metrics
are true positive rate (IPR) and false positive rate (FPR). Tampered images are designated as positive
samples, and original (or authentic) ones as negative samples.

e  True positive rate (TPR) = TP/(TP+ FN) =

#Images detected as tampered being tampered
tampered images

e  False positive rate (FPR) = FP/(FP+ TN) =

#Images detected as tampered being authentic
authentic images
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The performance can be also evaluated through other metrics such as the precision (or accuracy),
true negative rate (or specificity), Matthews correlation coefficient (MCC), ROC curves and F1 score.

e  True Negative Rate (specificity) = TN /(TN + FP).

e  False Negative Rate (FNR) = TN/ (FP + TN).

e Accuracy = (TN +TP)/(TP+ FP+ TN + FN).

e MCC=(TN x TP'FP x FN)/+/(TP + EP)(TP + FP)(TN + EN).
e Fl1=2TP/(2TP + FN + FP).

The correct detection is designed by true positives (TP); the number of false positives (FP)
(i-e., if the authentic is detected as tamper); and the number of false negatives (FN) (i.e., if the tamper is
detected as authentic). The performance of any developed algorithm is considered satisfactory if it
achieved high detection accuracy and low FPR and FNR.

5. Discussions and Conclusions

Passive multimedia tampering detection is one of the fastest-growing scientific research fields.
In this manuscript, we have focused on the main recent state-of-the-art approaches that detect both
image and video forgery. There are primarily two scenarios for forgery detection: block-based or
keypoint-based. Such a process might involves two steps: visual feature extraction and matching
steps. Common block-based techniques often use global features instead of local descriptors like
DCT, DWT, Fourier transform and other frequency transforms which are robust against blur, noise,
and JPEG/MPEG compression. Regarding matching processes, they frequently utilize lexicographical
and KD-tree as sorting techniques. The role of this step is to improve the computational complexity
especially when looking for duplicate blocks, which results in quickly locating similar blocks
(or features). Many works have studied as well the complexity by considering specific conventional
and classical techniques, such as PCA and SVD. They help to guarantee the reliability of any counterfeit
detection algorithm while maintaining a reasonable calculation time. On the other hand, it is
important to note that the block-based category has a limited capacity when dealing with global
features which are sensitive to the invariance property against geometric transformations, such as
scaling, rotation and projection. Therefore, these descriptors lack the capability to find all possible
similar blocks (i.e., authentic and forged blocks). This issue still results in low overall detection
performance. Consequently, as to improve the tapering detection, future directions have to be directed
to investigate more effective hybrid descriptors and matching methods, including but not limited to,
geometric moments (e.g., Fourier—-Mellin transform) and texture-based features.

Tampering detection techniques based on keypoint features are also considered popular among
other techniques. They are based generally on efficient local visual features like SIFT and SURF which
has led, in many cases, to high performance. It is also known that these techniques have proven to be
effective against geometric transformations such as scaling, rotation and translation. Nevertheless,
this kind of approach fails to identify especially highly textured manipulated regions or frames in
a video sequence. In addition, local descriptors do not have the capability to distinguish between
authentic similar regions and forged ones, which results in high false-positive rate notable when
handling smoothed images and/or videos. It should also be noted that the keypoint features are
incapable to determine the shape region between the extracted points, which makes it possible to
achieve poor results. On the other hand, keypoint-based methods can be considered very expensive in
terms of time complexity because they treat a huge amount of points during the matching process and
this is for each image and video. Therefore, it is important to propose new suitable methodologies if
one wants to process complex and smooth multimedia data. It is also recommended to find robust
techniques that allow one to reduce the computation time (by carefully reducing the number of local
features) without degrading the detection performance. Thus, the question here is how to determine
the minimum and sufficient number of invariant keypoints describing the desired image and allowing
us to discover regions of altered texture.
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In the recent past years, most of the efforts have been devoted to static image tampering
detection, but video (dynamic) tempering has not received a lot of attention. The main reasons
are related to the complexity of the dynamic scene analysis, the computational cost, the presence of
occlusions, the changes in perspective, the multiple scales, the varying lighting conditions, and the
spatio-temporal features extraction challenge (e.g., color, texture, shape, structure, layout, and motion).
Some researchers thought that it would be easy to exploit and extend the techniques used in the case
of images to the more complex case of video fraud. Still, some types of forgery cannot be detected
since there is no consideration of the temporal fact in a video, which is the relationship between
frames. For example, a simple duplication remains hidden due to the fact that each frame appears
authentic if tested separately. Moreover, it is hard to detect a simple replacement given that each frame
seems to be authentic if we consider that frames are independent. For the case of spatio-temporal
doctoring detection, scientific research is just getting started, and the prevention task is not yet well
studied. Recently, only few works have been looking into video authentication, but the detection
performance is far from being reliable. In addition, most of the proposed methods ignore the rich
spatio-temporal content of videos, which can be very helpful. In fact, these methods consider a video
as a set of independent frames, so they ignore the spatial and temporal relationships between these
frames. Research in this field is far from offering robust solutions.

In summary, various techniques and studies in literature have been developed to address the hard
problem of digital multimedia tampering detection and many of them have reported promising results,
however, the detection performance is far from being reliable (in terms of number of false positives).
Many of these approaches are generally less effective, especially when dealing with homogeneous areas
and when we want to maintain robustness to rotation, scaling, blurring, noisy images, and compression
with loss. It is also important to say that despite the importance of the online aspect, not all the
proposed video counterfeit detection techniques work effectively in an online manner and many of
them have limitations when handling a large number of video sequences (big data). In addition,
it is important that further research studies the temporal relationship property between frames in
order to increase the spatio-temporal forgery detection. This objective could be achieved if one
considers the success of advanced and modern methods derived from computer vision, data mining
and machine learning fields. For example, statistical learning approaches allow the efficient modelling
of large-scale of information and then they could be a good alternative for both image and video
tampering detection. Regarding the complexity of extracting several features from the video, this issue
can be tackled by adopting feature selection procedures. It is worth noting that for digital tampering
detection, providing more information could improve the expected results. Indeed, specific objects
are distinguished and characterized on the basis of their characteristics (shape, colour, texture). Then,
considering the fact that some characteristics (or descriptors) are more relevant than others which are
called “informative descriptors”, it will be more practical to use only these informative descriptors
instead of applying all possible descriptors. The irrelevant characteristics can be only noise, thus not
effective to describe accurately the desired objects. Selecting only the most relevant spatio-temporal
features is particularly important and plays a primary role in improving the accuracy of manipulation
detection algorithms and decreasing the computational time. Addressing these issues will certainly
help achieve high performance in terms of real-time tampering detection. In addition, exploring these
challenges could open the door to more effective contributions.
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