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Abstract: Web-based platforms (WBPs) are online spaces where the user can interrogate and analyze
data series gathered in quasi-real time from monitoring network/s. These online tools are increas-
ingly used by government agencies, local authorities, contractors, and researchers for visualization,
management, control, and analysis of monitoring data. In the risk mitigation framework, WBPs must
incorporate specific tools and functions to be integral to non-structural mitigation activities. This is
particularly important for the mitigation of landslide-related hazards, that sometimes are challenging
to address with structural solutions. The state-of-the-art paper considers the evolution of WBPs for
risk mitigation from a pioneering research topic of a decade ago to the current applications that are
sometimes comprised within commercial packages. First, we describe what nowadays represents the
WBP requirements regarding usability and data visualization for proper data communication. Next,
tools for data management and solution regarding interoperability and data analysis are discussed.
Lastly, considerations on data filtering in the context of alert and alarm triggering are presented. To be
a reasonable alternative to structural mitigation works, non-structural solutions such as monitoring
for alarm triggering or early warning must be dependable and stable. We have synthesized the
fundamental requirements of monitoring networks devoted to risk mitigation with the expression “5
Rs”: robustness, redundancy, reliability, resilience, and responsiveness.

Keywords: web-based platform; risk mitigation; non-structural countermeasure; alarms; data management

1. Introduction

In the past decade, web-based platforms (WBPs), which gather data from monitoring
networks in order to present them online, have switched topic from a broad tool used in
both academia and the private sector to a niche area of research [1].

A web-based platform, according to our definition, is an online space where the
user can interrogate and analyze data series gathered in quasi-real time from monitoring
network(s). Following this definition, web-based platforms differentiate by means of web-
Geospatial Information Systems (GIS), since web-GIS are more focused on the geospatial
information content associated with the data (either static or dynamic) rather than on
the measurement data/quality of specific sensors in quasi-real time. In any case, the
challenge is to collect and synthesize data in a standard format so that users, researchers,
and stakeholders can readily access it via the Internet [2].

It cannot be stressed enough how the entirety of the evolution of web-based platforms
has been possible because information and communication technology (ICT) has taken
giant leaps in the last thirty years, as already pointed out in 2005 by Culshaw [3]) These
improvements encompass storage and data management, analysis methods, computational
power, and internet protocols [4]. However, the need for a proper framework to organize,
analyze, and share data increases concurrently when the amount of information gathered
increases [5,6] as might occur for complex monitoring systems. In fact, a fundamental
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feature of up-to-date web platforms is that they should be easily scalable, enabling the
rapid addition of new sensors with different time bases and allowing for redundancy.

Most monitoring techniques have undergone continuous advancements in hardware
and software platforms, improving the quality and significance of data collection, real-time
processing, and user interfaces [7]. As the technical possibilities grow along with the
production of lighter and cheaper instruments [8], the focus needs to be moved to data
management. Large amounts of data need to be handled and interpreted appropriately,
even considering the integration between remote sensing data (from unmanned aerial
vehicles or satellites) and in situ measurements [9]. When implementing a new monitoring
network, it is, therefore, necessary to provide the stakeholder with the tools to accurately
manage data combined and derived from different instruments on the same site [10].
Nevertheless, making data available on interactive web systems is not just a matter of
access. Yes, data may be easily consulted and seen everywhere, but may also be shared,
compared, and analyzed with the tools implemented in the web platform [11]. Embedded
algorithms can, for example, support identifying events or thresholds that can trigger
an alert [12,13]. Collecting all data in a unique repository is also fundamental for the
application of machine learning techniques [12] and for alert/alarm purposes.

Some private companies now offer web tools to retrieve, interrogate, and somewhat
analyze data from state-of-the-art instruments, such as GeoMoS Now® by Leica [14] or
T4D® by Trimble [15]. However, some of these systems are proprietary and cannot integrate
sensors from other firms. This is usually not a problem for monitoring systems that rely
only on topographic data, but becomes an issue when other monitoring sensors, such as
piezometers and inclinometers, are integrated into the web platform. There is a specific
need in the market, both in the public and the private sectors, for these tools. In fact, some
private companies have recently developed a business specifically designing web-based
platforms as ready-to-use products for monitoring purposes. Among them is Vista data
Vision (https://vistadatavision.com (accessed on 17 March 2023)), which has been used
for integrating remote sensing data with ground-based sensors [9], and the Geoguard
web platforms by GReD (https://www.g-red.eu/geoguard/ (accessed on 17 March 2023)),
which have been used to monitor landslides [16] and to assess the structural health of
bridges [17].

2. Monitoring for Risk Mitigation, the 5 Rs, and Why Web Platforms Can Help

To mitigate landslide risk, two options should be considered: structural and non-
structural mitigation measures [18]. Structural approaches have been widely used in the
past because they allow for the management of landslide-related risk by acting directly on
the hazard. However, these solutions are costly, impactful to the landscape, and subject to
incremental damage due to aging. On the other hand, non-structural mitigation measures
include policies such as relocations, trainings for the exposed population, and monitoring.
The main aim of these measures is to reduce the risk without physically interfering with
the hazardous process [19].

Non-structural measures have the advantage of, in general, minor impacts, as well
as overall costs that are usually lower [20]. In the authors’ experience, a well-structured
monitoring system for triggering alerts and alarms, maintained and updated for a decade,
costs roughly a twentieth of the average structural mitigation solution in mortar and steel
for a medium-sized landslide. Comprehensive cost–benefit analyses have been carried
out for flood risk management regarding the effectiveness of structural vs. non-structural
mitigation solutions. These studies concur that non-structural approaches are more cost-
effective [21,22] Therefore, in purely economic terms, non-structural solutions are preferable
in most conditions [23].

The downsides of non-structural mitigation measures are the continued necessity
of maintenance and updating of the system, the dependence on the compliance of the
exposed population, and the need for experts that can interpret the data and retrofit the
alert mechanism [24]. Moreover, non-structural methods cannot protect immovable or
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exposed elements, such as buildings and infrastructure, from hazards. Still, they can
support the assessment of the damage status of the monitored structure by integrating data
from structural health monitoring systems [25].

In this context, monitoring systems specifically designed for landslide usually serve
as proxies for risk reduction, either as non-structural mitigation systems for alert/alarm
purposes or as tools to gather information and, thus, reduce uncertainty for the design
of effective and efficient structural countermeasures. In both cases, it is likely that the
landslide object is too large (contraindicating structural approaches due to extensiveness)
and/or with a peculiar dynamic and/or several elements at risk, thus requiring a complex
and extended monitoring network composed of different types of sensors [20].

For risk mitigation purposes, there are two main questions that need to be addressed
through the analysis of time-series monitoring data: (i) the identification of the triggering
factors that induce increased activity in the landslide, and, concurrently, (ii) distinguishing
ordinary activity of the landslide from paroxysmal activity [26,27]. Both of these steps
require reliable monitoring data with long-term acquisition. Long-term acquisition is
fundamental for time-series analysis as it allows for the identification of sensors that better
represent the dynamic of the investigated phenomena. In fact, it may be that not every
sensor is placed in the right spot, especially for large-scale landslides. However, having all
the data easily accessible on one platform allows for a more precise and rapid identification
of the more informative sensors [28]. Moreover, long-term monitoring provides more
chances to intercept extreme meteo-climatic events triggering paroxysmal activities of the
landslide under investigation, which are highly informative from the point of view of
whole hazard assessment [29].

Nevertheless, extracting data from monitoring is only the first part of the process.
Data need to be safely stored, continuously checked, and made usable—otherwise they
will only sit in a desk drawer (or in a computer file), inaccessible, useless, and forgotten.
Risk mitigation monitoring networks should be, concurrently, robust, redundant, reliable,
resilient, and responsive (the 5 Rs). In this framework, WBPs are an essential tool both for
accessibility and for ensuring the 5 Rs.

With WBPs, data are collected, stored, and matched on a single server-side framework
(physical or cloud-based) located outside the hazardous area, warranting robustness. As a
result, data are not lost in case of a paroxysmal event or in the event of power supply failures.

WBPs ensure redundancy by integrating different types of sensors monitoring the same
hazardous phenomenon. Reliability follows directly from redundancy, as comparing data
from different data sources with user-guided or algorithm-based filtering of data allows
local errors in the time series to be detected, notified, and, if needed, removed. The WBP
should, in fact, allow the user to assess the goodness of the measure and how it compares
with other time series.

Well-designed WBPs should also be resilient by automatically adapting if data from a
monitoring device are lost, avoiding complex data management, and always allowing for
high-quality data visualization.

Lastly, the WBP should be responsive in two ways: data-to-user and user-to-data.
First of all, naturally, WBPs should provide an easy-to-use support system for decision
makers to interact with a continuously updated and usable system. Tools for data analysis
should be present. However, secondly, and of no lesser importance, the remote user
interface should allow for regular maintenance of and direct access to the instruments for
calibration and synchronization. It is, in fact, fundamental to include a tool that allows for
the modification of the acquisition time of the sensors in the case of increased activity of
the phenomenon of interest (i.e., due to adverse meteo-climatic conditions). This option
should be implemented in order to be both manually and automatically activated in the
function of imposed thresholds.
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3. Usability and Data Visualization

Who will access our WBP? This is the first question that should be addressed while
designing the platform’s homepage. Will stakeholders access the page? Will the exposed
population do so? Will it be a working tool only for research and practitioners?

The website could be made accessible only to specific users and protected by pass-
words, or completely open, depending on the needs of the types of users. In any case,
one should always remember that data (in particular, large amounts of data) are usually
difficult to communicate and read to local authorities and the general public [30], especially
when they carry an emotional dimension, as everything related to risk does. In this case,
some data might be left open to the public with read-only access, while the entirety of the
database and tools might be available only to registered users.

Some types of WBPs could be designed to allow data to be gathered using crowd-
sourcing tools [31]. However, the question of whether webpages open to the public should
allow for simple interactive data analysis must be evaluated case by case as a function of
the level of risk, the peculiar dynamic of the landslide, and possible legal impediments [32].
Farfetched “analysis” from non-experts could spread like fire on social media and cause
alarm or even panic [33]. On the other hand, engaging those more exposed to risks related
to the dynamics of the landslide process and allowing them to know and understand what
is being accomplished through monitoring could generate secondary, but no less critical,
risk mitigation in the form of risk awareness [34]. In addition, on this basis, situational
awareness can be more easily achieved during a crisis [35], aiding in the overall disaster
response and the recovery process.

In any case, whether the user group is composed of a tiny group of practitioners or
the whole population, the first key target for a well-functioning WBP should be usability.
Usability is one of web applications’ most important quality factors [36]. Following the
ISO definition, “usability is the extent to which a product can be used by specified users to
achieve specified goals with effectiveness, efficiency, and satisfaction in a specified context
of use” (ISO 9241-11, 2018 [37]). WBPs should be targeted to be user-friendly and useful,
helping users to work easily and efficiently with data. The fact that user interfaces are
a form of communication in themselves [38] cannot be stressed enough. For this reason,
WBPs should always be designed to work properly on mobile devices or, at least, to provide
a user experience comparable to that offered by the standard website.

When monitoring a landslide or a structure subject to landslides, displacements are
one of the main measured quantities. Graphs should be easy to read to improve usability,
drawing from rooted communication codes [39]. For example, heat maps are a typology
of auto-explicable graphs that highlight attention zones, usually with increasingly strong
reddish colors while lesser quantities are indicated in more pastel tones [40]. One usage
of this approach is shown in Figure 1, in which the entities of displacement, recorded
in crackmeters, monitoring the damage within a tunnel subject to landslides are drawn
in reddish colors for positive (crack opening) and in blue for negative quantities (crack
closing). In any case, when choosing the color palette for heat maps and all other figures,
colorblind friendliness should be assessed [41]. For example, if using the typical traffic light
color palette to communicate hazards (green, no hazard/little hazard; yellow, medium
hazard; red, high hazard), there are specific adjustments that need to be made in order to
ensure proper communication with individuals affected by colorblindness [42].
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Figure 1. A screenshot of WBP, developed by the authors for the Italian National Road Authority
(A.N.A.S.). It concerns the structural health monitoring system for a tunnel damaged by a land-
slide [25]. Ampezzo and Forni di Sotto are two municipalities in northeast Italy. The figure shows
positive displacements in red and negative displacements in blue, recorded in crackmeters. The
arrows show the vector components from another type of sensor, clinometers. In a single image, all
the instruments installed in this tunnel segment are shown together to provide a full impression of
the status of the structure.

Another feature that needs to be considered is synthesis, in addition to the fast com-
munication of information through images [43]. On the web platform’s homepage, a small
set of figures, or ideally just one, should be available that can summarize all the chief
parameters and data to provide a gestaltic impression of the general state of the landslide
and of the monitoring equipment. In general, data should be presented both in graphs
and in zoomable maps, along with dynamic infographics that provide immediacy to the
content and a significant communicative impact [44].

4. Data Management

We define data management as the incorporation, storage, organization, and preser-
vation of the data generated and gathered by a web-based platform. The goal of the data
management process, which combines several distinct tasks, is to guarantee that the data
stored in the platform are reliable, accessible, and updated. Moreover, effective data man-
agement is essential to provide resiliency against changes in the scenario (e.g., needs for
additional sensors, changes in the sampling period, failure of the sensors, etc.), and to
support the decision-making process.

Data, in this sense, can be leveraged to improve additional survey initiatives, remedia-
tion operations, and life-saving measures, all with the aim of boosting the knowledge and
the alert responsiveness. Yet, poor data management may cause the monitoring action to
struggle with inconsistent datasets and data quality issues, which can make proper and
reliable analysis difficult or, worse, provide inaccurate results.

Data processing, storage, and rules regarding the formatting and utilization of data
in the platform are covered by different aspects comprising the entire data management
process, for both operational and analytical data. We define the operational data as the data
produced on a daily basis by the sensors and collected by the platform. On the contrary, the
analytical data are the aggregated information to be digested and analyzed for the platform,
which are used to make decisions.
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The first stage should be designing the data architecture, especially when a significant
amount of data is expected to be handled. This step includes an outline for data manage-
ment and the deployment of the corresponding database. If needed, it may also include
the deployment of additional data platforms, including specific solutions to fit particular
applications (e.g., data platforms of proprietary sensor solutions). The most popular plat-
forms for storing monitoring data are, of course, databases. A database includes a set of
organized data that can be accessed, changed, and controlled. These are utilized for both
operational and, more critically, analytical data. As a result, database administration is a
crucial aspect of data management. When databases are set up, performance monitoring
and tweaking must be performed to ensure acceptable response times to database queries
that users execute in order to access the data stored within them.

At the same time, database administration is a crucial aspect of data management.
When databases are set up, it is essential to monitor their performance. Further tuning may
be needed to ensure adequate response times to database queries requesting to access the
stored data stored. Additional administrative duties include applying software updates
and security patches; database design, setup, installation, and updates; data security; and
database backup and recovery. Additional aspects of data privacy and protection, such as
the general data protection regulation (GDPR) [45], may be also considered.

The preferred technology used to deploy and maintain databases is the so-called
database management system (DBMS). A DBMS is a piece of software that serves as an
interface between the databases it manages and the database administrators (DBAs), end
users, and applications that use them. File systems and cloud services are two alternatives
to legacy databases that store data in ways other than the tabular relations used in relational
databases. These solutions provide greater flexibility in terms of the types of data that may
be stored and how the data are displayed. On the contrary, they are not well suited for
managing complex operations on data.

Among the core data management functions, we have the data governance, which
establishes policies and procedures to ensure data consistency; data quality management,
which aims to fix data errors and inconsistencies; and master data management (MDM),
which creates a common set of reference data on a variety of topics. Finally, we have the
data modeling, which provides a description of the connections between data elements
and the flow of data through the system; and data integration, which combines data from
various data sources, for both operational and analytical purposes.

As per the operational data, with these functions, it should be possible to support
custom requests, e.g., increasing sampling frequency during critical periods. Moreover,
each instrument should have specific modules with sensors and loggers to fully implement
a flexible data integration process. In this way, new instruments may be easily integrated
into the platform when sensors become defective or damaged or when additional devices
are deployed. In addition, the platform, at database level and in the analytical operation
mode, should be integrated with specific routines capable of detecting malfunctioning
sensors and triggering alerts to the platform manager via SMS, Telegram, or email.

The customizable and flexible structure of the platform can be considered a primary
requirement in the management of the overall system.

5. Interoperability with Other Data Sources

Integrating data from different sources in the database requires an additional frame-
work of software and routines to deal with the specific format of the data source. In the
simplest scenario, it may be possible to rely on standard functions offered by specific soft-
ware sensors. Unfortunately, however, in general, these routines represent an additional
software layer on top of the DBMS.

Therefore, an operative WBP should be able to integrate heterogeneous data and
services from several providers through separate application programming interfaces
(API), which are software intermediaries that allow two applications to talk to each other.



Water 2023, 15, 1632 7 of 12

This structure is, per se, modular, and additional routines are to be integrated when new
types of data sources are required to be added.

In this way, interactive maps from both commercial providers and open, meteorologi-
cal data in quasi-real time, as well as several other data sources, could be added in order to
multiplicate the platform’s capabilities and provide a holistic tool with all the information
necessary for data analysis in a single location.

Effective interoperability relies on the proper documentation of the data to be inte-
grated. For example, it may be necessary to know the structure of proprietary databases
or storage solutions of sensors to properly extract and integrate the data in the platform
database. Please note that this step may require some reverse engineering effort. A more
reliable and efficient way of obtaining such information is by the metadata accompanying
the data itself, but these are not usually provided or well-compiled.

6. Tools for Data Analysis, Interpretation, and Alarm/Alert Triggering

Continuous monitoring provides time-series data. WBPs showing time series are
currently widely diffused, especially for meteo-climatic data. They usually rely on public
libraries for data plotting, such as dygraphs (JavaScript) and D3 (either JavaScript or
Python). However, most platforms do not allow users to interact with the data or perform
any type of analysis.

For landslide-related studies, time-series analysis is fundamental for the identification
of patterns of activity of a landslide and the recognition of triggering factors. Several
techniques have been proposed to predict the temporal occurrence of landslides at the
slope-scale [46,47] or to characterize the dynamics of a large-scale landslide [48]. In this
paper, however, we do not address the pros and cons of different methods; instead, we
focus on how a well-structured WBP could support data analysis, especially if performed
by users who are not numerically inclined.

WBPs generally provide displacements (either superficial or along the slip surface)
vs. time graphs. However, it is also essential to associate the displacement data with accu-
mulated rainfall, temperature, and any other likely forcing element, to check, at first only
visually, for correlations between signals (Figure 2). In fact, piezometers are usually present
in monitoring systems for landslide mitigation (pore pressure transducers). Variations in
the pore pressure and/or the water table might affect slope stability [49,50]. However, to
detect the activity of a landslide of velocity class 1 to 4 [51], some kind of displacement
measurement is required, at least in the first phases of the analysis, to calibrate a custom
model that is based on the variations in the water table for the specifically investigated
landslide [52,53]. This can also work using other variables, such as temperature [54] and
water flow [55].

Another aspect that should be present is the possibility to select the time window of
analysis in order to find data focused on intense meteo-climatic events and/or landslide
accelerations. Concurrently, it might be useful to allow a simple linear regression analysis to
be produced for the purpose of estimating the rate of displacements over time. This tool also
helps, when data are affected by errors, to filter them in a simple and user-friendly way.

Data filtering can and should be implemented in the platform, but with some caution.
Both filtered and unfiltered data should be available to the expert user, while some sim-
plified and filtered versions can be left open to the general public. Unfiltered data might
help to detect hardware malfunctions or to heuristically identify a pattern that was not
accounted for while implementing the filtering algorithm. This could happen, for example,
when setting a filter (or an alarm) that considers previous data in order to define a “stan-
dard mode” of the observed phenomenon, such as running average-based methods [53]
or statistical methods [56–58], or methods based on the analysis of first or second-order
derivatives [28,59,60]. For slow-moving landslides with plastic behavior, doing so could
be reasonable. However, if some fragile, sudden deformation occurs, these data filtering
methods could risk obliterating the signal despite its significance. It is, therefore, of the
utmost importance that data filtering is constantly checked, informed, and calibrated,
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especially when data are used for alert/alarm triggering. This also applies, conversely, to
numerical methods for addressing the issue of missing data through inference. If a decision
is made to populate the dataset with simulated data, it should be clearly indicated in the
graphical outputs of the WBP.
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of different data from different sensors and for the graph time window to be defined dynamically.
On this page, for example, both cumulated rain and snow cover can be associated with data from
in-place inclinometers and/or piezometers.
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General alert/alarm triggering is an optional feature in a WBP, and a very delicate
one, as it directly concerns public safety. It can be set up as a simple threshold overcoming
calibration, for example, on the rate of displacement and cumulated rainfall, or it can
be based on more complex algorithms. For site-specific monitoring systems, alert/alarm
triggering usually requires a training period to understand the behavior of the landslide
under different conditions and to define a dynamic model for the landslide [61,62]. Suppose
a correlation is found and the hypothesis is tested and validated numerically. In that case,
it is possible to include this model in the data management procedure alerts that signal
the event that requires attention to a specific user group [63]. This could be performed by
SMS, Telegram, email, or other messaging tools. In any case, from a programming point
of view, the communication of the alert/alarm can be issued analogously with that of a
malfunctioning sensor.

7. Conclusions

Web-based platforms (WBPs) are becoming fundamental tools for the non-structural
mitigation of landslide-related risks. Non-structural mitigation measures will become more
and more widespread as the technical capabilities of monitoring devices and their reliability
improve and their costs gradually decrease. In fact, from a purely economic point of view,
non-structural mitigation approaches are generally much cheaper than works of construction.
However, the lack of confidence regarding their robustness and resilience has generally
been an obstacle to implementing these kinds of “soft” mitigation solutions. This can be
overcome through improving the quality of monitoring sensors and by integrating data in a
well-designed WBP with proper data management, API integration, and analysis tools.

Lastly, WBPs can and should also be tools used to interface with the exposed popu-
lation through specifically designed web pages. The use of the WBP can operate in two
directions. Firstly, it can facilitate the collection of data through crowdsourcing, such as
uploading images to demonstrate the activity of the landslide: for example, small clasts on
the road. Secondly, by involving populations more vulnerable to the risks and educating
them about the monitoring process, an additional, but equally important, risk reduction
strategy can be created by raising risk awareness. Moreover, this can lead to improved situ-
ational awareness during a crisis, which can enhance the effectiveness of disaster response
and recovery efforts.
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