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Abstract: Biological risks potentially affect workers in multiple occupational sectors through their
exposure to pathogenic agents. These risks must be carefully assessed to prevent adverse health
effects. This article identifies and critically analyzes approaches that manage the qualitative evaluation
of biological risk (EvBR) as part of occupational health and safety prevention, for which no standard
method yet exists. Bibliographic and computing references were searched to identify qualitative EvBR
approaches, which were then analyzed based on defined criteria, such as the risks studied and the type
of assessment. Approaches proposing the most representative types of assessment were analyzed.
EvBR approaches in an occupational setting were identified in 32 sources. “Workstation analysis”
combined with “assessment by risk level” were the most common approaches. The predominant risk
descriptors (RDs) were defined in a characterized and quantifiable way, and a variety of hazard levels
and exposure indices were created. Overall, the risk was determined by summing or multiplying
the hazard level and exposure indicators. The results confirmed that no methodological consensus
currently exists regarding the EvBR and no approach has yet been described that integrates all the
parameters to allow for a full assessment of biological risk. Based on the detailed analysis of the
existing data, the present paper proposes a general approach.

Keywords: assessment; qualitative; biological risk; occupational exposure; risk descriptors; analysis
by risk level

1. Introduction

Biological agents are defined by the European directive “2000/54/EC—biological agents at work”
as micro-organisms (including genetically modified ones), cell cultures, and human endoparasites [1].
Micro-organisms are ubiquitous in the environment and have colonized all ecological niches [2–6].
In particular, biological agents occur in many working sectors where two types of situations can be
found: (i) the deliberate use of biological agents for which the agents are known as they are involved
in the work, for example, in industrial processes, such as food production, or research microbiology
and biotechnology laboratories; and (ii) the unintentional presence of biological agents for which the
presence of micro-organisms is linked to or a consequence of the activity itself, such as for healthcare
professions, or is due to the characteristics of the activity, which allows for the survival or growth of
microbial communities, for example, in the cotton industry or effluent treatment plants.

Thus, occupational exposure to bacteria, fungi, and viruses, as well as to the associated microbial
compounds (endotoxins, allergenic proteins, etc.) and toxins (e.g., mycotoxins) has been demonstrated
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in numerous working situations [7]. Routes of exposure include the inhalation of airborne microbial
entities (i.e., bioaerosols), contact with the mucous membrane and skin, stings and cuts, and wounds.
Such exposures were found for occupations involving contact with the public or products of human
origin, agriculture, agrifood business, the pharmaceutical industry, the mechanical industry waste
treatment and elimination, healthcare, and maintenance [8–11].

The vast majority of micro-organisms are harmless or even essential for life [12], where some
present advantages for humans, for example, in the production of food products or biotechnology [13].
However, others can have a detrimental effect on workers’ health [14–18]. Thus, occupational exposure
to micro-organisms has been associated with four types of health disorders. First, the infection
may occur following penetration of the body’s defenses by the biological agent and its subsequent
multiplication. Examples of infection are Covid-19 (severe acute respiratory syndrome coronavirus
2 (SARS-CoV-2) [19]), viral hepatitis (Hazara [20], hepatitis A, etc.), tuberculosis (Mycobacterium
tuberculosis (Koch’s bacillus)), and legionnaire’s disease (e.g., Legionella) [21]. Second, immuno-allergic
diseases, where the immune system mounts an extreme and inappropriate response (e.g., asthma
(Aspergillus fumigatus [22]), allergic rhinitis, etc.). Third, diseases linked to microbial components
or toxins produced by some biological agents, such as molds and bacteria (e.g., sewer worker’s
syndrome and toxic shock syndrome [23,24]). Finally, biological agents can induce occupational
cancers. This disease, which manifests itself after infection, is the result of uncontrolled human cell
multiplication (e.g., secondary liver cancer due to viral hepatitis (hepatitis B and C)) [25]. Beyond the
four main risk families, exposure to bioaerosols or microbial compounds, such as (1,3)-β-D glucans,
endotoxins, and mycotoxins, can also cause irritant effects, such as mucous membrane irritation
syndrome (MMIS) [26–28].

Every year, 320,000 occupational deaths worldwide are estimated to be linked to transmissible
diseases, where 5000 of these occur in the European Union [29]. According to the French research,
development, studies, and statistics directorate (Dares), more than 4.8 million (22%) workers declare
that they are exposed to biological agents as part of their occupational activities. In French public
hospitals, the proportion increases to 76% of workers but is lower in other sectors: 37% in the
agricultural sector and 35% in local government services (LGS). The highest exposure levels are
estimated to be in the healthcare, social activities, home care, hotel-restoration-food, care of green areas,
or waste and pollution treatment sectors [30].

In the context of occupational risks, one of an employer’s regulatory obligations is that they
must take all the necessary measures to protect the health and safety of workers by enacting the
general principles of prevention (Directive 89/391/EC) [31]. Risk is the probability that a person will
suffer harm or adverse health effects when exposed to danger, i.e., a potential source of harm. In the
workplace, several types of risk coexist, such as chemical, physical, psychological, and biological risks.
Biological risks correspond to the exposure of workers to micro-organisms or their components, such as
bacteria, viruses, microscopic fungi, and endoparasites. Risk assessment is one of the fundamental
provisions of the regulatory prevention principles. For activities that may induce a risk of exposure to
biological agents, minimum requirements are mandatory when performing this assessment (Directive
2000/54/EC) [1]. In France, these provisions are transposed respectively to Articles L. 4121-1 and
R. 4121-1 and, R. 4421-1 to R. 4427-5 of the French Labour Code.

Two steps are used to assess the risk: qualitative and quantitative risk assessment. The qualitative
risk assessment is based on the analysis of the work carried out and the operating conditions. Therefore,
it requires identifying the tasks performed by the employees. Overall, it involves estimating the
risk associated with a task by considering the independent variables associated with the risk level,
named “risk descriptors” (RDs), for example, the danger, the duration and frequency of exposure,
the physicochemical properties, the conditions of implementation (the type of process, temperature,
etc.), and the means of prevention. These risk descriptors can be used in an evaluation approach
called “evaluation by level of risk” or “control banding”; this consists of a rating system assigned to
the danger descriptors and exposure descriptors, which are classified progressively by bands or by
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level to determine a level of risk according to the scores obtained following their multiplication or
their summation. The result obtained then makes it possible to characterize the risk inherent in the
work task. This approach is carried out upstream of a quantitative approach and makes it possible
to prioritize risks according to their priority actions and to develop an action plan based on the
results. The quantitative risk assessment is complementary and secondary to the qualitative evaluation
and makes it possible to determine, in numerical terms, the level of exposure via measurements.
Methods that can be used for the measurement of microbial concentration are numerous [32,33] and the
quantitative exposure of workers to micro-organisms, their compounds, and their metabolites has been
extensively documented during the last decade, especially for bioaerosols [33–37]. The relationship
between the exposure levels and the response in terms of health effects has been investigated for most
microbial groups and specific compounds of microbiological origin (allergens and toxins) that are
involved in immunological and toxicological risks. Thus, for some microbial enzymes, such as fungal
alpha amylase, the exposure–response relationships are known from multiple studies (in humans and
animals), and health-based exposure limits have been proposed [38,39]. Similar proposals were also
made for airborne endotoxins [40], and the effects of food-borne aflatoxins on aflatoxicosis and liver
cancer are also well documented [41]. However, recent reviews of epidemiological [18] and animal
studies [42] concluded that the published data are not sufficient for establishing health-based exposure
limits values for most of the components of microbial bioaerosols. Therefore, there is no occupational
exposure limit (OEL) value for airborne biological agents and the interpretation of non-infectious
bioaerosol exposure data in terms of biological risks is still uncertain. For biological agents involved
in infectious risk, the quantitative risk assessment is also difficult due to the lack of a minimal
infectious dose value or exposure–response relationships for most agents. Furthermore, many agents
are responsible (Legionella pneumophila, influenza virus, etc.) for outbreaks, and epidemiological studies
with accurate exposure assessment strategies that can distinguish inter-human transmission from other
sources are missing.

Although the quantitative evaluation has many benefits but also limitations, qualitative risk
assessment, also known as initial risk assessment, is nevertheless a prerequisite for any prevention
approach. However, the evaluation of biological risk (EvBR) presents inherent difficulties, such as the
complexity of taking an inventory of the biological agents that are potentially present in the workplace,
knowledge of the pathogenicity of these agents, and establishing their dose–effect relationships [15,43].
Furthermore, the lack of visibility, the delay in analysis of this type of risk due to priority given to
other risks, and occupational health and safety officers’ lack of knowledge are major obstacles to the
consideration of risks [44]. However, the importance of treating the biological risk, in its entirety and
in cooperation with health and safety professionals, was stated following a survey performed by the
European Occupational Safety and Health Administration [45]. The results of this survey underlined
the limited knowledge and information available on biological risks due to the difficulty in assessing
them. In the healthcare sector, such as in research and analysis laboratories, the pharmaceutical
industry, and care institutions, biological risks are known to exist and are taken into account [34,46].
Nevertheless, in other fields of activity, these risks remain poorly understood by the majority of workers
that are likely to be exposed and by their employers.

Harmonized risk assessment approaches have been developed for chemical risks [47–52] and risks
related to nanomaterials [53–57], where these are considered reference methods at the international
level. For biological risk, assessment approaches have been proposed, but to date, no standard
methodology has been adopted. Thus, to define the structure and components of a qualitative
assessment methodology for biological risk, this work is broken down into two objectives:

• To describe existing approaches by carrying out an inventory and a critical analysis of existing
and published qualitative biological risk assessment procedures in the workplace (this review
does not consider implementing or testing the identified approaches).
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• Moreover, at the end of this analysis, a structure of the most appropriate approach is proposed and
appropriate criteria that constitute a qualitative EvRB approach that is as exhaustive as possible
are identified.

2. Materials and Methods

2.1. Fields of Investigation and Research Criteria

The overall approach undertaken to carry out an inventory of existing biological risk assessment
approaches consisted of identifying and retrieving sources of information on this topic. The sources
utilized were:

• Bibliographic references, including:

# Scientific articles listed on the PubMed portal (whose last research update was
carried out in March 2020; https://www.ncbi.nlm.nih.gov/pubmed/) based on the
Preferred Reporting Items for Systematic Reviews and Meta-Analyses guidelines
(PRISMA) [58]. The terms used in combination were “agents,” “assessment,”
“airborne,” “bioaerosol,” “biological,” “biologic*,” “exposure,” “hazard,” “methodology,”
“occupational,” “pathogens,” “professional,” and “risk,” alongside the “AND” operator.
The asterisk (*) is a truncation. It allows replacing a letter or a set of letters in a word.
The use of this truncation for "biologic*" allows to be sufficiently exhaustive to write the
search request. These terms were searched for in the title and abstract. The research
considered articles in English and French without a specific period. The summary of the
research process is presented in Table S1 [59].

# Grey literature: Book chapters and publications generally longer than scientific articles
that were published by public or private institutions in the field of occupational risk
prevention, and multimedia sources, such as websites. Searches were done using Google
and Google Scholar search engines. The terms used in these searches were those used for
scientific articles.

• Moreover, to provide a more complete bibliography, the searches were extended to computing
references. These corresponded to software tools in the field of the EvBR, with an interface allowing
for the conversion and treatment of digital information. These applications were integrated into
the study to identify the risk descriptors that they can use rather than to understand the algorithm
used. The searches were carried out:

# Through a security software provider and by contacting industrial users;
# By contacting industrialists encountered during training;
# On Google and Google Scholar search engines.

To be retained in our analyses, the sources had to meet the following criteria:

• A qualitative approach to biological risk assessment;
• An assessment of the situations leading to exposure during the use or handling of micro-organisms

and/or a description of conditions when they are unintentionally present in the workplace;
• An assessment of the occupational health risks for workers.

No restrictions were set on the activity sector, the biological agents, or the type of risk or hazard
identified. However, sources relating to the assessment of sanitary risks affecting human and animal
health, as well as those linked to bioterrorism and biological safety, were excluded as they were
considered beyond the scope of this article. These sources involved considering analysis or the
development of parameters that cannot be extrapolated or that are out of the scope of application of a
straightforward occupational risk-assessment approach. In detail:

https://www.ncbi.nlm.nih.gov/pubmed/
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• Sanitary risk refers to a risk to public health, which may be immediate or long-term and of
variable likelihood. The identification and analysis of the risks linked to a phenomenon (flooding,
contamination, etc.) generally make it possible to predict the impact of a sanitary risk on public
health [60].

• Assessments linked to studies of bioterrorism and examining the intentional or potential use of
micro-organisms (anthrax, smallpox, etc.) for terrorist means to cause disease or death in humans,
animals, or plants [61].

• Assessments linked to biological safety through defining all the means and practices that aim
to protect and prevent risks of loss, stealing, hijacking, or inappropriate use of strains of highly
pathogenic micro-organisms or toxins that present a danger to humans [62].

2.2. Analysis of Sources

Beyond the analysis of the existing approaches, this work made it possible to take stock of
the available methods, their characteristics, their mode of operation, and the conditions of their
implementation. Biological risk assessment approaches exist and the purpose of this work was to
establish what they offered in terms of performing a risk assessment study in a workplace and to
analyze the criteria they consider during that assessment. The analysis and characterization of the
sources describing the EvBR were performed with the help of a list of criteria. This list was created
following an analysis of nationally promoted methods to assess chemical risk [63]. The main criteria
are listed in Table S2.

Sources describing a similar type of frequently used EvBR were more extensively analyzed
by studying:

• The stages proposed in the various approaches;
• The risk descriptors, systems by which these variables were attributed, and their treatment modes.

3. Results

3.1. Collection and Description of the Sources of Information Gathered

In the scientific literature, 1141 national and international publications were retrieved through
the PubMed portal using the keywords mentioned above. After excluding articles beyond the scope
of this study, 76 publications were retained for further analysis. Following our analysis, three of
these references were retained (Table S1). Searches on Google and Google Scholar with the same
keywords identified 22 references in the grey literature. Of the five manufacturers that were identified
by the safety and security software provider, two were inclined to be contacted to discuss the use
and deployment of this program within their institution. Based on this, three computer tools were
selected following the exchanges with the industrialists met during training. The computer tools used
by manufacturers are proprietary software, where it was only possible to use this software on the
condition that the identity of those producing and using them remained anonymous. Regarding these
tools, two computer applications were identified by performing searches using Google and Google
Scholar search engines. Figure 1 shows the source selection process.
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Figure 1. The process used to select the sources used for proposing a qualitative approach to assess
biological risks in an occupational setting.

As a result, 32 references of interest to this study published since 2001 were identified.
No relevant documents were published before 2001. Their names and authors are grouped in
Table 1, their characteristics are listed in Table 2, and the results are presented in Figure 2.
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Table 1. List of sources for the qualitative assessment of biological risk in the workplace.

N◦ Authors and Year of Publication Title or Name of Source

Bibliographical References

1 Forestier D., Lecornet E., Mosqueron L., and Lambolez, L. (2012) [64] Exposure to bioaerosols for wastewater treatment plant workers: Prioritization of the areas and
tasks involving the greatest exposure, and prevention

2 Pichenot O., Barbe A., Thiriet S., Benhassine R., Dion J.J., and Reveil J.C. (2008) [65] Assessment of the professional biological risks of dialysis technicians
3 Nuebling M. and Hofmann F. (2001) [66] Task profile and risk of occupational hepatitis. A infection in sewerage workers

4 Touche, S. (2008) [67] Évaluation et prévention des risques biologiques en laboratoires d’analyses médicales.
Présentation d’un guide méthodologique

5 Académie de Grenoble (2010) [68] Prévention des risques biologiques—Risques biologiques au laboratoire de génie biologique
6 ANSES’s Committee for the Control of Biological Risks in Laboratories (CMRBL) (2011) [69] Methodological guide to the assessment of biological safety and security risks
7 Bonnard R. (2001) [43] Le risque biologique et la méthode d’évaluation du risque
8 Réseau Ressources Risque Biologique (3RB)- Education nationale /INRS (2016) [70] Evaluation des risques: éléments de méthodes
9 Goyer N., Lavoie J., Lazure L., Marchand G., Allard R., and Bhérer L. (2001) [71] Bioaerosols in the workplace: evaluation, control and prevention guide
10 Lavoie, J., Neesham-Grenon E., Debia M., Cloutier, Y., and Marchand, G. (2013) [72] Development of a control banding method for selecting respiratory protection against bioaerosols

11 Cheneval E., Busque, M.-A., Ostiguy C., Lavoie J., Bourbonnais, R., Labrèche F., and Zayed J.
(2017) [73]

Green Jobs in Quebec: Definition and Assessment of Potential Chemical and Biological Risks to
Workers’ Health

12 U.S. Department of Health and Human Services (2009) [74] Biosafety in Microbiological and biomedical laboratories (5th Edition)

13 Advisory Committee on Dangerous Pathogens (HSE) (2003) [75] Infection at work: Controlling the risks—A guide for employers and the self-employed on
identifying, assessing and controlling the risks of infections in the workplace

14 Advisory Committee on Dangerous Pathogens (HSE) (2005) [76] Biological agents: Managing the risks in laboratories and healthcare premises
15 Health & Safety Service (HSE) (2015) [77] Bio COSHH (Bio Control of Substances Hazardous to Health) Risk Assessment
16 Belgian Biosafety Server (2014) [78] Biological Risk Assessment Sheets
17 Health Canada (2004) [79] The Laboratory Biosafety Guidelines (3rd edition)

18 Government of Alberta (2011) [80] Best Practices for the Assessment and Control of Biological Hazards—Best Practices Guidelines for
Occupational Health and Safety in the Healthcare Industry

19 Health Service Executive (HSE Ireland) (2011) [81] Guidance for Developing a Biological Agents Risk Assessment for the Healthcare Sector
20 Société française d’hygiène hospitalière (2007) [82] Prévention des risques infectieux dans les laboratoires d’analyse de biologie médicale
21 Centre National de la Recherche Scientifique (CNRS) (2017) [83] Risques biologiques–Les cahiers de prévention (4 ème édition)
22 European Agency for Safety and Health at Work (EU-OSHA) (2010) [84] Risk assessment for biological agents (E-facts 53)
23 Institut National de Recherche et de Sécurité (INRS) (2014) [85] Les risques biologiques en milieu professionnel
24 Institut National de Recherche et de Sécurité (INRS) (2009) [86] Laboratoires d’analyses médicales—Evaluation et prévention des risques infectieux
25 World Health Organization (2004) [87] Laboratory Biosafety Manual—Third Edition

Computing References

26 Institut de recherche Robert-Sauvé en santé et en Sécurité du Travail (IRSST) (2015) [88] A support tool for choosing respiratory protection against bioaerosols
27 Caskey S., Gaudioso J., and Salerno R., (2009) [89] Biosafety Risk Assessment Methodology
28 User in the soil remediation sector Proprietary software to assess biological risk
29 User in the biotechnology research and development sector Proprietary software to assess biological risk
30 User in the research laboratory sector Proprietary software to assess biological risk
31 User in the medical biology laboratory sector Proprietary software to assess biological risk
32 User in the food product manufacturing sector Proprietary software to assess biological risk
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Table 2. Relationship of sources and qualitative assessment of biological risks in occupational settings.

Reference No. 1
[64]

2
[65]

3
[66]

4
[67]

5
[68]

6
[69]

7
[43]

8
[70]

9
[71]

10
[72]

11
[73]

12
[74]

13
[75]

14
[76]

15
[77]

16
[78]

17
[79]

18
[80]

19
[81]

20
[82]

21
[83]

22
[84]

23
[85]

24
[86]

25
[87]

26
[88]

27
[89] 28 29 30 31 32

Nature of
Source

Scientific Article X X X

Grey Literature X X X X X X X X X X X X X X X X X X X X X X

Computing
Reference X X X X X X X

Breakdown of
Approach

Method X X X X X X X X X X X X X X

Methodology X X X X X X X X X X X X X X X X X X

Qualitative Approach X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

Quantitative Approach X X X

Type T1
T4

T1
T4

T1
T4

T1
T3

T1
T4

T1
T2
T4

T1 T1
T4 T1 T1

T4
T1
T4 T1 T1 T1

T3
T1
T4 T1 T1

T3
T1
T3

T1
T4

T1
T3
T4

T1
T3 T1 T1 T1

T3
T1
T3

T1
T4

T1
T4

T1
T4

T1
T4

T1
T4

T1
T4

T1
T4

Occupational
Situations
Studied

Deliberate Use X X X X X X X X X X X X X X X X X X X

Unintentional
Presence X X X X X X X X X X X X X X X X X X X X X X X X X

Includes an Inventory of
Biological Agents X X X X X X X X X X X

Related to a Single Activity Sector X X X X X X X X X X X X X X X X X X X X X X X

Covers Several/All Activity Sectors X X X X X X X X X X X

Includes

Analysis of
Tasks/Operations X X X X X X X X X X X X X X X X X X X X X X X X X X X

Ranking of Risks X X X X X X X X X X X X X X X X X X X X

Development of
a Plan of

Action/Prevention
X X X X X X X X X X X X X X X X X X X X X X X X X X X

Hazards/Risks

Infectious X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

Immuno-allergic X X X X X X X X X X X X X X X X X X X X

Toxic X X X X X X X X X X X X X X X X X X X X

Carcinogenic X X X X X X X X X X X X X X

Considers
Exposure by

Inhalation X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

Skin Contact X X X X X X X X X X X X X X X X X X X X X X X X X X X

Digestive X X X X X X X X X X X X X X X X X X X X X X X X X

Eye Contact X X X X X X X X X X X X X X X X X X X X X X X X X X

Inoculation X X X X X X X X X X X X X X X X X X X X X X X

Integrates the Implementation of
Means to Control Risks in General X X X X X X X X X X X X X X X X X X X

Integrates the Availability of
Collective Protective Equipment X X X X X X X X X X X X X X X X X X X X

Integrates the Availability of
Personal Protective Equipment X X X X X X X X X X X X X X X

T1—Workstation analysis. T2—Systemic approach. T3—Conformity analysis. T4—Assessment by risk level (control banding).
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Approaches used for an EvBR were mainly found in the grey literature (69%) [43,67–81,83–87,90].
Half of these descriptions presented the elements to be considered when assessing the biological risk.
The other half included directly useable elements, such as data collection tables or practical factsheets
to facilitate the collection of the information required to assess the risk [53,70,75,77,80,81,83,84,86].
The computing references mainly corresponded to software that helps with assessing biological risks,
which are used in companies [91]. Among all approaches identified, only 9% proposed a combination
of qualitative and quantitative assessments. In contrast, 72% associated a main type of evaluation
with a complementary secondary method. A total of 56% of the sources proposed a combination of
“workstation analysis” and “assessment by risk level,” while 69% considered all routes of exposure,
where the respiratory route was common to all the approaches (Figure 2).

The proportions of approaches presented as a method (44%) [43,67,71,74–76,78–80,83–87] or a
methodology (56%) [64–66,68–70,72,73,77,81,82] were similar.
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3.1.1. Methods

A method is a general approach. It is defined as the proposal of orderly and logical steps that allow
for the collection of the information necessary for the evaluation and to integrate (or not integrate) risk
descriptors contributing to the estimation of the risk.

References from the grey literature only presented methods. These methods were either based
on a single type of “workstation analysis” or a combination of a “workstation analysis” with
a “conformity analysis.” Apart from these two methods [43,71], which combine qualitative and
quantitative assessments, all the other sources used a qualitative approach for assessing biological risk.
For example, some of these approaches were proposed by health and safety institutes, such as Health
Canada [79], a Belgian public health institute: Belgian Biosafety Server [78], the Department of Health
and Human Services in the United States [74], the Advisory Committee on Dangerous Pathogens of
the Health & Safety Executive (ACDP–HSE) [75], the European Agency for Safety and Health at Work
(EU-OSHA) [84], the French National Institute for the Industrial Environment and Risks (INERIS) [43],
the French National Centre for Scientific Research (CNRS) [83], the French Research and Safety Institute
for the Prevention of Occupational Accidents and Diseases (INRS) [85,86], and the Institut de recherche
Robert-Sauvé en santé et en sécurité du travail (IRSST) [71].

These generalist approaches present the guidelines that are to be implemented to enhance biosafety
at work. They describe the nature of the pathogenic agents, their hazards and risks, and present the
elements that must be considered when performing risk assessment, such as identification of the
hazards, characterization of the activity, and the definition of the operating conditions. Other sources are
specific to particular activities, e.g., biological laboratories [67,79,86] or healthcare institutions [76,80],
where a biological risk is known to exist.

3.1.2. Methodologies

A methodology is a variation of a method but is more precise. It integrates distinct steps,
risk descriptors, and methods of processing risk descriptors.

Qualitative methodologies for EvBRs were found in scientific articles, the grey literature, and in
the form of computing references. In the large majority of cases, these methods combined “workstation
analysis” as the main method with “analysis by risk level” as a secondary method [64–66,68–70,72,
73,77,81,82]. Two other sources included a third type of analysis, which were classed as “systemic
analysis” when it related to failure-mode, effects, and criticality analysis (FMECA) [69] or an “analysis
of conformity” [82]. The methodologies described were mainly qualitative approaches. A single source
combined qualitative and quantitative assessments [64]. Methodologies were mainly proposed by
institutional health and safety organizations, such as the French Agency for Food, Environmental
and Occupational Health & Safety (ANSES) [69], the Institut de recherche Robert-Sauvé en santé et
en sécurité du travail (IRSST) [72,73], the Health Service Executive of Ireland (HSE) [81], and the
French Society for Hospital Hygiene (SF2H) [82]. The other methodologies corresponded to feedback
following the implementation of an EvBR approach in companies and presenting a description of the
actions performed in an industrial setting, for example, within a multinational firm collecting and
treating wastewater [64] or in a hospital department [65].

The approaches presented in the computing references were considered as methodologies since
they presented concepts combining stages, RDs, and means of treatment, which were converted to be
compatible with a computerized system (Figure 3).
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These references mainly presented tools for qualitatively assessing biological risks in an industrial
setting [89,91]. They included an application [88], which was initially the subject of a guide [72], to help
select appropriate respiratory protective devices used to manage exposure to aerosols. This application
is also useful in healthcare and other sectors (agriculture, local authorities, industrial, etc.) as it provides
information on the potential presence of biological agents in the different activity sectors and for
individual work tasks.

All these tools link “workstation analysis” as the main type of analysis to “analysis by level of risk”
as a secondary analysis. They are mainly used in companies and involve a variety of activity sectors.
The industrial groups or companies produce some of them in-house, while companies producing
risk-assessment software develop others. The latter can personalize the options and contents of the
software application for the particular industrial sector, the specific activity, and to meet the requirement
of the health/safety manager in the company.

The capacity to assess all working situations potentially leading to exposure to multiple
micro-organisms or only a single micro-organism is not specific to the breakdown of the approach.
Whatever the type of method or methodology, they can be used to assess the biological risk during
deliberate use, when micro-organisms are intentionally present, and/or when they are present
unintentionally. Similarly, whether one family of risks, at least two families, or all risks are taken into
account depends on how the approach is broken down (Table 2).

This analysis revealed several progressive approaches for assessing biological risks in an
occupational setting. In the absence of a methodological consensus, the methods assess the biological
risk in different ways, do not address the same areas of application, and rely on distinct principles
and criteria. The approaches are diverse and can be broken down heterogeneously. They can be used
to assess all or individual working situations in which workers may be exposed and cover all or just
one family of hazards or risks relating to micro-organisms. The assessment methods used are diverse,
as are the risk descriptors and the treatment systems.

In the remainder of this article, we analyze the assessment approaches that are linked to both
“workstation analysis” and “analysis by risk level.”
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3.2. Analysis of Approaches Involving “Workstation Analysis” and “Analysis by Risk Level”

3.2.1. Description of the Approaches

Sources combining the typologies “workstation analysis” and “risk level analysis” were studied.
Two other sources also included a third type of analysis based on a “systematic approach” or “conformity
analysis” and are also presented in this section.

The different steps in these approaches are listed (Table S3). They are similar and can be used
to progressively collect the data required to assess the “risk level.” The following common stages
were observed:

• Identification of the hazards [69,77,81,82];
• Identification of risks [70,81,82];
• Identification or description of the means of control [69,70];
• Assessment of the exposure or risk [66,70,81,82,91].

While not explicitly broken down into structured steps, the different phases of the risk assessment
process used in computing tools can also be defined. They are determined from incremental information
inputs: the biological agent’s hazard level, the frequency of exposure, the handling conditions, etc.
(Table S3).

Risk descriptors can be classified into three categories:

• Subjective: the determinant is imprecisely defined and can be interpreted differently depending
on the individual [65,66,68,77,81]. For example, the frequency of exposure can be qualified as
“low” or “high.”

• Identifiable: the determinant is defined or associated with example situations [65,68–70,72,73,82,
88,91]. For example, a frequency of exposure that is qualified as “very rare” corresponds to an
“exposure that may occur at most once a year, is unlikely, or is never encountered.”

• Identifiable and quantifiable: the determinant is defined and can be associated with
sample situations and/or with countable/quantifiable characteristics [64–66,69,70,72,73,81,82,88].
For example, the duration of the exposure is quantified or characterized by time intervals, such as
“less than 30 min” or “from 30 min to 2 h.”

A total of 79% of RDs were defined in an identifiable or in an identifiable and quantifiable manner.
“Intermediate” variables are created by the combination of two RDs [68,70,72,73,88]. For example,

the “frequency of exposure to the hazard” combined with the “probability of occurrence of a hazardous
event” defines an intermediate parameter, namely, the “probability of incurring consequences.”
This parameter is associated with the “severity of consequences” and can be used to estimate the “risk
level” (Figure 4) [68].
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The risk level can be described, for example, as a “level of gross risk,” a “level of controlled risk,”
or an “estimated risk level,” especially for proprietary software (Table S3). The passage from one
degree to another requires considering the existing implemented preventive measures that modulate
the level of gross risk.

3.2.2. Treatment Modes (Table S3)

The different levels of RDs classified into bands can be characterized as:

• Qualitative, involving the use of a qualificative adjective;
• Quantitative, associated with a point, index, or score;
• Qualitative and quantitative, combining an adjective with an index.

Indices can be combined by summing or multiplying their values; for example, “intrinsic severity,”
“extrinsic severity,” “probability of occurrence of an event,” and “detectability,” where all of which
have values from 1 to 5 and can be multiplied to produce the “risk priority index,” which will be ranked
in bands [69]. The same mathematical mode of treatment can be used to rank the different working
situations assessed. A matrix combining RDs can also be used as a mode of treatment. Matrices do not
involve a mathematical system but propose a logical means of combining RDs. The combination of
two RDs with high indices results in a priority risk index. Hazard and exposure level indices can be
combined to define a gross risk. The intermediates and results obtained by combining RDs are defined
as bands and are associated with:

• Risk levels, e.g., “high,” “medium,” or “low” [73,77,81];
• Priorities for actions, e.g., “strong,” “moderate,” or “weak” priorities depending on the risk index

obtained [64,68,82];
• An assigned protection factor and a corresponding respiratory protection device [73,88].

An examination of the approaches jointly proposing “workstation analysis” and “analysis by
risk level” revealed the diversity of the RDs, systems of attribution, and modes of treatment that can
be used.

4. Discussion

Qualitative risk assessment in the workplace is a prerequisite for risk prevention and the
implementation of preventive measures. In this context, the present review identified and analyzed
existing EvBR approaches in an occupational setting. These approaches represent the results of
evolution in the development of methods for the EvBR. However, in contrast to chemical risks [47–52]
and risks related to nanomaterials [53–57], the qualitative assessment methods for biological risk
have not yet been developed. In addition, there is no universal, standardized approach, and without
a harmonized consensus, they can only be distinguished from one another based on their intrinsic
characteristics (Table 2).

To contribute to the development of methods for the assessment of exposure to biological agents,
a complementary study was carried out to define the structure of the most appropriate and most
complete possible approach [45]. It was with this in mind that this census and critique of the data was
performed. Relying on an analysis of the approaches studied, the characteristics of this methodology
were identified from criteria that compose a shared core. None of the sources studied included all
the criteria but each one uses some of them (Table 2). In addition, the computing tools, which have
different characteristics, appear to be closer to a complete approach.

Thus, on the one hand, we have proposed the structure of an approach to risk assessment, and on
the other hand, have relied on the control banding approach [92,93] to define hazards and RDs.
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4.1. A Qualitative Methodology in Redaction Form

Two types of approach breakdown were distinguished. The 14 methods identified defined
guidelines and good practices to be implemented when performing an assessment. Their generalized
approach makes them adaptable to a wide range of applications and provides the variability required
to meet the needs of several fields. However, although the assessment methods recommend data
that should be taken into account, they do not explain how this data should be collected, treated,
or interpreted. In addition, no data treatment system is presented that would allow for the highest-risk
situations to be identified or to rank situations. The 18 methodologies identified have the advantage
of being more structured and more precise. Their approach is more structured and more explicit
in terms of both the steps to be followed and the information to be collected. In addition, they are
associated with two types of analysis, namely, “workstation analysis” and “assessment by risk level,”
the combination of which presents the advantages described later. The “qualitative” criterion, shared
by all the approaches studied, can be used to estimate risk by collecting information and by examining
the activities of the workers observed. This approach does not require expertise in atmospheric
metrology nor investment to acquire specific material.

An assessment approach must be as accessible as possible to anyone involved in risk management.
It appears obvious that the seven software tools identified can simplify the treatment of the information
gathered to obtain a result, which is a risk level in this case. These tools have the advantage of being
adaptable: the RDs and associate risk level bands can be selected and personalized. Nevertheless,
these tools require knowledge and expertise in the field of biological risk, as well as training for their
use. In addition, the acquisition or development of this type of tool necessitates a financial investment.
An approach to assess risks that is available in written form, for example, as a document associated with
factsheets or tables to be completed, can facilitate data collection, implementation of the assessment
approach, and has a wider availability [68,69,77,84].

4.2. Hazard Descriptors

The step of creating an inventory of the biological agents potentially present in the work
environment, which was proposed by 11 approaches (Table 2), provides knowledge of the potential
dangers and risks incurred by workers. This inventory, which must be as complete as possible, can be
carried out in fields where the biological agents present are known and voluntarily used, for example,
in the food sector or research laboratories [69,77]. In addition, in these use conditions, the quantities of
biological agents involved are known and generally identifiable. This criterion can thus be integrated
into the risk estimation. When biological agents are present unintentionally, establishing an inventory
and quantification of the biological agents requires extensive analysis of the literature relating to the
most likely biological agents, as well as measuring the concentrations and the diseases most frequently
encountered for each activity [73,81]. Once this inventory stage has been completed and quantities
involved have been estimated, the two types of working situations leading to exposure can be assessed.

Once the biological agents present in the workplace have been identified, all the risks that may
result in exposure to these biological agents must be taken into account, as proposed in 14 of the
approaches analyzed. The infectious risk is the best-known risk in an occupational setting and was
assessed in all the approaches. Considered an “acute” risk, the infectious risk is determined based
on knowledge of the pathogenicity of the micro-organisms and existing regulatory classifications.
To propose a global biological risk methodology, it is necessary to take into account the set of biological
effects, namely, infectious, allergenic, toxic, and carcinogenic effects. Biological agents are classified
by a level of pathogenicity in the range from 1 to 4; groups 2, 3, and 4 are considered pathogenic
biological agents.

The immuno-allergic and toxic effects do not have a classification by level of risk but they are the
subject of a report on the margin of the infectious classification [1]. Given the other possible effects,
it seems necessary that the risk assessment should not be limited solely to the infectious effect on
which the risk level classification of the micro-organisms is based. Therefore, by considering allergenic
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effects or the ability to produce toxins [94–96], “chronic” toxicity is also taken into account in the
proposed EvBR.

4.3. Exposure Descriptors (Table 2)

As proposed in 22 approaches, all the routes of assimilation into the human body must be taken into
consideration. This overall approach allows for all the forms of contamination with micro-organisms
to be considered. Although inhalation is the main route of penetration into humans, other routes of
contamination can damage a person’s health. Skin contact, cutaneous projections, and inoculations are
routes of penetration that must be considered in the assessment approach.

Considering the existing technical and organizational preventive measures that are described in
the 14 approaches studied present two advantages. The first is that it can be used to determine the
status of what has already been implemented. The second is that the risk level of the working situation
can be broken down into a “gross” risk level without these measures and a “residual” risk level once
preventive measures have been implemented. A few sources propose these different “risk levels” by
taking into account the existing (or not) technical and organizational preventive measures. Beyond
diagnosing workers’ exposure, this approach also provides a close assessment of the real circumstances
and conditions in the workplace by considering the existing preventive measures. In addition, in the
context of the implementation of corrective or preventive measures, these approaches can be used to
re-assess the risk and thus provide useful feedback on the efficacy of the measures implemented.

4.4. Risk Assessment Combining “Workstation Analysis” and “Assessment by Risk Level”

The approaches studied propose various types of assessments. The seven approaches combining
“workstation analysis” and “conformity analysis” can be used to answer a series of questions relating
to the design of workplaces, appropriate manipulation conditions, equipment, etc. [76,79,80,83,86,87].
Proposed in particular for research laboratories, they have the advantage of asking the right questions
about the conditions required to handle biological agents safely [97]. However, this type of typology
assesses the differences between the situation observed and the design and use requirements. It does
not constitute an assessment of the work situation. The 18 approaches that combined “workstation
analysis” with “assessment by risk level” are not highly subjective and are simpler to implement [72].
Used in several fields, the progressive approach relies on an identification system, which attributes
levels by classifying RDs into bands [50,52,73,98,99]. Thus, the exposure in the real working situation
can be observed by selecting the levels of each exposure determinant. The application and feasibility
of this grading system have been tested in the field [64–66] and in the software tools studied.

4.5. Identifiable or Quantifiable Determinants, Attribution Systems, and Simple Treatment Modes

The RDs, hazard levels, and exposure levels must be defined as objectively as possible and must
be understood and correctly interpreted. As they generate less confusion than subjectively defined
RDs, “identifiable” or “identifiable and quantifiable” definitions are more precise. Once clearly defined,
these terms can be associated with quantitative notions to allow for a better definition of the hazard or
exposure level in the working situation assessed.

The association of the level of danger, corresponding to the dangerousness of the micro-organisms
or the mixture of micro-organisms, and the level of exposure, which is the combination of exposure
descriptors, such as the duration and frequency of exposure, physicochemical properties, conditions
of implementation (type of process, temperature, etc.), and means of prevention, gives a level of
risk. To achieve this result, the system classifying the hazard and exposure levels in bands, as well
as the treatment methods, must be simple to understand and use (Figure 5). For example, indices
or number-based scores for the different levels are easy to use. These numbers can then be added
or multiplied to facilitate their combination. This simple treatment produces a quantitative result,
which represents and ranks the “risk level” of a working situation. This result can also be associated
with a priority-of-action band, which is given a color code to facilitate perception of the risk level
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and the priorities. For example, situations representing a “high risk level” can be indicated in red,
while those with a “low risk level” are indicated in green to facilitate risk perception [95].
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4.6. The Contribution of Quantitative Assessment to Risk Assessment

A quantitative approach can be used to characterize exposures by expressing it as a numbered
value determined from concentration measurements. A major effort has been made in recent
decades to quantify biological agents in occupational environments. Thus, airborne concentrations
of microbial agents have been fully documented in numerous occupational settings for (i) specific
microbial groups, including culturable bacteria, fungi, and actinomycetes [35,100–102]; (ii) vegetal
structures, such as pollen [103]; (iii) viruses [104]; (iv) microbial compounds, such as endotoxin [33,105],
(1-3)-β-D-glucans [106], allergens [107], and ergosterol [108]; and (v) microbial toxins, such as
mycotoxins [109].

Additionally, the number of published scientific works aimed at determining the composition
of occupational environments in microbial taxa has increased sharply in recent years. Studies
were carried out by characterizing the biodiversity of microbial communities through the
cultivation of micro-organisms, followed by the identification of isolates using macroscopic and
microscopic observations, biochemical tests, and chemical methods, such as fatty acid methyl ester
(FAME) and matrix-assisted laser desorption/ionization time of flight (MALDI-TOF) analyses [110].
Non-culture-based biodiversity studies are usually carried out using a polymerase chain reaction
(PCR), followed by the sequencing of DNA and bioinformatic analysis of sequences [111–113].

The quantitative assessment of microbial communities and microbial compounds, as well as
biodiversity studies, improves knowledge of the micro-organisms present in a given professional
environment. Therefore, it provides essential input for the qualitative approach for EvBRs. However,
in the current state of knowledge, the quantitative approach alone does not allow for biological risks
to be assessed with sufficient precision. Indeed, the health effects of micro-organisms on workers
depend on the species and the compounds to which workers are exposed, where a recent literature
review on that issue concluded “that none of the analyzed studies provided suitable dose–response
relationships for derivation of exposure limits” [18]. Helpful guideline values, which are generally not
health-related, were published for bacteria and molds in general, but they vary from country to country.
For example, the values that can be described as acceptable at the workplace for molds are 103 CFU/m3

in Switzerland [114], 5 × 104 CFU/m3 in the air of household waste sorting centers in Germany [115],
and 104 spores/m3 in Canada [116]. Thus, research is therefore still needed regarding quantifying
exposure levels to define realistic indicator parameters that can be measured for quantitative risk
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assessment in a given working sector, to develop standardized measurement methods for indicator
parameters that allow for identifying the real risk potential of exposures, and to carry out studies
combining different measurement methods with valid dose–response outputs.

Additionally, the quantification of exposure levels can be used to quantify only what is sought or
measurable, and it provides a snapshot of the working situation for a given period, generally during a
working shift or a specific task. These metrological campaigns require technical knowledge and have a
controlled level of expertise. Furthermore, a financial cost must be borne by the company.

Finally, the complementarity of the quantitative assessment with the qualitative assessment, namely,
the two steps used to assess the risk, was highlighted by three of the references studied [43,64,71].

5. Limitation and Interests

One of the limits of this work could be the non-exhaustiveness of the inventory of sources related
to procedures for assessing biological risk in the workplace. This theme is still underdeveloped [45,117],
which is why the identification of sources presenting this type of evaluation was not easy. On the one
hand, the listed bibliographic references revealed that the publications concerning the evaluation of
biological health risks, or those related to bioterrorism or biological safety, were the subject of a large
number of references in comparison to those on the evaluation of biological risk in the workplace.
One explanation is the place and importance of considering health risks, particularly in the context of
the prevention of epidemics or other effects on the health of the population [118,119]. Another one is
the increase in the number of assessment-related tools related to bioterrorism, especially after the events
of 11 September 2001 [120,121]. Finally, the existence and application of diversified measurement
and analysis techniques for micro-organism measurement campaigns [15,122,123] or the increasing
development of modeling systems [124–126] may also explain why published data are scarce. In the
context of this work, the grey literature is presumably infinite. It is not possible to review all guidelines
issued by private companies about occupational risk prevention, and internal documents are not
generally accessible. Moreover, a database from a copyright library or an appropriate publishing
database could have been consulted but the use of search engines, such as Google and Google Scholar,
made it possible to achieve our objectives in terms of finding our bibliographic references.

On the other hand, regarding finding users of health and safety software, only one provider was
contacted and few manufacturers use this type of software to assess biological risks.

The evaluation of biological risks is admittedly a recognized difficulty for experts, as evidenced
by the lack of sources on this subject. However, the strength of this unconventional research is that
it has incorporated various sources of biological risk assessment, such as conceptual approaches,
notably proposed by regulatory agencies; professional methodologies; and computer applications.
These are functional approaches whose evaluation principle is based on the regulatory provisions of
the country in which they are developed. This work made it possible to draw up a representative
inventory of the existing situation in terms of the qualitative assessment of biological risk. In addition,
the analysis of these sources made it possible to define the structure of an approach by describing
the components of the risk, descriptors of the danger, and descriptors of the exposure. The proposal
of such a methodology is a first step. The following steps will focus on the construction of such a
methodology, its implementation, and validation to verify its feasibility. This methodology can thus
evolve with scientific and technical advances in the field of biological risk in the workplace.

6. Conclusions and Perspectives

Critical analysis of the 32 sources considering the initial or qualitative assessment of the biological
risk in an occupational setting indicates that today, there is no universal approach that exhaustively
integrates all the criteria through which this risk can be fully assessed. By analyzing existing approaches
and formalizing the findings, we defined the main characteristics of a complete EvBR methodology.
The proposed approach was inspired by all the studied approaches, and therefore contains similarities
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with them, but allows for defining a comprehensive approach. The proposed approach has the
following features:

• A qualitative methodology in the form of writing because it is a more structured approach that
facilitates its availability and the collection of data during its implementation.

• It takes into account the hazard descriptors by carrying out an inventory of the microorganisms
that are potentially present and of all the hazards.

• It takes into account exposure descriptors, such as routes of exposure, as well as technical and
organizational preventive measures.

• It is based on a risk assessment that combines the “analysis of workstations” and “assessment
by level of risk,” which is a progressive approach that allows for classifying the descriptors of
hazards and experiences classified into bands through observation.

• It presents identifiable or quantifiable descriptors that are more precise and more understandable
and includes a simple points system that is easier for users to implement.

Based on these elements, a methodology is being developed for a particular sector of activity,
namely, composting waste. This sector is the subject of a certain number of studies relating to
bioaerosols and metrological campaigns. The next works, which will consist of defining a qualitative
methodology in this sector of activity, will make it possible to compare the results obtained from such
an approach to the results from the quantitative evaluations. Currently, this approach is in the testing
phase for real work situations in companies. Based on the generated feedback, improvements will be
made to this methodology to ensure its feasibility in the field, with the ultimate goal being to contribute
to the development of a method of biological risk assessment in the workplace.

Supplementary Materials: The following are available online at http://www.mdpi.com/2073-4433/11/7/741/s1,
Table S1: Summary of the research process using the PubMed bibliographic database. Table S2: Characteristics of
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“workstation analysis” and “assessment by risk level.”
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