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Abstract

:

The growth of the Internet of Things (IoT) has accelerated digital transformation processes in organizations and cities. However, it has also opened new security challenges due to the complexity and dynamism of these systems. The application of security risk analysis methodologies used to evaluate information technology (IT) systems have their limitations to qualitatively assess the security risks in IoT systems, due to the lack of historical data and the dynamic behavior of the solutions based on the IoT. The objective of this study is to propose a methodology for developing a security risk analysis using scenarios based on the risk factors of IoT devices. In order to manage the uncertainty due to the dynamics of IoT behaviors, we propose the use of Bayesian networks in conjunction with the Best Worst Method (BWM) for multi-criteria decision-making to obtain a quantitative security risk value.
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1. Introduction


According to the World Economic Forum (WEF), “Systemic cyber risk is the risk that a cyber event (attack(s) or other adverse events) at an individual component of a critical infrastructure ecosystem will cause significant delay, denial, breakdown, disruption or loss, such that services are impacted not only in the originating component but consequences also cascade into related (logically and/or geographically) ecosystem components, resulting in significant adverse effects to public health or safety, economic security or national security” [1]. Regarding the World Economic Forum, in a systemic scenario, cyber-attack events reach the highest level, which disrupts consumer confidence in the financial sector. In this context, the WEF establishes three levels of systemic risk [1]:




	
Level 1: the pervasiveness of technology could disrupt several organizations simultaneously;



	
Level 2: interdependencies between organizations, as an organization’s cybersecurity failure presents a potential risk of affecting its networking organizations;



	
Level 3: cybersecurity failure, which could be systematically catastrophic to economies and societies. Multiple financial and social sectors could fail.








As stated by the World Economic Forum, there are 11 systemic cyber-attack patterns that could develop into systemic cyber-incidents [1]:




	
Repeated attacks;



	
Scattershot attacks;



	
Pervasive attacks;



	
Rolling attacks;



	
Transitive attacks;



	
Cascading attacks;



	
Shared resource consumption attacks;



	
Critical function attacks;



	
Regional attacks;



	
Service dependency attacks;



	
Coordinated supply chain attacks.








Moreover, depending on the number, timing, and scale, the cyber-attack patterns could significantly impact the economy and they could turn into a systemic event. In this context, the security implications of IoT systems could result in a potential systemic risk. Disruption can be increased by the addition of new devices and the inherent characteristics of IoT systems, such as heterogeneity of technologies, interconnection with IT/OT systems, and ease of scalability and growth. However, could IoT develop into a systemic risk? There are several reasons to consider this argument.



First, the large capability of interconnectivity. The IoT is an emerging technology with significant growth. In addition, future projections in this field reveal a continuous increase. For instance, McKinsey [2] estimates that the IoT could globally enable from USD 5.5 trillion to USD 12.6 trillion by 2030. Cisco [3] mentions that 500 billion IoT devices will be connected by 2030. Second, the expanding use of IoT in strategic sectors. Hence, McKinsey affirms that the financial rate (CAGR), between 2020 and 2030, will be of 37% in autonomous vehicles, 27% in productivity, 25% in inventory management, 24% in sales performance, 19% in health, 19% in environmental management, and 18% in energy administration.



Furthermore, the WEF [1] indicates that systemic cyber catastrophic events could be related to conditions such as higher loss severity due to long-term data corruption and power grid disruptions in companies. As shown in Figure 1, these two affecting variables could be applied to IoT systems research.



Consequently, a security risk analysis is relevant for developing security strategies in IoT systems. According to Radanliev et al. [4], the analysis of the economic impact of IoT risk vector data allows for the generation of clear and rigorous mechanisms. This methodology is accepted by the industry, to measure, control, distribute and manage the critical data necessary to develop, implement and operate a cybersecurity system. This system must be cost-effective for enterprise infrastructure.



The risk assessment of IoT systems poses challenges not found in traditional information systems. There is a lack of rigorous dynamic risk evaluation versus periodic assessment techniques, due to the continuous disruptions of the IoT. Another consideration is the scale variability in IoT devices and systems; new appliances and “things” are rapidly added. This variability raises the dynamism and the temporality of device connections. Finally, Nurse et al. [5] mention the increasing stakeholder’s heterogeneity capability of interacting within IoT ecosystems. Similarly, Kandasamy [6] establishes that existing risk frameworks will not address the new risks in the IoT ecosystem.



Therefore, there is a need to manage a dynamic risk assessment methodology that includes the variables of IoT systems. This procedure must identify limited or lack of data due to the continuous changes in new cyber-attacks or newly added IoT devices as well as the uncertainty factors due to the IoT system’s complexity and dynamism. This constitutes the main research gap approach. In this study, we will use Bayesian networks to develop a dynamic risk assessment. The reason for this selection is based on the following considerations:




	
Bayesian networks allow for real-time tracking of how event probabilities change as new evidence is introduced into the model;



	
Bayesian networks define how the different network nodes are linked. Additionally, they study how the probabilities change after introducing some evidence into specific nodes;



	
Bayesian networks could make predictions under scenarios of limited and uncertain data.








Bayesian networks have been used in several fields to determine risk assessment. For example, Deleuze et al. [7] propose a Bayesian belief network (BBN) for risk management in the power industry; the research mentions the capability of BBN to be applied in an uncertain environment. Szpyrka et al. [5] use a Bayesian network to evaluate the attacks in the telecommunication network. Hunte et al. [6] submit a risk assessment that resolves the identified limitations with RAPEX, for which there is no testing data, and the number of product conditions is unknown. Li et al. [7] suggest an improved risk assessment model based on a weighted BN, to develop a valuation of sea ice disaster risk.



Although Bayesian networks have been widely applied in the cybersecurity field [8,9,10] their use in the IoT domain is recent. It is a developing area because the IoT is a relatively new technology. In addition, the IoT has specific characteristics, such as components heterogeneity and limited capacity of hardware resources to establish security mechanisms and dynamic scenarios due to the introduction of new devices and functions.



Consequently, the Bayesian network can be an alternative for the evaluation of IoT security conditions. This study aims to propose a Bayesian network model to measure the risk in IoT scenarios. The following sections have been defined in this manuscript. Section 2 presents a systematic literature review (SLR) of related articles using Bayesian networks in cybersecurity. Section 3 discusses the methodology for designing a Bayesian network. Section 4 presents an application of the Bayesian network in IoT security risk assessment. Finally, Section 5 discusses the results obtained and concludes our research.




2. Literature Review


Nowadays, decision-making processes are supported by several models involving data processing and analysis [11,12]. Some of the most relevant are classified and mentioned in Table 1. These models can be used to design decision support systems (DSSs) to provide future scenarios for the decision-making process. Most of these models need data to predict future behaviors [13]. However, the IoT has certain particularities due to limited data. It requires methodology research that addresses complex and dynamic systems. Additionally, there is a continuous change in components and relationships [14]. This context of uncertainty on behaviors or patterns can be even more challenging in IoT systems security analysis. Therefore, under limited data and uncertainty conditions, probabilistic graphical models can be a good alternative.



A probabilistic graphical model (PGM) or a graphical model results from the combination of the graph theory and the probability theory. Graphical models (GMs) are relevant because they allow the representation of complex systems such as social networks, proteins interaction and computer systems. Thus, the GM is a method to represent, interpret and learn from complex problems [15]. The GM comprises nodes and edges; the graph nodes represent random variables, and the edges represent the connection between nodes. The absence of edges between nodes indicates conditional independence.



Two Probabilistic Graphical Models are the hidden Markov model (HMM) and the Bayesian network. The hidden Markov model (HMM) is a graphical model where the edges of the graph are undirected, which implies that the graph could contain cycles or loops [16]. Alternatively, the Bayesian network is more restrictive; the edges of the graph are directed, so they permit one direction between edges [17].



2.1. Systematic Literature Review—Bayesian Networks Applied to Cybersecurity


In this research, we focus on Bayesian networks to understand and explain security attacks in IoT systems. Bayesian networks are applied in different fields, and cybersecurity is one of them. Kumar et al. [18] present a novel approach to predicting the reliability of safety-critical systems using the Bayesian belief network (BNN) model. Their study takes into consideration the quality attributes of the development life cycle software (SDLC) model. In Asvija et al. [19], the authors propose a Bayesian attack graph (BAG) to support administrators in identifying secure high-risk components in an IaaS stack by defining sensitive regions.



The work developed by Guan et al. [20] determines a decision model for network defenders of honeypot systems. It models the interaction between malicious users and defenders, by depicting the uncertain behaviors of the malicious users by the Bayesian model. In terms of IoT security, the research of Kalnoor et al. [21] advises a novel approach using a dynamic Bayesian algorithm that helps to obtain an HMM with a great number of parameters. The model is optimized by predicting a DDoS attack. Similarly, Toğaçar et al. [22] suggest a meta-heuristic optimization to reduce the time in Bayesian neural networks in detecting DDoS attacks.



This research develops a systematic literature review of Bayesian networks in cybersecurity by using PRISMA methodology. PRISMA methodology is based on four stages:




	(i)

	
Identification, which is related to evaluating previous studies from scientific databases and searching the use of Bayesian networks for IoT security. The previous studies were explored according to the following keywords: (a) “Security and (Bayes Network or Bayesian Network)”, (b) “Security attacks and (Bayes Network or Bayesian Network)” and (c) “Cybersecurity attacks and (Bayes Network or Bayesian Network)”. The used scientific databases were IEEE Xplorer, Scopus, ACM and Springer. The method search was performed to find previous studies accomplished in the last six years (2016–2022).




	(ii)

	
Blind screening review process, which implies that the authors of this research developed this procedure to evaluate previous studies. The procedure was achieved by using the Rayyan method.




	(iii)

	
Eligibility, as a full review of the documents was developed to identify relevant contributions to this study.




	(iv)

	
Inclusion, as a quality analysis of selected documents from the eligibility stage was established. In Figure 2, an overview of the PRISMA methodology used for this systematic literature review is shown. Table 2 shows the distribution of previous studies, related to the Bayesian network methods in cybersecurity, found in journals, books, conferences and documents.









Table 3 shows a summary of the main Bayesian network methods for areas related to cybersecurity. There are five application areas: Attack detection, risk management, IoT, awareness and defense mechanisms. According to this systematic literature review, attack detection reveals more contributions, followed by IoT and risk management. Regarding risk management, the found research covers different subjects of cybersecurity, such as industrial processes, information security, network security and cyber–physical systems. Connected to the scope of this study, IoT research is focused on: detecting attacks, situational awareness and classification of attacks and vulnerabilities. Nevertheless, few proposals were linked to Bayesian network methods for risk management in IoT systems.




2.2. Risk Assessment Using Bayesian Networks


In recent years, the digital transformation has boosted different industries, such as health, energy, transportation and agriculture, to improve their processes’ efficiency. Several technologies such as cloud, Big Data, IoT and machine learning have fostered this change. However, these technologies have also brought new cybersecurity challenges. The World Economic Forum (WEF) has ranked security attacks among the 10 top threats that could collapse the global economy. Subsequently, security solutions must be developed, for example, intrusion–detection systems, and new-generation firewalls, among others.



Accordingly, before establishing security controls, a good practice is to develop a risk assessment to identify weaknesses in the organization’s systems. Thereafter, the procedure should be to define the best security control for improving the effectiveness of security protection. However, the development of an IoT risk analysis has some particularities that must be considered. For instance, Peng et al. [53] and Radanliev et al. [54] mention that the traditional risk analysis methodologies used in information systems do not adjust well to IoT characteristics, due to the components’ heterogeneity, limited data to evaluate historical attacks, limited capability to embed security mechanisms and continuous change in the system’s dynamics. This is due to the introduction of new devices and interconnections between IoT systems, OTs (operational technologies) and ITs (information technologies) systems.



Several proposals to evaluate the risk in IoT scenarios have been developed in this context. To be specific, Bahizad [55] proposes a risk ranking method to quantify IoT risk. This ranking method initiates a risk assessment approach exclusively for IoT systems by quantifying IoT risk vectors. Similarly, Kandasamy [6] proposes quantitatively evaluating countermeasures for risk factors. Meanwhile, Wangyal et al. [56] offer an approach for risk management based on evaluating IoT devices’ strengths. These proposals are built on establishing variable relationships to calculate security risk. These factors are weighted based on data or judgment experts. Nevertheless, these proposals consider deterministic scenarios. This means that it is possible to have data for the risk assessment process, but this scenario is not always possible in IoT studies.



As Yang et al. and Peng et al. [53,54] mentioned, IoT systems are scenarios with limited data and uncertainty. For this reason, the use of a Bayesian network could be an alternative. The Bayesian network method for risk assessment processes is not new, and some research proposals have been addressed. For example, George et al. [41] determine a Bayesian model to evaluate information security and foster the attack route prediction method.



The evaluation method defines the overall system security and vulnerability severity degree. In Wang et al. [43], a simple security model based on defense graphs is proposed to quantitatively assess the likelihood of threats on autonomous vehicle components at available countermeasures. Moreover, Behfarnia and Eslami [44] consider a sensitivity analysis of Bayesian attack graphs to identify critical nodes for network protection. In this way, it solved the uncertainty problem in node assignment.



A Bayesian network assesses the future factors’ (nodes) values in the absence of data or uncertainty. By establishing a set of premises, it is possible to define different scenarios where the best or worst conditions can be evaluated in relation to the studied risk. By determining the relevance of the considered factors in the risk assessment process, it is possible to improve their effectiveness. Therefore, using Bayesian networks in IoT systems could overcome data limitations and uncertainty.





3. Risk Methodologies in Complex and Dynamic Environments


IoT systems have intrinsic characteristics that must be considered in the applied model. They should be improved during the operation process to gain effectiveness. The IoT has been developed using different technologies such as Wi-Fi, ZigBee, Lora, NB-IoT and several other protocols such as TCP, UDP, MQTT and REST. These components result in a heterogeneity of IoT systems. Furthermore, these also add a higher interdependency mixed with other systems such as ITs (information technologies) and OTs (operational technologies).



Another particularity is the system dynamics due to its rapid capability to introduce new devices to the market. This condition results in IoT attack data that is not up to date or has limited information. In addition, these characteristics bring new challenges to cybersecurity operations, especially in attack detection and risk assessment. For this research scope, the focus will be on covering the gap related to the assessment of IoT systems. The use of Bayesian networks could be the considered approach to mitigate limited data and uncertainty.



A Bayesian network (BN), also called Bayesian belief network or Bayes nets, is a probabilistic graphical model for representing data about an uncertain scenario. Within this approach, each node corresponds to random variables, and each edge represents the conditional probability for the corresponding random variables [57]. A BN is linked to a directed dynamic acyclic graph (DAG); this means that no loop or self-connection is allowed in the model. According to Asvija et al. [19], the DAG model uses a priori causal assumptions and informs variable selection strategies for causal questions. The Bayesian network models can be inferred from experts’ judgments or by data learning. Then, the BN could use evidence to estimate probabilities for causal or subsequent events; the model is built from questions to conditional probabilities [17]. However, there are possible uses of assumptions, such as the conditional independence of all random variables. A feasible alternative approach could provide an intermediate approach between a fully conditional model and a fully conditionally independent model, to develop a probabilistic model with selected conditional independence assumptions. According to Kononenko et al. [58], the Bayesian classifier could be employed even though the conditional independence assumption is not entirely met. In this way, the probability estimation error does not change its classification order.



Therefore, the Bayesian network can achieve accurate predictions despite incomplete or lacking evidence. The BN provides a method to define a probabilistic model for complex problems by stating conditional independence assumptions for known variables while allowing the presence of unknown (latent) variables. Once a Bayesian network has been prepared, it can be used for reasoning. This reasoning is attained via inference by introducing evidence that sets variables in known states. Thereafter, it calculates the probability of event causes or possible outcomes. The following are some gains of the BN method:




	
Model complex systems;



	
Manage unknown (latent) variables;



	
Manage data lack;



	
Use probability distributions;



	
Use judgment experts;



	
Direct conception of model structure.








The methodology to build a Bayesian network is proposed by Scanagatta et al. [59] following four steps:




	
Identification and selection of nodes (factors). In scenarios where there is a lack of data for node modeling, the suggestion is to employ previous study cases or expert judgments.



	
Define the model structure; this includes the relations (links) between nodes [60]. Define the causal relationship between nodes by a set of directed edges. The direction is from the origin nodes to the destination nodes.



	
Determine the conditional probabilities of all nodes. Define prior elicitation from experts and/or from selected data.



	
Validation of the model structure. Assess the feasibility and accuracy of the model by expert judgment.








Based on Devore et al.’s and Mikkola et al.’s [61,62] proposal, the Bayesian network is performed to evaluate the risk security level of an IoT solution focusing on IoT device factors. The information about the contributing nodes (factors) of IoT devices is obtained from the literature review and expert judgment. A flowchart of the Bayesian network methodology for this research is shown in Figure 3. The Bayesian model uses Python (Google collaboration tool). PyBNN sets up the environment, as this software allows Python on the Bayesian network. PyBNN is used for Bayesian network beliefs, Pandas for data manipulation and NetworkX and Matplotlib for graph plotting.




4. Bayesian Network Structure


4.1. Key Factors of IoT Devices to Evaluate Risk Security


This section aims to build a Bayesian network to predict the impact of an IoT attack that affects the economic, social and environmental organization context. This BN is based on selected observations of security factors affected by IoT devices. In order to accomplish this research goal, an expert judgment process took place. This expert panel included 13 security experts (three from the academic sector, three from the industrial sector, five related to security standardization and legal institutions, and two from security solution vendors). The expert panel considered IoT device factors, which are directly related to risk security. To obtain information, the expert panel performed a survey using an exploratory factor analysis (EFA). The results are exhibited in Table 4.




4.2. Bayesian Network Model


The proposed Bayesian network is shown in Figure 4. It is based on the IoT device factor that could be affected by security attacks. The Bayesian network represents the following factors as nodes: severity, scalability, uncertainty and attack type. Severity is associated with the operation’s consequence level of the application domain. The goal of developing the Bayesian network is to calculate its value. Scalability is related to the capability of security attacks that increase the infection area. Uncertainty is related to the unknown behaviors of IoT systems. These attacks could expand the level of damage. Finally, the type of attack is an external factor to IoT devices. Its behavior can be controlled by IoT systems. The attackers could decide to use one or several types of attack simultaneously. In another scenario, they could decide to stop the attack.



Accordingly, the proposed Bayesian network considers two variables: (i) To only study the IoT device factors that could be affected by security attacks. In this way, the research has control and can reduce the consequence level. (ii) To review how the IoT device factors could impact the domain factors which include economic, social and environmental components. For future research, the proposed Bayesian network will evaluate the severity level against the scalability, uncertainty and types of attacks.



The application domain considers the relationship between IoT solutions and environmental, social and economic characteristics. The pillars are related to finance, social and governance infrastructures that support the organization’s operation. Furthermore, the IoT solutions domain includes health, agriculture, transportation and traffic, among others.




4.3. Probability Distribution of Bayesian Network Nodes


Designing a probabilistic graphical model could have a limited data problem. Consequently, approaching a fully conditional model requires an enormous amount of data to cover all cases, and the probability calculation may be unreasonably difficult [61]. Bayesian networks provide a model that works as an intermediate scenario between a fully conditionally independent model and a wholly conditional model. Bayesian networks could be designed using selected probability distributions or experts’ panel knowledge. According to Mikkola et al. [62], the goal is reached using experts’ experience on prior probability distributions.



Probability distributions can be estimated from data, although they can be challenging. It is common to use learning algorithms for this purpose. For example, assuming a Gaussian distribution for continuous random variables gradient ascent to estimate the distribution parameters [63]. The probability distributions given by security experts are shown in Table 5 and Table 6.



Regarding susceptibility, the attack surface and interdependence nodes may have two statuses, namely attack or not attack. While for the IoT nodes, they are related to four parent nodes, namely vulnerability, susceptibility, attack surface and interdependence. For example, P(I = T|V = T, N = T, S = T, Sy = T) represents the probability of the IoT device being attacked (TRUE = T). Depending on the probability of the attack, it could affect the vulnerability, the attack surface and the interdependence of the IoT device.



P(I = F|V = T, N = T, S = T, Sy = T) represents the probability that the IoT node is not attacked despite the existence of vulnerabilities, attack surface and interdependency. There could also be scenarios such as P(I = T|V = T, N = F, S = F, Sy = T), in which an IoT node can be attacked if there is a vulnerability and an interdependency of the IoT system. However, the attack surface has a low probability of being affected by the attack.



On the other hand, at pillar nodes or domains, IoT solutions could be impacted by an attack. For example, if the IoT solution is used in the medical field, it could affect the device in charge of the patient’s vital signs, degrading the e-health solution’s operability. Another example is a severe attack directed at the IoT devices that support smart traffic lights design. It could generate overcrowding problems that could affect the regular transportation domain operation.



The operational processes in both the technological perspective domain and pillar are built on IT, OT and IoT systems. For pillar nodes, the eight probabilities could show four values corresponding to the likelihood of being attacked on the IoT node and the interdependence node related to IT/OT systems. For example, P(D = T|I = T, Sy = T) represents the probability that the domain is affected by the attack. This means that there is an attack from the IoT device and/or the interconnected IT/OT systems.



Finally, the economic, social and environmental nodes were defined. These nodes have two parent nodes corresponding to the domain nodes and pillar nodes. Therefore, there are eight joint probability values. For example, P(Ec = T|P = T, D = F) and P(Ec = F|P = T, D = F) represent the probability of having an influence in the economic domain due to the existence of a system attack effect. This impact is part of the pillar node, although there is no domain consequence.





5. Results: Risk Security Using Scenario Cases and Bayesian Networks


Bayesian networks allow us to observe node behavior based on evidence. This could affect prior values. For susceptibility, attack surface and interdependence, there are no significant probability modifications if attack evidence is added to the interdependence variable. This effect is shown in Figure 5.



The simulation of the Bayesian network, which evaluates the risk analysis, has been carried out on the free Google collaborate platform. It provides a 1 × 2.2 GHz processor with 1 core. The Bayesian network was tested with a set of nine nodes. In order to represent the risk factors of the IoT devices, four nodes were defined (vulnerability, susceptibility, attack surface and interdependency). Additionally, five nodes were determined to describe the organizational characteristics of the smart solution (domain, pillar, economic, social and environmental). The simulations are based on the number of nodes variation of the risk factors, which correspond to the devices that can be presented simultaneously. The computational time on the Google collaborative platform does not vary significantly between the different numbers of nodes. As a result, the values are presented in Table 7.



The attack probability on the social and economic levels rises to 83% and 75.4% on the environmental level. The probability of an IoT attack increases from 61.2% to 75%. It is relevant that an attack on OT/IT systems has a direct impact on pillars and domain systems.



The severity of security attacks depends on certain node conditions (IoT device factors). The methodology to evaluate the risk security of the IoT system is shown in Figure 6. The scenario is defined according to possible values associated with IoT security factors. The best/worst-case scenario is evaluated, and a risk value is estimated. To examine the conditions when the risk level could be relevant, specific scenarios/cases were developed. These cases are described in Table 8. For example, the vs. case represents a condition in which one or more vulnerabilities are present in a physical IoT device layer. Additionally, this IoT device is in an outdoor location which makes it more susceptible to physical attacks.



Table 9 shows that the impact probability increases when vulnerability or susceptibility is present. Additionally, the risk increases if the attack surface is attackable or if interdependency is present. The simultaneous combination of two IoT device factors generates a higher effect on the impact probability on economic, social, and environmental domains. In the case of security attacks, it can be observed that the interdependency node has a major impact on environmental, economic, and social domains.



Three factors directly influence the risk security impact in an IoT device: vulnerability, susceptibility and attack surface. Moreover, there could be a higher probability that an attacker could affect the vulnerability of IoT devices. In this simulation case, a value of 65% was set to indicate an attack impact. Additionally, the susceptibility can be represented as the exposure level of an IoT device. Hence, this research considers the probability that an IoT device could be susceptible to one or several attacks.



Therefore, this studied probability may vary depending on the experts’ analysis. In addition, the attack surface variable is related to the layer entry/exit points, data, communication protocols and media used by IoT devices. The attack surface also directly correlates to the number of existing IoT devices. An increase in the number of IoT devices expands the attack surface because they could generate more entry and exit points. This condition offers an alternative attack path to the IoT device.



The next variable that influences the IoT device is the interdependence generated by its interconnection with other IT and OT systems. The interdependency is not an intrinsic or direct factor of IoT devices. These interconnections are developed to generate digital transformation processes in organizations. For example, energy structure includes SCADA systems that, combined with IoT devices, allow for a physical element monitoring of the system. The parameters that can be measured include temperature, energy consumption and energy supply, among others.



Furthermore, there could be a probability that an attack occurs due to interdependency. By having an interconnection with IT/OT systems, the vulnerabilities of these systems can increase the risk security of the attack surface. This argument is based on the exposure to entry and exit points of the IoT system. A feasible scenario is an attack on an IT/OT system that could escalate to the IoT system. For this research, a 75% value was set to show an impact attack.



Once the values of the different scenarios have been determined, the factor weights were also established to calculate the risk value. Since there were several criteria to determine the risk value, the use of a multicriteria decision analysis (MCDA) was selected. The obtained values offer several alternatives, so the best and worst options related to risk scenarios were analyzed. To take advantage of the information from these alternatives, the Best Worst Method (BWM) proposal was considered [63]. The BWM is a multi-criteria decision-making method that uses two vectors of pairwise comparisons to determine the criteria weights. The process of calculating the weight using the BWM is shown in Figure 7. Ksi represents the threshold of reliability of BWM.



In this study, to obtain risk security values for IoT systems, the following function factors equation is proposed. It considers vulnerability, susceptibility, attack surface and interdependency.


  R i s k = w 1 ∗ v u l n e r a b i l i t y   v a l u e + w 2 ∗ s u s c e p t i b i l i t y   v a l u e + w 3 ∗ a t t a c k   s u r f a c e + w 4 ∗ i n t e r d e p e d e n c y   v a l u e  



(1)




where w(i) represents the weight associated with the IoT security factor.



The values of vulnerability, susceptibility, attack surface or interdependency could be estimated using methods such as CVSS, DREAD, STRIDE or employing experts’ judgment. For this study, an experts’ judgment was used to show the risk security analysis methodology. The considered values were ranked in a scale from 1 to 10, aligned with specialized organizations such as NIST for CVSS values.



Table 10 shows the IoT risk-based analysis using Equation (1). For this evaluation, the following values were determined based on the expert panel: vulnerability 8/10, attack surface 5/10, susceptibility 3/10 and interdependency 6/10. Finally, the result value reaches 6,19/10 for the risk security of the studied IoT system.




6. Discussion and Conclusions


IoT scenarios offer new organization opportunities for digital transformation processes. Complementarily, they also foster the entrance of new risk security factors due to the complexity and dynamism of these systems. Consequently, this drives the need to seek innovative alternatives for this risk analysis. Additionally, another IoT system consideration due to its dynamism is having incomplete or a lack of history patterns, which could lead to uncertain environmental decisions. In this study, we research the risk security of environmental, economic and social domains due to the security characteristics of IoT devices.



The research determines three main factors that directly influence or impact the risk security in an IoT device: vulnerability, susceptibility and attack surface.



The vulnerability variable is related to the IoT device’s layer factors. The IoT device may have vulnerabilities in different layers (three on the ITU model). Moreover, the vulnerability value represents the overall value of all contributions in each layer of the IoT model. In addition, there could be a probability that an attacker could impact this vulnerability. This probability may vary according to the experts’ analysis. In our simulation case, we defined a value of 65% for this impact attack.



The susceptibility variable is related to this kind of effect in an IoT device attack. The susceptibility can be represented as the exposure level of an IoT device. Thereafter, we define the probability that the IoT device could be susceptible to one or several attacks. In our simulation case, we determined a 65% value for this risk attack. This probability may also fluctuate according to the experts’ analysis.



Subsequently, the attack surface variable is related to the entry/exit points, data, communication protocols and media IoT devices used in the device layers (three on the ITU model). The attack surface is directly correlated to the number of existing IoT devices. An increase in the number of IoT devices expands the attack surface because it generates more entry and exit points. Moreover, it could offer an alternative attack path for the IoT device.



Regarding the characteristics of IoT systems, the Bayesian network (BN) model was selected as the proper solution for this context. It can effectively evaluate the risk security in IoT systems. Explicitly, Bayesian models analyze under uncertainty and data-limited environments. They also provide a link between qualitative values and quantitative results for decision-making.



The BN results show that if we increase the confidence of an IoT attack factor, the probability of impacting the economic, social and environmental values could certainly change. The results demonstrate that the main factor in the proposed model is interdependence with IT and OT systems. This leads to a proposal of an attacker/IoT systems model. Its schema is exhibited in Figure 8.



The attacker can choose to attack any or all components: vulnerability, attack surface, susceptibility and interdependence. As a result, the economic, social and environmental elements supported by the IoT system will affect the organization’s payoff. Considering the proposed IoT system security, alternative strategies could be established to reduce this impact possibility.
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Figure 1. Scale and intensity of cyber-attacks. The higher number of companies affected and the higher loss severity increase the probability of systemic cyber-risk. 
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Figure 2. Systematic literature review of the use of Bayesian networks in cybersecurity. 






Figure 2. Systematic literature review of the use of Bayesian networks in cybersecurity.



[image: Games 14 00001 g002]







[image: Games 14 00001 g003 550] 





Figure 3. Methodology to build Bayesian networks for IoT risk security assessment. 
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Figure 4. Economic, social and environmental nodes in Bayesian network model. 
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Figure 5. Attack probabilities near 80% on economic and social variables due to interdependence influence. 
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Figure 6. Methodology to evaluate IoT risk security score based on scenarios. 
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Figure 7. BWM to determine IoT factor weights for risk security level. 
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Figure 8. The Best Worst Method (BWM) determines the IoT factor weights to evaluate risk security levels. 
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Table 1. Classification of models for data analysis used in decision-making processes.
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	Regression
	Classification
	Neuronal Networks
	Probabilistic Graphical Models





	Decision tree regression (CART)
	Logistic regression
	Autoencoders
	Bayesian belief net

work



	Random forest regression
	Adaptive boosting

(AdaBoost)
	Conventional neural

networks
	Hidden Markov model



	K-nearest neighbors regression (KNN)
	Naïve Bayes
	Recurrent neural net

works
	



	Multivariate adaptive regression splines (MARS)
	Support vector machine

(SVM)
	
	



	Support vector regression (SVR)
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Table 2. Topics related to Bayesian networks in cybersecurity.
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Type of Manuscripts

	
Number of Works

	
Topics Related to Bayesian Networks






	
Journal

	
348

	

	
Markov–Bayes model [23].



	
Combined naive Bayes [24].



	
Bayesian learning [25,26].



	
Bayes-net classifiers [27].



	
Naïve Bayes filter [28].



	
Bayesian inference [29,30].



	
Dynamic Bayesian networks [31,32].



	
Bayesian Stackelberg game [33].



	
Bayesian Dempster–Shafer [34].



	
Nonparametric Bayesian approach [35].



	
Bayesian-graph theory [36].









	
Conference

	
210




	
Book

	
3




	
Chapters

	
92
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Table 3. Application areas of Bayesian networks in cybersecurity.






Table 3. Application areas of Bayesian networks in cybersecurity.





	Application Areas
	Number of Papers
	Focus On





	IoT
	47
	Detecting attacks [37].

Situational awareness [38].

Classification of attacks [39].

Classification of vulnerabilities [40].



	Risk management/assessment
	34
	Industrial process [41].

Information security [42].

Network systems [43].

Cyber–physical systems [22].

Autonomous vehicles [24].

Attack graphs [44].

Cybersecurity protection [45].



	Awareness
	5
	IoT security situational awareness [38].

Information attack in vehicular ad hoc network [24].



	Defense mechanism
	4
	Advanced persistent threats [46].

Game theoretical approach [47].



	Detection of attacks
	158
	Insider threat detection [48].

Resource-aware detection [49].

Detection in a cloud environment [50].

Abnormal event correlation [51].

Multiple attacks detection [52].
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Table 4. Key factors related to IoT security and their main components from EFA.
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	Factors
	Description





	Vulnerabilities
	The IoT device may have vulnerabilities in its layers (three on the ITU model). Therefore, the vulnerability value of an IoT model represents the overall value of all contributions in each layer.



	Type of attack
	Different types of attacks can compromise the confidentiality, availability and integrity of IoT devices.



	Attack surface
	The attack surface will be conditioned by the inherent organization characteristics in which the IoT solution has been implemented. The attack surface includes entry/exit points, transmission channels, protocols and data used in the IoT model layers (three layers in the ITU case). The number of used IoT devices can also increase the attack surface due to the growing number of entry/exit points, channels, protocols and data.



	Interdependency
	The IoT device interacts with different layers’ protocols and technologies employed on the IoT system. The IoT device serves to build solutions that have a social, economic and environmental impact on the organization’s domain or pillar. Interdependency is driven with other IT/OT systems or IoT systems to implement the required functionalities. This interdependency between domains and systems increases the attack’s surface.



	Severity
	The severity will depend on the confidentiality, availability and integrity impact of the operations and information handled by the IoT device. The severity and security components impact (CIA) will depend on the target and type of attack. For example, an MITM attack will be focused on confidentiality, while a DoS attack will be focused on availability. The IoT device security protection–CIA will depend on the security requirements arising from the inherent characteristics of the domain or pillar. The vulnerability’s presence can increase the likelihood of a significant impact on security components during an attack.



	Application domain
	The attack on IoT devices could affect economic, social and environmental operations. The domain or pillar requires certain security configurations, and it may have inherent vulnerabilities. The characteristics of the domain or location may increase the attacked IoT device’s susceptibility.



	Scalability
	The behavior of the security attack may be conditioned by the IoT device’s dependency on other IT/OT systems. The attack could come from IT/OT to the IoT, or vice versa. This could increase the attack’s scalability. A higher number of devices could also increase attack scalability. Previous episodes could generate higher-impact attacks.



	Susceptibility
	The attack susceptibility is linked to the IoT device’s susceptibility. The IoT device may have components in different layers (according to the ITU model: three layers), which could increase the attack susceptibility due to extra entry and exit points. The systems’ interdependence could also affect the susceptibility. Exposure to a higher number of attacks and a shorter time between them can negatively affect equipment susceptibility.



	Uncertainty
	The security attack’s effect on IoT systems can have a random behavior depending on different variables, such as attack transmission through IoT devices. There is a non-deterministic behavior to the attack because it is not possible to precisely establish the security condition of the IoT device or IT/OT system at the time of the attack.
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Table 5. Node status of IoT devices based on cybersecurity.
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	Nodes
	Nodes Status





	Vulnerabilities
	
	(1)

	
exist;




	(2)

	
no exist









	Attack surface
	
	(1)

	
attackable;




	(2)

	
no attackable









	Interdependency
	
	(1)

	
exist;




	(2)

	
no exist









	Application domain
	
	(1)

	
impact;




	(2)

	
no impact









	Susceptibility
	
	(1)

	
exist;




	(2)

	
no exist
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Table 6. Node status of the application domain of IoT systems based on cybersecurity.
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	Nodes of Application Domain
	Nodes Status





	Domain
	(1) impact; (2) no impact



	Pillar
	(1) impact; (2) no impact



	Economic
	(1) impact; (2) no impact



	Environmental
	(1) impact; (2) no impact



	Social
	(1) impact; (2) no impact
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Table 7. Computational time analysis of the Bayesian network.
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	Number Nodes
	Computational Time (Seconds)





	1
	12 s



	2
	12 s



	3
	12.5 s



	4
	15 s
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Table 8. Risk security according to the node status of an IoT device.
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	Case
	Nodes
	Description





	VS
	vulnerability; susceptibility
	vulnerability = exist; susceptibility = exist



	VI
	vulnerability; interdependency
	vulnerability = exist; interdependency = exist



	VIAs
	vulnerability; interdependency; attack surface
	vulnerability = exist; interdependency = exist; attack surface = hackable



	VSAsI
	vulnerability; susceptibility; attack surface; interdependency
	vulnerability = exist; susceptibility = exist; attack surface = hackable; interdependency = exist



	VSI
	vulnerability; susceptibility; interdependency
	vulnerability = exist; susceptibility = exist; interdependency = exist
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Table 9. Attack and impact probability using IoT security Bayesian model.
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IoT Factors (Input Variables)

	
Impact (Output Variables)




	
Vulnerability

	
Susceptibility

	
Attack Surface

	
Interdependency

	
Economic

	
Social

	
Environmental






	
70%

	
50%

	
60%

	
60%

	
70.77%

	
63.98%

	
55.90%




	
100%

	
50%

	
50%

	
60%

	
73.12%

	
66.04%

	
57.66%




	
100%

	
100%

	
50%

	
60%

	
76.56%

	
69.08%

	
60.26%




	
100%

	
100%

	
100%

	
60%

	
77.91%

	
70.25%

	
61.26%




	
100%

	
100%

	
100%

	
100%

	
86.05%

	
77.15%

	
67.28%




	
70%

	
100%

	
50%

	
60%

	
73.40%

	
66.30%

	
57.88%




	
70%

	
50%

	
50%

	
100%

	
84.86%

	
76.22%

	
66.43%
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Table 10. Attack and impact probability for IoT security Bayesian model.
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	Factors
	Vulnerability
	Attack Surface
	Susceptibility
	Interdependency
	IoT Risk Security





	Weights
	0.32
	0.06
	0.13
	0.49
	6.19



	Values
	8
	5
	3
	6
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