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Abstract: E-commerce implies an electronic purchasing and marketing process online by using typical
Web browsers. As e-commerce is quickly developing on the planet, particularly in recent years,
many areas of life are affected, particularly the improvement in how individuals regulate themselves
non-financially and financially in different transactions. In electronic payment or e-commerce payment,
the gateway is a major component of the structure to assure that such exchanges occur without
disputes, while maintaining the common security over such systems. Most Internet payment gateways
in e-commerce provide monetary information to customers using trusted third parties directly to
a payment gateway. Nonetheless, it is recognized that the cloud Web server is not considered a
protected entity. This article aims to develop an efficient and secure electronic payment protocol for
e-commerce where consumers can immediately connect with the merchant properly. Interestingly,
the proposed system does not require the customer to input his/her identity in the merchant’s website
even though the customer can hide his/her identity and make a temporary identity to perform the
service. It has been found that our protocol has much improved security effectiveness in terms of
confidentiality, integrity, non-repudiation, anonymity availability, authentication, and authorization.
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1. Introduction

E-commerce was introduced to the consumer and business worlds as a unique approach in 1990 [1].
E-commerce has expanded since then and improved enormously, giving the world’s customers and
companies incredible benefits. E-commerce history is closely linked to Internet history. When the
Internet was open to the public in 1991, online shopping was made possible [1,2]. E-commerce is
characterized as a primary business model by means of the selling process of goods, the purchasing of
resources, and the distribution or exchange over the Internet of items, services, and knowledge [3].
E-commerce can be used with mobile payment systems, which allows customers to pay for their
shopping by using smartphones [4,5]. Mobile business is a major e-commerce extension that enables
customers with wireless handheld devices, e.g. tablets, smartphones, and laptops, to carry out online
commercial transactions [6]. E-commerce is becoming very popular nowadays since the customer
can spend from home; solutions are affordable, with items delivered to the home with no hassle.
The popularity of e-commerce is mainly because of its online business perspective. It makes it possible
to gain and sell goods online, to provide various services and information through the Internet, and to
exchange money immediately between businesses [7]. Many individuals are excited about obtaining
their own online website for their company, as it is possible to market items online around the world.
Customers are also interested in online shopping since they do not wish to waste valuable time
shopping. E-commerce implies an electronic purchasing and marketing process online by using typical
Web browsers. It is described as selling and buying of services or goods through wireless technology.
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Developed nations tend to be more acquainted with systems, whereas Internet shopping is exploding
in developing nations. The foremost goals of an electronic payment system are increasing efficiency,
improving protection, and improving customer convenience and ease of use.

In the electronic payment system, the payment gateway is an essential component of the
infrastructure to confirm that such exchanges happen with no concerns and to ensure that the
common security over electronic systems is maintained [8,9]. Such a system will help secure a purchase
along with a person’s transaction information. A payment gateway defends transaction information
by encrypting personal information, such as credit/debit card details, to guarantee that information is
transferred securely between a consumer and the transaction processor. Each online exchange should go
through a managed transaction gateway. The secure electronic payment structure includes four system
segments [10]. The interaction between the segments operate through protected communication tunnels.
Secure communication tunnels offer a protected method for interaction between two or more people,
or between segments, such as the buyer to the merchant, on the transaction gateway. The e-payment
system must be harmless for online transaction applicants, for instance, fee gateway server, bank account
server, and merchant server.

This paper is divided into six sections. Section 1 introduces electronic payments and their related
study. Section 2 includes an overview of the existing system and the formulation of the problem.
Section 3 describes the RSA cryptosystem. Section 4 addresses how the model will be implemented.
Section 5 discusses the security analysis and proposed method advantages. Finally, the last section
presents the conclusions and future work.

2. Literature Review

Electronic payment systems have continued to grow over recent years because of the increase of
online banking and shopping. As the world advances much more with technological advancements,
we are able to see the growth of e-payment methods and transaction processing devices. A payment
gateway is a service provider that offers equipment to procedure a transaction between buyers and
merchants, along with banks over the World Wide Web. It supports secure a purchase along with
a person’s transaction information inside a transaction. A payment gateway defends transaction
information by encrypting sensitive information, to guarantee the information is transferred securely
between a consumer and the transaction processor. To help make it secure between each element,
particularly between the client and the Internet payment or merchant gateway, a few strategies are
recommended. Specifically, online buyers have to feel comfortable that their personal information
and banking details are protected and cannot be seen by hackers. Thus, a connection that is secure it
needed to assure payment transactions. Identity theft and phishing fraud are the two most popular
types of fraud found within the Internet store [11].

To mitigate both types of fraud, a new secure electronic payment gateway to offer authorization was
proposed by Izhar et al. [12]. The main objective of this proposed method was to provide authorization
confidentiality, integrity, and availability for transactions. In their study, the authors utilized the
Triple Data Encryption Standard (TDES, more often referred to as 3DES) cryptosystem to encrypt the
transaction information and accomplish a greater speed of transactions within the payment gateway.
The 3DES algorithm utilizes the data encryption standard (DES) cipher three times to encrypt its
information. DES is a symmetric key algorithm based on the Feistel cipher [13]. As a symmetric crucial
cipher, it applies a similar element for both encryption and decryption processes. The Feistel cipher can
make both processes almost precisely the same, which results in an algorithm that is more effective
to put into action. DES has both a 64-bit block and key measurement but, in training, grants just 56
bits of security [13]. 3DES was created as a safe option due to DES’s small crucial length. In 3DES,
the DES algorithm is operated three times with three secrets and is regarded as safe in the event that
three individual keys are used. To protect vulnerable cardholder information during transmission,
good cryptographic and security protocols must be used. They encourage cryptographic libraries,
such as certified AES and 3DES [14]. However, the most recent improvement, referred to as AES, is
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slow. Therefore, 3DES is safer and faster [12]. There is another popular cryptosystem used in payment
systems [15], namely RSA. An RSA e-commerce security system (RSA-ESS) is implemented in [16],
which resolves the security and privacy issues of credit card information in e-commerce transactions. In
such systems, RSA is utilized to key the transaction information and realize greater speed in e-commerce
transactions. This method is only used for privacy and security of fee information. A study of privacy
and security of the e-banking adoption approach can be found in [17], where the authors proved
a secure model of trust in an electronic payment system. Figure 1 shows the functional flow of a
payment gateway.
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A related review conducted for online banking security and privacy issues in Oman can be found
in [18]. A secure and privacy-preserving electronic payment approach can be found in [19], where the
authors suggested electronic tokens as being an abstraction of basic fiat currency of equivalent benefit
in order to provide privacy and protection in digital payments, presenting an intermediate entity in the
method that mediates a transaction between the payer and the payee. A software tool to investigate
distributed guessing attacks in the payment transaction process is implemented in [20]. In this study,
the authors analyzed that remote Internet banks and merchants with their very own security policies
cannot be protected by such attacks. Thus, the number of guessing actions is restricted to avoid repeated
invalid efforts produced within a particular time span, and the posting code is confirmed to identify
the invalid address information stored by the card-issuing bank account. To obtain credit/debit card
details, an adversary is able to utilize a web merchant’s transaction page in order to speculate the data:
the merchant’s reply to some transaction attempt is going to state whether the estimate was correct.

A secure electronic payment gateway for a secure e-payment approach can be found in [21]. In the
system, a consumer’s monetary information is delivered straight to a transaction gateway, known as a
Trusted Third Party (TTP), rather than over an Internet merchant. The method was created by secure
socket layer (SSL) with RSA utilized to improve the additional relationship in the payment process.
A similar RSA algorithm-based universally unique identifier approach is used to avoid fraudulent
activity in e-commerce in [22]. An efficient e-payment protocol for the mobile environment is proposed
in [23], where mobile consumers can link directly with the merchant. Presently, numerous techniques
are utilized for e-commerce payment systems. In this area, we briefly discuss three existing forms of
e-commerce payment. A secure e-commerce protocol is explained here, which is a modified form of
an efficient e-electronic for mobile users proposed in [23]. The existing systems and their proposed
properties are summarized in Table 1.
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Table 1. Related work with their properties.

Author Method Remarks Drawback

Izhar et al. [12] Triple Data Encryption
Standard (TDES)

The proposed system designed
and implemented a secure
electronic payment gateway to
provide authorization,
confidentiality, integrity, and
availability for transactions.

The proposed method is for
the local environment.
This payment architecture did
not address security issues
(i.e., non-repudiation
and anonymity).

Nwoye [16] RSA cryptosystem

The proposed system
implemented an RSA
e-commerce security system
(RSA-ESS), which addresses
the security and privacy
difficulties with credit card
information in e-commerce
transactions. In this system,
RSA is used to secure payment
information and achieve the
required speed in an
e-commerce transaction.

The proposed system can be used
only for the security and privacy
of payment information.

Zay Oo [21] RSA cryptosystem

Through this method, a
customer’s monetary data
(credit or debit card
information) are sent straight
to a payment gateway, also
called TTP, instead of
directing them through an
online merchant.

The payment gateway plays an
essential role as each of the entities
communication is concluded in
the transaction gateway for the fee
payment request. Furthermore,
the consumer cannot talk
interconnectedly in the merchant
to the device doing the payment
request. The cardholder and
private data are kept in cloud
servers and might be subject to
compromise of cloud
products/services with malware
and exploitation of potential
vulnerabilities in the program
implementation of e-commerce
services [24].

3. RSA Cryptosystem

RSA was planned and created by Ron Rivest, Adi Shamir, and Leonard Adleman around 1978 [25].
It is probably the supreme identified cryptosystem for replacing digital or key autograph or perhaps for
enciphering chunks of information [26]. The RSA algorithm is the basis of a cryptosystem—a sequence
of cryptographic algorithms that are used for special purposes or for specific safety services—that
allows public-key encryption and is used extensively for protecting sensitive data, especially if sent
via an insecure network such as the Internet [27]. RSA makes use of an adjustable size encryption
block along with a variable size key. The RSA algorithm is contingent upon the top number since it is
tough to clap the big prime number [28]. It runs on two key numbers to create private and public keys.
The sender encodes the idea with the public element of the receiver, and the receiver on buying the
idea decrypts it with its own personal key.

RSA usually involves three steps: key generation, decryption, and encryption. RSA has numerous
bugs in its strategy and thus is not encouraged for financial use. The most crucial security services
that come with RSA are privacy and secrecy, authentication, integrity, and non-repudiation [26],
because they prove RSA’s being an excellent security public-key cryptosystem. The RSA algorithm
has many advantages, namely it has quick encryption and verification processes; offers a high level
of security; and sustains data privacy, non-repudiation, and data reliability [22,26,29]. The approach
presented in this research paper requires a high level of safety, which can be effectively achieved and
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fulfilled by RSA. The following is the algorithm of the RSA cryptosystem. Figure 2 shows how RSA
public Key Cryptosystem works [30].

To generate the encryption and decryption keys, we can proceed as follows.

P and Q both Prime, P , Q

∅ = (p-1) (q-1) 1
1 < e <∅

gcd (e,∅) = 1
Public Key = {e, n}
Private Key = {d, n}

Plaintext Encryption:

M < n
Cipher text: C = Me mod n
Cipher text Decryption:

Plaintext: M = Cd mod n
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4. The Proposed Method and System Architecture

Security is a key concern and vital issue for the success of e-commerce. In previous work, a secure
electronic payment gateway for e-commerce was proposed. In this paper, we propose a secure protocol
in e-commerce to enhance the security of the e-commerce process, which can also improve the security of
existing work. Interestingly, the proposed system does not require the customer to input his/her identity
in the merchant website even though the customer can hide his/her identity and make a temporary
identity to process a request for the service. The proposed system is made up of five entities: client (C),
merchant (M), payment gateway (PG), user bank (B), and merchant bank.

They perform as follows. Each entity, that is, the client, merchant, user banks, and merchant bank,
registers with the payment gateway to create its secret key with the gateway. Secret key elements
are necessary to secure communication. Additionally, the user and merchant also create a secret key
between themselves. The customer examines the merchant and requests for the product, now with
his/her temporary identity created in the merchant website, and the merchant sends the request to the
payment gateway. The proposed model of the e-payment system is shown in below Figure 3.
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The gateway performs several verification steps and forwards the petition to the client’s registered
bank. At exactly the same time, the payment gateway forwards some encrypted communications
to the server. Upon receipt of the quantity subtraction demand, the user bank authenticates it and
takes it to the transaction gateway and acknowledges the deduction gateway, after which it sends
the authenticated data to the payment gateway. The payment gateway calculates the required result
and also forwards it to the bank, wherein the bank captures different versions and amount responses,
which are acceptable after verification. The user initiates the transaction by mailing his short-term
identity to the server. Be aware that the public key pair continues to be accredited through the
certification authority.

4.1. Preliminaries of the Proposed System

• Online customer

A consumer is a person who is going to purchase items by creating payments in a timely manner.
In the electronic payment process, an Internet customer is an individual or maybe an organization
that gets, consumes, or maybe purchases something online and will choose from various suppliers
and goods.

• Merchant

A merchant is an enterprise or a person who offers a service or product. An e-commerce merchant
is somebody who offers a service or product solely over the Internet. A merchant sells products to a
customer for a price, and, by law, has a duty of hygiene to the consumer because of the expertise of the
merchandise he is on the market (e.g., Lazada, Aeon, and Shoppee).

• Client bank

A client bank is a kind of bank that holds the client’s account and authorizes him or her during
account registration. It generally has the money of numerous customers and is specially designed for
the goal of keeping the client’s cash on trust (e.g., Maybank, CIMB, and RHB).
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• Merchant bank

A merchant bank is a monetary institute, which involves underwriting and company loans,
catering mainly to the requirements of big companies and individuals with substantial net worth.
In e-commerce, a merchant bank is a kind of bank that permits companies to accept payments through
credit or debit cards and is liable for fraud management (i.e., Maybank, CIMB, and RHB).

• Payment gateway

A payment gateway is an essential component of a structure that guarantees worry-free transactions
and ensures the common safety among electronic systems. A payment gateway acts as an entrance
point to the national banking system [8]. Every transaction that takes place online is created via
payment gateways, which serve as points that economic institutions can access. A payment gateway is
attached wholly to consumers, banks, and merchants through the Internet and is responsible for the
speed, reliability, and safety of all transactions (i.e., ipay88, FPX, and Mol Pay).

4.2. Design Consideration

E-commerce describes all the deals done over the Internet with the help of digital innovation.
Mainly, there is an exchange of money for products or solutions across the boundaries of the organization.
In this paper, a secure protocol to enhance the security in an e-commerce system is introduced. This secure
protocol makes a temporary identity of the client to provide an extra layer of security in e-commerce
systems. Whenever the client sends a request to the merchant site for a search of a product, the secure
protocol first generates a client’s temporary identity to protect client information. Thus, if anything
goes wrong during request processing or any malicious data are found, the protocol discards the
request and terminates the entire transaction. To understand better, we can classify e-commerce design
considerations and challenges separately. From the analysis of the above roles, we can extract some key
design considerations for e-commerce.

• Each entity, that is, the client, merchant, user bank, and merchant bank, registers with the payment
gateway to create each of their secret key with gateway.

• The client and merchant also create a secret key between themselves.
• The client can connect his/her temporary identity to the merchant site to make an order. After the

order has been made, RSA encryption is executed to hide customer card information in order to
get ciphertext.

• Once the order has been placed, merchant redirects to the payment gateway for the encryption
and decryption processes.

• The client bank along with the client use the RSA signature to execute an electronic signature on
the document by making use of the private key.

• The public key set has actually been licensed by a certificate authority.
• The payment gateway executes some verification steps (encryption, decryption, and validation)

and forwards value subtraction request to the issuer and some encrypted message to the acquirer.
The primary purpose of this system is to create public and private keys for traders and banks.
It stores keys in the key database to be distributed to customers after the key generation process.
In the decryption process, RSA collects the customer’s card details after receipt of the ciphertext
from the customers and decrypts the ciphertext. The payment gateway validates the authorization
for the payment phase after the customer’s card details have been decrypted.

• The ciphertext is decrypted by RSA decryption to get the customer’s card information from the
bank’s website after it receives the ciphertext from the payment gateway. After the customer’s
card details have been decrypted, the bank shall validate the payment transaction, on the basis of
the client’s confirmation. Following the transaction, the bank will then inform the customer and
the merchant of the payment confirmation.
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4.3. Transaction Phase

The customer begins the transaction by mailing his/her momentary identity to the server. In the
entire transaction process, the customer immediately contacts the merchant, while, for interaction
with the account, the payment gateway was demanded both by the merchant and by the customer to
facilitate contact. The symbols used in the transaction phase are as follows:

TIDc—temporary identification of client
IDC—the identity of the product
G—goods details including price, date, and transaction identification
QC ReQ—value claim request
QC ReS—value claim response
PR ReQ—product request
PR ReS—product response
Vs ReQ—value subtraction request
Vs ReS—value subtraction response

A detail explanation of the process is provided below; “Alice’→ Bob: C” indicates a message C is
delivered to Bob by Alice. The proposed transaction protocol phase is presented in Figure 4.
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Step 1
Start:
Client → Merchant: The client sends a request to the merchant using his/her temporary

identity (TIDc).
Merchant→ Client: The merchant sends back to the client the identity of the product and goods

details including price, date, and transaction identification (IDC, G).
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Step 2
Client→Merchant: The client sends a request for the product (PR ReQ) to the merchant.
Step 3
Merchant→ Payment Gateway: The merchant sends to the payment gateway the value claim

request (QC ReQ), and the same time payment gateway also (IDC, G) to the merchant bank.
Step 4
Payment Gateway→ Client Bank: The payment gateway sends the value subtraction request

(Vs ReQ) to the client bank.
Step 5
Client Bank→ Client Phone: The client bank sends the verification OTP to the client’s mobile

phone, and then the client responds to the OTP verification code. Once verification is complete,
the client bank sends an acknowledgment to the merchant bank.

Client Bank→ Client: OTP request
Client→ Client Bank: OTP response
Merchant→ Payment Gateway: Acknowledgment
Step 6
Client Bank→ Payment Gateway: The client bank sends the value subtraction response (Vs ReS)

to the payment gateway, and the merchant bank sends an acknowledgment to the payment gateway.
Merchant Bank→ Payment Gateway: Acknowledgment
Step 7
Payment Gateway→Merchant: The payment gateway sends the value claim response (QC ReS)

to the merchant.
Step 8
Merchant→ Client: The merchant sends the product response (PR ReS) to the client.
Merchant→ Client: Acknowledgment
Client Bank→ Client: OTP confirmation
Stop:

5. Security Analysis and Advantages

Nowadays, e-commerce is a key component of contemporary businesses. Credit cards or debit
cards happen to be popular for remote or on-site transactions, decreasing the demand for inconvenient
money transactions. However, along with their popularity comes a substantial number of credit
card fraud cases online because of security vulnerability. Solutions have been proposed in the past
to avoid the issue, but many of them had been inconvenient and did not satisfy the requirements of
merchants and cardholders at exactly the same time. Consumers consider confidentiality, data integrity,
authentication, and non-repudiation as essential requirements for creating secure payments over the
Web [7,31–34].

• Confidentiality

Confidentiality is important within the e-commerce community because of the chance that hackers
might get one’s very sensitive information. It is indisputable that, when two parties engage in a
transaction, they both usually make sure that it will not be denied. Only an authorized receiver should
be able to acquire the encrypted message, so that others cannot read its content [35,36]. In our proposed
system, we continually encrypt data before moving it with the additional talking party using the RSA
cryptosystem. If opponent A interrupts in between the transaction, it obtains the encrypted note that
cannot be decrypted if the key element is missing. Hence, confidentiality is definitely satisfied.

• Integrity

Integrity is one of the major concerns of any company as well as for an e-commerce system.
The integrity of the data refers to the concept that information will not be considered a malicious
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modification within the system of transmission and that the information is obtained by the receiver
at exactly the same time the sender delivered it, that is, the precision of data transmitted to the
receiver [37]. The receiver can find out whether any changes were made to the original message.
When funds are delivered from customers to suppliers, the integrity of performance should be given
particular attention; that is, credit and debit of money must be mapped within an integrated manner.

• Non-repudiation

Non-repudiation signifies that individuals who made a transaction are not able to deny doing it.
This means individuals cannot avoid making a payment once electronic signatures are in place.
The sender not able to refute he sent a statement. To achieve non-repudiation, plaintext/clear text is used so
that people can understand. Ciphertext, which is unreadable to individuals, uses encryption. The reverse
procedure is called decryption [36,37]. The issuer makes use of the client‘s signature to make sure that the
legitimate person directs the petition to subtract the payment from his/her bank account. The customer
additionally can confirm the issuer’s signature. If there are a few issues, the customer along with the
issuer cannot deny the fact that they run the signature themselves. Therefore, here non-repudiation
is achieved.

• Anonymity

Privacy in e-commerce means anonymity of customers who engage in Internet transactions.
The buyer who spends his/her E-cash on something should remain anonymous against the receiver of
the cash along with the bank. The possibility for the identity of the buyer to be revealed should happen
only when the money is spent illegitimately [38]. Nevertheless, anonymity imposes potential threats,
for example counterfeiting, blackmailing, and money laundering. Thus, strengthening anonymity
in technologies will ensure the secrecy of the sender’s private information and further improve the
security of transactions. The examples of personal information that relates to banking are the amount
of the transaction and the date and time of the transaction [39]. In our proposed method, the identity of
customers is concealed during the transaction, and customers use a short-term identity that is centered
on communication. Consequently, it stops the client‘s anonymity.

• Availability

In e-commerce, services should have accessibility, which not only satisfies the security needs of
subjects taking part in a transaction but also provides user comfort. Accessibility is when transactions
are done with ease anytime the users wish [40]. Availability describes the accessibility of information
resources. In electric payments, availability means prevention against information delays or even
removal [41]. The system is liable for delivering, processing, and saving information that will be
accessible to those who need it. In our proposed method, every entity is registered with the payment
gateway and creates a secret key with the gateway exclusively. Therefore, here availability is achieved.

• Authorization and Authentication

The owners of organizations engaged with financial transactions have implemented different
secure authentication and authorization procedures at all stages in order to deter electronic transaction
fraud [40]. Only approved users must be eligible on the basis of electronic transfers, and only authorized
users must, therefore, be able to access details exchanged for payment [42]. On the other hand, strong
client authentication should shield the initiation of online payments besides access [43]. In the proposed
method, before the payment procedure, the client bank first asks for client authentication to ensure that
the prospect is an authorized person who will receive the verification code to transfer a certain amount
from the his/her account to the merchant bank. Therefore, here authorization and authentication
are achieved.
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Table 2 summarizes the all the security measurements and evaluation that are discussed in
Section 5.

Table 2. Security evaluation of the suggested system with related systems.

Parameters Izhar et al. [12] Nwoye [16] Kyaw Zay Oo [21] Our Proposed Method

Confidentiality Yes Yes Yes Yes
Integrity Yes Yes Yes Yes

Non-repudiation No No Yes Yes
Anonymity No Yes No Yes
Availability Yes Yes Yes Yes

Authentication No No No Yes
Authorization Yes Yes Yes Yes

6. Conclusions

E-commerce has extremely enhanced in popularity over the last decades, and, in methods, it is
changing typical payment methods right into online. With the increasing popularity of e-commerce,
the market for digital payments has exploded in the last decades, and payment in e-commerce,
particularly mobile payment, is currently extremely preferred and plays a growing role. The principal
issue is a better requirement for a secure payment system and online authentication on the client side and
the Web server side both in growth and in the development of e-commerce. In this research, we suggested
an efficient, secure electronic payment system for e-commerce. We introduced a comparison between our
suggested framework and the other three existing systems, which use RSA and DES to secure debit/credit
card details and keep them anonymous. Most of the clients want an e-commerce program, as there
are many advantages. Clients need such a secure system, because it satisfies all specifications and is a
sufficient system. We proposed a secure electronic payment system for e-commerce environments on the
basis of these requirements. In our proposed method, the transaction gateway functions as a proxy to
communicate between the client/merchant and the bank. The security analysis demonstrated that the
proposed plan has better protection effectiveness in terms of confidentiality, non-repudiation, integrity,
availability, and anonymity. The extension of this article will focus on the utilization of our proposed
framework in real-world applications by proving its ability to avoid various attacks and determine the
time necessary for electronic payment.
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