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Abstract

Despite significant improvements in vehicle management efficiency achieved through
the integration of VANET and Internet of Things technologies, Internet of Vehicles (IoV)
networks remain vulnerable to cyberattacks. This is because the wireless data exchange
channel in IoV has several vulnerabilities that are exploited to carry out cyberattacks. The
article suggested using the symmetric block cipher GOST 34.12-2015 (SBCG) to combat a
variety of cyberattacks. This cipher was chosen because it can be efficiently implemented
on low-power platforms and offers high cryptographic strength and encryption speed.
Furthermore, implementing SBCG in polynomial modular codes (PMCs) enables detection
of encryption errors caused by faults in encoder/decoder operation. The scientific novelty
of the proposed solution is that it is the first method to increase the fault tolerance of
an SBCG encoder, enabling real-time, effective countermeasures against faults caused by
both Differential Fault Analysis (DFA) attacks and natural faults. The originality of the
solution lies in the integration of cryptographic theory and the theory of constructing
correcting modular codes. The goal of this study is to improve the resilience of SBCG
encryptors/decoders to faults by using polynomial modular codes. Imparting fault-tolerant
properties to SBCG encryption systems implemented in PMC will enable them to effectively
mitigate real-time faults arising from both Differential Fault Analysis (DFA) attacks and
natural faults.

Keywords: cyberattacks; IoV network; symmetric block cipher; polynomial modular codes;
fault tolerance; error-correcting decoding algorithm

1. Introduction
The major increase in vehicle numbers in modern cities and the growing demand

for traffic safety have provided a powerful impetus for the development of Vehicle-to-
Everything (VANET) networks, which consist of Roadside Units (RSUs) and On-Board
Units (OBUs) [1–3]. This is clearly evident in the integration of VANET and Internet
of Things (IoT) technologies. The emergence of Internet of Vehicles (IoV) technology
enables drivers to receive real-time information on traffic congestion, road conditions,
traffic accidents, and detour routes. Thanks to IoV technology, the burden on drivers is
reduced, and comfort levels increase, including for passengers [4].
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However, the adoption of new information technologies has increased cyberattacks on
the IoV network [5,6]. An analysis of the works [5–8] has shown that most cyberattacks
aim to compromise the confidentiality of data transmitted over the IoV. The effectiveness
of such attacks can be mitigated through encryption. Among modern SPN ciphers, the
symmetric block cipher GOST 34.12-2015 (SBCG) [9] holds a special place. This cipher was
chosen because it can be efficiently implemented on low-power platforms and offers high
cryptographic strength and encryption speed [10,11]. Consequently, this cipher has great
potential for effectively preventing cyberattacks targeting confidentiality and can be used
in IoV systems.

It is well known that technologies for creating high-speed vehicles and the intelligent
real-time control systems for them are considered critical. One of the main requirements
for such systems is ensuring their fault tolerance during operation. This requirement is
fundamental for the operation of encoders/decoders, as in the event of malfunctions or
failures, unprotected data will be transmitted over the radio channel. As a result, an attacker
could launch a cyberattack by tampering with the transmitted information. Furthermore,
due to malfunctions or failures in the encryption/decryption modules, the speed at which
critical information reaches drivers is reduced because of the need for re-encryption. All of
this can negatively impact the safety of high-speed road traffic.

There are two ways to improve the fault tolerance of IoV systems. First, introducing
structural redundancy. Thus, in [12,13], a duplication method is proposed to improve fault
tolerance. The works [14–16] consider the Triple Modular Redundancy (TMR) method.
However, despite their simple circuit implementation, structural redundancy methods
have a drawback: high hardware costs.

Second, this method utilizes information redundancy. In this case, error-correcting
codes are used to mitigate the effects of failures or errors that distort computation results.
Since the SBCG encryption algorithm operates in the field GF(28), it is advisable to select
a polynomial modular code (PMC) as the code. This code allows transitioning from
encryption in the field GF(28) to analogous procedures in the ring of GF(24). At the same
time, the developed decoding algorithm PMC eliminates the consequences of failures
and errors directly during the operation of the encoders/decoders. This will prevent the
transmission of critical information in plaintext. As a result, a cyberattack targeting the
confidentiality of data transmitted over a VANET network will fail.

The scientific novelty of the proposed solution is that it is the first method to increase
the fault tolerance of an SBCG encoder, enabling real-time, effective countermeasures
against faults caused by both Differential Fault Analysis (DFA) attacks and natural faults.
The originality of the solution lies in the integration of cryptographic theory and the theory
of constructing correcting modular codes.

The goal of this study is to improve the resilience of SBCG encryptors/decoders to
faults by using polynomial modular codes. Imparting fault-tolerance properties to SBCG
encryption systems implemented in PMC will enable them to effectively mitigate real-time
faults caused by both DFA attacks and natural faults. Equipping SBCG encryption systems
with fault-tolerant properties will not reduce the IoV network’s resilience to cyberattacks,
even if failures or malfunctions occur during operation.

The scientific results presented in the article include:

• We develop the decoding algorithm in the PMC, in contrast to previously known
algorithms, and show that our approach corrects distorted code residues at a lower
circuit cost than these existing solutions.

• We present precise mathematical models for encryption transformations in SBCG,
implemented in modular code.
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• We introduce explicit mathematical models for decryption transformations in SBCG,
realized in modular code.

The article is organized as follows. Section 1 presents the introduction and frames the
research issue. Section 2 reviews related work and existing approaches to fault tolerance,
modular coding, and error correction in redundant computational systems. Section 3
focuses on PMC redundancy codes and presents an explicit error-correcting decoding
algorithm for these codes; it precisely defines mathematical models of fault-tolerant SBCG
encoders and decoders constructed using modular code structures. Section 4 details the
operation of a fault-tolerant system that implements the explicit SBCG algorithm in PMCs
and demonstrates, step-by-step, how these exact models and decoding methods are used
to achieve reliable system performance under fault conditions.

2. Related Works
It is advisable to divide the analysis of related works into two parts. The first part of

this section will examine works describing methods for countering cyberattacks on VANET
networks using encryption. The second part of this section is devoted to an analysis of
works aimed at improving the fault tolerance of computing and information systems.

2.1. Analysis of Works on Countering Cyberattacks in VANET Networks

Currently, several known cyberattacks are targeting VANET networks. A classification
of these attacks is provided in [7]. The main objectives of such attacks are to create condi-
tions that prevent effective data reception, gain unauthorized access to information, modify
it, and cause service delays. Obviously, different countermeasures are applied for each type
of attack. Let us consider attacks whose effectiveness is reduced by encryption methods.

The first group of such cyberattacks consists of attacks on availability (Attack on
Availability), among which DOS and DDoS attacks can be distinguished [17,18]. When
these attacks occur, legitimate users are unable to access VANET network resources. This is
achieved by attackers sending a large number of messages, resulting in a denial-of-service
attack. One method for countering such attacks is encryption [19,20]. A Malware Attack
can reduce the availability of the VANET communication channel. Such an attack disrupts
the operation of the OBU and RSU transmitting systems. To counter such attacks, it is
proposed to use message source authentication and encryption [21].

The second category of cyberattacks consists of attacks on authentication. Among
these attacks, tunneling attacks stand out. Such an attack relies on a communication channel
(tunnel) created by an attacker between two remote VANET nodes. As a result, the attacker
gains unauthorized access to the transmitted data. This attack can be prevented using
authentication protocols and encryption methods [22]. The goal of an eavesdropping attack
is to analyze traffic between two VANET nodes. The attacker listens in on conversations
between vehicle drivers using radio interception tools. The effectiveness of such an attack
can be reduced using pseudorandom frequency hopping and encryption methods [23,24].
In a Man-in-the-Middle attack, an attacker intercepts the data stream from the source,
modifies it, and then transmits it to the recipient. In this case, the source and recipient
believe they are exchanging data directly without an intermediary. Authentication methods
and encryption protocols can reduce the effectiveness of such an attack [25]. The goal of a
social engineering attack is to steal personal information from vehicle owners. Methods
proposed to reduce the effectiveness of such an attack include spam filtering and encryption
of emails and passwords [26,27].

The third category of cyberattacks consists of attacks on data integrity. In a mas-
querading attack, an attacker impersonates another legitimate user. This attack results in
unauthorized access to data stored in the OBU or RSU memory. In [28], the authors propose
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using the AES encryption algorithm to prevent such attacks. The goal of an Illusion Attack
is to create a false image of the traffic situation for the vehicle driver. One method for
preventing this attack is the use of public-key cryptography [27,29].

The fourth group of cyberattacks consists of attacks on confidentiality. Encryption
methods are widely used specifically to counter such attacks. The goal of such attacks on
confidentiality is to provide an attacker with unauthorized access to confidential infor-
mation. The paper [30] describes the use of the AES block symmetric cipher to counter
brute-force cyberattacks. In [31], the authors chose traffic encryption as a method to reduce
the effectiveness of Traffic Analysis attacks. To improve the effectiveness of countermea-
sures against confidentiality attacks, several papers propose the combined use of symmetric
and asymmetric ciphers [32,33].

Side channel attacks occupy a special place among attacks on confidentiality. The
targets of such attacks are cryptosystems where it is impossible to violate isolation or
directly access the secret. A distinction is made between timing attacks and Differential
Fault Analysis (DFA) attacks. In the first type of side channel attacks, the attacker identifies
a correlation between the secret data used by an operation and the time of the operation.
In the second type of DFA attacks, the attacker deliberately introduces a glitch in the
encryption process. The purpose of this attack is to analyze the functioning of the encryption
system after such a destructive effect. As a result of such a cyberattack, the attacker can
obtain information about the key used for encryption. In [34], a DFA attack on the LED
cipher used in VANETs to ensure confidentiality is described. Simulation modeling showed
that the attacker was able to recover 64-bit and 128-bit LED secret keys, introducing, on
average, 48 and 96 errors, respectively. In [35], the authors analyzed the resistance of the
Khudra cipher, used in VANETs, to DFA attacks. The results of the study showed that the
DFA attack allows an attacker to recover an 80-bit secret key by introducing only two errors.
In VANET networks, the AES cipher is widely used to ensure confidentiality. Let us analyze
the works describing DFA attacks against this SPN cipher. The effectiveness of these
attacks largely depends on the choice of the attack model and the version of the encryption
algorithm. In [36], a developed model of a DFA attack on the AES SPN cipher is described.
Using this model, it was possible to obtain a 128-bit key from a set of six corrupted texts.
In [37], the authors implemented a DFA attack on the AES-192 and AES-256 algorithms.
The results showed that only 16 erroneous texts were used to find 192-bit and 256-bit keys
when implementing this attack. In [38], it was shown that, using two pairs of correct and
incorrect ciphertexts, the authors were able to calculate a 96-bit key from a 128-bit key.
The authors claim to have obtained a 128-bit key using four pairs of correct and incorrect
ciphertexts. In [39], the authors proposed a DFA attack model that uses two corrupted
ciphertexts. In [40], the authors used a single-byte fault model to conduct a DFA attack.
The results of the study showed that using this attack model to obtain a 192-bit key, the
required number of errors is two, and the complete search is 210.

An analysis of the studies showed that DFA attacks can reduce the level of confiden-
tiality in a VANET. Therefore, the development of protection methods against these attacks
is a pressing issue. The following methods are used to protect against DFA attacks. To
prevent external destructive influences, encoders are shielded. To reduce the effectiveness
of the attack based on the power reduction method, voltage stabilizers are used. One of the
most promising ways to prevent DFA attacks is to use methods that enable remediation
of failures during encryption without re-encryption. This approach will be discussed in
this article.

The analysis of the literature presented here shows that encryption methods are highly
effective against a wide range of cryptographic attacks in IoV. At the same time, block
ciphers are typically used to ensure confidentiality in VANET networks. Such ciphers may
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include Blowfish, DES, 3DES, RSA, AES, and SBCG. Each of these has its own advantages
and disadvantages.

Two conditions were set when selecting a cipher. The first condition is that the
cipher must be efficiently implementable on low-power platforms and must offer high
cryptographic strength and encryption speed.

The second condition is that the encryption algorithm must provide the ability to
eliminate the consequences of failures and malfunctions that occur during the operation of
encoders/decoders, using redundant arithmetic codes.

An analysis of known ciphers has shown that the AES and SBCG encryption algorithms
satisfy these two conditions. Each is based on a set of cryptographic transformations
GF

(
28).
However, using the same SPN-based approach, these ciphers exhibit varying crypto-

graphic resistance to different types of attacks. Let us consider the cryptographic strength of
these ciphers against DFA attacks. An analysis of [36–40] has shown that the effectiveness
of these attacks largely depends on the attack model and the encryption system’s modes
of operation. Thus, in [36], six distorted texts were required to restore a 128-bit key. The
attack model presented in [37] uses 16 erroneous texts to find a 192-bit and 256-bit key. It
was shown in [38] that, using two pairs of correct and erroneous ciphertexts, the authors
could recover 96 bits of a 128-bit key. The DFA-type attack model presented in [39], which
uses two distorted texts, made it possible to recover the 128-bit AES key. In [40], when
conducting a DFA-type attack, the authors used the single-byte fault model. The results of
the study showed that when using this attack model to obtain a 192-bit key, the required
number of errors is two, and the full search is 210.

Let us consider the cryptographic strength of the SBCG cipher against DFA attacks.
It should be noted that the number of papers devoted to these attacks on the AES cipher
significantly exceeds the number of publications on DFA attacks on SBCG. In [41], a four-
stage fault analysis (IFA) based on cipher replacement blocks was considered. The attack
model presented in the article requires introducing 217 errors. Byte distortion attacks in
rounds 7 and 8 of encryption are described in [42]. When implementing this attack, the
intruder can recover the original key with an average of four errors. Let us consider the
SBCG cipher’s resistance to other attacks. It was shown in [43] that, to find the first-round
128-bit key for SBCG, it is necessary to encrypt 2128 modifications of a given array. At the
same time, to calculate the first round 128-bit key for the AES cipher. The analysis of the
works [36–43] shows the prospects for using the SBCG cipher in IoV from the perspective
of ensuring network confidentiality. Let us perform a comparative analysis of AES and
SBCG ciphers using other parameters.

It should be noted that these ciphers have different time costs. First, the number
of encryption rounds differs. For example, with a 256-bit key length, the AES standard
performs 14 encryption rounds, whereas SBCG performs only 10. Moreover, the final round
in SBCG involves mixing with the round key. Second, there is a difference in the number of
procedures performed per encryption round. Each SBCG round has an LSX structure. That
is, during one encryption round, a linear L transformation, a nonlinear S transformation,
and a mixing operation X with the round key are performed. A single round of the AES
cipher contains more operations. These are SubBytes—the substitution S, ShiftRows—a
cyclic byte shift, MixColumns—the linear transformation L, and AddRoundKey—mixing
with the round key X. Third, there are different mathematical transformations when per-
forming the linear transformation. Thus, in SBCG, the linear transformation is implemented
using a shift register with linear feedback. In the AES cipher, calculating a single byte in
MixColumns requires four modular multiplications and three additions. Summarizing the
analysis of the two SPN ciphers, we conclude that, despite lower time costs for encryp-
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tion/decryption while maintaining equivalent cryptographic strength, SBCG has greater
potential to counter cyberattacks in VANET networks than AES.

2.2. Analysis of Works Devoted to Improving the Fault Tolerance of Computing and
Information Systems

When implementing DFA-type attacks, the violator intentionally introduces a mal-
function into the encryption process to analyze the behavior of the encryption system after
such a destructive impact. In this case, the failure is anthropogenic. However, failures
of encryption systems can occur for other reasons. These include operational overloads,
defects in materials and manufacturing processes, and violations of operating standards.
An important role in the occurrence of failures is played by the temperature conditions
under which encryption systems are operated. A number of methods have been developed
to eliminate the consequences of this type of failure. We will analyze the main types of
methods for increasing the fault tolerance of infoteleccommunication systems.

All methods designed to improve the fault tolerance of computing and information
systems can be divided into two groups. The first group includes methods that use struc-
tural redundancy. The goal of introducing structural redundancy is to ensure the system’s
normal functioning after component failures. In this case, the redundant component must
have characteristics similar to those of the primary component. In [12,13], the duplication
method is proposed to improve fault tolerance. When implementing this method, redun-
dancy is achieved through replacement. In this case, the primary element’s functions are
transferred to the backup only after the primary fails. The advantage of this method is its
low circuit cost, since only two identical systems are used. However, this method also has
drawbacks. The main drawback of the redundancy method is as follows. To switch to the
backup encryption system, it is first necessary to detect the failure of the primary system,
then activate the redundant system, and re-establish communication. All of this requires
additional time. Furthermore, the redundancy method is not very effective when hardware
malfunctions occur.

Methods involving multiple redundancy provide a higher level of fault tolerance.
The works [14–16] discuss the Triple Modular Redundancy (TMR) method. In this case,
three identical systems operate in parallel. A majority element is used to compare the
output values of all three systems. This method increases the probability of failure-free
operation and operational reliability by automatically mitigating the effects of random
failures and malfunctions. However, despite their simple circuit implementation, structural
redundancy methods have a drawback: high hardware costs.

The second group is based on methods that utilize information redundancy. In this
case, modular error-correcting codes are used to mitigate the effects of errors or failures that
distort calculation results. Among such codes, residue number system (RNS) codes have
become the most widespread. To identify a distorted residue in a code combination and
correct it, RNS codes use positional characteristics (PCs). In [44], a decoding algorithm was
proposed that used the interval positional characteristic for error detection and correction.
If the calculated interval is zero, the RNS code combination does not contain an erroneous
residue. In [45], an algorithm for calculating this characteristic is described, in which
Euler’s function is applied. To reduce hardware costs, [46] proposes an algorithm for
calculating the interval PC using the Chinese Remainder Theorem (CRT). However, this
algorithm is performed over a composite modulus, which does not ensure the maximum
possible reduction in hardware costs. To solve this problem, in [47], it was proposed to
move from calculations based on a composite modulus to similar calculations based on
two control bases.
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Reference [48] describes an error-correction algorithm for RNS codes based on the com-
putation of the coefficients of a generalized polyadic system. In Reference [49], the zeroing
method was proposed for detecting and correcting a corrupted residue in a modular code.

However, the algorithms discussed above cannot be used for error detection and
correction in SBCG encoders/decoders. This is because they were developed for RNS
codes, which perform computations with integers. The SBCG cipher, however, operates in a
field GF

(
28) where bytes are polynomials. Therefore, it is necessary to develop a decoding

algorithm that accounts for the principles of SBCG cipher construction when detecting and
correcting errors.

3. Materials and Methods
3.1. Decoding Algorithm in a Polynomial Modular Code with Error Correction

Before we move on to developing a decoding algorithm for PMC with error correc-
tion, let us review the principles of modular coding. A polynomial modular code is an
arithmetic code implemented as the sum of finite fields defined by irreducible polynomials
g1(z), . . . , gk(z), where z is a variable [50,51]. In this case, the PMC combination takes
the form

R(z ) = (R1( z ), . . . , Rk(z )), (1)

where Ri( z ) ≡ R(z )modgi( z ) is the residue of the polynomial R(z); i = 1, . . . , k.
The irreducible polynomials g1(z), . . . , gk(z) are the bases of the PMC, and their

product defines the working range

Pk( z ) =
k

∏
i=1

gi( z ) (2)

In this case, the set of valid code combinations will look like this:

Nk = 2degPk(z) (3)

where degPk( z ) is the degree Pk(z).
It is known in [50–52] that if condition (4) is met for three polynomials

{degR(z), .degT(z), .degH(z)} < degPk(z), (4)

then the following operations are valid:

H( z ) = R( z ) + T( z ) =
(
|R1( z ) + T1( z )|g1(z), . . . , |Rk( z ) + Tk( z )|gk(z)

)
, (5)

H( z ) = R( z )− T( z ) =
(
|R1( z )− T1( z )|g1(z), . . . , |Rk( z )− Tk( z )|gk(z)

)
, (6)

H( z ) = R( z )× T( z ) =
(
|R1( z )× T1( z )|g1(z), . . . , |Rk( z )× Tk( z )|gk(z)

)
, (7)

where Ti( z ) ≡ T(z )modgi( z ); Hi( z ) ≡ H(z )modgi( z ); i = 1, . . . , k.
Expressions (5)–(7) clearly illustrate the basic principle of performing modular opera-

tions in a polynomial modular code. In PMC, modulo-2 addition and subtraction, as well
as multiplication, are performed in parallel with the corresponding remainders. In this
case, computations in one base do not depend on computations in the other base. Since
modular operations are performed on residues whose degree does not exceed deggi(z),
where i = 1, . . . , k, expressions (5)–(7) can be implemented using LUTs. Thus, the
first advantage of PMC is that the use of polynomial modular codes allows for increased
computation speed in the sum of Galois fields.
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The second advantage of PMC stems from the independence of computations across
the code bases. As a result, an error occurring in the i-th base, where i = 1, . . . , k,
does not adversely affect the other bases. In other words, errors do not propagate during
computations in PMC. Thanks to this property, polynomial modular codes can not only
detect but also correct computational errors.

To solve this problem, the number of PMC bases is increased. The added bases increase
the code’s redundancy and are considered check modules. As a result, the size of the code
combination increases by ρ residues

R(z ) =
(

R1( z ), . . . , Rk(z ), Rk+1( z ), . . . , Rk+ρ( z )
)

, (8)

where ρ—the number of check bases; Rk+j( z ) ≡ R(z )modgk+j( z ); j = 1, . . . , ρ.
If ρ = 1, then the polynomial modular code has minimal redundancy and can detect

only a single error [51]. In the theory of constructing redundant PMCs, a single error is
defined as the distortion of a single residue in the code combination.

To improve the error-correcting capabilities of PMCs, [47,51,53] propose increasing
PMC redundancy to ρ = 2. Studies have shown that if the check bases are selected under
the condition:

deggk−1( z ) + deggk( z ) ≤ deggk+1( z ) + deggk+2( z ), (9)

then the redundant code combination (10) can not only detect but also correct a single
corrupted residue:

R(z ) = (R1( z ), . . . , Rk(z ), Rk+1( z ), Rk+2( z )). (10)

In other words, if the PMC combination contains two check residues, it can correct a
single error.

The main condition for verifying code combination (10) is that the following inequal-
ity holds:

degR(z) < degPk(z). (11)

If this condition holds, then the code combination contains no errors. A violation of
condition (11) indicates that the code combination contains an error.

During decoding, the redundant code combination is checked to identify corrupted
residues. The previous section of this article discussed the main algorithms for detecting
and correcting errors in modular codes. The first feature of these algorithms is that they
were developed for the RNS modular code. To use these algorithms in a polynomial
modular code, they must be modified. The second feature is a specific aspect of developing
correction algorithms for the SBCG encoder/decoder. It is known that SBCG is related to
SPN ciphers that operate over GF

(
28). In [53], the possibility of implementing such an SPN

cipher as a sum of two fields of lower dimension, GF
(
24), is demonstrated. In this case,

computations modulo g(z) = z8 + z4 + z3 + z + 1 were replaced by computations modulo
two modules. First module g1( z) = z4 + z + 1. Second module g2( z) = z4 + z3 + 1. It
is known that there are three irreducible fourth-degree polynomials. If two polynomials
serve as information bases, then g3(z) = z4 + z3 + z3 + z + 1 was chosen as the check basis.
In this case, the code combination takes the form (12):

R(z ) = (R1( z ), R2( z ), R3(z )), (12)

where Ri(z) ≡ R(z)modgi(z); i = 1, 2, 3.
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Let us consider the decoding algorithm [53] when performing the S-substitution
operation. To implement this operation, the developed algorithm uses three 256 × 4 -bit
tables. The combinations (R1( z ), R2( z )), (R1( z ), R3( z )) and (R2( z ), R3( z )) are
input to each of them, respectively. Three leftovers have been taken out of these tables:

R′(z ) =
(

R′
1( z ), R′

2( z ), R′
3(z )

)
, (13)

where R′( z )—the output byte of the S-table; R′
i( z ) ≡ R′(z )modgi( z ); i = 1, 2, 3.

After that, the authors propose performing the inverse transformation using the
Chinese Remainder Theorem (CRT):

R′(z) =
3

∑
i=1

R′
i(z)Bi(z)modP3(z), (14)

where B1(z)—the orthogonal basis; B1(z) ≡ 1modgi(z); P3(z) =
3

∏
i=1

gi(z); i = 1, 2, 3.

If condition (11) is satisfied, then combination (12) contains no errors. If condition
(11) is not satisfied, then combination (12) contains errors. In this case, the nonlinear
S-substitution operation is performed again.

An advantage of the algorithm [53] is that it uses only irreducible fourth-degree
polynomials. This allows for lower hardware costs compared to the algorithms [44–49].
However, this algorithm also has drawbacks. Since the number of check bases is ρ = 1, such
a PMC can only detect single errors. Furthermore, the use of CRT in the decoding algorithm
does not ensure minimal time complexity for error detection. Furthermore, repeating
encryption rounds increases the time required for encryption/decryption, potentially
compromising traffic safety. Therefore, developing a decoding algorithm in PMC that
corrects computational errors in SBCG is a pressing task.

An analysis of the works [44–49] has shown that classic error-correcting decoding
methods for modular codes are not suitable for ensuring fault tolerance in SBCG en-
coders/decoders. This is because, in this case, two check bases will be used as check bases
g3(z), g4(z), for which degg3(z) = 4, degp4(z) = 5. In this case, the size of the LUT table
size increases during hardware implementation of SBCG encoders/decoders. Thus, for
g3(z), the LUT table will have 28 memory elements, and for g4(z), the size of the LUT table
will increase to 210 memory elements. Thus, it is necessary for the two check residues,
which allow for the correction of a single error, to have a length of four bits. Furthermore,
the use of algorithms [44–49] may lead to a reduction in the cryptographic strength of
SBCG, since the check residues could be described as:

R′
3( z ) ≡ R′(z )modg3( z ), R′

4( z ) ≡ R′(z )modg4( z ). (15)

As a result, an attacker gains additional information about how transformations
are executed in the cipher. Therefore, the error-correcting decoding algorithm under
development must have checked residues that were not computed using expression (15).

It is known that, in PMCs, two conditions must be met simultaneously to correct an
error during decoding. First, the location of the corrupted residue—that is, the bit position
where the error occurred—must be known. Second, the specific bits in the residue that
were corrupted—that is, the depth of the error—must be known. Only in this case can the
decoding algorithm correct the corrupted PMC residue.

To implement the first condition, the developed decoding algorithm proposes rep-
resenting the check residue R3(z) as a weighted sum of the first information residue and
the product of the second residue by z. The calculation of the second check residue R4(z),
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implementing the second condition, can be obtained by summing the two information
residues modulo two. Then we have

R3(z ) = R1( z ) + zR2(z )modg3( z ),
R4(z ) = R1( z ) + R2(z ).

(16)

The result is a redundant PMC combination describing a byte—the smallest unit in
SBCG encryption:

R(z ) = (R1( z ), R2( z ), R3(z ), R4(z )). (17)

To locate the corrupted residue and determine the error depth in the developed
decoding algorithm, it is proposed to use a positional characteristic—the error syndrome.
As a result, we obtain the following:{

λ1( z ) = R3( z ) + R̃3( z ),
λ2( z ) = R4( z ) + R̃4( z ),

(18)

where R3( z ), R4( z )—the check residues of the valid PMC combination, which contains
no errors; R̃3( z ), R̃4( z )—parity residues calculated from the information residues using
expressions (16).

It is clear that if the code combination contains no errors, then the following equal-
ity holds:

R3( z ) = R̃3( z ), R4( z ) = R̃4( z ). (19)

Thus, expression (18) takes the form{
λ1( z ) = 0,
λ2( z ) = 0.

(20)

If an error occurs in the information residues of the code combination, then

R3( z ) ̸= R̃3( z ), R4( z ) ̸= R̃4( z ). (21)

As a result, expression (18) will take the form{
λ1( z ) ̸= 0,
λ2( z ) ̸= 0.

(22)

In this case, the first part of the error syndrome λ1(z) will indicate the bit in which the
error occurred, and the second part λ2(z) will indicate its depth.

Analysis of expressions (16)–(22) allows us to draw a number of conclusions.
First, if an error has corrupted the first information residue R∗

1(z), and its depth is
∆R1(z), deg∆R1(z ) < degg1(z ), then, in this case, the corrupted residue takes the form:

R∗
1(z ) = R1(z ) + ∆R1(z ). (23)

Then, for the combination R∗(z ) =
(

R∗
1( z ), R2( z ), R3(z ), R4(z )

)
, the follow-

ing holds: {
λ1( z ) = ∆R1(z),
λ2( z ) = ∆R1(z).

(24)

Thus, if the error syndromes coincide, the error vector takes the form e(z) =

(∆R1(z), 0, 0, 0). Then, the correction of the erroneous combination is performed
as follows:
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R( z ) = R∗(z ) + e( z ) =
(

R∗
1( z ) + ∆R1( z ), R2( z ) + 0, R3(z ) + 0, R4(z ) + 0

)
=

= (R1( z ), R2( z ), R3(z ), R4(z )).
(25)

Second, if an error has corrupted the first information residue R∗
2(z), and its depth is

∆R2(z), for which deg∆R2(z ) < degg2(z ), then, in this case, the corrupted residue takes
the form:

R∗
2(z ) = R2(z ) + ∆R2(z ). (26)

Then, for the combination R∗(z ) = (R1( z ), R∗
2( z ), R3(z ), R4(z )), the following

holds: {
λ1( z ) = z · ∆R2(z),
λ2( z ) = ∆R2(z).

(27)

Thus, if the error syndromes coincide, the error vector takes the form e(z) =

(0, ∆R2(z), 0, 0, 0). Then, the correction of the erroneous combination is performed
as follows:

R( z ) = R∗(z ) + e( z ) = (R1( z ) + 0, R∗
2( z ) + ∆R2( z ), , R3(z ) + 0, R4(z ) + 0) =

= (R1( z ), R2( z ), R3(z ), R4(z )).
(28)

Third, if an error has corrupted the first information residue R∗
3(z), and its depth is

∆R3(z), for which deg∆R3(z ) < degg3(z ), then, in this case, the corrupted residue takes
the form:

R∗
3(z ) = R3(z ) + ∆R3(z ). (29)

Then, for the combination R∗(z ) = (R1( z ), R2( z ), R∗
3(z ), R4(z )), the following

holds {
λ1( z ) = ∆R3(z),
λ2( z ) = 0.

(30)

Thus, if the error syndromes coincide, the error vector takes the form e(z) =

(0, 0, ∆R3(z), 0). Then, the correction of the erroneous combination is performed as follows:

R( z ) = R∗(z ) + e( z ) = (∆R1( z ) + 0, R2( z ) + 0, R∗
3( z ) + ∆R3( z ), R4(z ) + 0) =

= (R1( z ), R2( z ), R3(z ), R4(z )).
(31)

Fourth, if an error has corrupted the first information residue R∗
4(z), and its depth is

∆R4(z), for which deg∆R4(z ) < degg3(z ), then, in this case, the corrupted residue takes
the form:

R∗
4(z ) = R4(z ) + ∆R4(z ). (32)

Then, for the combination R∗(z ) =
(

R1( z ), R2( z ), R3(z ), R∗
4(z )

)
, the following

holds: {
λ1( z ) = 0,
λ2( z ) = ∆R4(z).

(33)

Thus, if the error syndromes coincide, the error vector takes the form e(z) =

(0, 0, 0, ∆R4(z)). Then, the correction of the erroneous combination is performed
as follows:

R( z ) = R∗(z ) + e( z ) =
(

R∗
1( z ) + 0, R2( z ) + 0, R3(z ) + 0, R4(z ) + ∆R4( z )

)
=

= (R1( z ), R2( z ), R3(z ), R4(z )).
(34)
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Analysis of expressions (24), (27), (30), and (34) shows that by using the developed
method, one can unambiguously determine the basis in which a single computational error
occurred, as well as its depth.

Let us consider the choice of the check basis used to compute the first check residue,
as in (16). It is known that there are three irreducible fourth-degree polynomials. If the
two polynomials g1( z) = z4 + z + 1 and g2( z) = z4 + z3 + 1 are used as the code’s
information bases, then g3( z) = z4 + z3 + z2 + z + 1 can be chosen as the check basis.
However, choosing this polynomial will not result in minimal circuit complexity. This is
because calculating the first error syndrome λ1(z) modulo this modulus requires three
modulo-2 adders with four inputs and one three-input adder. In this case, the combinational
circuit of the four-input adder contains eight four-input AND gates, as well as one OR gate
with eight inputs.

The circuit complexity of implementing expression (16) can be reduced by using
g1( z) = z4 + z + 1 a polynomial instead g3( z) = z4 + z3 + z2 + z + 1. In this case,
calculating the first error syndrome λ1(z) modulo g1( z) = z4 + z + 1 requires one
four-input and three three-input modulo adders. In this case, the combinational circuit
of a three-input modulo-1 adder contains four three-input AND gates, as well as one
OR gate with four inputs. Thus, it is evident that the implementation of a three-input
modulo g1( z) = z4 + z + 1 adder will require half the circuit complexity compared to the
implementation of a four-input adder. Therefore, the developed error-correcting decoding
algorithm takes the following form:

R3(z ) = R1( z ) + zR2(z )modg1( z ),
R4(z ) = R1( z ) + R2(z ).

(35)

3.2. Mathematical Models of the SBCG Encryption/Decryption Round, Implemented in
Modular Code
3.2.1. Mathematical Models of Encryption Transformations, Implemented in
Modular Code

According to [54], SBCG provides encryption of a 128-bit plaintext block over
10 rounds. The first nine rounds are complete, while the final tenth round consists only of
the X-mixing operation with the tenth-round key. All nine rounds have the same structure,
which includes the following operations:

• Mixing X;
• Transformation S;
• Transformation L.

Let us examine them in more detail. A 128-bit input block, consisting of 16 bytes of
plaintext, is fed to the first inputs of the modulo-two adders. The first-round key is fed into
the second input. The adders perform a mixing X operation with the first-round key.

a( u ) = X( u ) + K1( u ), (36)

where X( u ) is the u-th byte of plaintext; K1( u ) is the u-th byte of the first-round key;
u = 0, 1, . . . , 15.

Since it was proposed to use PCM to improve the fault tolerance of the SBCG cipher,
before performing the first round of encryption, the bytes must be represented in modular
code over the base g1( z) = z4 + z + 1 and g2( z) = z4 + z3 + 1. This operation is called
the conversion from positional code (PC) to PCM code. It is implemented as follows:

Xi(u) =
7

∑
n=0

xn(u)βn
i , (37)
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where Xi( u ) ≡ X(u )modgi( z ); xn(u)—the n-th bit of the u-th byte of the plaintext; βn
i —a

nonzero element of GF(24); u = 0, 1, . . . , 15; i = 1, 2.
A similar operation is performed with the round keys:

Ks
i (u) =

7

∑
n=0

ks
n(u)βn

i , (38)

where Ks
i ( u ) ≡ Ks(u )modgi( z ); ks

n(u)—the n-th bit of the u-th byte of the s-th round key;
βn

i —a nonzero element of GF(24); u = 0, 1, . . . , 15; i = 1, 2; s = 1, . . . , 10.
Then, in the modular code, the mixing operation with the first-round key takes

the form:
ai(u) = Xi(u) + K1

i (u). (39)

The result, obtained using expression (39), is fed to the input of the S block. It performs
a nonlinear transformation in SBCG. The nonlinear transformation involves replacing the
input byte with another byte. As a result, the static dependencies between the plaintext
and ciphertext are disrupted. Figure 1 shows a block diagram of the nonlinear transformer
used in SBCG.

 

Figure 1. Structure diagram of the nonlinear converter block.

In SBCG, the nonlinear transformer replaces the input byte with another byte

...
a ( u ) = π(a( u )), (40)

where
...
a ( u ) is the byte at the output of the S-transformer; π(a( u ))—the replacement

operation.
The replacement π(a( u )) depends on the value of the input byte and is determined

by the rule:
π = (252, 238, 221, . . . , 99, 182). (41)

In this case, if a(u) = 0, then
...
a (u) = π(0) = 252. And if a(u) = 255, then

...
a (u) = π(255) = 182.

To improve the fault tolerance of the LFSR performing the nonlinear S transformation
in the PMC, a table-based implementation of constant multiplication operations is proposed.
In this case, four tables will be used. Let us examine their contents. Since the input byte
arriving at the input of the block S contains two residues:

a( u ) = (a1( u ), a2( u )). (42)

They determine the row and column of the tables. In the first table, at the intersection of
row a1(u) and column, a2(u) the first information residue of the output byte is located:

...
a 1(u) = π(a(u))modg1(z). (43)
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In the second table, at the intersection of the row a1(u) and the column, a2(u) the
second information residue is located:

...
a 2(u) = π(a(u))modg2(z), (44)

In the third table, at the intersection of the row a1(u) and the column, a2(u) the first
check residue is located, calculated based on the expression:

...
a 3(u) =

...
a 1(u) + z

...
a 2(u)modg1(z). (45)

In this case, unlike in expression (16), the first information module g1( z) = z4 +

z + 1 is used as the check basis. This allows for a reduction in circuit costs compared to
g3( z) = z4 + z3 + z2 + z + 1, as confirmed by [55].

In the fourth table, at the intersection of the row a1(u) and the column a2(u) is the
second check residue, calculated based on the expression:

...
a 4(u) =

...
a 1(u) +

...
a 2(u). (46)

The check residues obtained using expressions (45) and (46) correspond to a valid
PMC combination that contains no errors. Thus, the nonlinear transformation in SBCG is
represented as the code combination

π(a(u)) =
...
a (u) = (

.....
a 1(u),

...
a 2(u),

...
a 3(u),

...
a 4(u)). (47)

The approach to performing a nonlinear transformation in PMC discussed above was
used to develop a mathematical model of the S block, operating in PMC and possessing the
fault-tolerance property. It consists of the following steps:

1. The input of the fault-tolerant converter S of the SBCG cipher receives code combina-
tions containing two remainders

a(0) = (a1(0), a2(0)), . . . , a(15) = (a1(15), a2(15)). (48)

2. A nonlinear S block is performed in PMCs based on expression (47).
3. A procedure is performed to search for and correct distorted residues in the calculated

byte (
.....
a 1( u ),

...
a 2( u ),

...
a 3( u ),

...
a 4( u )). According to the developed algorithm,

using expression (35), the values of the check residues are determined

ã3(u) =
...
a 1(u) + z

...
a 2(u)modg1(x),

ã4(u) =
...
a 1(u) +

...
a 2(u).

(49)

4. The error syndrome is calculated. Expression (18) is used for this. In this expression,
the check residues of the valid PMC combination are taken from Tables 3 and 4.
If the result is zero, the code combination is considered undistorted. In this case,
no correction is performed. If the error syndrome satisfies condition (24), the first
information residue is corrected according to (25). If condition (27) is satisfied, the
second information residue is corrected. Expression (28) is used for this purpose. If the
error syndrome satisfies condition (30), the first check residue is corrected according
to (31). If condition (33) is satisfied, the second check residue is corrected. Expression
(34) is used for this purpose.

After the nonlinear transformation is performed, the 16 bytes, which are represented
as PMC combination (47), are fed to the input of the fault-tolerant block L. This block is
required to perform linear transformations in the SBCG.
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The L-to-SBCG transformation is performed using a linear feedback shift register
(LFSR). Figure 2 shows a block diagram of the LFSR used in the SBCG cipher.

 

Figure 2. Structural model of the LFSR used in the SBCG encoder.

The linear feedback shift register (LFSR) contains 16 memory elements used to store
bytes a(0)− a(15). These bytes are the results of the X-mixing operation performed in the
previous encryption round. The LFSR operates over 16 clock cycles. A new byte value is
computed on each clock cycle. In this process, the bytes a(0)− a(15) and the constants
h = (148, 32, 133, 16, 194, 192, 251) are represented as polynomials. The multiplication
operation is performed modulo g(x) = x8 + x7 + x6 + x + 1. The resulting products are
added modulo two. To place the calculated byte in place of the high-order byte of the LFSR,
a left shift of one byte is performed. This process is described by the expression

L(a(15) . . . a(0)) = ∇(148
..
a(15) + 32

..
a(14) + 133

..
a(13) + 16

..
a(12)+

+194
..
a(11) + 192

..
a(10) +

..
a(9) + 251

..
a(8) +

..
a(7) + 192

..
a(6)+

+194
..
a(5) + 16

..
a(4) + 133

..
a(3) + 32

..
a(2) + 148

..
a(1) +

..
a(0))modg(x),

(50)

where ∇—one-byte left shift;
..
a(0)− ..

a(15)—current byte value.
To improve the fault tolerance of the LFSR performing the linear transformation L into

PMC, a table-based implementation of constant multiplication is proposed. In this case,
four tables will be used. Let us examine their contents.

Since the input byte received at the input of the LFSR contains four remainders

a(u) = (a1(u), a2(u), a3(u), a4(u)), (51)

Then the information residues a1(u) = a(u)modg1(x) and a2(u) = a(u)modg2(x)
will determine the row and column of the tables. In the first table, at the intersection of
row a1(u) and column a2(u), the first information residue of the product by the feedback
constant is located:

..
a1(u) =

(∣∣ ..
a(u)C(u)

∣∣
g(z)

)
modg1(z), (52)

where C(u) is the LFSR feedback constant.
In the second table, at the intersection of row a1(u) and column a2(u), the second

information residue of the product by the feedback constant is located:

..
a2(u) =

(∣∣ ..
a(u)C(u)

∣∣
g(z)

)
modg2(z). (53)

In the third table, at the intersection of row a1(u) and column a2(u), the first check
residue is calculated based on expression (35). In this case, it is proposed to use the first
information module g1( z) = z4 + z + 1 as the basis for the check. In the fourth table, at
the intersection of row a1(u) and column a2(u), the second check residue, is calculated
based on expression (35).

As a result, the product of the current byte and the feedback constant is represented as
a code combination ∣∣ ..

a(u)C(u)
∣∣
g(z) = (

..
a1(u),

..
a2(u),

..
a3(u),

..
a4(u)). (54)
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If the feedback constant is equal to one, then the product is represented as the code
combination (51).

The approach to performing a linear transformation in PMC discussed above was
used in developing a mathematical model of block L, operating in PMC and possessing the
fault-tolerance property. It consists of the following stages:

1. The fault-tolerant LFSR receives 16 bytes at its input, which are the result of the
X-mixing operation in the previous round. These bytes are represented as code
combinations (51). The byte combinations are written into the LFSR.

2. To compute the new V-th byte aV(15), where V = 1, . . . , 16, the current bytes are first
multiplied by the feedback constants. This yields the PMC combinations. Expressions
(52) and (53) are used to compute the information residues. The parity residues
are computed:

..
a3( u ) =

( ..
a1( u ) + z

..
a2( u )

)
modg1(z),

..
a3( u ) =

..
a1( u ) +

..
a2( u ).

(55)

3. If the feedback constant is equal to one, then the redundant combination (51) is taken
as the result of the multiplication.

4. The two resulting products are summed modulo two. All four residues are included
in the calculations.

..
aV

i (15) =
15

∑
n=0

..
ai(j), (56)

where i = 1, . . . 4; V = 1, . . . 16.
5. A procedure is performed to search for and correct distorted residues in the calcu-

lated byte
..
aV

(15) = (
..
aV

1 (15),
..
aV

2 (15),
..
aV

3 (15),
..
aV

4 (15)). According to the developed
algorithm, the values of the check residues are determined using expression (35):

ã3(15) =
..
aV

1 (15) + z
..
aV

2 (15)modg1(z),
ã4(15) =

..
aV

1 (15) +
..
aV

2 (15).
(57)

Using (18), the error syndrome is calculated. If the result is zero, the code combination
is considered undistorted. In this case, no correction is performed. If the error
syndrome satisfies condition (24), the first information residue is corrected according
to (25). If condition (27) is satisfied, the second information residue is corrected.
Expression (28) is used for this purpose. If the error syndrome satisfies condition (30),
the first check residue is corrected according to (31). If condition (33) is satisfied, the
second check residue is corrected. Expression (34) is used for this purpose.

6. A left shift of one byte is performed in the LFSR. In this case, the PMC combination
of the first byte is written to the least significant byte ai(u) position of the LFSR. At
the same time, the code combination (

..
aV

1 (15),
..
aV

2 (15),
..
aV

3 (15),
..
aV

4 (15)) written to the
LFSR is considered the most significant byte.

7. The process returns to step 2. The number of iterations is 16.

After 16 clock cycles, all bytes in the LFSR will have been replaced. This concludes the
round of operation for the fault-tolerant cipher.

3.2.2. Mathematical Models of Decryption Transformations Implemented in
Modular Ciphers

In modern block SPN ciphers, decryption differs from encryption. Consequently, a
single round of decryption consists of:

• The L−1 transformation, which is the inverse of the linear transformation;
• An S−1 transformation, which is the inverse of a nonlinear transformation;
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• X-mixing (modulo-2 addition) with the round key.

When performing the inverse linear transformation, an LFSR is used, whose structure
matches that of the encoder’s LFSR. However, the register loading order has been changed.
In this case, the plaintext input is fed into the shift register with the most significant bytes
first. The process of computing the byte is defined by the expression:

L(
..
a(0) . . .

..
a(15)) = ∇(148a(0) + 32a(1) + 133a(2) + 16a(3)+

+194a(4) + 192a(5) + a(6) + 251a(7) + a(8) + 192a(9)+
+194a(10) + 16a(11) + 133a(12) + 32a(13) + 148a(14) + a(15))modg(x),

(58)

where ∇—one-byte left shift; a(0)− a(15)—the current value of the bytes.
As in the cipher, when performing the inverse linear transformation in the PMC, it is

proposed to use a table-based implementation of multiplication by constants. In this case,
four tables will be used. The contents of the tables and their purpose coincide with those of
the fault-tolerant LFSR of the encoder.

In this case, the mathematical model of the fault-tolerant LFSR block, the decoder,
consists of the following stages:

1. The fault-tolerant LFSR receives 16 bytes at its input, which are the result of the
X-mixing operation from the previous round. These bytes are represented as PMC
combinations according to (51). The code combinations of the bytes are written into
the LFSR.

2. To compute the new V-th byte
..
aV

(0), where V = 1, . . . , 16, the current bytes are first
multiplied by the feedback constants. This yields PMC combinations. In this process,
expressions (52) and (53) are used to compute the information residues. The parity
residues are computed:

..
a3(u) =

( ..
a1(u) + z

..
a2(u)

)
modg1(z),

..
a3(u) =

..
a1(u) +

..
a2(u).

(59)

3. If the feedback constant is equal to one, then the redundant combination (51) is taken
as the result of the multiplication.

4. The two resulting products are summed modulo two. All four residues are included
in the calculations.

..
aV

i (0) =
15

∑
n=0

..
ai(u), (60)

where i = 1, . . . 4; V = 1, . . . 16.
5. A procedure is performed to search for and correct distorted residues in the calculated

byte
..
aV

(0) = (
..
aV

1 (0),
..
aV

2 (0),
..
aV

3 (0),
..
aV

4 (0)). According to the developed algorithm,
the values of the check residues are determined using expression (35):

ã3(0) =
..
aV

1 (0) + z
..
aV

2 (0)modg1(z),
ã4(0) =

..
aV

1 (0) +
..
aV

2 (0).
(61)

Using (18), the error syndrome is calculated. If the result is zero, the code combination
is considered undistorted. In this case, no correction is performed. If the error
syndrome satisfies condition (24), the first information residue is corrected according
to (25). If condition (27) is satisfied, the second information residue is corrected.
Expression (28) is used for this purpose. If the error syndrome satisfies condition (30),
the first check residue is corrected according to (31). If condition (33) is satisfied, the
second check residue is corrected. Expression (34) is used for this purpose.
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6. The LFSR is shifted one byte to the left. In this case, the PMC combination of the
fourteenth byte ai(14) is written to the least significant byte of the LFSR. At the same
time, the code combination (

..
aV

1 (0),
..
aV

2 (0),
..
aV

3 (0),
..
aV

4 (0)) is written to the LFSR and is
considered the most significant byte.

7. The process returns to step 2. The number of iterations is 16.

After 16 clock cycles, all bytes in the LFSR will have been replaced.
After this, the code combinations,

..
a(0) = (

..
a1

1(0),
..
a1

2(0)), . . . ,
..
a(15) = (

..
a16

1 (0),
..
a16

2 (0)), (62)

are fed to the input of the fault-tolerant block implementing the S−1 transformation. In the
SBCG, this converter replaces the input byte with another byte

...
a (u) = π−1(

..
a(u)), (63)

where
..
a(u) is the byte at the converter’s output; π−1(

..
a(u)) is the replacement operation,

the inverse of the replacement π(a(u)).
The transformation π−1(

..
a(u)) depends on the value of the input byte

..
a(u) and is

determined by the rule
π−1 = (165, 45, 50, . . . , 215, 116). (64)

In this case, if
..
a(u) = 0, then

...
a (u) = π−1(0) = 165. And if

..
a(u) = 255, then

...
a (u) = π−1(255) = 116.

The information residues of the input combination (61) will determine the row and
column in the four tables of the fault-tolerant S−1 transformation block in the SBCG. In the
first table, at the intersection of row

..
a1(u) and column

..
a2(u) the first information residue of

the product by the feedback constant is located:

...
a 1(u) = π−1(

..
a(u))modg1(z). (65)

In the second table, at the intersection of row
..
a1(u) and column

..
a2(u) the second

information residue is located:

...
a 2(u) = π−1(

..
a(u))modg2(z). (66)

In the third table, at the intersection of row
..
a1(u) and column

..
a2(u), the first check

residue is located, calculated based on expression (35). Here, the information modulus
g1( z) = z4 + z + 1 is used as the check base. In the fourth table, at the intersection
of row

..
a1(u) and column

..
a2(u), the second check residue is located, calculated based on

expression (35).
As a result, the output byte is represented as the code combination

π−1(
..
a(u)) =

...
a (u) = (

.....
a 1(u),

...
a 2(u),

...
a 3(u),

...
a 4(u)). (67)

Then, the mathematical model of the fault-tolerant block implementing the transfor-
mation π−1(

..
a(u)) into PMC consists of the following steps:

1. Code combinations are fed to the input of the fault-tolerant SBCG converter in accor-
dance with Equation (62).

2. A nonlinear transformation is performed in PCM codes based on expression (67).
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3. A procedure for searching for and correcting distorted residues in the calculated byte
(

...
a 1(u),

...
a 2(u),

...
a 3(u),

...
a 4(u)). is performed. According to the developed algorithm,

the values of the check residues are determined using expression (35):

ã3(15) =
...
a 1(15) + z

...
a 2(15)modgi(z),

ã4(15) =
...
a 1(15) +

...
a 2(15).

(68)

4. The error syndrome is calculated. Expression (18) is used for this. If the result is zero,
the code combination is considered undistorted. No correction is performed in this
case. If the error syndrome satisfies condition (24), the first information residue is
corrected according to (25). If condition (27) is satisfied, the second information residue
is corrected. Expression (28) is used for this purpose. If the error syndrome satisfies
condition (30), the first check residue is corrected according to (31). If condition
(33) is satisfied, the second check residue is corrected. Expression (34) is used for
this purpose.

Then, the results of the nonlinear transformation are mixed with the round key Ks(u).
This operation involves code combinations containing four residues each. The control
residues of the round key are determined using expression (35). Then, the procedure X
(modulo-two summation) can be represented as follows:

Ai(u) =
...
a i(u) + Ks

i (u). (69)

This concludes one round of decryption in SBCG.
Let us consider an example of using the developed mathematical models of transfor-

mations in RMC when performing one round of encryption and decryption in SBCG.

4. Results
Let us analyze the performance of a fault-tolerant system implementing the SBCG

encryption algorithm in PMCs. Let us consider a single round of encryption and decryption.
To evaluate the fault tolerance of the SBCG cipher system using PMC, we will first perform
the encryption and decryption process in a positional code. Suppose a 128-bit plaintext
block is fed into the cipher. In Table 1, the plaintext block is represented as 16 bytes.

Table 1. (a) Plaintext block (first group of 8 bytes). (b) Plaintext block (second group of 8 bytes).

(a)

X(0) X(1) X(2) X(3) X(4) X(5) X(6) X(7)

73 82 5 11 210 21 48 154

(b)

X(8) X(9) X(10) X(11) X(12) X(13) X(14) X(15)

97 101 183 61 29 231 210 154

The bytes are represented in the decimal number system, that is, X(0) = 73 =

01001001 = x6 + x3 + 1.
Table 2 shows the secret key for the first round.
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Table 2. (a) Secret key for the first round (first group of 8 bytes). (b) Secret key for the first round
(second group of 8 bytes).

(a)

K1(0) K1(1) K1(2) K1(3) K1(4) K1(5) K1(6) K1(7)

143 174 200 8 157 101 32 74

(b)

K1(8) K1(9) K1(10) K1(11) K1(12) K1(13) K1(14) K1(15)

24 17 165 220 250 19 110 45

Table 3 presents the results of the transformation X.

Table 3. (a) Result of the transformation X (first group of 8 bytes). (b) Result of the transformation X
(second group of 8 bytes).

(a)

a(0) a(1) a(2) a(3) a(4) a(5) a(6) a(7)

198 252 205 3 79 112 16 208

(b)

a(8) a(9) a(10) a(11) a(12) a(13) a(14) a(15)

121 116 18 225 231 244 188 183

In this case, the first byte of the sum is next:

a(0) = X(0) + K(0) = 73 + 143 =

= 01001001 + 10001111 = 11000110 = 198.

The result of the modulo-2 summation is fed to the input of the block implementing
the nonlinear transformation, as in (40). The results of this transformation are presented in
Table 4.

Table 4. (a) Result of the S-transformation (first group of 8 bytes). (b) Result of the S-transformation
(second group of 8 bytes).

(a)
...
a (0)

...
a (1)

...
a (2)

...
a (3)

...
a (4)

...
a (5)

...
a (6)

...
a (7)

29 57 217 17 204 50 233 225

(b)
...
a (8)

...
a (9)

...
a (10)

...
a (11)

...
a (12)

...
a (13)

...
a (14)

...
a (15)

84 255 240 113 91 230 105 47

For the first byte, the following holds true:
...
a (0) = π(a(0)) = π(198) = 29.

The results of the S-substitution are fed to the input of the linear transformer. Table 5
shows the results of the LSFR operation after 16 cycles.
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Table 5. (a) Result of the LSFR operation after 16 cycles (first group of 8 bytes). (b) Result of the LSFR
operation after 16 cycles (second group of 8 bytes).

(a)
..
a(0)

..
a(1)

..
a(2)

..
a(3)

..
a(4)

..
a(5)

..
a(6)

..
a(7)

10 79 130 105 93 160 104 126

(b)
..
a(8)

..
a(9)

..
a(10)

..
a(11)

..
a(12)

..
a(13)

..
a(14)

..
a(15)

211 11 129 143 36 66 24 180

For the first byte, we obtain

..
a1
(15) = L(29 + 57∆148 + 217∆32 + 17∆133 + 204∆16 + 50∆194 + 233∆192+

+225 + 84∆251 + 255 + 240∆192 + 113∆194 + 91∆16 + 230∆133 + 105∆32 + .
+47∆148)modg(x) = 10 = 00001010.

This completes one round of encryption. The ciphertext in the form of bytes is shown
in Table 6.

Table 6. (a) Ciphertext after one round of encryption (first group of 8 bytes). (b) Ciphertext after one
round of encryption (second group of 8 bytes).

(a)

C̃(0) C̃(1) C̃(2) C̃(3) C̃(4) C̃(5) C̃(6) C̃(7)

10 79 130 105 93 160 104 126

(b)

C̃(8) C̃(9) C̃(10) C̃(11) C̃(12) C̃(13) C̃(14) C̃(15)

211 11 129 143 36 66 24 180

Let us perform one round of decryption. The ciphertext, in the form of bytes, is written
to the shift register. In this case, the bytes are written in high to low order.

The results of performing the inverse linear transformation after 16 cycles of the
decoder are presented in Table 7.

Table 7. (a) Result of the L−1 transformation (first group of 8 bytes). (b) Result of the L−1 transforma-
tion (second group of 8 bytes).

(a)
..
a(0)

..
a(1)

..
a(2)

..
a(3)

..
a(4)

..
a(5)

..
a(6)

..
a(7)

29 57 217 17 204 50 233 225

(b)
..
a(8)

..
a(9)

..
a(10)

..
a(11)

..
a(12)

..
a(13)

..
a(14)

..
a(15)

84 255 240 113 91 230 105 47

The results of the L−1 transformation are fed to the block that implements S−1. The
results are presented in Table 8.
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Table 8. (a) Results of the S−1 transformation (first group of 8 bytes). (b) Results of the S−1 transfor-
mation (second group of 8 bytes).

(a)
...
a (0)

...
a (1)

...
a (2)

...
a (3)

...
a (4)

...
a (5)

...
a (6)

...
a (7)

198 252 205 3 79 112 16 208

(b)
...
a (8)

...
a (9)

...
a (10)

...
a (11)

...
a (12)

...
a (13)

...
a (14)

...
a (15)

121 116 18 225 231 244 188 183

The result is XORed with the round key. The result is the plaintext shown in Table 9.

Table 9. (a) Plaintext block (first group of 8 bytes). (b) Plaintext block (second group of 8 bytes).

(a)

X(0) X(1) X(2) X(3) X(4) X(5) X(6) X(7)

73 82 5 11 210 21 48 154

(b)

X(8) X(9) X(10) X(11) X(12) X(13) X(14) X(15)

97 101 183 61 29 231 210 154

Let us consider the execution of a single round of encryption using the PMC. In the
first stage, the SBCG fault-tolerant encoder performs the conversion from the PC position
code to the PMC. The code combinations obtained using algorithm (62) are presented in
Table 10.

Table 10. (a) Plaintext block in PMC (first group of 8 bytes). (b) Plaintext block in PMC (second group
of 8 bytes).

(a)

X(0) X(1) X(2) X(3) X(4) X(5) X(6) X(7)

(5, 6) (13, 4) (5, 5) (2, 8) (6, 3) (6, 12) (5, 2) (2, 4)

(b)

X(8) X(9) X(10) X(11) X(12) X(13) X(14) X(15)

(11, 5) (15, 1) (9, 2) (8, 15) (14,4) (6, 4) (6, 3) (2, 4)

For the first byte X(0) = 73, according to (62), we have

X1(0) = |73|g1(x) =
∣∣∣x6 + x3 + 1

∣∣∣
x4+x+1

= β6 + β3 + 1 = 1100 + 1000 + 0001 = 0101 = 5

X2(0) = |73|g2(x) =
∣∣∣x6 + x3 + 1

∣∣∣
x4+x3+1

= β6 + β3 + 1 = 1111 + 1000 + 0001 = 0110 = 6.

Table 11 presents the PMC combinations of the round key.
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Table 11. (a) Secret key for the first round (first group of 8 bytes). (b) Secret key for the first round
(second group of 8 bytes).

(a)

K1(0) K1(1) K1(2) K1(3) K1(4) K1(5) K1(6) K1(7)

(4, 8) (3, 2) (15, 0) (8, 8) (5, 3) (15, 1) (6, 11) (6, 5)

(b)

K1(8) K1(9) K1(10) K1(11) K1(12) K1(13) K1(14) K1(15)

(11, 1) (2, 8) (8, 9) (8, 13) (8, 0) (0, 10) (4, 10) (11, 6)

The result of the key overlay operation in the form of PMC combinations PMC is
presented in Table 12.

Table 12. (a) Result of the transformation X (first group of 8 bytes). (b) Result of the transformation X
(second group of 8 bytes).

(a)

a(0) a(1) a(2) a(3) a(4) a(5) a(6) a(7)

(1, 14) (14, 6) (10, 5) (3, 3) (3, 0) (9, 13) (3, 9) (4, 1)

(b)

a(8) a(9) a(10) a(11) a(12) a(13) a(14) a(15)

(0, 4) (13, 9) (1, 11) (0, 2) (6, 4) (6, 14) (2, 9) (9, 2)

For byte a(0) = (a1(0), a2(0)) according to (39), we have:

a1(0) = A1(0) + K1(0) = 5 + 4 = 0101 + 0100 = 0001 = 1,

a2(0) = A2(0) + K2(0) = 6 + 8 = 0110 + 1000 = 1110 = 14.

The result of the modulo-two summation is fed to the input of the block implementing
the nonlinear transformation. The results in the form of

...
a (u) = (

.....
a 1(u),

...
a 2(u),

...
a 3(u),...

a 4(u)) are presented in Table 13.

Table 13. Result of the S-transformation implementation.

...
a (0)

...
a (1)

...
a (2)

...
a (3)

(14, 4, 6, 10) (12, 11, 9, 7) (13, 8, 14, 5) (2, 8, 1, 10)
..
a(4)

..
a(5)

..
a(6)

..
a(7)

(11, 4, 3, 15) (7, 0, 7, 7) (8, 10, 15, 2) (0, 2, 4, 2,)
...
a (8)

...
a (9)

...
a (10)

...
a (11)

(11, 2, 15, 9) (13, 5, 7, 8) (2, 10, 5, 8) (8, 12, 3, 4)
..
a(12)

..
a(13)

..
a(14)

..
a(15)

(4, 13, 13, 9) (7, 5, 13, 2) (3, 13, 10, 14) (9, 4, 1, 13)

To implement this transformation in PMC, four tables were used, which are presented
in Figure 3. The tables used in the linear transformation block have a similar structure. A
combination a(0) = (1, 14) is fed into these tables. In the first table, at the intersection of
the first row and the 14th column, is the first remainder

..
a1(0) = 14 of the number

..
a(0) = 29

in the first PMC base. This situation is shown in Figure 3.
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  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 
0 14 7 8 15 11 0 8 0 13 12 15  13 4 14 1 5 
1 14 15 15 6 10 7 2 9 2 6 14 2 7 2 14 5 

Figure 3. Obtaining the remainder using the first table.

In the second table, the second remainder
..
a2(0) = 4 of the number

..
a(0) = 29 in the

second PMC base is located at the intersection of the first row and the 14th column. This
situation is shown in Figure 4.

  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 
0 6 1 12 7 2 3 13 14 9 0 10 11 12 12 5 13 
1 0 13 8 11 13 9 0 11 11 3 9 10 10 7 4 11 

Figure 4. Obtaining the remainder using the second table.

In the third table, the third remainder
..
a3(0) = 6 of the number

..
a(0) = 29. is found at

the intersection of the first row and the 14th column. This situation is shown in Figure 5.

  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 
0 2 5 3 2 15 6 1 15 12 12 8 8 15 5 11 12 
1 14 6 12 3 3 6 2 12 7 0 15 5 0 12 6 0 

Figure 5. Obtaining the remainder using the third table.

In the fourth table, the remainder
..
a4(0) = 10 of the number

..
a(0) = 29 is located at the

intersection of the first row and the 14th column. This situation is shown in Figure 6.

  0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 
0 8 6 4 8 9 3 5 14 4 12 5 6 8 2 4 8 
1 14 2 7 13 7 14 2 2 9 5 7 8 13 5 10 14 

Figure 6. Obtaining the remainder using the fourth table.

Thus, the code combination takes the form. Suppose a failure occurred during the
nonlinear transformation, which led to a distortion of the second residue. As a result, the
combination

...
a (0) = (14, 4, 6, 10) = (z3 + z2 + z, z2, z2 + z, z3 + z) was removed from the

block output instead of combination
...
a ∗(0) = (14, 0∗, 6, 10) = (z3 + z2 + z, 0, z2 + z, z3 + z),

output from the block and fed to the input of the error correction device. In this device,
using expression (49), the redundant residues are calculated:

ã3(0) = z3 + z2 + z = 1110 = 14,
ã4(0) = z3 + z2 + z = 1110 = 14.

To calculate the error syndrome, expression (18) is used.

λ1(0) =
...
a 3(0) + ã3(0) =

(
(z2 + z) + (z3 + z2 + z)

)
= z3,

λ2(0) =
...
a 4(0) + ã4(0) =

(
(z3 + z) + (z3 + z2 + z)

)
= z2.

For this error syndrome, we have an error vector e(z) = (0, z2, 0, 0, 0) n. We use
expression (29) to correct the code combination:

...
a (0) =

...
a ∗(0) + e = (z3 + z2 + z, 0, z2 + z, z3 + z ) + (0, z2, 0, 0) =

= (z3 + z2 + z, z2, z2 + z, z3 + z ).
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The corrected code combination
...
a (0) = (14, 4, 6, 10) is fed to the input of the LFSR,

which performs a linear transformation.
Table 14 shows the process of calculating the first byte

..
a1
(15) = 10 using the PMC.

The result is obtained by adding, modulo two, the corresponding columns of remainders.

Table 14. Calculation of the first byte in PMC a1(15).

Remains ..
a1

1(15)
..
a1

2(15)
..
a1

3(15)
..
a1

4(15)

Dedree 3 2 1 0 3 2 1 0 3 2 1 0 3 2 1 0
C1(0) = 29 1 1 1 0 0 1 0 0 1 0 1 0 0 1 1 0
C1(1) = 66 1 1 1 0 1 1 0 1 0 0 1 1 0 1 1 1
C1(2) = 28 1 1 1 1 0 1 0 1 1 0 1 0 0 1 0 1
C1(3) = 2 0 0 1 0 0 0 1 0 0 0 0 0 0 1 1 0

C1(4) = 157 0 1 0 1 0 0 1 1 0 1 1 0 0 0 1 1
C1(5) = 192 0 1 1 1 1 0 0 0 1 1 1 1 0 1 0 0
C1(6) = 175 0 0 1 0 0 1 1 1 0 1 0 1 1 1 0 0
C1(7) = 225 0 0 0 0 0 0 1 0 0 0 1 0 0 1 0 0
C1(8) = 110 0 1 0 0 1 1 1 0 1 0 1 0 1 0 1 1
C1(9) = 255 1 1 0 1 0 1 0 1 1 0 0 0 0 1 1 1

C1(10) = 253 1 1 1 1 0 1 1 1 1 0 0 0 0 0 0 1
C1(11) = 114 1 0 1 1 1 1 1 1 0 1 0 0 0 1 1 0
C1(12) = 174 0 0 1 1 0 0 1 0 0 0 0 1 0 1 1 1
C1(13) = 190 0 0 0 0 1 0 1 1 1 0 1 1 0 1 0 1
C1(14) = 190 0 0 0 0 1 0 1 1 1 0 1 1 0 1 0 1
C1(15) = 232 1 0 0 1 1 0 1 1 0 0 1 0 1 1 0 0
a1(15) = 10 1 0 1 0 1 0 1 0 0 0 0 0 1 1 0 1

10 10 0 13

When performing the multiplication of the byte
..
a(1) = 57 = z5 + z4 + z3 + 1 =

(12, 11) and the constant h(1) = 148 = z7 + z4 + z2, we obtain two information residues.

..
a1

1(1) =
∣∣∣∣∣ ..

a(1)h(1)
∣∣
g(z)

∣∣∣
g1(z)

=
∣∣∣|57 · 148|p(z)

∣∣∣
p1(z)

=
∣∣z6 + z

∣∣
z4+z+1 = z3 + z2 + z = 1110 = 14,

..
a1

2(1) =
∣∣∣∣∣ ..

a(1)h(1)
∣∣
g(z)

∣∣∣
g2(z)

=
∣∣∣|57 · 148|p(z)

∣∣∣
p2(z)

=
∣∣z6 + z

∣∣
z4+z3+1 = z3 + z2 + 1 = 1101 = 13.

These residues are located at the intersection of row 12 and column 11 of the first
and second LFSR tables. Then, the check remainders according to expression (35) will be
equal to:

..
a1

3(1) =
∣∣∣ ..
a1

1(1) + z
..
a1

2(1)
∣∣∣
g1(z)

=
∣∣(z3 + z2 + z) + z(z3 + z2 + 1)

∣∣
g1(z)

= z2 + z + 1 = 0011 = 7.
..
a1

4(1) =
..
a1

1(1) +
..
a1

2(1) = (z3 + z2 + z) + (z3 + z2 + 1) = z + 1 = 0011 = 3.

These check remainders are located at the intersection of row 12 and column 11 of the
third and fourth LFSR tables.

After 16 clock cycles, the LFSRs will contain the PMC ciphertext, as shown in Table 15.
The ciphertext contains only information residues.

Table 15. (a) Ciphertext after one round of encryption in PMC (first group of 8 bytes). (b) Ciphertext
after one round of encryption in PMC (second group of 8 bytes).

(a)

C̃(0) C̃(1) C̃(2) C̃(3) C̃(4) C̃(5) C̃(6) C̃(7)

(10, 10) (3, 0) (9, 5) (3, 13) (2, 11) (13, 12) (2, 12) (7, 7)

(b)

C̃(8) C̃(9) C̃(10) C̃(11) C̃(12) C̃(13) C̃(14) C̃(15)

(7, 6) (11, 15) (10, 2) (4, 12) (2, 15) (14, 9) (11,1) (10, 5)
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In the final stage of the developed method for improving the fault tolerance of SPN-
SBCG ciphers, the PMC-PC inverse transformation is performed. Only information residues
are involved in the computation. The orthogonal bases for this PMC are equal to:

B1(z) = m1(z)P1(z) = (z3 + z2)(z4 + z3 + 1) = z7 + z5 + z3 + z2,
B2(z) = m2(z)P2(z) = (z3 + z + 1)(z4 + z + 1) = x7 + x5 + x3 + x2 + 1.

Then, according to expression (14), we obtain the byte:

C̃(0) = C̃1(0)B1(x) + C̃2(0)B2(x) = (z3 + z)(z7 + z5 + z3 + z2)+

+(z3 + z)(z7 + z5 + z3 + z2 + 1) = z3 + z = 1010 = 10.

All other ciphertext bytes are calculated in a similar manner. The result of the inverse
transformation is presented in Table 16. The results obtained coincide with Table 6.

Table 16. (a) Ciphertext after one round of encryption (first group of 8 bytes). (b) Ciphertext after one
round of encryption (second group of 8 bytes).

(a)

C̃(0) C̃(1) C̃(2) C̃(3) C̃(4) C̃(5) C̃(6) C̃(7)

10 79 130 105 93 160 104 126

(b)

C̃(8) C̃(9) C̃(10) C̃(11) C̃(12) C̃(13) C̃(14) C̃(15)

211 11 129 143 36 66 24 180

Let us perform decryption in PMC. In the first stage of the developed method for
improving the fault tolerance of SBCG SPN cipher decryptors, the ciphertext presented in
Table 16 is converted from PC to PMC. The PMC combinations obtained using algorithm
(37) are presented in Table 17.

Table 17. (a) Ciphertext after one round of encryption (first group of 8 bytes). (b) Ciphertext after one
round of encryption (second group of 8 bytes).

(a)

C̃(0) C̃(1) C̃(2) C̃(3) C̃(4) C̃(5) C̃(6) C̃(7)

(10, 10) (3, 0) (9, 5) (3, 13) (2, 11) (13, 12) (2, 12) (7, 7)

(b)

C̃(8) C̃(9) C̃(10) C̃(11) C̃(12) C̃(13) C̃(14) C̃(15)

(7, 6) (11, 15) (10, 2) (4, 12) (2, 15) (14, 9) (11,1) (10, 5)

The ciphertext, in the form of bytes, is written to the shift register. The write operation
is performed with the most significant bytes first. After each clock cycle, the next byte
obtained, represented in PMC, is fed into the error correction unit. The corrected combi-
nation is written to the LFSR from the output of the error correction device. The results
of applying the inverse linear transformation in the PMC after 16 decoder clock cycles are
presented in Table 18.

The result of the L−1 transformation, represented in PMC, is fed to the block im-
plementing the S−1 transformation. The resulting error correction codes are shown in
Table 19.
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Table 18. (a) Result of implementing the L−1 transformation in the PMC (first group of 8 bytes).
(b) Result of implementing the L−1 transformation in PMC (second group of 8 bytes).

(a)
...
a (0)

...
a (1)

...
a (2)

...
a (3)

...
a (4)

...
a (5)

...
a (6)

...
a (7)

(14, 4) (12, 11) (13, 8) (2, 8) (11, 4) (7, 0) (8, 10) (0, 2)

(b)
..
a(8)

..
a(9)

..
a(10)

..
a(11)

..
a(12)

..
a(13)

..
a(14)

..
a(15)

(11, 2) (13, 5) (2, 10) (8, 12) (4, 13) (7, 5) (3, 13) (9, 4)

Table 19. (a) Result of the S−1 transformation in PMC (first group of 8 bytes). (b) Result of the S−1

transformation in PMC (first group of 8 bytes).

(a)
...
a (0)

...
a (1)

...
a (2)

...
a (3)

...
a (4)

...
a (5)

...
a (6)

...
a (7)

(1, 14) (14, 6) (10, 5) (3, 3) (3, 0) (9, 13) (3, 9) (4, 1)

(b)
...
a (8)

...
a (9)

...
a (10)

...
a (11)

...
a (12)

...
a (13)

...
a (14)

...
a (15)

(0, 4) (13, 9) (1, 11) (0, 2) (6, 4) (6, 14) (2, 9) (9, 2)

The result is summed modulo two with the round key shown in Table 11. The result is
plaintext in the form of PMC combinations, shown in Table 20.

Table 20. (a) Plaintext block in PMC (first group of 8 bytes). (b) Plaintext block in PMC (second group
of 8 bytes).

(a)

X(0) X(1) X(2) X(3) X(4) X(5) X(6) X(7)

(5, 6) (13, 4) (5, 5) (2, 8) (6, 3) (6, 12) (5, 2) (2, 4)

(b)

X(8) X(9) X(10) X(11) X(12) X(13) X(14) X(15)

(11, 5) (15, 1) (9, 2) (8, 15) (14,4) (6, 4) (6, 3) (2, 4)

In the final stage of the developed method to improve the fault tolerance of SBCG
SPN cipher decryptors, the PMC-PC inverse transformation is applied. The plaintext bytes
are computed using expression (14). Only the information residues are involved in the
computation. The result of the inverse transformation is presented in Table 21.

Table 21. (a) Plaintext block (first group of 8 bytes). (b) Plaintext block (second group of 8 bytes).

(a)

X(0) X(1) X(2) X(3) X(4) X(5) X(6) X(7)

73 82 5 11 210 21 48 154

(b)

X(8) X(9) X(10) X(11) X(12) X(13) X(14) X(15)

97 101 183 61 29 231 210 154

Thus, the example above demonstrated that using the PMC redundancy code yields
results that match those of the classical SBCG encryption algorithm.
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5. Discussion
In addition to block encryption systems, it is proposed to use homomorphic encryption

(HE) in the IoV network. The main advantage of this type of encryption is the ability to
perform mathematical operations on encrypted data. In this case, the result obtained after
the decryption procedure will coincide with the result of applying these mathematical
operations to the open data [56–60]. In [56], an analysis of modern methods using HE was
carried out to ensure the security of basic operations, data aggregation, data queries, and
other calculations with data in IoV. The paper also highlights the challenges faced by the
application of homomorphic encryption in the IoV network and outlines development
prospects. In [57], the authors analyzed decentralized VANETs (DVANETs). To ensure
confidentiality, it was proposed to use HE to encrypt transport data at each edge computing
node. In [58], it is proposed to switch from fully homomorphic encryption to pseudony-
mous homomorphic encryption to reduce the network load. The efficiency of the proposed
one-way Hellman function method is compared with the Paillard cryptosystem. It is found
that the proposed method provides less load on the communication channel when trans-
mitting a message with a higher level of security than the Paillard cryptosystem. To ensure
a higher level of confidentiality, [59] proposes the integration of several cryptographic
technologies. These are homomorphic encryption, zero-knowledge proofs, blind signatures,
and secure multiparty computation. This integration enables decentralized anomaly de-
tection and cyberattack risk assessments without disclosing sensitive information. In [60],
the authors presented the integration of homomorphic encryption with machine learning
applications. The paper noted the potential to integrate HE with technologies such as
differential privacy and secure multiparty computation. This approach allows for reduced
computational costs while ensuring a high level of privacy in the IoV network.

However, homomorphic encryption methods have a significant drawback; they are
computationally expensive, which negatively impacts the performance of encryptors and
decryptors. To address this drawback, [61,62] proposed using a modular code for a residual
class system. The paper in [61] describes an algorithm for base extension in a modular code
for homomorphic ciphers. Simulation results show that the proposed algorithm optimiza-
tion can increase the speed of the number-scaling algorithm in the residual class system by
46.15% on average. The paper in [62] presents an approximate homomorphic encryption
method that is optimal for implementation on a standard computer system. Research has
shown that the proposed solution improves the performance of constructing a logistic
regression model from encrypted data by at least 1.9 times compared to previously known
methods. Despite the proposed solutions improving the performance of homomorphic
encryption algorithms, they remain inferior to block ciphers. Therefore, symmetric block
cipher systems, including SBCG, have found wide application in IoV networks.

A comparative analysis of the developed method for ensuring fault tolerance for SBCG
encryption systems based on PMCs will be conducted using two structural redundancy
methods. The first method is duplication. In this case, the backup SBCG encryption
system will be in cold mode. The second method is Triple Modular Redundancy (TMR).
Furthermore, the comparative analysis includes the error-detection method for the SPN
cipher presented in [53].

To estimate the encryption time in the SBCG fault-tolerant cryptographic system, we
implemented it on a XILINX Artix7 (Speedgrade-1) FPGA using Xilinx Vivado-HLS 2018.
The clock frequency was 28.5 MHz. We used 8810 LUTs and 2167 latches. The encryption
time without using the error detection and correction system was 1531 ns. When using the
developed error detection and correction algorithm in the PMC, the encryption time was
2523 ns. Thus, eliminating the consequences of failures and malfunctions in the encoder,
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caused by both DFA-type attacks and natural-origin attacks, reduced encryption speed by
a factor of 1.67.

As a criterion of efficiency, the safety factor proposed in [63] is used. This factor allows
us to estimate the level of fault tolerance of the SBCG encryption system, under conditions
when, during its operation, failures occur sequentially one after another. To calculate it,
it is necessary to determine all possible states of the encoder (decoder) Na, as well as the
states in which the system remains operational Ha, with a different number of failures
a = 0, 1, 2, . . .. It is calculated as follows:

η(a) =
Ha

Na
, (70)

This indicator was chosen because, using the developed decoding algorithm, error
syndromes can be easily calculated for different values. By comparing the obtained values,
it is possible to identify situations where the error syndromes will match. If the syndromes
do not match across different numbers of failures, this indicates that the developed decoding
algorithm can detect and correct the consequences of failures and malfunctions in the SBCG
encryption system. However, when another failure occurs, an error syndrome may be
obtained that matches that of a lower-order error syndrome. This situation indicates that
the developed decoding algorithm will not be able to correct the consequences of this
failure. Consequently, the encoder (decoder) is inoperative.

In the absence of failures or malfunctions in the equipment, all encoders are in working
order. In this case, the safety factor is ηD(0) = ηTMR(0) = ηPMC(0) = η[53](0) = 1. In this
case, the encryption time for structural redundancy methods, including duplication and
TMR, will be 1531 ns. The encryption time using the developed decoding algorithm with
error correction will be 2523 ns. The encryption time for the method [53] is 2974 ns. The
increase in time costs is due to the need to perform the inverse transformation from the
modular code to the positional code to compare the result with the working range. For
this, the Chinese Remainder Theorem is used. If the degree of the resulting polynomial is
less than the degree of the polynomial-working range calculated using expression (2), then
it is concluded that the code combination does not contain an error. Thus, the use of the
developed decoding algorithm reduces encryption speed by a factor of 1.67. Meanwhile,
the [53] method reduces the encryption speed by a factor of 1.94.

Suppose the first failure occurs during the operation of the encoder (decoder). When
using the unloaded duplication method, the faulty encoder (decoder) is disabled. The
backup device begins operating in its place. In this case, the safety factor is ηD(1) = 1.
When using the TMR method, the failure will be masked, since this structural redundancy
method uses the “2 out of 3” principle. In this case, the safety factor is ηTMR(1) = 1.
As a result of the first failure (glitch) during operation of the encoder (decoder) using
the developed corrected decoding algorithm, one digit in the code combination will be
corrupted. Since the GBCG encryption process uses only two information residuals, each
four digits, the possible number of single errors in this CC is NPMC

1 = 8. The developed
error-correction algorithm allows correction of all of them. This means that the number of
operational states of the encoder (decoder) at the time of the first failure is HPMC

1 = 8. As a
result, the safety factor will be ηPMC(1) = 1. When using the method in [53], the encoder
will only be able to detect the failure but not correct the resulting error. In this case, the
safety factor will be 16. In this case, the time spent on encryption with TMR methods will
be 1531 ns. When using the duplication method, the following situation arises. In [64], the
technical characteristics of the V2X on-board unit model TEDIX-V2 are presented, according
to which the cold start is 26 s. During this time, a car traveling at 60 km/h will travel 433 m
without communication with the RSU. When driving on the highway at 130 km/h, this
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will be 939 m. Thus, the use of a cold start, which is used in duplication, reduces traffic
safety and increases the likelihood of a traffic accident. Therefore, a cold start is performed
within 26 s, and then the duplicating encoder begins operation. The encryption time will be
1531 ns. The encryption time using the developed decoding algorithm with error correction
will be 2523 ns.

If a second failure occurs, the duplication method cannot mitigate it. In this case, the
safety factor is ηD(2) = 0. Using the TMR method, the second failure will be mitigated
if it occurs in the same encoder where the first failure occurred. In this case, the safety
factor is ηTMR(2) = 0.33. A second failure in the encoder (decoder) operation results in a
double error in the PMC codegram. In this case, the possible number of double errors in
this CC is NPMC

2 = C2
8 = 28. Research has shown that the developed algorithm can detect

and correct all these double errors in the data residues. This means that the number of
operational states of the encoder (decoder) when a second failure occurs, i.e., when a = 2, is
HPMC

2 = 28. In this case, the safety factor is ηPMC(2) = 1. The encryption times are 1531 ns
and 2523 ns, respectively.

When a third failure occurs, the duplication method is also unable to counter it. In
this case, the safety factor is ηD(3) = 0. The safety factor using the TMR method is
ηTMR(3) = 0.09. The third failure in the encoder (decoder) operation results in a triple
error in the PMC codegram. In this case, the possible number of triple errors in this CC
is NPMC

3 = C3
8 = 56. Research has shown that the developed algorithm can correct only

41 errors. For the remaining CC, there is a coincidence between the triple-error syndrome
calculated using (35) and the syndrome’s lower-multiplicity errors. In this case, the safety
factor is ηPMC(3) = 0.73. In this case, the encryption time will be 2523 ns. Figure 7 shows
the results of a comparative analysis of the methods discussed above for increasing the
fault tolerance of encryption systems using the SBCG algorithm.

Figure 7. Fault tolerance margin of encoder (decoder) when using different methods for ensuring
fault tolerance.
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An analysis of the graph shows that implementing SBCG in polynomial modular codes
effectively mitigates the consequences of failures and malfunctions during the operation of
encryptors/decoders. Furthermore, the use of the developed decoding algorithm provides
a higher level of fault tolerance for SBCG encryption systems than the hardware duplication
method. As a result, even failures and malfunctions during their operation will not reduce
the IoV network’s resilience to cyberattacks.

6. Conclusions
The integration of Vanet and IoT technologies has led to the emergence and deploy-

ment of IoV networks. This is because the Internet of Vehicles (IoV) enables real-time data
exchange, improving road safety, reducing accidents, and enhancing driver and passenger
comfort. However, the wireless communication channel used for transmission has several
vulnerabilities that are exploited in cyberattacks. An analysis of related work revealed a
number of cyberattacks targeting IoV networks whose effectiveness can be mitigated using
SBCG. A characteristic feature of SBCG is the ability to transition from encryption in a
GF(28) field to similar procedures in a ring of two GF(24) fields. It is shown that SBCG
can be implemented in a PMC whose bases are the generator polynomials of two GF(24)
fields. To ensure fault tolerance in encoders/decoders for the SBCG encryption standard, a
decoding algorithm for a polynomial modular code with error correction was developed
that, unlike previously known ones, corrects corrupted code residues at a lower circuit cost.
Using this decoding algorithm, mathematical models of transformations for encryption and
decryption were developed and implemented in modular code. To evaluate the efficiency of
the developed method for increasing the fault tolerance of the PMC-based SBCG encryption
system, a comparative analysis was conducted against the duplication method. The studies
conducted have shown that, in the event of the first failure, the developed method, the
duplication method, and the TMR method make it possible to eliminate its consequences;
that is, the safety factor is 1. At the same time, the method [53] can only detect the error.
Therefore, its safety factor is η[53](1) = 0. In the event of the second failure, the safety factor
of the SBCG encryption system using the duplication method is ηD(2) = 0, and that of the
TMR method is ηTMR(2) = 0.33. The developed method provides an operability safety
factor of ηPCM(2) = 1 for the SBCG encryption system. When a third failure occurs, the
operability safety factor for the duplication method is ηD(3) = 0, and for the TMR method,
it is ηTMR(3) = 0.09. The developed method provides ηPMC(3) = 0.73. Thus, encryption
in a polynomial modular code provides a higher level of resilience for the SBCG encryption
system to failures caused by both DFA attacks and natural failures.

Limitations and Future Work

The goal of this study is to improve the resilience of SBCG encryptors/decoders to
faults by using polynomial modular codes. Imparting fault-tolerant properties to SBCG
encryption systems implemented in PMC will enable them to effectively mitigate real-time
faults arising from both Differential Fault Analysis (DFA) attacks and natural faults.

The problem of ensuring fault tolerance for encryption systems used in IoV networks
is quite pressing and has many solutions. Therefore, this paper has limitations that were
not considered.

This paper analyzed cyberattacks targeting key IoV network objects (OBUs and RSUs)
to obtain confidential information. Furthermore, the paper considered fault-based attacks,
which target physical devices performing encryption. These attacks are implemented in
two stages. The first stage involves introducing faults by physically affecting the device at
a specific point during the encryption process. However, the article did not describe the
methods used to introduce faults. However, exposure of the encoder to electromagnetic
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pulses, lasers, or changes in supply voltage or clock frequency can lead to different fault
effects on the cryptographic strength of the encryption algorithm. Secondly, the article does
not describe a system for physically affecting the encoder or analyzing the consequences of
a fault on the device’s operation.

The second stage of a fault attack involves analyzing the fault-corrupted encrypted
texts to obtain secret data (the original encryption keys). Only one fault analysis method
was considered in the paper: Differential Fault Analysis (DFA). This method compares the
correct and corrupted outputs from the encoder to compute the secret key. However, other
methods are also used in analyzing the consequences of faults. First, the Collision Fault
Attack (CFA) method was not considered. This method searches for plaintext blocks that
yield identical intermediate results when encrypted. Such collisions allow an attacker to
obtain information about the secret key. Second, the statistical fault attack (SFA) exploits
the statistical properties of errors occurring during cryptographic operations to derive the
secret key.

The article also did not specify areas for expansion in future research. The article
examined the use of PMCs to improve the fault tolerance of SBCG encryption systems. This
code was chosen because it is an arithmetic code. The article demonstrated that PMCs allow
for the efficient implementation of modular operations (addition and multiplication) when
performing a linear transformation in the SBCG cipher. Furthermore, the introduction of
two check residues into the code combination allowed the PMC to correct errors caused
by faults and failures. With such redundancy, the PMC can also correct a burst of errors
within a single residue. Consequently, in terms of their error-correcting capabilities and
the redundancy they introduce, RMS codes are similar to Reed–Solomon codes. Therefore,
the future development of this topic lies in studying the error-correcting capabilities of
RMS codes for burst errors that include multiple residues. This will allow us to formulate
principles for constructing error-correcting polynomial modular codes.
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