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Abstract

The Internet of Vehicles (IoV) is rapidly emerging as a core component of intelligent trans-
portation systems, enabling real-time communication among vehicles, infrastructure, and
cloud platforms. However, the increasing interconnectivity of vehicular systems and the
advancement of quantum computing introduce significant security challenges to existing
cryptographic mechanisms. Conventional schemes such as RSA and Elliptic Curve Cryp-
tography (ECC) are vulnerable to quantum attacks and are computationally inefficient
for resource-constrained vehicular environments. To address these limitations, this paper
proposes a Double-Ring Hybrid Sparse NTRU (DRH-SNTRU) framework, a lightweight
and quantum-resistant cryptographic scheme for secure oV communication. The proposed
framework introduces three key enhancements: (i) controlled-support sparse polynomial
structures to reduce polynomial multiplication complexity while improving entropy distri-
bution; (ii) a double-ring algebraic architecture that separates key operations from message
processing to enhance structural security and minimize coefficient leakage; and (iii) hybrid
ephemeral keys derived from contextual entropy to strengthen forward secrecy and adap-
tive security. An optional ciphertext evaluation mechanism is further incorporated to detect
malformed and replayed ciphertexts prior to decryption. Security analysis demonstrates
that the proposed framework achieves IND-CPA security under the hardness assumption of
the NTRU lattice problem and can be extended to resist chosen-ciphertext attacks through
the integrated validation mechanism. Experimental benchmarking across polynomial
dimensions N = 512 to 8192 demonstrates that DRH-SNTRU achieves low setup overhead
below 3 us, efficient decryption latency of approximately 305.64 us at N = 8192, and com-

pact sparse private key representation of only 117 bytes at higher dimensions. Compared

Rhechckforupdates with Standard NTRUEncrypt, NTRU-HRSS, and Ring-LWE Encryption, the proposed
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1. Introduction

The Internet of Vehicles (IoV) is emerging as a critical component of intelligent trans-
portation systems, integrating real-time communication among vehicles, infrastructure, and
cloud-based platforms. As the global IoV market is projected to grow at a compound annual
growth rate (CAGR) of 21.4% from 2025 to 2034 [1], ensuring the security of these systems
becomes increasingly critical. The rise in connected and autonomous vehicles brings height-
ened risks such as vehicle hijacking, replay attacks, identity spoofing, and unauthorized
firmware updates, all of which could compromise both user safety and data integrity [2—4].
Recent studies have identified several critical vulnerabilities, particularly weaknesses in
quantum-resistant cryptography algorithms, key distribution mechanisms within VANETs
and the absence of encryption protocols that are resilient to future cryptographic threats.

Traditional cryptographic methods like RSA and ECC are no longer sufficient in the
face of advancing quantum computing capabilities [5,6]. Post-Quantum Cryptography
(PQC), particularly lattice-based schemes such as NTRU, offers a robust alternative with
resistance to quantum attacks, low computational overhead, and suitability for resource-
constrained vehicular environments [7,8]. Studies [9-12] have demonstrated that PQC
enhances secure vehicle-to-infrastructure (V2I) and vehicle-to-vehicle (V2V) communica-
tion, providing long-term confidentiality and protection against store-now-decrypt-later
threats. Therefore, adopting PQC is essential not only for maintaining present-day security
but also for ensuring the resilience of IoV systems in the quantum era.

Among various PQC approaches, lattice-based cryptography has emerged as one
of the most practical and efficient candidates due to its strong security foundation, rela-
tively low computational complexity, and resistance against quantum attacks. In particular,
NTRU-based cryptosystems are highly suitable for IoV environments because of their effi-
cient polynomial arithmetic, fast encryption and decryption processes, and compatibility
with resource-constrained vehicular devices such as On-Board Units (OBUs) and edge
nodes. Several recent studies have demonstrated the feasibility of lattice-based crypto-
graphic schemes for vehicular authentication, privacy preservation, and secure V2V /V2I
communication. Despite these advantages, existing NTRU and RLWE-based approaches
still suffer from several important limitations. Many current schemes rely on computation-
ally expensive polynomial multiplication operations, large parameter sizes, and complex
cryptographic structures, which increase processing latency and communication overhead
in highly dynamic vehicular environments. In addition, several lightweight lattice-based
authentication protocols mainly focus on theoretical security guarantees without suffi-
ciently addressing implementation efficiency, sparse polynomial optimization, or practical
deployment suitability in real-time IoV systems. Standard NTRU variants may also experi-
ence decryption instability, parameter sensitivity, and increased implementation complexity
under constrained vehicular environments. Furthermore, most existing schemes lack adap-
tive ephemeral key mechanisms and ciphertext evaluation functions to improve robustness
against replayed or malformed ciphertext attacks.

Motivated by these limitations, this paper proposes a lightweight and quantum-
resistant Double-Ring Hybrid Sparse NTRU (DRH-SNTRU) framework specifically de-
signed for secure IoV communication environments. The proposed scheme introduces a
controlled-support sparse polynomial structure combined with a double-ring cryptographic
architecture to reduce computational complexity while improving entropy distribution
and security robustness. In addition, the framework integrates a context-aware ephemeral
key generation mechanism together with an evaluation function to strengthen resistance
against replay attacks and ciphertext manipulation in highly dynamic vehicular scenarios.
The main objective of this study is to design a lightweight post-quantum cryptographic
framework that achieves secure communication, reduced computational overhead, and
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practical deployment suitability for resource-constrained IoV systems while maintaining
strong resistance against quantum-enabled adversaries. The main contributions of this
paper are summarized as follows:

e A Novel DRH-SNTRU Cryptographic Scheme

This paper proposes a Double-Ring Hybrid Sparse NTRU (DRH-SNTRU) scheme, a
lightweight lattice-based cryptographic framework specifically designed for secure com-
munication in Internet of Vehicles (IoV) environments.

e  Controlled-Support Sparse Polynomial Design

A new controlled-support sparsity model is introduced, which regulates both the num-
ber and spatial distribution of non-zero coefficients. This approach reduces computational
complexity while enhancing entropy and resistance against structural attacks.

e  Double-Ring Cryptographic Architecture

The proposed scheme introduces a double-ring structure that separates key generation
and message processing, improving security by minimizing interaction between sensitive
key material and plaintext data.

e  Hybrid Ephemeral Key Mechanism for IoV

A context-aware ephemeral key generation method is proposed, leveraging dynamic
vehicular data (e.g., GPS, timestamps, CAN-bus identifiers) to provide forward secrecy and
adaptive security in highly dynamic environments.

e Enhanced Robustness via Evaluation Function

An optional evaluation function is incorporated to detect replayed or malformed
ciphertexts, strengthening resistance against adversarial attacks in IoV scenarios.

2. Related Works

The growing interconnectivity within the Internet of Vehicles (IoV) ecosystem de-
mands cryptographic schemes that can support real-time, scalable, and future-proof secu-
rity under resource-constrained conditions. Recent studies have explored the potential of
Post-Quantum Cryptography (PQC) to address these challenges. Alsaadi et al. (2025) [8]
proposed a verifiable decryption scheme using lattice-based post-quantum methods for
Vehicle-to-Infrastructure (V2I) communication, highlighting its resilience against “store-
now-decrypt-later” threats and quantum attacks. While this approach ensures data cor-
rectness and scalability, its dependence on certificate authorities and lack of deployment
validation under high-mobility environments present gaps in practical IoV adoption. How-
ever, they may face challenges such as computational overhead, reliance on trusted infras-
tructure, and limited real-world validation under dynamic vehicular conditions. Similarly,
Karakaya (2025) [13] proposed a lightweight PQC-integrated DAG blockchain for mobile
cyber-physical systems, which supports decentralized, low-latency secure communication.
The proposed model enhances data integrity and authentication in resource-constrained
systems by leveraging quantum-resistant encryption without imposing high computational
overhead. Despite its efficiency, the scheme may face scalability and synchronization chal-
lenges in highly dynamic vehicular networks due to the structural complexity of DAGs
and assumptions about stable node behavior.

Recent works have increasingly focused on NTRU-based schemes due to their promis-
ing performance on embedded systems. Lohmiller et al. (2025) [14] evaluated NTRU
migration for automotive ECUs, confirming its suitability for constrained vehicular devices
due to its efficient implementation and post-quantum security. However, NTRU offers
lightweight efficiency but suffers from decryption failures and noise sensitivity, raising
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reliability concerns for safety-critical automotive systems. Its integration challenges, closed-
source limitations, and risks from improper parameterization further complicate its secure
adoption in evolving vehicular environments.

Bhatt et al. (2024) [15] proposed a lattice-based post-quantum identity signature
scheme tailored for Vehicular Ad Hoc Networks (VANETs) to ensure secure authentication
and prevent impersonation attacks. The proposed scheme achieves anonymity, traceability,
and unlinkability, which are critical for preserving driver privacy while enabling authority-
level tracking under legitimate conditions. Though it strengthens post-quantum security,
the scheme may lack revocation mechanisms and does not address broader routing or data
confidentiality issues in VANET environments. While Wang and Tan’s NTRU-based proto-
col [16] offers quantum-resistant security using a lattice-based (likely NTRU) lightweight
approach, the study acknowledges potential integration complexity due to cryptographic
overhead in constrained autonomous systems. Their solution also relies on frequent up-
dates and precise parameter selection to maintain robustness, which could be impractical
for vehicles with long lifecycles and limited maintenance cycles.

Overall, existing literature demonstrates that lattice-based PQC schemes are among
the most promising candidates for securing future IoV communication systems due to
their quantum resistance and suitability for resource-constrained vehicular environments,
as summarized in Table 1. Nevertheless, several significant challenges remain insuffi-
ciently addressed. Most existing approaches prioritize theoretical security guarantees while
overlooking the lightweight implementation efficiency required for real-time vehicular
communication. Many proposed schemes rely on computationally intensive signature
mechanisms, large lattice parameters, complex blockchain synchronization processes, or
heavyweight cryptographic architectures that are impractical for latency-sensitive IoV
environments and constrained On-Board Units (OBUs), as summarized in Table 1.

Table 1. Computational Complexity Comparison of Lattice-Based Encryption Schemes with Classical
Polynomial Arithmetic.

Ref. Scheme/ Main Contribution Strengths Limitations
Approach
Resists Depends on certificate
Alsaadi et al. Lattice-based verifiable  Quantum-resistant V2I store-now-decrvpt-later authorities; limited
(2025) [8] decryption for V2I communication yp . real-world mobility
attacks; scalable encryption A
validation
Karakaya (2025)  PQC-integrated DAG Lightweight Low-latency DAG synchronization
. decentralized secure authentication; complexity; scalability
[13] blockchain .. . . . . . .
communication decentralized integrity issues in dynamic IoV
Lohmiller et al. NTRU migration for Embedded NTRU Efficient for constrained 2:;2752:;3?;1;:]?; )
(2025) [14] automotive ECUs implementation vehicular hardware P . t.y’
integration complexity
Bhatt et al. Lattice-based VANET pﬁ;?;?:gngn Provides anonymity, Limited revocation and
(2024) [15] identity signature authentication traceability, unlinkability =~ confidentiality mechanisms
Wang and Tan N.TRU—b.a sed nghtwelght Reduced computational Requires frequent
[16] lightweight quantum-resistant complexity parameter tuning and
authentication authentication updates
Standard Classical NTRU Efficient lattice-based Small key sizes; low Vulner..able. to parameter
NTRUEncrypt cryptosystem encryption computational cost tuning issues and
[17] yptosy P p side-channel attacks
NTRU-HRSS Hardened NTRU Improved security Stronger post-quantum Increased 1mp.1ementat10n
. . complexity and
[18,19] variant robustness security guarantees

computational overhead
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In addition, empirical NTRU variants such as standard NTRUEncrypt [17] and NTRU-
HRSS [18,19] continue to suffer from important limitations, including decryption instability,
noise sensitivity, rigid parameter tuning, ciphertext expansion, and potential vulnerability
to side-channel or message recovery attacks when improperly configured. Existing schemes
also provide limited optimization of sparse polynomial structures, insufficient adaptive
ephemeral key management, and inadequate protection against malformed or replayed
ciphertext attacks in highly dynamic vehicular environments.

More importantly, current studies rarely integrate lightweight sparse polynomial
optimization, double-ring cryptographic separation, adaptive ephemeral key generation,
and ciphertext evaluation mechanisms into a unified post-quantum framework specifically
designed for real-time IoV deployment. Consequently, there remains a critical research
gap in developing a lightweight, scalable, and practically deployable post-quantum cryp-
tographic framework that simultaneously achieves low computational overhead, strong
quantum-resistant security, efficient polynomial operations, and robustness against dy-
namic vehicular communication threats. To address these limitations, this paper proposes
a Double-Ring Hybrid Sparse NTRU (DRH-SNTRU) framework that combines controlled-
support sparse polynomial structures, double-ring cryptographic separation, adaptive
ephemeral key mechanisms, and enhanced ciphertext evaluation functions to improve
computational efficiency, lightweight deployment suitability, and security robustness for
next-generation post-quantum IoV communication systems.

3. Preliminaries

This section establishes the fundamental algebraic structures, definitions, and theoreti-
cal constructs necessary for constructing the proposed Double-Ring Hybrid Sparse NTRU
(DRH-SNTRU) algorithm, used in context-aware, zero-trust vehicular networks.

3.1. Polynomial Rings and Notation

Let Z; denote the ring of integers modulo q. For a positive integer N, define the
polynomial ring as R; = Zy[x]/(xN — 1), such that polynomials of degree less than N,
with coefficients in Z;, modulo the cyclotomic polynomial xN — 1. The smaller polynomial
rings can be further defined as Ry = Zp[x]/(xN — 1), where p < g used for plaintext
operations.

3.2. Sparse Polynomials

Sparse polynomials are polynomials with a limited number of non-zero coefficients.

Definition 1. Sparse Polynomials [17,19]: Let R = Zg[x]/ (xN — 1), a polynomial f(x) € R,
is said to be (dq,dy)-sparse if it has exactly d coefficients equal to +1, dy coefficients equal to —1,
and all other coefficients equal to 0.

Lemma 1. Fast Multiplication: If f € R is sparse with wt(f) = d and g € R is dense,
then: Time Complexity of f - ¢ € O(dN). This improves over naive dense multiplication O (N?),
essential for lightweight cryptography.

3.3. Nth Degree Truncated Polynomial Ring (NTRU) Algorithm

Definition 2. Nth Degree Truncated polynomial ring (NTRU) [19]: Let the security parameter
be A, and let N = N(A) be a positive integer (typically a power of two). Let p < q € Z be small
and large moduli, respectively, such that gcd (p,q) = 1, and define the truncated polynomial
ring R = Z[x]/ (xN —1). Denote Ry = R/qR = Zg[x]/ (xN — 1) and R, = Zy[x]/ (xN —1).
Let the key components consist of two private polynomials f, g € R, where both are sampled with
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small coefficients, typically from the set {—1,0,1}. The polynomial f is required to be invertible
in both Rq = Zg[x]/ (xN — 1) and R, = Z|x]/ (xN — 1). The public key is then computed as
h=f"1.gmod q whereh € R,.

e  Encryption: To encrypt a message m € Rp, the sender samples a random small
polynomial r € R, and computes the ciphertext, such that ¢ = r - h + mmod ¢, where
¢ € R, is the ciphertext polynomial.

e  Decryption: To decrypt the ciphertext ¢ € Ry, the receiver first computes the intermedi-
ate producta = f - c mod g. The resulting polynomial a is then centre-lifted, meaning
its coefficients are mapped to the interval [—4/2, /2] to ensure correct modular re-
duction. Finally, the plaintext message is recovered by computing m = f~! - amod p,
where f~! is the inverse of f in the ring Rp. The result m € R, is the original message
polynomial.

3.4. Ring Learning with Errors (Ring-LWE)

Definition 3. Ring-Learning With Error, Ring-LWE [20]: Let the security parameter be
A, and let n = n(A) be a power of two. Let q = gq(A) > 2 be an integer modulus and
let R = Z[x]/(x" + 1) denote the cyclotomic ring of degree n, and define R; = R/qR =
Zg[x)/ (x" 4 1). Let x be an error probability distribution over R, such as a discrete Gaussian or
binomial distribution. Let the Ring-LWE distribution Asy over Ry X Ry be defined by choosing
a € Ry uniformly at random, sampling e < x, and compute (a,b = a-s+e) € Ry X Ry,

where s € R; is the secret.

e Search Ring-LWE Problem: Given access to a polynomial number of samples
(aj,bi =a;-s+e;) € Ry x Ry, fori =1,2,...,m, recover the secret polynomial s € Rj.
The Search Ring-LWE assumption posits that no efficient (quantum or classical) algo-
rithm can solve this problem with non-negligible probability.

e  Decision Ring-LWE Problem: Distinguish between two distributions over R; x R;:
The Ring-LWE distribution (a;, b; = a; - s +¢;), where a; +- R;, ¢; < x /The uniform
distribution (a;, b;) < R; X R;. The Decision Ring-LWE assumption asserts that it is
computationally infeasible to distinguish these two distributions.

4. Proposed Double-Ring Hybrid Sparse NTRU in Securing IoV

The Internet of Vehicles (IoV) operates in a highly dynamic and resource-constrained
environment, where security mechanisms must be both robust against emerging threats
and efficient enough for real-time communication. Traditional public-key cryptographic
schemes, including classical NTRU variants, often struggle to balance post-quantum secu-
rity, computational efficiency, and long-term deployability in vehicular systems. To address
these challenges, we propose a Double-Ring Hybrid Sparse NTRU (DRH-SNTRU) scheme,
a lightweight and quantum-resistant encryption framework for securing IoV environments.

4.1. Controlled-Support Sparse Polynomials: Core Optimization for IoV

We introduce a controlled-support sparse polynomial construction, extending classical
sparse NTRU designs by explicitly constraining coefficient placement rather than weight
alone. Unlike conventional NTRU schemes that primarily control fixed Hamming weight,
the proposed method further enforces support-level constraints by regulating both the
number and spatial distribution of non-zero coefficients. Specifically, sparse polynomials
with ternary or quaternary values are constructed with enforced spacing between active
positions, thereby reducing structural leakage while maintaining computational efficiency.
This design choice is not merely an efficiency trick; it serves both performance and security
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objectives. On the other hand, from a computational perspective, sparsity significantly
reduces the cost of polynomial multiplication, enabling faster encryption and decryption
on on-board units with limited processing power. Lastly, from a security perspective, con-
trolling the support of non-zero coefficients increases entropy per bit and avoids structural
patterns that could otherwise be exploited by statistical or lattice-based attacks. As a result,
the sparse construction aligns naturally with the practical constraints of IoV devices while
maintaining strong cryptographic properties.

Definition 4. Controlled-Support Sparse Polynomial: Let R, = Z,[x]/ (xN — 1), and let
f(x) € Ry be a sparse polynomial. We define f(x) as a controlled-support sparse polynomial if the
following conditions hold:

i.  Support Set:

The support of f(x), denoted Supp(f) = Sy, is a subset of indices where the polyno-
mial has non-zero coefficients:

Sf € {0,1,...,N—1},such that f(x) = ) a;x',a; € Zy~ {0}
iESf

ii.  Controlled Spacing:

For any distinct i, j € Sy, the indices satisfy a minimum distance constraint:
| i—j|> 9, for some fixed 6 > 0

The proposed controlled spacing constraint ensures improved diffusion properties and
enhances resistance against structural or pattern-based attacks by enforcing a controlled
distribution of non-zero terms across the polynomial domain.

4.2. Double-Ring Structure: Algebraic Separation for Enhanced Security

Beyond sparsity, DRH-SNTRU introduces a double-ring algebraic structure that ex-
plicitly separates key-related operations from message processing with the aim of improv-
ing both computational efficiency and cryptographic robustness. Unlike classical NTRU
schemes, where encryption, decryption, and key computations are performed within a
single polynomial ring, the proposed framework distributes these operations across two
algebraically linked rings with different security objectives.

In classical NTRU schemes, all cryptographic operations are performed in the ring:

R; = Z,ﬂx}/(xN - 1)

where both keying material and message-related computations coexist. While algebraically

convenient, this unified structure may allow unintended interactions between key material

and message components. In contrast, the proposed scheme operates across two distinct

but algebraically linked rings:

e  Primary Ring: A primary ring modulo g for public-key computation, and ciphertext
formation, such that:

R; = Zq[x}/(xN - 1)

e  Message Ring: A message ring modulo a smaller integer p for message encoding and
recovery during decryption, such that:
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Ry = Zp[x]/(xN - 1)

The main rationale behind this separation is to isolate sensitive key operations from
plaintext manipulation processes. During encryption, computationally intensive lattice
operations are confined to the primary ring, R;, while lightweight message encoding
and recovery are handled independently within R,. This separation reduces unintended
algebraic interactions between secret key coefficients and plaintext data, thereby minimizing
coefficient leakage, noise accumulation, and decryption instability. In addition, the double-
ring architecture improves implementation flexibility and modularity. Auxiliary security
functions, such as entropy masking, ephemeral parameter generation, replay detection,
or authentication tagging, can be integrated into one ring without directly affecting the
core lattice encryption process in the other ring. This modular separation is particularly
beneficial for resource-constrained IoV environments, where lightweight computation, low
latency, and operational stability are critical requirements.

Furthermore, the algebraic separation contributes to improved cryptographic hygiene
by reducing side-channel exposure during polynomial operations. Since plaintext-related
computations are processed independently from security-sensitive lattice operations, the
proposed structure reduces the risk of correlated leakage patterns that may arise in tradi-
tional single-ring NTRU implementations. Overall, the proposed double-ring architecture
enhances lightweight operational efficiency, improves security isolation between key and
message processing, and provides greater adaptability for future post-quantum vehicular
communication systems.

4.3. Hybrid Ephemeral Keys: Forward Secrecy and Adaptive Security

To further strengthen security in highly dynamic vehicular networks, DRH-SNTRU
incorporates hybrid ephemeral keys. These transient keys are generated uniquely for
each session or message and are used in conjunction with the long-term private key.
The ephemeral key is constructed as a controlled-support sparse polynomial derived
from unpredictable contextual entropy, such as timestamps, vehicle state, or location-
dependent data.

The introduction of hybrid ephemeral keys serves two critical purposes. First, it
provides forward secrecy: even if the long-term private key is compromised at a later
time, previously transmitted ciphertexts remain secure because the ephemeral keys used
during encryption are never stored or reused. Second, it enables adaptive security, allowing
the encryption strength to vary according to operational risk—such as transitioning from
low-risk idle states to high-speed or high-density convoy scenarios.

Formally, the public key is generated as

h=f"1.gmodyg,

where f and g are sparse polynomials defined in the primary ring. For each encryption
instance, an ephemeral sparse polynomial 7geggion is generated using a controlled-support
mechanism parameterized by contextual entropy:

r = Controlled — Support — Sparse(d, £ (context)).
The ciphertext is then computed as

c=r-h+mmodgq,

https://doi.org/10.3390/computers15050328


https://doi.org/10.3390/computers15050328

Computers 2026, 15, 328

9 of 24

where the message m is encoded in the message ring R;,. After encryption, the ephemeral
key r is immediately discarded and never reused. Consequently, even if the long-term secret
polynomial f is exposed, an adversary cannot recover past plaintexts, as the ephemeral
randomness required for decryption is irretrievable.

By jointly leveraging sparse polynomial optimization, explicit ring separation, and
hybrid ephemeral keying, the proposed DRH-SNTRU scheme achieves a balanced com-
bination of post-quantum security, computational efficiency, and forward secrecy. These
properties make it particularly well-suited for IoV scenarios, where vehicles must securely
exchange data under strict latency constraints, limited computational resources, and evolv-
ing threat models. The proposed design thus represents a meaningful advancement over
conventional NTRU-based approaches for next-generation vehicular networks

4.4. Proposed Double-Ring Hybrid Sparse NTRU Algorithm

This section presents the proposed Double-Ring Hybrid Sparse NTRU (DRH-SNTRU)
algorithm, detailing its key generation, encryption, and decryption procedures. The design
explicitly leverages controlled-support sparse polynomials and a double-ring structure to
achieve efficient and secure message exchange in Internet of Vehicles (IoV) environments.
An optional evaluation function is also introduced to enhance robustness against replay
and structural attacks.

e Setup/Key Generation (1"). Given a security parameter A, let N = N(A) be the
polynomial degree and let p < g be positive integers such that gcd(p, q) = 1. Define
the polynomial rings Ry = Zg[x]/ (xN —1),R, = Z,[x]/ (xN - 1).

Select two controlled-support sparse polynomials

f,gGRq/

where the number and placement of non-zero coefficients are constrained according to the
proposed sparsity rules. The polynomial f is chosen such that it is invertible modulo g
and satisfies

f = 1(modp).

Compute the public key polynomial

h= f_1 - g(modyg).

Finally, output:
Public key : PK =h,
Private key : SK = (f,f 1)

e  Encrypt (PK, m, ctx). Given the public key & € R, a plaintext message m € R;, and
IoV contextual information ctx, proceed as follows. Extract contextual entropy & (ctx)
from sources such as GPS coordinates, timestamps, or CAN-bus identifiers. Using this
entropy, generate an ephemeral controlled-support sparse polynomial such that:

r < SparsePoly(& (ctx)) € Ry,

where r is unique for each encryption instance and is never reused. Subsequently, compute
the ciphertext such that:
¢ =r-h+m(modyq)

Output the ciphertext e. The ephemeral polynomial r is discarded immediately after en-
cryption, providing lightweight masking and forward secrecy against passive adversaries.
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e Decrypt(SK, c). Given the private key (f, f!) and a ciphertext compute the interme-
diate polynomial such that:

a=f-c(modq)

Then recover the plaintext message by reducing modulo p:
m = a (mod p).

If the system parameters are correctly selected and the noise term induced by r - h
remains within the prescribed bounds, the decryption procedure outputs the original
plaintext m with overwhelming probability.

e  Evaluation Function(c). To enhance robustness in adversarial IoV environments, an
optional evaluation function may be applied to the ciphertext prior to decryption.
Define

Eval(c) = VerifyContext(c) + Polynomiallntegrity(c),

where VerifyContext() validates the contextual entropy associated with the ciphertext to pre-
vent replay attacks; subsequently Polynomiallntegrity() checks compliance with controlled-
support sparsity rules and ensures that error bounds are not violated. Only ciphertexts
that pass the evaluation function are forwarded to the decryption phase. This optional step
enables early rejection of malformed or replayed ciphertexts, improving overall system
resilience without introducing significant computational overhead.

5. Security Analysis

This section analyzes the confidentiality of the proposed Double-Ring Hybrid Sparse
NTRU algorithm under the notions of indistinguishability under chosen-plaintext attack
(IND-CPA). The analysis is based on the hardness of lattice-based problems underlying
NTRU-type cryptosystems and the randomness introduced through ephemeral sparse
polynomials.
5.1. Security Assumptions

The security of the proposed scheme relies on the following assumptions:
i.  The hardness of the NTRU Ring-Lattice Problem

The public key is computed as:

h = f~g(mod q)

where f and g are short controlled-support sparse polynomials. Recovering the private
polynomial f from the public key & is assumed to be computationally infeasible for any
probabilistic polynomial-time adversary. This assumption corresponds to the hardness of
finding short vectors in the associated NTRU lattice.

ii. =~ Randomness of Ephemeral Sparse Polynomial

For each encryption instance, a fresh polynomial:
1 < SparsePoly(E(ctx))

is generated from contextual entropy sources such as timestamps, GPS coordinates, or
system identifiers. The polynomial r is assumed to be unpredictable and non-reusable.

iii. Correctness of Decryption
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The parameters N, p, q are selected such that the noise generated during encryption
remains within acceptable bounds. Consequently, the decryption procedure recovers the
original message with overwhelming probability.

5.2. IND-CPA Security Analysis

The security of the proposed DRH-SNTRU scheme is constructed based on the hard-
ness of the NTRU lattice problem. This section shows that the proposed scheme is IND-CPA
secure under the hardness assumption of the underlying NTRU problem.

Theorem 1. If there exists a probabilistic polynomial-time (PPT) adversary A that can break
the IND-CPA security of the proposed DRH-SNTRU scheme with a non-negligible advantage e,
then there exists a PPT algorithm B that can solve the underlying NTRU lattice problem with an
advantage of at least € /2.

Proof. The proof is constructed using a reduction from the IND-CPA game of the DRH-
SNTRU scheme to the hardness of the NTRU problem as below: [

e Init. Let A be an IND-CPA adversary. The challenger generates system parameters
using the Setup algorithm and provides the public key

h = f~'g(modg)

to the adversary A.
e  Setup. The simulator B receives an instance of the NTRU problem and sets:

Publickey : PK =h € R,

The public parameters are then given to the adversary .A.
e Phase 1. The adversary .A may issue polynomially many encryption queries. For each
query, the simulator B responds by generating ciphertexts using:

e=r-h+m(modq)

where r is sampled as a fresh controlled-support sparse polynomial.
e  Challenge. The adversary .A submits two equal-length plaintexts

mo, my € Rp.

The challenger randomly selects a bit b € {0,1}, generates a fresh ephemeral polyno-
mial r*, and computes the challenge ciphertext:

e’ =r"-h+4my(mod q).

The ciphertext e* is returned to A.

e  Phase 2. The adversary continues to issue encryption queries as in Phase 1, except that
it cannot query the challenge ciphertext.
e  Guess. Finally, the adversary outputs a guess b’ € {0,1}. The advantage of A is

defined as: ,
AdvP=CPA =| pr[b = b] — 5
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The security of the scheme relies on the indistinguishability of the masking term:
- h(modg)

e  If the public key £ is derived from valid NTRU parameters, then r - h behaves as a
structured lattice-based masking term.

e If hisreplaced by a uniformly random polynomial in R, then r - i is computationally
indistinguishable from random.

If an adversary A can distinguish between encryptions of my and m;, then it can
distinguish whether / is a valid NTRU public key or a random element in R,. This implies
that B can use A to solve the underlying NTRU problem. Thus, if .4 has a non-negligible
advantage €, then B can solve the NTRU problem with an advantage of at least €/2:

Advp = % Adv »

Therefore, under the hardness assumption of the NTRU lattice problem and the
unpredictability of the controlled-support sparse polynomial 7, the proposed DRH-SNTRU
scheme is IND-CPA secure.

6. Performance Analysis and Discussion

This section presents a comprehensive performance evaluation of the proposed Double-
Ring Hybrid Sparse NTRU (DRH-SNTRU) framework through both theoretical complexity
analysis and experimental benchmarking. The proposed scheme is evaluated against
Standard NTRUEncrypt [17], NTRU-HRSS [19], and Ring-LWE Encryption [19] schemes to
analyze computational efficiency, scalability, ciphertext evaluation overhead, and storage
requirements for post-quantum Internet of Vehicles (IoV) communication systems.

To ensure methodological consistency and an unbiased comparative evaluation, all
cryptographic schemes were implemented and benchmarked under an identical experimen-
tal environment using Python 3.13.5 on a Linux-based platform equipped with 56 logical
CPU cores and 4 GB RAM. The evaluation framework measures setup time, key generation
time, encryption time, decryption time, ciphertext evaluation overhead, and key/ciphertext
storage efficiency across polynomial dimensions N = 512, 1024, 2048, 4096, and 8192. Each
experiment was executed repeatedly over multiple iterations to minimize transient system
fluctuations, and the reported results correspond to the average execution time measured
in nanoseconds (ns). The observed performance variance and error margins across re-
peated executions remained consistently low, indicating stable benchmarking behavior
and reliable computational measurements. This stability is primarily attributed to the
deterministic characteristics of lattice-based polynomial arithmetic, modular reduction,
and sparse convolution operations employed throughout the evaluated schemes.

6.1. Theoretical and Algorithmic Complexity Analysis

The computational complexity analysis of lattice-based cryptographic schemes pri-
marily depends on the efficiency of polynomial arithmetic operations. Conventional
NTRUEncrypt and NTRU-HRSS schemes rely heavily on dense polynomial multiplication
and inversion operations within a single polynomial ring. The computational complexity
of the proposed DRH-SNTRU scheme can be analyzed according to its four main phases:
setup, key generation, encryption, and decryption as summarized in Tables 2 and 3.
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Table 2. Computational Complexity Comparison of Lattice-Based Encryption Schemes with Classical
Polynomial Arithmetic.

Scheme Setup KeyGen Encrypt Decrypt
Standard > 5 2
NTRUEncrypt [17] o) O(N?) O(N%) O(N?)
NTRU-HRSS [20] O(1) O(N?) O(N?) O(N?)
Ring-LWE PKE [19] 0(1) O(kN?) o(kN?) O (kN?)
Proposed
DRILONTRU o(1) O(N?) O(dN) O(dN)
Proposed L o O(N) O(N)

DRH-SNTRU Eval

Table 3. Computational Complexity Comparison of Lattice-Based Encryption Schemes with Fast
Polynomial Arithmetic.

Scheme KeyGen Encrypt Decrypt
Standard
NTRUEncrypt [17] O(N log N) O(N log N) O(N log N)
NTRU-HRSS [20] O(N log N)) O(N log N) O(N log N)
Ring-LWE PKE [19] O(kN log N) O(kN log N) O(kN log N)
Proposed
DRI%_SNTRU O(N logN) O(dN) O(dN)

In addition to asymptotic Big-O complexity, the computational cost of the proposed
DRH-SNTRU scheme can also be expressed in terms of the number of dominant polynomial
operations required in each phase. As polynomial multiplication is the most expensive
operation in lattice-based cryptography, the analysis as summarized in Table 4 provides a
clearer practical view of algorithm efficiency. Let:

Table 4. Operation Cost Comparison in Terms of Dominant Polynomial Operations.

Scheme KeyGen Encrypt Decrypt Remarks
Standard Efficient, but no
NTRUEncrypt [17] 1+ 1M, +1R 1I+1A+1R 1M +2R double-ring separation

Similar operation profile,
NTRU-HRSS [20] 11+ 1M;+ 1R 1I14+1A+1R 1M; + 2R better standardized
reliability
. . . Higher computational
Ring-LWE PKE [19] multq?lfe Mg+ multq?lfe M+ multlplg Ma+ cost due to dense
additions additions reductions .
operations
Proposed Sparse structure and
DRH.SNTRU 11 + 1M + 1R 1I+1A+1R 1M; + 2R lightweight protocol

suitability

e M;: cost of one sparse—dense polynomial multiplication
e  Mj: cost of one dense polynomial multiplication

e  [: cost of one polynomial inversion

e  A: cost of one polynomial addition

e  R: cost of one modular reduction
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In terms of dominant polynomial operations, the proposed DRH-SNTRU scheme re-
quires one polynomial inversion and one polynomial multiplication during key generation,
one sparse-dense polynomial multiplication during encryption, and one sparse—dense poly-
nomial multiplication during decryption. Specifically, its operation cost can be expressed
as 11 + 1M; + 1R for key generation, 1M + 1A + 1R for encryption, and 1M; + 2R for
decryption. Compared with Ring-LWE-based encryption schemes, which typically require
multiple dense polynomial multiplications, the proposed scheme is computationally lighter
and therefore more suitable for resource-constrained Internet of Vehicles environments.

6.2. Computation Analysis and Scalability Discussion

Practical deployment suitability is a critical requirement for post-quantum IoV crypto-
graphic systems because vehicular communication environments involve highly dynamic
network topology, strict latency requirements, and resource-constrained On-Board Units
(OBUs). Consequently, cryptographic schemes with excessive computational overhead or
large storage requirements may become impractical for real-time vehicular applications.
Table 5 presents the detailed computational performance benchmark of the proposed DRH-
SNTRU framework across polynomial dimensions ranging from N = 512 to N = 8§192.

Table 5. Computational Performance Benchmark of the Proposed DRH-SNTRU Framework Across
Different Polynomial Dimensions.

Po-lynon.ual Setup Time Key‘ Encryption  Decryption Clphert‘e xt

Dimension (ns) Generation Time (ns) Time (ns) Evaluation
(N) Time (ns) Time (ns)
512 1711.7 1,722,325 110,816.90 29,547.97 3905.52
1024 1695.54 3,761,024 210,545.50 47 534.59 5274.67
2048 2098.18 8,281,560 500,703.10 82,842.01 7603.90
4096 1971.25 17,482,528 1,409,017 150,407.50 11,392.50
8192 2891.65 39,454,356 4,723,823 305,635.50 20,282.07

The evaluation includes setup time, key generation time, encryption time, decryp-
tion time, and ciphertext evaluation overhead, providing a comprehensive analysis of the
scalability behavior and runtime efficiency of the proposed post-quantum cryptographic ar-
chitecture. The setup phase demonstrates consistently low initialization overhead across all
evaluated dimensions. The setup time remains below 3 us even at the highest polynomial
dimension (N = 8192), increasing only moderately from 1711.7 ns at N = 512 to 2891.65 ns
at N = 8192. This behavior indicates that the initialization complexity of DRH-SNTRU is
relatively insensitive to lattice dimension growth. The low setup overhead is primarily
attributed to the lightweight sparse polynomial initialization process and efficient parame-
ter generation within the double-ring structure. Such characteristics are highly beneficial
for real-time vehicular communication systems, where rapid session initialization and low
authentication latency are essential operational requirements. The key generation results
reveal the expected scalability trend associated with lattice-based cryptographic systems.
As the polynomial dimension increases, the key generation cost rises significantly, growing
from approximately 1.72 ms at N = 512 to 39.45 ms at N = 8192. This increase is mainly
caused by the higher computational complexity of polynomial inversion, sparse coefficient
generation, and modular arithmetic operations in larger lattice spaces. Nevertheless, the
observed growth remains computationally manageable and follows a predictable scaling
pattern. The results indicate that the proposed DRH-SNTRU framework preserves stable
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key generation behavior even at high security parameters, demonstrating suitability for
scalable post-quantum deployment scenarios.

The encryption performance analysis highlights the efficiency of the sparse polynomial
structure employed by the proposed framework. At lower polynomial dimensions, DRH-
SNTRU achieves highly efficient encryption performance, requiring only 110,816.90 ns at
N =512 and 210,545.50 ns at N = 1024. The increase in encryption time remains gradual
up to N = 2048, after which the computational cost becomes more pronounced due to the
larger convolution space and additional ciphertext integrity processing within the dual-ring
architecture. At the largest evaluated dimension (N = 8192), the encryption latency reaches
approximately 4.72 ms. Although the encryption cost increases substantially at higher
dimensions, the runtime remains practical for secure vehicular communication applications,
especially considering the enhanced ciphertext validation and sparse support verification
integrated into the framework. The results therefore confirm that the proposed sparse poly-
nomial mapping effectively reduces convolution density and arithmetic complexity during
encryption operations. The decryption phase demonstrates one of the most significant
strengths of the DRH-SNTRU framework. Across all evaluated dimensions, decryption
time remains substantially lower than encryption time, increasing from 29,547.97 ns at
N =512 to only 305,635.50 ns at N = 8192. This comparatively moderate growth indicates
that the sparse polynomial recovery mechanism successfully minimizes modular convolu-
tion overhead during ciphertext reconstruction. The separation of polynomial operations
within the double-ring structure further reduces redundant arithmetic processing, thereby
improving decryption efficiency. From a practical perspective, this characteristic is par-
ticularly advantageous for Internet of Vehicles (IoV) environments, where rapid message
verification and low response latency are critical for safety-sensitive communication and
real-time vehicular decision-making.

An additional feature evaluated in Table 5 is the ciphertext evaluation mechanism
integrated into DRH-SNTRU. Unlike conventional lattice-based encryption schemes, the
proposed framework incorporates a dedicated ciphertext evaluation stage to detect mal-
formed ciphertexts, replay attempts, and structurally inconsistent polynomial mappings
before decryption. The evaluation overhead increases gradually from 3905.52 ns at N = 512
to 20,282.07 ns at N = 8192. Despite introducing an additional verification phase, the
computational cost remains relatively small compared with the total encryption and de-
cryption latency. This demonstrates that enhanced ciphertext validation can be achieved
without imposing excessive runtime penalties. The inclusion of this lightweight evaluation
mechanism significantly strengthens robustness against active adversarial attacks while
preserving practical deployment feasibility.

Overall, the experimental findings presented in Table 5 validate the computational
efficiency and scalability of the proposed DRH-SNTRU framework. Although key genera-
tion and encryption costs increase with polynomial dimension, the framework maintains
low setup overhead, highly efficient decryption performance, and lightweight ciphertext
evaluation complexity. The observed performance trends further support the theoretical
complexity analysis, where the controlled-support sparse polynomial structure reduces
arithmetic density and improves scalability behavior compared with conventional dense
polynomial operations. Consequently, the proposed DRH-SNTRU framework demonstrates
strong potential for deployment in real-time, resource-constrained, and quantum-resistant
communication environments such as IoV, intelligent transportation systems, and vehicular
edge computing infrastructures.

Subsequently, we conducted experiments to evaluate the computational behavior
and scalability of the proposed DRH-SNTRU scheme across increasing polynomial dimen-
sions N = 512 to N = 8192. The proposed framework was benchmarked against Standard
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NTRUEncrypt, NTRU-HRSS, and Ring-LWE Encryption to evaluate setup overhead, key
generation efficiency, encryption performance, decryption scalability, and ciphertext evalu-
ation cost under post-quantum cryptographic environments relevant to Internet of Vehicles
(IoV) systems. The setup time analysis shown in Figure 1 demonstrates that the pro-
posed DRH-SNTRU maintains relatively low initialization overhead despite introducing a
double-ring algebraic structure and sparse coefficient validation mechanism. At N =512,
DRH-SNTRU records a setup cost of approximately 1711.7 ns, increasing moderately to
2891.65 ns at N = 8192. Although this overhead is slightly higher than Standard NTRUEn-
crypt and NTRU-HRSS, which remain below 2600 ns at all dimensions, the difference is
computationally negligible in practical deployments because setup operations are executed
infrequently. More importantly, DRH-SNTRU exhibits substantially lower setup complex-
ity than Ring-LWE Encryption, which reaches approximately 34,871.45 ns at N = 8192.
This behavior highlights the efficiency advantage of sparse polynomial initialization com-
pared with dense Ring-LWE parameter generation. The reduced initialization complexity
is particularly beneficial for lightweight vehicular devices operating under constrained
computational and energy budgets.

Setup Time (ns) vs Polynomial Dimension

—e— Standard NTRUEncrypt
NTRU-HRSS

—e— Ring-LWE Encryption

—e— Proposed DRH-SNTRU

104

Setup Time (ns)

el

2’9 2'10 2'11 2;2 2'13
Polynomial Dimension (N)

Figure 1. Setup Time Comparison of Lattice-Based Encryption Schemes across Polynomial Dimensions.

The key generation results in Figure 2 reveal that all schemes experience substantial
growth in computational cost as the lattice dimension increases. This trend is expected
because polynomial inversion and modular arithmetic operations become increasingly
expensive in higher-dimensional lattices. Standard NTRUEncrypt increases from approxi-
mately 1.73 ms at N = 512 to 36.54 ms at N = 8192, while NTRU-HRSS follows a nearly
identical pattern, reaching 35.86 ms at the largest dimension. The proposed DRH-SNTRU
exhibits comparable scalability behavior, increasing from 1.72 ms to 39.45 ms across the
same range. The slightly higher key generation overhead observed in DRH-SNTRU orig-
inates from the additional entropy filtering, sparse support verification, and dual-ring
synchronization mechanisms integrated into the framework. Nevertheless, the increase
remains moderate relative to the additional security-oriented functionality introduced by
the proposed design. In contrast, Ring-LWE Encryption demonstrates significantly lower
key generation latency, remaining below 0.60 ms even at N = 8192. However, this compu-
tational advantage is accompanied by substantially larger polynomial structures, higher
memory consumption, and increased ciphertext overhead, which may reduce practicality
in resource-constrained IoV infrastructures.
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Key Generation Time (ns) vs Polynomial Dimension

—e— Standard NTRUEncrypt
—®— NTRU-HRSS

—8— Ring-LWE Encryption
—e— Proposed DRH-SNTRU

107 4

106 4

Key Generation Time (ns)

105 4

2'9 2'10 2'11 2'12 2'13
Polynomial Dimension (N)

Figure 2. Key Generation Time Comparison across Different Polynomial Dimensions.

The encryption performance illustrated in Figure 3 provides important insight into
the runtime scalability of the proposed framework. At smaller dimensions, DRH-SNTRU
achieves highly competitive encryption performance due to the use of controlled-support
sparse polynomial multiplication. Specifically, DRH-SNTRU records approximately
110,816.92 ns at N = 512, outperforming Standard NTRUEncrypt (204,855.96 ns) and
NTRU-HRSS (200,490.61 ns). Similar improvements remain visible at N = 1024 and
N = 2048, where the sparse polynomial structure effectively reduces convolution density
and coefficient processing complexity. However, as the polynomial dimension increases
further, the encryption overhead of DRH-SNTRU rises more rapidly than the conventional
NTRU variants.

Encryption Time (ns) vs Polynomial Dimension

—e— Standard NTRUENcrypt
—®— NTRU-HRSS

—e— Ring-LWE Encryption g
—e— Proposed DRH-SNTRU /

108 4

Encryption Time (ns)

105 4

2'9 2'10 2'11 2'12 2‘13
Polynomial Dimension (N)

Figure 3. Encryption Time Comparison of Lattice-Based Cryptographic Schemes.

At N = 8192, the proposed framework records approximately 4,723, 823.45 ns, exceed-
ing both Standard NTRUEncrypt and NTRU-HRSS. This increase is primarily attributed
to the additional ciphertext evaluation preparation, double-ring mapping operations, and
sparse integrity verification mechanisms incorporated into the encryption pipeline. Despite
this increase, the encryption latency remains within the practical range for real-time vehic-
ular communication systems, particularly considering the additional security guarantees
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introduced by the proposed architecture. Meanwhile, Ring-LWE Encryption consistently
demonstrates the lowest encryption latency across all dimensions, achieving approximately
1,101,360 ns at N = 8192. This result confirms the efficiency of optimized Ring-LWE
polynomial arithmetic; however, the trade-off appears in larger parameter sizes and denser
ciphertext structures.

The decryption analysis shown in Figure 4 represents one of the most significant
advantages of the proposed DRH-SNTRU framework. Across all evaluated polynomial
dimensions, DRH-SNTRU consistently achieves lower decryption latency than Standard
NTRUEncrypt and NTRU-HRSS.

Decryption Time (ns) vs Polynomial Dimension

—e— Standard NTRUEncrypt -
NTRU-HRSS

—8— Ring-LWE Encryption

—&— Proposed DRH-SNTRU

106 4

Decryption Time (ns)

105 4

5 o p = -
Polynomial Dimension (N)

Figure 4. Decryption Time Comparison across Increasing Polynomial Dimensions.

At N = 512, DRH-SNTRU records approximately 29,547.97 ns, compared with
164,014.9 ns for Standard NTRUEncrypt and 162,473.4 ns for NTRU-HRSS. This improve-
ment becomes even more pronounced at larger dimensions. At N = 8192, the proposed
framework achieves approximately 305, 635.5 ns, whereas Standard NTRUEncrypt and
NTRU-HRSS both exceed 3.3 ms. The substantial reduction in decryption overhead can
be attributed to the sparse polynomial recovery process and reduced modular convolu-
tion complexity enabled by the controlled-support coefficient structure. Furthermore, the
separation of message and key processing within the dual-ring architecture minimizes
redundant arithmetic operations during ciphertext reconstruction. In practical IoV deploy-
ments where authentication latency and rapid response time are critical for safety-sensitive
communication, such decryption efficiency provides a substantial operational advantage.
Although Ring-LWE Encryption demonstrates relatively low decryption overhead com-
pared to conventional NTRU schemes, DRH-SNTRU consistently achieves lower latency at
all evaluated dimensions.

The ciphertext evaluation results presented in Figure 5 introduce an additional security-
performance consideration absent in the benchmark schemes. DRH-SNTRU incorporates
a dedicated ciphertext evaluation stage designed to detect malformed ciphertexts, replay
attempts, and structurally inconsistent polynomial mappings prior to decryption. As
expected, this additional verification mechanism introduces measurable computational
overhead. The evaluation latency increases gradually from approximately 3905.52 ns at
N = 512 t0 20,282.07 ns at N = 8192. While this overhead is larger than the lightweight
evaluation observed in Standard NTRUEncrypt, NTRU-HRSS, and Ring-LWE Encryp-
tion, the absolute cost remains relatively small compared with the total encryption and
decryption latency. More importantly, the inclusion of a dedicated ciphertext evaluation
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mechanism significantly enhances robustness against active adversarial attacks, particularly
replay-based and malformed ciphertext injection attacks commonly encountered in highly
dynamic vehicular communication environments.

Evaluation Time (ns) vs Polynomial Dimension

—— Standard NTRUEncrypt
NTRU-HRSS

—8— Ring-LWE Encryption

—8— Proposed DRH-SNTRU

104 4

103 4

Evaluation Time (ns)

29 210 2'11 212 213
Polynomial Dimension (N)

Figure 5. Ciphertext Evaluation Time Comparison across Increasing Polynomial Dimensions.

From a scalability perspective, the experimental findings strongly validate the theo-
retical complexity analysis presented earlier. Standard NTRUEncrypt and NTRU-HRSS
exhibit rapid growth in encryption and decryption overhead due to dense polynomial
multiplication complexity approaching O(N?) under practical implementations. Ring-LWE
Encryption demonstrates superior computational efficiency in several operations because
of optimized polynomial arithmetic and structured ring operations; however, this benefit
is achieved at the expense of larger parameter representations and higher initialization
overhead. In contrast, DRH-SNTRU achieves a more balanced computational profile by ex-
ploiting sparse polynomial multiplication behavior, approximating O(dN), where d < N.
This allows the framework to maintain highly efficient decryption performance while
preserving acceptable encryption scalability and enhanced ciphertext validation capability.

In a nutshell, the results demonstrate that the proposed DRH-SNTRU framework
achieves an effective balance between lightweight computation, scalability, ciphertext
integrity protection, and post-quantum security robustness. Although the framework intro-
duces moderate overhead during key generation and large-dimensional encryption, these
costs are compensated by substantial improvements in decryption efficiency, lower setup
complexity compared with Ring-LWE systems, and the integration of additional ciphertext
evaluation mechanisms. The findings therefore indicate that DRH-SNTRU is particularly
suitable for real-time and resource-constrained post-quantum IoV environments, where
low decryption latency, lightweight polynomial operations, and resistance against active
ciphertext manipulation are essential requirements.

6.3. Storage Efficiency Analysis and Discussion

We also conducted storage efficiency analysis to provide important insights into the
practical deployment feasibility of the proposed DRH-SNTRU framework in comparison
with Standard NTRUEncrypt, NTRU-HRSS, and Ring-LWE Encryption. The evaluation
focuses on three critical storage-related metrics, namely public key size, private key size,
and ciphertext size, across lattice dimensions ranging from N = 512 to N = 8192. These
metrics are particularly important in Internet of Vehicles (IoV) environments because

https://doi.org/10.3390 /computers15050328


https://doi.org/10.3390/computers15050328

Computers 2026, 15, 328

20 of 24

vehicular communication systems operate under strict bandwidth, memory, and latency
constraints. Consequently, schemes with lower storage overhead are generally more
suitable for real-time post-quantum communication infrastructures.

The public key size comparison shown in Figure 6 indicates that the proposed DRH-
SNTRU maintains nearly identical public key sizes to Standard NTRUEncrypt and NTRU-
HRSS across all polynomial dimensions. Specifically, the public key grows linearly from
4096 bytes at N = 512 to 65,536 bytes at N = 8192. This behavior demonstrates that the
introduction of the dual-ring architecture does not significantly inflate the public parameter
representation. In contrast, Ring-LWE Encryption consistently produces substantially
larger public keys, beginning at 8192 bytes for N = 512 and increasing to 131,072 bytes at
N = 8192. The public key overhead of Ring-LWE is therefore approximately twice that of
the NTRU-based schemes at every evaluated dimension. This increase originates from the
dense polynomial representation and higher-dimensional coefficient structures required
in Ring-LWE constructions. From a deployment perspective, larger public keys directly
increase transmission overhead during session establishment and authentication exchanges,
which may negatively impact highly dynamic vehicular networks where communication
latency and bandwidth efficiency are critical.

Public Key Size Comparison Across Different Polynomial Dimensions

R Standard NTRUEncrypt
BN NTRU-HRSS

120,000 { ™== Ring-LWE Encryption
Em Proposed DRH-SNTRU

100,000

80,000 9

60,000

Public Key Size (Bytes)

40,000 A

20,000 J

512 1024 2048 4096 8192
Polynomial Dimension (N)

Figure 6. Public Key Efficiency Comparison Across Different Polynomial Dimensions.

The private key storage results illustrated in Figure 7 reveal one of the most impor-
tant characteristics of the proposed DRH-SNTRU framework. At the smallest dimension
(N = 512), DRH-SNTRU records a private key size of approximately 7999 bytes, which
is nearly identical to Standard NTRUEncrypt (7985 bytes) and NTRU-HRSS (8001 bytes).
However, beginning from N = 1024, the private key size of DRH-SNTRU collapses to only
117 bytes and remains constant for all larger dimensions. A similar pattern is observed for
NTRU-HRSS (119 bytes) and Standard NTRUEncrypt (103 bytes). This dramatic reduc-
tion demonstrates the effectiveness of sparse polynomial support representation, where
only compact coefficient location information must be stored instead of dense polynomial
vectors. The scalability advantage becomes substantially clearer when compared with
Ring-LWE Encryption. Unlike the sparse NTRU-based schemes, Ring-LWE private key
sizes grow linearly with the polynomial dimension, increasing from 4096 bytes at N = 512 to
65,536 bytes at N = 8192. Consequently, the proposed DRH-SNTRU achieves several orders
of magnitude lower private key storage overhead at large lattice dimensions. This char-
acteristic is highly beneficial for embedded vehicular hardware and resource-constrained
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onboard units, where secure storage capacity is limited and low-memory cryptographic
deployment is essential. Another important implication of the compact private key struc-
ture is reduced memory access overhead during cryptographic operations. Since fewer
coefficients participate in secret key reconstruction and sparse convolution processing,
DRH-SNTRU benefits not only from lower storage requirements but also from improved
decryption efficiency, as demonstrated previously in the computational benchmarking
results. This dual optimization effect highlights the synergy between sparse polynomial
design and lightweight post-quantum cryptographic implementation.

Private Key Size Comparison Across Different Polynomial Dimensions

N Standard NTRUEncrypt
NTRU-HRSS
60,000 { ™== Ring-LWE Encryption
]

Proposed DRH-SNTRU

50,000 4

40,000 1

30,000 1
20,000
10,000
Ll B I
512 4096

1024 2048
Polynomial Dimension (N)

Private Key Size (Bytes)

8192

Figure 7. Private Key Efficiency Comparison Across Different Polynomial Dimensions.

The ciphertext size comparison in Figure 8 further reinforces the storage efficiency of
the proposed framework. DRH-SNTRU maintains ciphertext sizes identical to Standard
NTRUEncrypt and NTRU-HRSS across all polynomial dimensions, increasing linearly from
4096 bytes to 65,536 bytes. This result confirms that the additional double-ring mapping
and sparse support validation mechanisms do not introduce ciphertext expansion penalties.
Maintaining compact ciphertexts is particularly important in IoV communication because
vehicular systems continuously exchange encrypted safety messages, cooperative aware-
ness packets, and authentication tokens under strict latency constraints. In comparison,
Ring-LWE Encryption again exhibits significantly larger ciphertext sizes, reaching 131, 072
bytes at N = 8192, which doubles the communication payload relative to the NTRU-based
schemes. Such ciphertext expansion can substantially increase bandwidth consumption,
retransmission probability, and communication delay in highly congested vehicular en-
vironments. Consequently, although Ring-LWE demonstrates attractive computational
characteristics in certain arithmetic operations, its communication overhead may limit
practicality for large-scale real-time deployment scenarios.

From a scalability perspective, all schemes demonstrate predictable linear growth
in public key and ciphertext sizes as the polynomial dimension increases. However, the
proposed DRH-SNTRU maintains a significantly more balanced trade-off between compu-
tational complexity and storage overhead. The sparse polynomial representation enables
compact key storage while preserving scalable ciphertext behavior and efficient arith-
metic operations. This balance becomes increasingly important as future post-quantum
security levels demand larger lattice dimensions to resist advanced quantum attacks. Over-
all, the storage evaluation confirms that the proposed DRH-SNTRU framework achieves
strong storage efficiency without sacrificing scalability or structural security robustness.
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Compared with Ring-LWE Encryption, DRH-SNTRU significantly reduces public key, pri-
vate key, and ciphertext overhead while maintaining compact parameter representation
equivalent to conventional NTRU-based schemes. The results therefore demonstrate that
DRH-SNTRU is highly suitable for real-time post-quantum IoV infrastructures, where
lightweight storage, reduced communication overhead, scalable deployment, and efficient
cryptographic processing are essential operational requirements.

Ciphertext Size Comparison Across Different Polynomial Dimensions

Em Standard NTRUEncrypt
BN NTRU-HRSS

120,000 W Ring-LWE Encryption
mm Proposed DRH-SNTRU

100,000

80,000 -

60,000 A

Ciphertext Size (Bytes)

40,000 A

20,000 A

512 1024 2048 4096 8192
Polynomial Dimension (N)

Figure 8. Ciphertext Storage Efficiency Comparison Across Different Polynomial Dimensions.

7. Conclusions

This paper introduced a novel Double-Ring Hybrid Sparse NTRU (DRH-SNTRU)
scheme as a lightweight and quantum-resistant solution for securing communication in
Internet of Vehicles environments. The design specifically focuses on addressing the
practical challenges of vehicular systems, where cryptographic schemes must simulta-
neously provide strong post-quantum security, low computational overhead, reduced
storage complexity, and real-time operational capability. By integrating controlled-support
sparse polynomial structures with a dual-ring lattice architecture, the proposed scheme
successfully reduces arithmetic complexity while preserving strong randomness and lattice
hardness properties.

The introduction of the double-ring structure enables the separation of key-related
operations from message-processing functions, thereby improving structural isolation and
minimizing potential leakage pathways commonly associated with conventional single-
ring lattice constructions. Furthermore, the use of context-driven ephemeral key generation
enhances session independence and forward secrecy, ensuring that the compromise of
long-term secret keys does not expose previously transmitted ciphertexts. In addition, the
optional ciphertext evaluation mechanism strengthens the robustness of the framework
against replay attacks, malformed ciphertext injection, and adversarial manipulation by
filtering invalid ciphertexts prior to the decryption phase.

From the security perspective, the proposed DRH-SNTRU framework achieves IND-
CPA security under the hardness assumption of the NTRU lattice problem, while the
integration of the ciphertext validation mechanism provides a practical foundation for
extending resistance against adaptive chosen-ciphertext attacks (CCA). The combination
of sparse polynomial mapping and hybrid ring separation further increases structural
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References

complexity for adversaries while maintaining lightweight operational behavior suitable for
constrained vehicular devices.

Extensive computational benchmarking and storage analysis demonstrate that the
proposed scheme achieves a highly balanced trade-off between security robustness and
computational efficiency. The experimental results show that DRH-SNTRU maintains
low setup overhead, highly efficient decryption performance, compact key and ciphertext
representation, and scalable runtime behavior across polynomial dimensions ranging from
N =512 to N = 8192. Compared with conventional NTRUEncrypt, NTRU-HRSS, and
Ring-LWE Encryption schemes, DRH-SNTRU exhibits particularly strong advantages in
decryption efficiency, sparse private key representation, and storage scalability, while
preserving practical encryption performance for real-time communication environments.

Overall, the proposed DRH-SNTRU framework demonstrates strong potential as a
practical lightweight post-quantum cryptographic solution for future intelligent trans-
portation systems, vehicular edge computing, and autonomous V2X communication in-
frastructures. The findings indicate that sparse lattice-based architectures combined with
hybrid ring separation can provide an effective pathway toward scalable, secure, and
resource-efficient post-quantum communication systems.

Future work may focus on extending the proposed framework toward full IND-CCA2
secure constructions, hardware-level optimization on embedded vehicular platforms, FPGA
and ASIC acceleration, integration with 5G/6G-enabled V2X architectures, and formal
resistance analysis against side-channel and fault-injection attacks. In addition, further
exploration of adaptive sparse polynomial distributions and hybrid lattice optimization
strategies may provide additional improvements in both security strength and computa-
tional scalability for next-generation quantum-resistant vehicular communication systems.
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