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Abstract

Role-Based Access Control (RBAC) is the de-facto mechanism for preserving Kubernetes
and other cloud-native container platforms, however real deployments occasionally drift
away from the principle of least privilege as clusters, teams, and services improve. This
paper introduces an automated RBAC hardening framework that formulates least-privilege
policy design as a limited optimization problem over RoleBindings and ClusterRoleBind-
ings. The objective combines (i) a permission-risk score for namespaced and cluster-scoped
actions with (ii) an operational complexity term that discourages overly large binding
sets. Solid limitations encode functional requirements as well as practical security policies,
which includes namespace allowlists, role scoping rules, administrative restrictions on
cluster-wide bindings, binding budgets, and separation-of-duty requirements expressed by
utilizing capability classes. To allow optimizer-agnostic search while protecting Kubernetes
RBAC semantics, we analyze candidate policies by utilizing a unified penalty-based fit-
ness function that compines risk, complexity, and constraint violations into a single scalar
value. We utilized ten metaheuristic as a benchmark including baseline search paths on
a Kubernetes-inspired instance and report feasibility and least-privilege quality metrics
(precision, recall, F1, and over-privilege ratio) parallel to RB/CRB counts and excess risk
as a structural indicators. Outcomes present that feasibility is the prime challenge, and is
restricted to a subset of optimizers reliably arrives to entirely feasible and compact arrange-
ments within the exact budget, indicating the practicality of metaheuristic enhancement for
systematic RBAC reduction in containerized cloud computing environments.

Keywords: least-privilege; Role-Based Access Control (RBAC); kubernetes; cloud
computing container; container security; metaheuristic optimization; policy hardening;
constraint satisfaction
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1. Introduction
Principles of least privilege (PoLP) and Role-Based Access Control (RBAC) are well-

instituted foundations for minimizing redundant authority in software systems: users should
only be granted the authorizations needed for their tasks, and permissions are normally
administered through roles rather than through ad-hoc per-user grants [1–3]. In Kubernetes
and other cloud-native environments, however, due to the frequent changes within service
accounts, namespaces, API resources, and operational requirements this principle is difficult
to maintain; administrators often respond by granting broad roles, which protects availability
but escalates the impact of compromise or unlawful access [4,5].

Prior research has discussed vital components of this problem, including RBAC role
mining and role minimization [6–8], least-privilege policy enhancement for cloud access
control [4,9], and container-security techniques which include image hardening, runtime
monitoring, and isolation enhancement [5,10]. The remaining gap is that these branches
occasionally separately treat role discovery, policy recommendation, and container hard-
ening. They do not offer a unified, optimizer-agnostic formulation that reconfigures Ku-
bernetes RoleBindings and ClusterRoleBindings directly while maintaining needed access
and enforcing implementing limitations such as namespace allowlists, binding budgets,
administrative approval for cluster-wide bindings, and separation-of-duty principles.

This paper handles this gap by formulating Kubernetes-oriented RBAC hardening
as a limited optimization problem. The novelty is the integration of Kubernetes RBAC
semantics, explicit operational constraints, a risk–complexity objective, and a unified
penalty-based analyzer that permits various black-box metaheuristic algorithms to scope
the same policy space without altering the foundational access-control semantics. The
proposed formulation is directed as a systematic least-privilege hardening aspect: it can
be operated on a current RBAC snapshot and, as discussed later, can be integrated in a
ongoing adaptive loop for dynamic clusters.

This paper introduces the following contributions:

• A risk-aware least-privilege RBAC formulation for cloud containers that collaboratively
minimizes permission risk and binding complexity while Adequate functional needs.

• A direct encoding of practical Kubernetes-style limitations, containing namespace
allowlists, role-scoping rules, administrative limitations on ClusterRoleBindings, bind-
ing budgets, and separation-of-duty policies across capability classes.

• An integrated penalty-based fitness function that rebuilds effective privileges from
candidate bindings and transforms all constraint violations into a single scalar value,
enabling adequate benchmarking of heterogeneous metaheuristics.

• An empirical evaluation of ten optimizers under optimal budgets, demonstrating that
feasibility is the primary challenge and that only a subset of optimizers consistently
finds compact, low-risk RBAC settings.

Paper Organization

The rest of the paper is structured as listed below: Section 2 assesses RBAC funde-
mentals, least-privilege role engineering, and cloud computing containers and its security.
Section 3 presents the least-privilege RBAC optimization problem, variables, constraints,
and the penalized fitness designs. Section 4 presents the optimization framework and
the frequent assessment pipeline used to benchmark various metaheuristics. Section 5
illustrates the benchmark instance, optimizers, experimental protocol, and examination
metrics. Section 6 demonstrates quantitative results and evaluates feasible and infeasi-
ble activities among optimizers. Section 7 lastly analyzes main findings, limitations, and
practical implications for implementable RBAC hardening.
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2. Related Work
The conceptual foundation for this work is provided by the RBAC research. Standard

RBAC models separate subjects, roles, permissions, and constraints, thereby enhancing
protocol manageability in comparison with direct per-subject permission assignment [2,3].
Role engineering or role mining is a major pertinent line, where roles are implied from
existing user–permission assignments. This issue is computationally complicated, and
previous studies have proposed exact, heuristic, Boolean-matrix, semantic, and multi-
objective paths to achieve compact role sets [6–8,11–14].

Role mining is extended through Least-privilege policy refinement by emphasizing
the removal of irrelevant grants while maintaining necessary functionality. Current studies
acknowledges privilege-assignment errors, perturbation-aware migration, attribute-based
least-privilege mining, user-role recommendation, and automatic privilege reduction for
access-control policies [4,9,15–19]. These studies promote optimization-based treatment
of least privilege, however, they occasionally do not model Kubernetes-specific binding
structures together with operational limitations such as namespace scope, cluster-wide
binding approval, binding budgets, and separation-of-duty classes.

Complementary risks, which include insecure images, software supply-chain integrity,
runtime monitoring, container escape detection, isolation, and adaptive defense are ad-
dressed through container and cloud-native security research [5,10,20–27]. Studies within
the areas of Kubernetes migration and operational-security studies also present that avail-
ability, scalability, and security must be handled together in production orchestration
environments [28–30]. These studies minimize container risk at other layers, while the
current paper centers its focus specifically on RBAC policy minimization.

Contrary to prior studies, the presenteed framework treats least-privilege Kubernetes
RBAC design as a constrained search issue over RoleBindings and ClusterRoleBindings. It
maintains required permissions, penalizes incorrect or unsafe configurations, and evaluates
numerous metaheuristic optimizers by utilizing the same decoder and fitness function.
This positioning illustrates the research gap addressed by the paper: automated, constraint-
aware RBAC hardening for cloud container environments in comparison to general role
discovery or standalone container hardening.

Table 1 clarifies the practical distinction between the proposed approach and representa-
tive access-control alternatives. Advantageous for administration and role discovery are the
approaches of Classical RBAC, however they do not directly optimize Kubernetes RoleBind-
ings/ClusterRoleBindings under namespace, cluster-scope, binding-budget, and separation-of-
duty constraints.The proposed formulation therefore has a functional intendment: it establishes
a concrete candidate policy that can be audited and launched after validation, at the same time
quantifying how much over-privilege and excess risk were eliminated.

Table 1. Comparison between the proposed Kubernetes-oriented RBAC optimization framework and
representative RBAC/access-control approaches.

Approach Main Purpose Difference from This Work

Standard RBAC
administration

Manually assign users or service
accounts to predefined roles

Does not explore for a lower-risk binding set and can
protect over-broad permissions.

Role mining/minimization Infer compact roles from existing
user–permission matrices

Optimizes role structure, but typically abstracts away
Kubernetes RoleBindings, ClusterRoleBindings,

namespace scope, and operational security limitations.

Least-privilege
refinement/recommendation

Recommend or remove excessive
permissions from

access-control policies

Enables least privilege, but usually does not support an
optimizer-independent constrained representation for

Kubernetes-style RBAC objects.
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Table 1. Cont.

Approach Main Purpose Difference from This Work

Container hardening/
runtime security

Reduce container, image, runtime,
or orchestration attack surfaces

Targets complementary layers; it does not explicity
redesign RBAC bindings or quantify least-privilege

policy standard.

Proposed framework
Optimize Kubernetes-style RBAC

bindings under functional and
security constraints

Specifically searches RoleBindings/ClusterRoleBindings,
reports feasibility and least-privilege metrics, and yields

an auditable optimized policy.

3. Least-Privilege RBAC Optimization for Cloud Container Security
Problem Description

Access control is imposed through Roles, ClusterRoles, RoleBindings, and Cluster-
RoleBindings within a Kubernetes-like cloud container environment. Within a specific
namespace, individual role collects permissions (verbs on API resources), while Cluster-
Roles can allow permissions within the entire cluster. In order to determine what tasks
each subject is permitted to execute, bindings attach these roles to subjects, such as human
users, groups, or service accounts.

The formulation beneath is correlated to a fixed RBAC snapshot expressed by the
current subjects, roles, permissions, workload requirements, and security policies. Under
identical inputs this snapshot abstraction is effective for determinig the constrained opti-
mization issue and for benchmarking optimizers. In an operational deployment the same
model can be re-instantiated whenever manifests, audit-log evidence, service accounts,
namespaces, custom resources, or API permissions are altered. It should not be interpreted
as assuming that Kubernetes clusters are fixed.

The security goal in this environment is to enforce an RBAC configuration that con-
currently enables all functional requirements and meets strict security restrictions. The
necessary actions must be executed through every subject in the appropriate namespaces or
at the cluster domain, while the implementation must abide to strict security policies which
include namespace allowlists, role scoping rules, administrative restrictions on Cluster-
RoleBindings, binding budget limits, and separation-of-duty restrictions. Simultaneously,
the configuration should reduce overall security risk by reducing unnecessary or excessive
privileges, complying as closely as possible to the least-privilege principle, and continue to
be operationally simple by avoiding an unnecessary number of bindings. The flow of the
proposed least-privilege RBAC optimization loop is shown in Figure 1.

Functional requirements
REQns, REQcl

Hard security constraints
allowlist, scope, admin

budgets, SoD

Risk & cost parameters
wns, wcl, crb, ccrb

Penalized fitness
f = J + ∑i ρiVi

Decoder & evaluator
threshold→ (x, y)

derive (g, h, z)
compute violations Vi

Metaheuristic optimizer
(GWO, SCA, DE, . . . )

Optimized RBAC policy
bindings (x⋆, y⋆)
& audit metrics

fitness value

candidate vector

violations & risk

best-so-far

Figure 1. Overview of the proposed least-privilege RBAC optimization loop: requirements, con-
straints, and risk/complexity elements feed a penalized fitness; a metaheuristic proposes candidate
bindings; the assessors reconstructs effective permissions and violations; and the best feasible policy
is exported with audit metrics.

We introduce this design task as a constrained single-objective optimization issue.
Dealing with the model strictly as a mixed-integer program can be computationally expen-
sive due to the decisions being binary and the constraints being numerous and complicated.
Rather, we utilize population-based metaheuristic optimizers (such as GWO, PSO, SCA,
and relevant algorithms) along with a unified penalty-based fitness function that encodes
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both risk and constraint abuses. Various optimizers to be benchmarked objectively on the
same RBAC instance are permitted as a result of this formulation.

3.1. Mathematical Model
3.1.1. Base Objective (Risk and Complexity)

The base objective aggregates risk and configuration complexity:

J(x, y, g, h) = ∑
s∈S

∑
n∈N

∑
p∈Pns

wns
s,n,p gs,n,p︸ ︷︷ ︸

namespaced risk

+ ∑
s∈S

∑
q∈Pcl

wcl
s,q hs,q︸ ︷︷ ︸

cluster risk

+ crb ∑
s,n,r

xs,n,r + ccrb ∑
s,c

ys,c︸ ︷︷ ︸
binding complexity

. (1)

Equation (1) is reached through decomposing the cost of an RBAC formulation into
the two quantities that the framework is programmed to reduce subsequent functional
access is maintained. The primary two summations add the risk of every effective granted
permission: namespaced grants are weighted by wns

s,n,p and cluster-scoped grants are
weighted by wcl

s,q. The last two summations add a minor operational-complexity cost for
each RoleBinding and ClusterRoleBinding so that, the optimizer prefers the simpler policy
that is easier to evaluate, among policies with similar risk. Therefore, the base objective is
not a generic accuracy metric; it is an explicit least-privilege design cost which consists of
permission exposure in addition to policy complexity.

In order to maintain this interpretation, coefficients are selected. In the benchmark,
cluster-scoped and sensitive-resource permissions acquire bigger weights than typical
namespaced read permissions; RoleBinding and ClusterRoleBinding costs are maintained
lower than permission-risk weights so that the optimizer at no time eliminates required
security-relevant grants solely to minimize the quantity of bindings. Rather than being
universal constants, these weights are configurable inputs.They cause the objective to be
transparent, but they also establish subjectivity: varying organizations could possibly rate
the same permission differently based on compliance obligations, namespace criticality,
incident history, and workload exposure. Therefore, the numerical outcomes should be
understood relative to the chosen risk model, and practical deployment should constitute
calibration and sensitivity analysis, as discussed in Section 6.7.

3.1.2. Constraints
Permission Derivation (RBAC Semantics)

Namespaced permissions come from RoleBindings in that namespace and from Clus-
terRoleBindings that refer to clusterRoles with namespaced rules:

gs,n,p ≤ ∑
r∈R

Ans
r,pxs,n,r + ∑

c∈C
Ans

c,pys,c, ∀s, n, p. (2)

Additionally, if a binding grants p, then gs,n,p = 1, which can be enforced with lower-
bound implications; for example,

gs,n,p ≥ xs,n,r ∀s, n, p, r such that Ans
r,p = 1, (3)

gs,n,p ≥ ys,c ∀s, n, p, c such that Ans
c,p = 1. (4)

Cluster permissions result only from ClusterRoleBindings:
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hs,q ≤ ∑
c∈C

Acl
c,qys,c, ∀s, q, (5)

hs,q ≥ ys,c, ∀s, q, c with Acl
c,q = 1. (6)

Requirement Satisfaction

All required permissions must be granted:

gs,n,p ≥ REQns
s,n,p, ∀s, n, p, (7)

hs,q ≥ REQcl
s,q, ∀s, q. (8)

Feasibility Constraints: Allowlist, Scope, Admin

Namespace allowlist:

xs,n,r ≤ ALLOWNSs,n, ∀s, n, r. (9)

Role scoping (Roles only in their own namespace; ClusterRoles arbitrary):

xs,n,r ≤ allowedXn,r, ∀s, n, r. (10)

ClusterRoleBindings limited to privileged subjects:

∑
c∈C

ys,c ≤ |C|AdminOKs, ∀s. (11)

Binding Budget Limits

Maximum RoleBindings per subject-namespace pair:

∑
r∈R

xs,n,r ≤ Brb
s,n, ∀s, n. (12)

Maximum ClusterRoleBindings per subject:

∑
c∈C

ys,c ≤ Bcrb
s , ∀s. (13)

Separation-of-Duty (SoD)

First relate capability indicators to effective permissions. A subject has capability k if it
has any permission in that capability:

zs,k ≥ ∑
n∈N

∑
p∈Pns

gs,n,p Mns
k,p, ∀s, k, (14)

zs,k ≥ ∑
q∈Pcl

hs,q Mcl
k,q, ∀s, k, (15)

zs,k ≤ 1, ∀s, k. (16)

For each forbidden pair (k1, k2) ∈ D, we enforce:

zs,k1 + zs,k2 ≤ 1, ∀s, (k1, k2) ∈ D. (17)

3.1.3. Penalized Fitness for Metaheuristics

Instead of solving the mixed-integer model right away, we permit metaheuristics
to function on a continuous decision vector and alter it to binary (x, y) via thresholding.
Constraint violations are then penalized in the fitness function:
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f (x, y, g, h, z) = J(x, y, g, h) + ρreqVreq + ρinvVinv + ρlimVlim + ρsodVsod, (18)

such that Vreq, Vinv, Vlim, Vsod are non-negative violation measures (numbers of missing
permissions, invalid bindings, budget attacks, and SoD attacks consequently). Feasible
solutions have zero penalty, so their fitness equals the base objective J(·).

Equation (18) was acquired by converting the constrained optimization model into
an exterior-penalty issue. The violation terms enforce hard requirements while the term
J(·) ranks feasible policies by risk and complexity. The penalty coefficients are chosen
through utilizing a lexicographic standard: a single missing needed permission or invalid
binding needs to be more expensive than any plausible enhancement within the base
objective. This certifies that the search first satisfies functional and security constraints
and only then reduces risk and policy size. In implementation, this can be reached by
setting ρreq, ρinv, ρlim, ρsod one or more orders of magnitude larger than the maximum
possible variation in J(·),with the requirement and invalid-binding penalties treated as the
highest-priority violations.

3.1.4. Notation
Sets

• S: set of subjects (users/service accounts), indexed by s.
• N: set of namespaces, indexed by n.
• R: set of all roles (Roles and ClusterRoles), indexed by r.
• C ⊆ R: subset of clusterRoles, indexed by c.
• Pns: set of namespaced permission atoms, indexed by p.
• Pcl: set of cluster-scoped permission atoms, indexed by q.
• K: set of capability classes (e.g., SECRETS_READ, RBAC_WRITE), indexed by k.

Parameters

• Ans
r,p ∈ {0, 1}: 1 if role r includes namespaced permission p ∈ Pns.

• Acl
c,q ∈ {0, 1}: 1 if clusterRole c ∈ C includes cluster permission q ∈ Pcl.

• REQns
s,n,p ∈ {0, 1}: 1 if subject s requires permission p in namespace n.

• REQcl
s,q ∈ {0, 1}: 1 if subject s requires cluster permission q.

• ALLOWNSs,n ∈ {0, 1}: 1 if subject s is allowed to operate in namespace n.
• AdminOKs ∈ {0, 1}: 1 if subject s is allowed to receive ClusterRoleBindings.
• allowedXn,r ∈ {0, 1}: 1 if role r may be bound in namespace n (role scoping).
• Brb

s,n: maximum number of RoleBindings allowed for subject s in namespace n.
• Bcrb

s : maximum number of ClusterRoleBindings allowed for subject s.
• Mns

k,p ∈ {0, 1}: 1 if namespaced permission p belongs to capability class k.

• Mcl
k,q ∈ {0, 1}: 1 if cluster permission q belongs to capability class k.

• D ⊆ K× K: set of forbidden capability pairs (k1, k2); no subject may hold both.
• wns

s,n,p ≥ 0: risk weight for permission p granted to subject s in namespace n.

• wcl
s,q ≥ 0: risk weight for cluster permission q granted to subject s.

• crb ≥ 0: cost per RoleBinding.
• ccrb ≥ 0: cost per ClusterRoleBinding.

Penalty Weights

• ρreq: penalty for missing required permissions.
• ρinv: penalty for invalid bindings (allowlist, scope, admin).
• ρlim: penalty for binding-budget violations.
• ρsod: penalty for separation-of-duty violations.
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3.1.5. Decision Variables
Binding Decisions

xs,n,r ∈ {0, 1} RoleBinding: subject s bound to role r in namespace n,

ys,c ∈ {0, 1} ClusterRoleBinding: subject s bound to clusterRole c.

Derived Effective Permissions

gs,n,p ∈ {0, 1} 1 if s effectively has permission p ∈ Pns in namespace n,

hs,q ∈ {0, 1} 1 if s effectively has cluster permission q ∈ Pcl.

Capability Indicators

zs,k ∈ {0, 1} 1 if subject s has at least one permission in capability k.

3.2. Flowchart of the Metaheuristic RBAC Optimization

Figure 2 shows the high-level flowchart of the framework: data preprocessing, opti-
mization loop, and result export.

Start

Load RBAC data
(subjects, roles, permissions, policies)

Build mathematical model
and fitness function f (·)

Initialize population of
candidate RBAC vectors

For each candidate:
threshold, decode, evaluate f

Update optimizer state
(e.g., GWO, PSO, SCA, . . . )

Termination
criterion met?

Decode best vector
to RBAC bindings

Export tables, metrics,
and figures (Excel, plots)

End

Yes

No

Figure 2. High-level flowchart of the least-privilege RBAC optimization framework.
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3.3. Pseudocode and Description

Algorithm 1 conveys one metaheuristic optimizer run (e.g., GWO) on the RBAC issue.
Various optimizers share the same interface: population size, iteration budget, bounds, and
a handle to the fitness function f (·).

Algorithm 1 Metaheuristic RBAC Optimizer (Generic Skeleton)

Require: Population size Npop, max iterations Tmax, bounds ℓ, u, fitness f (·).
Ensure: Best decision vector z⋆ and its fitness f ⋆.

1: Input: RBAC data (subjects, namespaces, roles, permissions, policies)
2: Build model parameters and internal data structures
3: Define fitness function f (z) via penalized evaluation ▷ Equation (18)

4: Initialize population {z(i)}Npop
i=1 uniformly in [ℓ, u]

5: Initialize optimizer-specific state (e.g., alpha/beta/delta wolves for GWO)
6: for t = 1 to Tmax do
7: for i = 1 to Npop do
8: Enforce bounds: z(i) ← max(ℓ, min(u, z(i)))
9: Threshold to binary: b(i) ← Threshold(z(i))

10: Decode (x(i), y(i)) from b(i)

11: Compute (g(i), h(i), z(i)) and violations V(i)
req, V(i)

inv, V(i)
lim, V(i)

sod
12: Compute fitness f (i) ← f (x(i), y(i), g(i), h(i), z(i))
13: Update best-known solution (z⋆, f ⋆) if f (i) < f ⋆

14: end for
15: Update population {z(i)} according to metaheuristic rules
16: Optionally, record convergence curve: Ft ← f ⋆

17: end for
18: return (z⋆, f ⋆, {Ft})

3.3.1. Problem Setup

The RBAC dataset is loaded and preprocessed into the internal model factors within
the primary stage of the algorithm. This consists of the structure of the namespaced and
cluster permission matrices Ans and Acl, the requirement indicators REQns and REQcl, and
the different policy aims such as ALLOWNS, AdminOK, binding budgets, and separation-
of-duty capability maps. Risk weights wns and wcl are also started at this stage. Based on
these structures, a penalized fitness function f (z) is defined, encapsulating both the RBAC
semantics and all constraint terms in a single scalar objective.

3.3.2. Initialization

Initialization begins through constructing a population of continuous candidate vec-
tors z(i) within the bounded domain, typically using a uniform distribution over [ℓ, u].
Each specifc vector represents a flattened version of all binary decisions xs,n,r and ys,c that
determine an RBAC formulation. Simultaneously, the optimizer may initialize its own
internal state.

3.3.3. Main Loop

The main iterative loop shown in lines 6–18 is the core of the algorithm). At each
alteration, each candidate vector is first clipped to the permitted bounds to authenticate
feasibility in the continuous search space. To construct a concrete binding configuration,
a continuous vector is thresholded to a binary representation. Subsequently, this binary
vector is decoded into the role-binding variables x and cluster-role-binding variables y,
which are subsequently used to calculate the effective permissions g and h and the capability
indicators z.
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The evaluator computes the fitness value by gathering the base objective (risk and
binding complexity) with all constraint violations, weighted by their penalty factors when
the derived quantities are available. The outcome is a single scalar f that returns both
security quality and constraint satisfaction. The optimum solution and its related metrics
are updated appropriately once the fitness value is compared to the best-so-far solution,
and if it is strictly better.

3.3.4. Population Update

Correlating with line 17, the optimizer executes a population update step after all
individuals within the population have been calculated and the optimum solution has been
updated. The accurate update mechanism depend on the selected metaheuristic: in GWO it
is dependent on the relative positions of alpha, beta, and delta wolves; in PSO it integrates
personal and global best positions; in SCA it uses sinusoidal transformations, and so on.
Importantly, the framework handles this update as a black-box operation that only requires
access to the present population and their corresponding fitness values.

3.3.5. Termination and Output

The algorithm repeats to iterate until the largest quantity of iterations Tmax is derived,
or a different termination position is satisfied (for example, convergence of the fitness
values). Ultimately, the optimum decision vector z⋆ and its fitness f ⋆ are returned, col-
lected along with the convergence history. This best vector is decoded into the last RBAC
formulation, as well as the explicit RoleBindings and ClusterRoleBindings, which can then
be inspected, exported, and, if suitable, deployed in the target environment.

3.4. Framework Description

The data and model layer is tasked with transforming raw RBAC information into a
consistent numerical representation. It receives as input the lists of subjects, namespaces,
roles and clusterRoles, permission atoms, and all related security policies. From these
inputs, it formulates the permission matrices Ans and Acl, the requirement indicators
REQns and REQcl, the namespace allowlists ALLOWNS, the administrative restriction
map AdminOK, binding budgets Brb and Bcrb, capability maps Mns and Mcl, and the set
of forbidden capability pairs D. This layer creates the real-world RBAC knowledge and
limitations, even remains agnostic to the specific optimization algorithm that will utilize
these parameters.

The evaluation layer applies the prime mapping from a potential decision vector
f (z). It primarily implements thresholding to alter the continuous vector into a binary
representation, and then decodes that representation into the binding variable x and
y. Using these variables, the evaluator recreates the effective permissions g and h, and
calculates capability indicators z. It then calculates all relevant violations, including missing
required permissions, invalid bindings, binding-budget violations, and separation-of-duty
violations. Lastly, it collects these counts with the base risk and binding complexity to
create the penalized fitness value. In conjunction to the scalar fitness, the evaluation layer
can provide comprehensive diagnostics such as binding counts, violation statistics, risk
decomposition, and accuracy metrics such as precision, recall, F1 score, and over-privilege.

One or more metaheuristic algorithms are hosted through the optimizer layer. (such as
GWO, PSO, SCA, MFO, HHO, MVO, ALO, BOA, or SSA) that operate on the same RBAC
issue. Each optimizer executes its own internal representation of the population and its
own update principles, however all optimizers operate with the evaluation layer through
a typical interface: they propose candidate vectors, receive fitness values in return, and
alter their populations correspondingly. These optimizers are interchangeable black boxes,
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within the perspective of the RBAC issue, which permits for reasonable and systematic
benchmarking of various algorithms on exactly the same model and data.

The result analysis and export layer processes the outputs created by the optimizers.
It decodes the optimum solutions established by each algorithm into explicit RoleBindings
and ClusterRoleBindings, and computes aggregate statistics within runs, including the
fraction of feasible runs, the mean and standard deviation of the fitness, and the mean
values of security metrics like F1 score. This layer also yields tables and figures to external
formats, for example creating Excel workbooks and graphical plots of convergence curves,
boxplots, and bar charts. These externals form the basis for scientific reporting, which
include LaTeX tables and figures summarizing performance and security characteristics of
the optimized RBAC configurations.

Figure 3 illustrates the conceptual framework and the interactions between the layers.
The data and model layer provides the evaluation layer with the essential parameters. The
evaluation layer provides fitness values and receiving candidate solutions by interacting
bidirectionally with the optimizer. Ultimately, the evaluation outputs are transferred on to
the result analysis and export layer.

Instead of being executed as a one-time tool, the same layers can be executed as
recurring hardening loops for production use. Periodically, the data layer refreshes inputs
from manifests, the live RBAC state, audit logs, and policy-as-code rules; the optimizer
nominates a candidate RBAC update; the evaluation layer inspects functional coverage
and security limitations; and the outcome layer exports a minimal change set for dry-
run validation, canary deployment, rollback monitoring, and operator approval. The
Conceptual view of the search landscape is shown in Figure 4. An Interpretation of the
compact feasible GWO/SCA policy in the benchmark instance is shown in Table 2.

Table 2. Interpretation of the compact feasible GWO/SCA policy in the benchmark instance. The
RB = 3 and CRB = 1 result is sufficient only for this three-subject, two-namespace benchmark and
should not be generalized as a universal number of Kubernetes roles.

Subject Scope Optimized Binding Practical Purpose

ci-bot dev namespace RoleBinding to a
development deployer role

Allows CI/CD actions required for
development deployment without granting

production or cluster administration authority.

frontend-sa prod namespace RoleBinding to a frontend
runtime role

Allows the frontend workload to access only
the production resources needed at runtime.

auditor prod namespace RoleBinding to a
namespace read/audit role

Permits inspection of production resources
without write privileges.

auditor Cluster scope
ClusterRoleBinding to a

read-only cluster
inspection role

Permits cluster-level read-only inspection
needed by the benchmark while escaping

privileged administrative capabilities.

Data & Model Layer
(RBAC inputs→ parameters)

Evaluation Layer
(decoder + fitness f (·))

Optimizer Layer
(GWO, PSO, SCA, . . . )

Result & Export Layer
(reports, tables, plots)

fitness
candidates

Figure 3. Conceptual framework for least-privilege RBAC optimization and benchmarking.
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Policy complexity (RB/CRB count)

Permission risk

Feasible set
(all hard constraints)

Infeasible
(penalty-dominated)

Best feasible

Figure 4. Conceptual view of the search landscape: penalties steer the optimizer far from infeasible
configurations toward the feasible set, where risk and complexity are minimized to acquire the last
least-privilege policy.

4. Experimental Setup
4.1. RBAC Benchmark

We inspect a Kubernetes-inspired role-based access control (RBAC) design issue in
which the objective is to appoint namespace roles and cluster roles to subjects through
namespaces while implementing least privilege. Each individual assignment determines
the permissions provided to a subject and incurs (i) a permission-risk cost and (ii) a binding
cost. The benchmark contains three subjects (ci-bot, frontend-sa, auditor), two namespaces
({dev, prod), eight namespace roles, and four cluster roles. Each role provided a set of per-
missions (namespaced or cluster-scoped), and requirements determine which permissions
each subject must hold in each namespace. Namespace allowlists, role scoping rules, admin
approval for cluster-role bindings, binding budgets, and separation-of-duties constrains.
are encoded by hard constrains.

The benchmark is thus a controlled snapshot benchmark. It is intended to compare
optimizer behavior on a shared constrained RBAC instance, not to claim that a single offline
run is enough for the entire lifecycle of a production Kubernetes cluster. The practical
scenario illustrated through the benchmark is a limited but realistic Kubernetes application
team: a CI/CD service account launches only in the development namespace, an application
service account functions only the production frontend workload, and an auditor acquires
read-only inspection authority. This makes the practical purpose quantitative: the optimizer
must hold all needed permissions while reducing unnecessary grants, risky cluster-wide
authority, and binding complexity.

The continuous decision vector has nX = 3× 2× 12 = 72 variables for namespaced
bindings and nY = 3× 4 = 12 variables for cluster-role bindings (total dimension D = 84).
Each variable contained in [0, 1] and is thresholded at 0.5 to get binary binding decisions. A
candidate is evaluated using a penalised objective

f = fbase + fpen,

where fbase combines permission risk and binding cost, and fpen is a non-negative penalty
that increases with violated hard constraints. In addition to f , we report least-privilege
quality metrics that quantify how well needed permissions are covered while avoiding
unnecessary privileges.

4.2. Search Algorithms

We compare ten metaheuristic and baseline search methods implemented in Python
3.14 using a common interface:

https://doi.org/10.3390/computers15050326

https://doi.org/10.3390/computers15050326


Computers 2026, 15, 326 13 of 22

• Particle Swarm Optimisation (PSO) [31].
• Grey Wolf Optimiser (GWO) [32].
• Whale Optimisation Algorithm (WOA) [33].
• Sine–Cosine Algorithm (SCA) [34].
• Differential Evolution (DE) [35].
• Genetic Algorithm (GA) [36].
• Bat Algorithm (BA) [37].
• Simulated Annealing (SA) [38].
• Random Search (RS) [39].
• Hill Climbing (HC) [40].

Population-based approaches utilized a population capacity of 20 agents and were
operated for 300 iterations. Each optimiser was repeated for 5 distinct runs. Run seeds
were fixed deterministically as

seed(o, r) = 12,345 + 10,000 (o + 1) + r,

where o is the optimiser index and r ∈ {1, . . . , 5} is the run id, to ensure reproducibility.

4.3. Evaluation Metrics

For each iteration, we test feasibility (whether all hard constraints are satisfied), the
final penalised objective f , and a decomposition into base objective fbase and penalty fpen.
Least-privilege quality is measured using standard information-retrieval metrics [41,42]:
Recall = TP

TP+FN , Precision = TP
TP+FP , and F1 is their harmonic mean. Here, µF1 denotes the

arithmetic mean of F1 over the five independent runs in Table 3, whereas the F1 column
in Table 4 refers to the single best run of each optimizer. The two values therefore attend
to different questions: average reliability across runs versus most desirable observed policy
quality. We also address the over-privilege percentage (extra permissions divided by all
granted permissions), the count of role bindings (RB) and cluster-role bindings (CRB), the
overall granted-permission risk, and the incremental risk beyond the minimum baseline risk
imposed by requirements. All addressed indicators are utilized in the evaluation: feasibility
and penalty quantify constraint satisfaction; fitness and base objective quantify optimization
quality; precision, recall, F1, and over-privilege quantify least-privilege security; RB/CRB
counts quantify administrative complexity; and excess risk quantifies security improvement
beyond the minimum required-permission baseline.

Table 3. Summary statistics for ten optimisers over 5 runs and 300 iterations: feasible rate, mean (µ)
and standard deviation (σ) of final fitness, median fitness, and mean F1. Lower fitness is better.

Optimiser Feasible Rate µfit σfit Median Fitness µF1

PSO 0.00 1.27× 106 2.60× 105 1.31× 106 0.597
GWO 0.40 8.20× 104 8.44× 104 1.00× 105 0.859
WOA 0.00 8.20× 105 5.15× 105 6.60× 105 0.666
SCA 0.40 1.20× 105 1.10× 105 2.00× 105 0.830
DE 0.40 8.40× 104 8.53× 104 1.00× 105 0.814
GA 0.00 7.80× 105 3.52× 105 5.70× 105 0.629
BA 0.00 2.75× 106 2.71× 105 2.85× 106 0.513
SA 0.00 9.64× 105 1.85× 105 8.70× 105 0.652
RS 0.00 1.92× 106 1.03× 105 1.93× 106 0.546
HC 0.00 6.62× 105 6.94× 104 7.00× 105 0.682
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Table 4. Results metrics for the best run of each optimiser: feasibility, fitness, recall, precision, F1, and
over-privilege percentage.

Optimiser Feasible Fitness Recall Precision F1 Over-Priv.

PSO 0 8.90× 105 1.000 0.447 0.618 0.553
GWO 1 17.05 1.000 0.739 0.850 0.261
WOA 0 3.10× 105 1.000 0.654 0.791 0.346
SCA 1 17.05 1.000 0.739 0.850 0.261
DE 1 23.20 1.000 0.708 0.829 0.292
GA 0 4.90× 105 1.000 0.486 0.654 0.514
BA 0 2.40× 106 1.000 0.327 0.493 0.673
SA 0 8.10× 105 1.000 0.515 0.680 0.485
RS 0 1.77× 106 1.000 0.378 0.548 0.622
HC 0 5.60× 105 1.000 0.500 0.667 0.500

5. Results
Table 3 reports performance over 5 runs. Only GWO, SCA, and DE satisfied feasible

solutions (feasible rate = 0.40 each); all outstanding approaches were ineffective to comply
with all hard conditions within the same budget. Among the feasible-capable methods,
GWO achieved the highest mean F1 (0.859), while GWO and DE achieved the lowest
mean fitness values (≈8.2× 104 and 8.4× 104, respectively), reflecting considerably smaller
penalties than the remaining approaches. Figures 5 and 6 additionally illustrate that
GWO/SCA/DE minimize the penalised objective quicker and with considerably smaller
dispersion than BA/RS/PSO. How ever, the mean convergence curves (best-so-far fitness)
averaged over five runs is shown in Figure 5 and the Distribution of final fitness values
across optimiser isshown in Figure 6.

Figure 5. Mean convergence curves (best-so-far fitness) averaged over five runs. GWO, SCA, and DE
reduce penalties much faster than the remaining methods.

To determine best-case behavior, Table 4 provides the best (lowest-fitness) run of
each optimizer. All runs obtained Recall = 1.0, demonstrating that needed permissions
were always covered; consequently, differences in F1 are driven primarily by precision
(i.e., reducing unnecessary permissions). GWO and SCA attained the best F1 (0.850) with
the lowest over-privilege ratio (0.261), whereas BA and RS created highly over-privileged
configurations (over-privilege ratio ≥ 0.622) and the lowest F1 scores.
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Figure 6. Distribution of final fitness values across optimisers. GWO/SCA/DE are concentrated at
substantially lower fitness values, whereas BA/RS remain at large penalty levels.

Structural components of the best solutions are illustrated in Table 5. GWO and SCA
produce extremely compact policies (RB = 3, CRB = 1) with negligible excess risk (2.5),
whereas BA/RS create bloated policies (RB = 34 and 31, CRB = 4) and considerable
excess risk (>250). Apart from the best-run analysis, Table 6 reports mean penalty, mean
base objective, and average policy size over all runs. Across all optimisers, the penalty
share exceeds 0.999, confirming that constraint compliance is the major challenge in this
benchmark. Lastly, Table 7 quantifies least-privilege behavior via the mean number of
provided permissions and extras: GWO grants on average 22.6 permissions (only 5.6 extra),
while BA grants 49.4 permissions (32.4 extra).

The indicators in Tables 3–7 collectively illustrate the practical security enhancement.
Relative to the weakest best-run policy (BA), the best GWO/SCA policy minimizes excess
risk from 323.20 to 2.50, a 99.2% reduction, and minimizes the quantity of bindings from
38 total bindings (RB = 34, CRB = 4) to 4 total bindings (RB = 3, CRB = 1). Relative to
the average BA outcome in Table 7, GWO minimizes extra permissions from 32.4 to 5.6,
an 82.7% reduction, while raising mean F1 from 0.513 to 0.859. These numbers quantify
the security advantage of the optimized least-privilege configuration: lesser unnecessary
permissions, considerably decrease excess risk, and a more auditable RBAC structure.

Table 5. Structural and risk characteristics of the best solutions: number of role bindings (RB),
cluster-role bindings (CRB), and excess risk above the required-risk baseline.

Optimiser RB CRB Excess Risk

PSO 15 2 216.50
GWO 3 1 2.50
WOA 6 1 40.40
SCA 3 1 2.50
DE 6 1 8.50
GA 14 3 176.50
BA 34 4 323.20
SA 16 3 128.40
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Table 5. Cont.

Optimiser RB CRB Excess Risk

RS 31 4 257.20
HC 11 2 142.50

Table 6. Mean objective decomposition and policy size over all runs: mean base objective ( fbase),
mean penalty ( fpen), penalty share fpen/ f , and average RB/CRB and additional risk.

Optimiser Feas. Rate fbase fpen fpen/ f Over-Priv. RB CRB Excess Risk

GWO 0.40 24.91 8.20× 104 0.9997 0.246 2.6 1.2 10.34
DE 0.40 41.92 8.40× 104 0.9995 0.314 6.0 1.0 27.22

SCA 0.40 42.25 1.20× 105 0.9996 0.291 3.0 1.0 27.70
HC 0.00 116.20 6.62× 105 0.9998 0.481 15.2 2.6 100.72
GA 0.00 156.49 7.80× 105 0.9998 0.540 13.0 3.0 141.04

WOA 0.00 152.53 8.20× 105 0.9998 0.492 11.4 1.8 137.40
SA 0.00 160.47 9.64× 105 0.9998 0.515 19.8 2.6 144.76

PSO 0.00 203.81 1.27× 106 0.9998 0.574 18.2 2.4 188.22
RS 0.00 246.63 1.92× 106 0.9999 0.624 27.0 5.4 230.00
BA 0.00 315.17 2.75× 106 0.9999 0.655 37.0 5.6 298.00

Table 7. Least-privilege behaviour over all runs: mean precision, mean F1, mean over-privilege
percentage, and mean numbers of granted and additional privileges (Needed permissions remain
fixed at 17).

Optimiser Precision F1 Over-Priv. Granted Perms Extra Perms

GWO 0.754 0.859 0.246 22.6 5.6
SCA 0.709 0.830 0.291 24.0 7.0
DE 0.686 0.814 0.314 24.8 7.8
HC 0.519 0.682 0.481 33.0 16.0

WOA 0.508 0.666 0.492 35.2 18.2
SA 0.485 0.652 0.515 35.4 18.4
GA 0.460 0.629 0.540 37.4 20.4
PSO 0.426 0.597 0.574 40.0 23.0
RS 0.376 0.546 0.624 45.4 28.4
BA 0.345 0.513 0.655 49.4 32.4

6. Discussion
6.1. Constraint Satisfaction Dominates the Objective

The main finding is that the penalised objective is greatly driven by constraint vio-
lations instead of by the base risk-and-cost term. Table 6 shows that, for every optimiser,
the average penalty share fpen/ f exceeds 0.999. This way the substantial gap between the
feasible-capable methods (GWO/SCA/DE) and the rest is made clear: when an algorithm
isn’t able to enter the feasible region, even a near-optimal fbase (typically on the order of 102)
is negligible compared to penalties that rapidly reach 106. As a consequence, performance
on this benchmark is mostly determined by the ability to navigate a complex feasible set
defined by multiple interacting RBAC constraints (allowlists, scoping, approvals, budgets
and separation-of-duties).

6.2. Why GWO/SCA/DE Outperform the Others

GWO, SCA, and DE consistently get lower fitness values because their update mecha-
nisms maintain population diversity while still achieving the best solutions (so far). GWO
updates candidate solutions to a small set of leaders (alpha/beta/delta) [32], which helps
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to stabilize progress once a near-feasible region is found. SCA uses oscillatory sine–cosine
steps that naturally shrink over time [34], which supports rough exploration early and more
in-depth adjustments later. DE uses differential mutation and recombination [35], which helps
it pass over continuous landscapes and escape local traps. Those properties are reflected in
Figure 5: the mean best-so-far curves of GWO/SCA/DE drop quickly, showing frequent
reductions in penalties and eventually discovery of near-feasible or feasible assignments.

In comparison, PSO and GA, while effective in many continuous settings [31,36], tend
to converge to configurations that still breach at least one hard constraint with the limited
budget. Similarly, WOA [33] sometimes finds lower-penalty regions (Table 3) but shows
higher variability and more stagnation. Single-solution and baseline methods (SA/HC/RS)
don’t have strong population-level information sharing, which reduces the chances of
simultaneously satisfying multiple coupled limitations.

6.3. Least-Privilege Quality: Recall Saturates, Precision Differentiates

Across all runs, Recall = 1.0 (Table 4), that shows that needed permissions were always
given. This behavior suggests that the benchmark/evaluator greatly enforces requirement
coverage, if by creating candidate bindings or by using penalties on missing requirements.
The result is that the least-privilege quality is mainly determined by precisionand the over-
privilege ratio [41,42]. Table 7 shows a clear order which is: GWO has the highest mean
precision (0.754) and the lowest mean over-privilege ratio (0.246), followed by SCA and
DE. The weaker methods give many extra permissions ( BA grants on average 32.4 extra
permissions), producing low precision and low F1. This finds that even when required
access is achieved, different optimizers shift toward over-permissioned solutions unless
they were guided by mechanisms that specifically decrease superfluous grants.

6.4. Policy Compactness and Excess Risk

Not only is least privilege in RBAC about permission numbers but also about the structure
of the producing policy. Compact policies are easier to audit, maintain, and reason about.
The best configurations produced by GWO and SCA need only three role bindings and one
cluster-role binding (Table 5), with neglected excess risk. The RB = 3, CRB = 1 policy is
sufficient for the studied benchmark, because the benchmark has only three subjects, two
namespaces, and a limited set of required namespace and cluster permissions. It should be
interpreted as a fixed optimized policy for the evaluated Kubernetes-style instance instead
of as a recommended universal role count for arbitrary systems. Larger groups with more
service accounts, namespaces, custom resources and application teams will obviously require
a larger optimized binding set. In comparison, BA/RS construct many more bindings (tens
of RB/CRB), which correlates with increased over-privilege and elevated excess risk. We
anticipate this coupling, as more bindings usually means broader permission unions which
increases the risk and makes it harder to satisfy separation-of-duties and binding-budget
constraints at the same time.

6.5. Feasible-Only Comparison Among the Top Methods

Because only GWO/SCA/DE generated feasible solutions, comparing their feasible
runs in isolation is very useful. Across feasible runs, GWO gives the best least-privilege
profile: mean feasible fitness 19.85, mean precision 0.756, mean over-privilege 0.244 and
mean excess risk 5.30. These feasible-run averages are calculated from the subset of suc-
cessful runs behind Tables 3–7; they are not separate table entries because Tables 3, 6 and 7
report all-run averages, while Table 4 reports the best run. We only clarified this distinction
to avoid mixing all-run, best-run and feasible-only summaries. SCA is very close (mean
feasible fitness 20.00 and excess risk 5.45), although DE performs close to this but usually
creates slightly larger policies and higher excess risk on feasible runs (mean excess risk
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14.00). These results indicate that multiple mechanisms (leader-based guidance in GWO
and oscillatory adjustment in SCA) can reliably converge to very compact and low-risk
RBAC designs when feasibility is founded.

6.6. Dynamic RBAC Snapshots and Adaptive Optimization

The current formulation uses a fixed RBAC snapshot, which is an intentional simplifi-
cation for mathematical clarity and fair benchmarking. Real Kubernetes clusters are more
dynamic: services are deployed and scaled continuously, service accounts can be created by
controllers, custom resources and API groups are improved and audit-log access patterns
can shift as applications change. Consequently, the proposed method should be viewed as
a batch hardening component, instead of a complete long-term RBAC governance system
on it’s own.

A practical extension is to embed the optimizer in an adaptive control loop. At
optimization epoch t, the inputs can be rebuilt from the current manifests, live RBAC
objects, audit logs and policy constraints. The objective can then include an explicit change-
cost term so that the optimizer chooses safe incremental updates instead of disruptive
policy rewrites:

ft(xt, yt) = Jt(xt, yt) + λ∆D
(
(xt, yt), (xt−1, yt−1)

)
+ ∑

i
ρiVi,t(xt, yt), (19)

where D(·) measures the number or severity of RBAC edits relative to the previously
approved policy. Candidate updates can then be checked and validated by Kubernetes
dry-run checks, policy simulation, canary rollout, admission-control rules and rollback
monitoring before being applied cluster-wide. This extension will turn the current snapshot
optimizer into a continuous least-privilege maintenance process.

6.7. Risk-Weight Calibration and Subjectivity

One more limitation is the manually assigned permission-risk weights used in the
objective. They make the model interpretable and easy to adapt, but they can also introduce
bias because a high-risk action in one cluster can be normal in another, and security teams
might disagree about the relative severity of verbs, resources, namespaces and subjects. If
the weights are not calibrated well, the optimizer might still satisfy all hard constraints while
prioritizing a risk profile that is not the same as the organization’s actual threat model.

In practice, risk weights should be viewed as governance parameters instead of arbi-
trary constants. They can be calibrated using expert elicitation, compliance requirements,
resource sensitivity labels, namespace criticality, incident history, exposure levels and em-
pirical audit-log usage. We should also run sensitivity analysis by repeating optimization
under multiple plausible weight settings and checking if the same RBAC design remains
preferred or not. This way we can reduce subjectivity and make the reported least-privilege
gains more robust.

6.8. Statistical Evidence and Limitations

To evaluate whether differences persist across runs, we ranked optimisers per run
(lower fitness is better, higher F1 is better) and applied the Friedman test among the
five runs. The test shows significant differences among optimisers for both fitness
(p = 7.89× 10−6) and F1 (p = 1.18× 10−5). However, with only 5 runs, post-hoc pairwise
tests have limited power: Wilcoxon signed-rank comparisons with Holm correction does
not reach 0.05 significance even when the top method dominates all run-wise comparisons.
As a result, the best evidence in this study is the effect magnitude (orders-of-magnitude
penalty reductions) and the consistent qualitative patterns over Tables 3–7 and Figures 5–7.
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Figure 7. Feasible rate (left) and mean F1 score (right). Only GWO, SCA, and DE produced feasible
solutions within the evaluated budget.

Overall the findings show that (i) feasibility is the primary bottleneck, (ii) GWO/
SCA/DE are significantly better at reducing penalties and generating compact policies and
(iii) between feasible solutions, GWO achieves the best precision/over-privilege trade-off.
Future research should focus on improving constraint-handling (e.g., repair operators
and feasibility-preserving moves) to increase the feasible rate beyond 40%, and increase
reliability for practical deployments.

7. Conclusions
This paper frames least-privilege RBAC hardening for Kubernetes-oriented cloud

container systems as a constrained optimization problem that reduces permission risk and
operational complexity under practical deployment requirements. The model specifically
captures RBAC semantics for namespace and cluster-scoped permissions and enables real-
world constrains like namespace allowlists, role scoping rules, administrative gating for
cluster-wide bindings, binding budgets and separation-of-duty limitations defined across
capability classes. To allow for optimizer-agnostic search, all the constraints are combined
into a unified penalty-based fitness function, allowing for black-box metaheuristics to be
benchmarked on a share evaluation framework.

Experimental results on a Kubernetes-inspired benchmark show constraint satisfaction
is the key difficulty, when an optimizer does not attain feasibility, penalties dominate the
improvements in the base risk-and-cost objective. Only a subset of the evaluated methods
reliably founded feasible solutions within the same budget, and through feasible configura-
tions the best policies were both compact (few RB/CRB) and close to least privilege (high
precision and low over-privilege), with least excess risk beyond the requirement baseline,
which confirms the use of metaheuristic optimization as an effective element in automated
RBAC minimization processes for cloud container security.

Practically speaking the best optimized policy preserves all required permissions
while reducing unneeded grants and excess risk by large margins in comparison to weaker
search baselines. Therefore the improvement is algorithmic and also security-oriented
and the resulting policy has less bindings to audit, less extra permissions available to a
compromised workload and less cluster-wide authority than over-privileged alternatives.

Future Work

Many directions can improve deployability and scalability:

• Feasibility-first and repair operators: incorporate feasibility-preserving and constraint-
repair steps (e.g., binding pruning, SoD-aware swaps) to increase feasible rates more
than the observed levels.
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• Adaptive and structured penalties: dynamically tune penalty weights or use staged
penalties (requirements→ validity→ budgets→ SoD) to better guide search at highly
constrained instances.

• Multi-objective optimization: explicitly compute Pareto fronts for (risk, complexity,
change-cost) instead of collapsing everything into a single scalar objective.

• Scaling to real clusters: evaluate larger, noisy datasets derived from audit logs and
production RBAC states, and study robustness under workload drift.

• Safer deployment loops: integrate canary evaluation, rollback policies and continuous
verification, so that privilege tightening does not disrupt legitimate workloads.

• Adaptive RBAC maintenance: extend snapshot formulation into a recurring optimiza-
tion process that refreshes requirements from audit logs and manifests, minimizes
change cost and validates candidate policies before rollout.

• Risk-weight calibration: switch pure manual risk settings for documented expert elic-
itation, sensitivity analysis and data-assisted calibration based on resource sensitivity,
namespace criticality and observed access patterns.
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