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Abstract:
chine learning and deep learning, offering enhanced privacy, scalability, and data security.

Federated Learning (FL) is a transformative decentralized approach in ma-

This review paper explores the foundational concepts, and architectural variations of
FL, prominent aggregation algorithms like FedAvg, FedProx, and FedMA, and diverse
innovative applications in thermal comfort optimization, energy prediction, healthcare,
and anomaly detection within smart buildings. By enabling collaborative model training
without centralizing sensitive data, FL ensures privacy and robust performance across
heterogeneous environments. We further discuss the integration of FL with advanced
technologies, including digital twins and 5G/6G networks, and demonstrate its potential to
revolutionize real-time monitoring, and optimize resources. Despite these advances, FL still
faces challenges, such as communication overhead, security issues, and non-IID data han-
dling. Future research directions highlight the development of adaptive learning methods,
robust privacy measures, and hybrid architectures to fully leverage FL's potential in driving
innovative, secure, and efficient intelligence for the next generation of smart buildings.

Keywords: federated Learning; deep learning; machine learning; Internet of Things;
smart building; anomaly detection; thermal comfort; energy prediction; healthcare;
privacy-preserving

1. Introduction

Artificial intelligence (Al) is a transformative field of computer science that aims to
develop intelligent systems capable of performing tasks such as decision-making, learning,
reasoning, problem-solving, perception, and language processing [1,2]. These tasks often
require capabilities akin to human intelligence. Al encompasses various subfields, including
machine learning (ML), deep learning (DL), natural language processing, computer vision,
and robotics [3,4]. ML and DL, as subsets of Al, are expected to benefit significantly from
the growing availability of data and advancements in computational power, algorithms,
and statistical models [5,6].

Despite these advancements, challenges persist, particularly in safeguarding data pri-
vacy. Google introduced federated learning (FL) in 2016 to address privacy concerns [7,8].
FL enables model training while preserving privacy by keeping data localized, eliminat-
ing the need to share raw data with centralized servers [7]. This paradigm significantly
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enhances privacy and reduces the risk of data breaches [9]. FL has also demonstrated
potential in improving efficiency, scalability, and adaptability across various applications,
including smart buildings [10-12].

FL operates by training local models on decentralized devices and aggregating their
parameters to create a global model. Two approaches exist: centralized FL (CFL), which
uses a central server for aggregation, and decentralized FL (DFL), which relies on peer-to-
peer communication [13,14]. This process not only addresses privacy concerns but also
minimizes communication costs, reduces latency, and enhances model performance by
leveraging diverse data from multiple sources [15,16].

The integration of FL into smart buildings is particularly promising. Smart buildings
equipped with Internet of Things (IoT) devices aim to optimize resource utilization, enhance
occupant comfort, and promote sustainability [17,18]. IoT devices monitor and control
various building parameters, such as temperature, air quality, energy consumption, and
security, enabling intelligent and responsive environments [19,20]. However, traditional
centralized ML approaches in smart buildings often face challenges related to data privacy,
security, and adaptability to contextual data [21-23].

Figure 1 illustrates a smart building’s interconnected system of devices, seamlessly
communicating through wired connections and wireless Wi-Fi networks. This integration
enables harmonious interactions, such as smart thermostats working with lighting and
security systems to optimize climate control and enhance safety, particularly when resi-
dents are away. The diagram categorizes devices into functional systems: thermal comfort
for climate regulation, smart lighting for adjustable illumination, gas detection for air
quality monitoring, smart sensors for data collection, anomaly detection for security breach
identification, monitoring for real-time surveillance, network communication for connec-
tivity and remote control, energy efficiency for appliance management, and healthcare for
monitoring health data and supporting medical emergencies [14]. Together, these systems
transform buildings into safer, more efficient, and higher-quality environments, leveraging
automation and data analysis to improve modern living through seamless information
exchange and coordinated device functionality [24].
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Figure 1. Smart Building and IoT.

FL offers a viable solution to the significant challenges faced in smart buildings, such
as data privacy, security vulnerabilities, and data heterogeneity by enabling collaborative
learning across devices without sharing raw data [25,26]. This decentralized approach
enhances privacy, reduces data transfer costs, and allows for contextual learning, leading
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to more accurate and efficient ML models tailored to individual building needs [27]. FL's
ability to overcome data silos and integrate diverse data formats further supports its
application in smart buildings [28].

1.1. Comparison with Existing FL Reviews

The proposed review article on federated learning (FL) in smart building environments
introduces several novel contributions compared to existing FL surveys. While numer-
ous studies have explored FL applications in various domains, such as smart cities [29],
industrial engineering [30], intrusion detection [31], renewable energy [32], and industrial
IoT [33], none have specifically focused on FL within smart building environments. This
survey is the first to comprehensively analyze how FL enhances energy efficiency, thermal
comfort, anomaly detection, and healthcare in smart buildings.

Existing surveys have covered FL applications in broader contexts. The study by
Jiang et al. [29] focuses on FL applications in smart cities, highlighting data privacy and
security issues in urban sensing. However, it does not provide insights into FL's specific
role in smart buildings, leaving a gap in understanding how FL can optimize real-time mon-
itoring and resource allocation in building environments. Similarly, Banabilah et al. [26]
examine FL applications across various technology and market domains but their study
lacks a dedicated discussion on its integration with smart buildings. Their survey empha-
sizes FL's market adoption but does not explore building-specific challenges such as energy
optimization or thermal comfort.

Nguyen et al. [16] discuss FL for IoT services and applications, covering topics such as
IoT data sharing and attack detection. While their work acknowledges the importance of
FL for IoT-driven environments, it primarily focuses on general IoT frameworks without
addressing the specific needs of smart buildings. In contrast, our review extends beyond
general IoT applications to discuss building-specific FL implementations, such as anomaly
detection and healthcare integration.

Li et al. [30] provide an overview of FL in industrial engineering, touching on energy
systems and fault detection. However, their study does not extensively cover privacy
concerns, security mechanisms, or digital twin integration in FL-based smart buildings.
Similarly, Belenguer et al. [31] focus on FL for intrusion detection, providing valuable
insights into cybersecurity applications. However, their work is limited to threat detection,
without exploring broader FL applications in smart building environments.

Another relevant study is the study by Grataloup et al. [32], which examines FL
applications in renewable energy, specifically focusing on energy efficiency and privacy-
preserving techniques. However, while their review discusses smart grid optimization,
it does not explore other critical smart building applications such as healthcare, thermal
comfort, or real-time anomaly detection. Qian et al. [34] investigate FL for fault diagnosis in
mechanical systems, addressing predictive maintenance and security in industrial settings.
However, their study remains centered on machinery fault diagnosis, lacking a broader
discussion of FL's role in smart buildings.

Vahabi et al. [33] analyze FL and edge computing in Industrial IoT (IloT), empha-
sizing real-time monitoring and resource optimization. While their study shares some
similarities with ours in terms of performance optimization, it primarily focuses on edge
computing challenges rather than offering a comprehensive discussion of FL's role in smart
building environments.

Our proposed review is the first dedicated study on FL in smart buildings, providing
a structured discussion on privacy-preserving techniques, federated aggregation methods,
and the challenges associated with FL deployment in smart buildings. It explores the
integration of FL with digital twins and 5G/6G networks, optimizing real-time monitoring
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and energy management. Moreover, our review highlights unique challenges such as
data heterogeneity, communication overhead, security threats, and non-IID data issues,
which have not been addressed comprehensively in prior works. Future research direc-
tions, including hybrid FL architectures and adaptive learning methods tailored for smart
building environments, are also discussed, making this survey a foundational reference for
advancing FL applications in smart buildings. Table 1 presents a comparative summary of
our review with existing surveys.

Table 1. Comparison of the Proposed FL Review with Existing Surveys.

FL Review Main Focus

Study

Distinct Contributions of the Pro-
posed FL Review

Limitations

[29]

FL for Smart Cities

First survey focused exclusively on FL
for smart building environments.

Does not cover FL's role in
smart building-specific appli-
cations.

[26]

FL applications across tech-
nology and market domains

Highlights FL integration with digital
twins and 5G/6G for smart buildings.

Lacks in-depth discussion
on FL’s application in smart
buildings.

[16]

FL for IoT services and appli-
cations

Focuses on smart buildings as a dis-
tinct application area rather than gen-
eral IoT.

Primarily focuses on IoT
without detailed coverage of
smart building environments.

[30]

FL in Industrial Engineering

Explores smart building-specific chal-
lenges, such as thermal comfort and
energy prediction.

Does not extensively discuss
privacy, security, or digital
twin integration.

[31]

FL for Intrusion Detection
Systems

Discusses anomaly detection in smart
buildings using FL.

Limited to intrusion detection
without exploring broader
smart building applications.

[32]

FL for Renewable Energy Ap-
plications

Covers smart building energy effi-
ciency and privacy-preserving tech-
niques.

Focuses only on energy ap-
plications, neglecting other
smart building use cases.

[34]

FL for Fault Diagnosis in Me-
chanical Systems

Addresses smart building applica-
tions like predictive maintenance and
security.

Primarily centered on fault di-
agnosis, lacking a broader dis-
cussion of FL applications in
smart buildings.

[33]

FL and Edge Computing in
Industrial IoT

Examines FL's role in real-time smart
building monitoring and resource op-
timization.

Emphasizes edge comput-
ing but does not comprehen-
sively cover smart building
environments.

Our

FL in Smart Building Environ-
ments

First review dedicated to FL in smart
buildings, covering thermal comfort,
energy prediction, healthcare, and
anomaly detection. Discusses FL's
integration with digital twins and
5G/6G networks. Analyzes open chal-
lenges and future directions for FL in
next-generation smart buildings.

Some cases explaining the im-
plementation of FL in smart
building environments are
missing.

1.2. Paper’s Contributions

This survey aims to provide a comprehensive review of FL in the context of smart
buildings. Specifically, we discuss the current state of FL, its applications, and its signif-
icance in enhancing building automation, energy management, air quality monitoring,
security, and maintenance optimization.
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The main contributions of this survey are summarized as follows:

*  The concept of FL and its relevance to smart buildings is explored.

e FL applications across various smart building domains, such as energy manage-
ment, air quality, gas detection, healthcare monitoring, and maintenance optimization,
are analyzed.

*  Real-world smart building projects employing FL to enhance performance and effi-
ciency are examined.

*  Challenges and open issues in implementing FL for smart buildings are identified,
and potential future research directions are outlined.

The remainder of the paper is organized and structured as follows: Section 2 presents
a comprehensive overview of FL, encompassing its fundamental principles, architectural
frameworks, and key protocols. Section 3 explores the real-world applications and imple-
mentations of FL in smart building environments, analyzing various use cases and their
respective performance metrics. Section 4 critically evaluates the existing challenges in FL
deployment and explores promising future research directions. Section 5 synthesizes the
key findings and presents concluding remarks, along with implications for future research
in this field.

2. Federated Learning
2.1. Federated Learning Concept

The artificial intelligence (AI) community faces significant challenges in acquiring,
combining, and utilizing data from disparate sources due to strict privacy regulations,
such as the General Data Protection Regulation (GDPR) [35]. To address these challenges,
Google introduced federated learning (FL) in 2016, a groundbreaking and advanced tech-
nology [36,37]. FL has rapidly emerged as a compelling alternative to centralized systems,
enabling the training of high-quality machine learning (ML) and deep learning (DL) models
on decentralized datasets [38].

FL is a privacy-preserving decentralized learning technique that facilitates model
training on local data without transferring it to a central server. Instead, only the updated
model parameters are shared with a central server, ensuring data privacy [39]. This
approach allows multiple devices, such as smartphones, wearable devices, and smart
sensors, to collaboratively train models while keeping their data private. The central
server aggregates the locally trained models, typically by averaging the received model
parameters, to create a global model. The updated global model is then distributed back
to each client to refine their local models. FL promotes faster, more efficient, and more
accurate model development while upholding stringent privacy standards [38,40,41].

In smart building environments, FL can be applied to various domains, including
smart lighting, energy efficiency, gas detection, healthcare, thermal comfort, anomaly detec-
tion, and camera monitoring [42,43]. Figure 2 illustrates FL's applications in smart buildings,
showcasing its potential to enhance functionality and operational efficiency. Moreover,
Figure 3 presents a comprehensive taxonomy of FL models based on several aspects.
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Figure 2. Federated Learning for Smart Building Applications.

2.2. Decentralized Data

Unlike traditional centralized approaches, FL keeps data distributed across individual
devices or servers, addressing privacy and security concerns [44—46]. This decentralized
approach enables models to train on sensitive localized data without direct sharing, thereby
reducing the risks associated with data centralization [47]. The privacy-preserving nature
of FL also minimizes communication overhead and allows secure and efficient model
training and aggregation without direct access to the data, meeting privacy and security
requirements [48].

2.3. Training Process
2.3.1. Data Preprocessing

Data preprocessing is a critical step in developing Al models, particularly in FL [49].
Real-world data, typically collected from diverse sources, often contain noise, missing val-
ues, and inconsistencies that must be addressed before analysis. Preprocessing tasks include
transforming raw data into a refined format suitable for AI models through techniques
such as:
¢ Data cleaning, integration, and reduction.

e Data transformation, feature extraction, and normalization.
*  Specialized methods such as envelope detection, filtering, and sequence align-

ment [50-52].

These techniques improve data quality, enabling more accurate and efficient model training.
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2.3.2. Model Initialization
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In FL protocols, the central server is responsible for initializing the model parameters or
weights before commencing decentralized training across clients [53]. These initial weights
are crucial for stabilizing optimization trajectories and ensuring efficient convergence of
robust local models. Once initialized, the central server broadcasts the local models with
initial weights to all clients, initiating the federated training process. Each client performs
local training on its private data, and the resulting weight updates are iteratively aggregated
by the server to enhance the global model [44,54,55].

2.3.3. Local Training

After initializing the initial model weights, denoted as W2, the central server dis-
tributes the local models to clients for decentralized training using their respective local
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datasets. Each client, denoted as k, performs optimization on its private dataset Dy to
compute updated weights W} by minimizing the local loss function F(W):

W = argmin F(Wj) 1)

The specific form of the loss function depends on the FL algorithm employed. For
example, in a federated linear regression model with input-output pairs {x;,y;} fori =1 : k,
the loss function is expressed as:

F(We) = 5 (W — yi)? @

After local optimization, client k uploads the updated model parameters to the central
server. These parameters are aggregated to improve the global model, which is then
redistributed to the clients for the next round of local training [16,54].

2.3.4. Model Aggregation

Model aggregation is a critical component of FL, consolidating parameters from
clients during each communication round to create an updated global model. This process
ensures privacy preservation by aggregating model parameters instead of raw data, thereby
addressing privacy and security concerns.

Aggregation enables effective global model training while avoiding direct data trans-
mission during the training process. Communication-efficient techniques and incentive
mechanisms encourage widespread participation of devices, optimizing parameter ex-
change and model performance [56,57].

In addition to parameter aggregation, techniques such as fine-tuning, multi-task
learning, and knowledge extraction enhance the performance of federated models while
maintaining privacy and model integrity [57]. These approaches provide superior accuracy
compared to standalone local models.

The most widely used aggregation technique is iterative model averaging, initially
developed by McMahan et al. [47]. This method aggregates local models during each
communication round to update the global model. Over time, this foundational strategy
has inspired several advanced aggregation techniques, such as the **private aggregation of
teacher ensembles (PATE)**. PATE aggregates knowledge from multiple teacher models
into a student model while ensuring robust privacy guarantees for training data [57].

Further innovations include Bayesian nonparametric frameworks, which align neurons
from local models to construct a coherent global model. These probabilistic methods
improve adaptability to heterogeneous data distributions [58].

Another significant advancement is the integration of FL with multitask learning,
enabling local models to be trained for various tasks simultaneously. This approach fosters
more adaptable and efficient learning paradigms [59]. Additionally, the convergence of FL
with blockchain technologies enhances secure model exchanges and weight updates across
distributed devices. Blockchain-based FL ensures secure aggregation while facilitating
transparent and verifiable updates in decentralized environments [60,61].

Model aggregation techniques in FL can be broadly categorized into two types:

e *Parameter-Based Aggregation**: Consolidates trainable parameters, such as weights
and gradients, from local models.

e *Qutput-Based Aggregation**: Combines model outputs, such as logits or compressed
representations. An example is **FedMask**, which aggregates binary masks on the
server side to reduce communication and computational overhead [54,62].
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Each aggregation method offers unique benefits, including improved communication
efficiency, enhanced privacy preservation, and higher model performance, catering to
various FL system requirements.

Aggregation can also follow two architectural forms:

e *(Centralized Aggregation**: Performed by a central server.
e **Decentralized Aggregation**: Achieved through peer-to-peer communication [59].

G
wt’

The global weighted loss function, denoted as L;},, aggregates the weighted losses

from all clients’ datasets and is computed as:

N
Lgt = % Z Lwt,» (3)
i=1

where:

*  N: The total number of samples across all clients.
. Lyt;: The weighted loss for the i-th sample.

Equation (3) provides a comprehensive metric for evaluating the global model’s
performance. The global weighted loss function serves as a critical tool for optimizing and
assessing the overall effectiveness of the federated learning system.

3. Advanced Strategies for Federated Model Aggregation

In this analysis, we introduce recent advanced strategies for model aggregation that
play a critical role in optimizing the performance of the global model in heterogeneous
and non-IID (non-independent and identically distributed) data environments. These
innovative approaches address challenges inherent in FL. paradigms, including communi-
cation overhead and privacy preservation. Below, we outline several key algorithms that
form the foundation of federated model aggregation, each offering unique solutions to the
complexities of distributed learning scenarios:

e FedAvg: Federated averaging (FedAvg), proposed by McMahan et al. in 2017 [47],
is one of the earliest and most widely adopted FL algorithms. It aggregates client
parameters by weighting and averaging them based on the proportion of data each
client contributes. The FL process begins with the server sharing a global model with a
subset of clients. These clients perform local training using their private data and send
updated model parameters to the server. The server then aggregates these updates
using a weighted average:

Kl’l‘

wglobal(t) = 2 ;l : wlocali(t) 4)
i=1

where Wggpa1(f) represents the global model at round #, wigcay, () denotes the local
model update from client i, n; is the number of data samples on client i, and # signifies
the total number of data samples across all clients.

FedAvg allows clients to perform local computations while the server orchestrates
global learning, ensuring data privacy, reducing communication costs, and enhancing
performance on decentralized datasets.

e  FedProx: Federated proximal (FedProx), introduced by Li et al. in 2020 [63], extends
FedAvg by incorporating a proximal regularization term in the optimization objective.
This term pulls local updates closer to the global model, addressing the challenges
posed by heterogeneous data distributions. The global model update is defined as:
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Zszl niL(wlocali (t))
n

Wglobal () = arg H}g“( +£ Hw Welobal (f — )||2> ()

where y is a regularization parameter controlling the influence of the proximal term.
This approach improves convergence in settings where local updates diverge due to
data or resource heterogeneity.

FedNova: Federated novel averaging (FedNova), developed by Qi et al. in 2023 [54],
enhances FedAvg by addressing statistical heterogeneity and variability in local op-
timization steps. FedNova normalizes local updates during aggregation to balance
contributions from clients executing different numbers of local updates. The aggrega-
tion is defined as:

Zi nj - L(wlocali(t))
Yin;

(1) = arg min 3o vgaalt = D7) ©)
FedNova introduces lightweight modifications to Fed Avg, incurring negligible over-
head while improving accuracy and robustness in non-IID environments.

Scaffold: The Scaffold algorithm, proposed by Karimireddy et al. [64], addresses client
drift caused by data heterogeneity using control variates. These variates correct local
updates by adjusting them toward the server’s gradient direction, improving stabil-
ity under non-IID conditions. While Scaffold introduces additional communication
overhead, it significantly enhances performance in complex FL scenarios.

MOON: MOON (Model-contrastive federated learning) mitigates model drift by
aligning feature representations between global and local models while encouraging
divergence from previous local models. This dual regularization approach reduces
overfitting and improves performance on non-IID data [54,65].

Zeno: Zeno is a Byzantine-resilient algorithm designed to handle malicious or faulty
client updates. It evaluates client contributions using a stochastic oracle that scores
updates based on their impact on the global loss function. High-scoring updates are
prioritized for aggregation, enhancing robustness against adversarial attacks [54,66].
FedMA: Federated matching and aggregation (FedMA), proposed by Wang et al. in
2020 [67], is a unified model aggregation algorithm designed for both CNN and LSTM
models in federated learning (FL). FedMA performs aggregation on the central server
by matching and averaging hidden elements, such as neurons and channels, within
the neural architecture. Experimental results show that FedMA is particularly effective
in heterogeneous and diverse client environments, outperforming algorithms like
FedAvg and FedProx across multiple training rounds [67,68]. The core innovation of
FedMA lies in its parameter-matching paradigm, which addresses the challenge of
permutation invariance in federated models. In this approach, w;, represents the th
neuron derived from dataset j and connected to the primary weight matrix W(l)H]-,
while 6; denotes the i*" neuron in the global model. The similarity between individual
neurons is quantitatively assessed using a similarity function, c(.,.). The optimization
problem in FedMA is formulated as:

L
miInZerbmrcc w; 1, 6;) s.t. 27'( =1 V],erc =1 Vi, j. 7)
{"j}izlj, !

By appropriately defining ¢(.,.) and solving this optimization problem, FedMA effec-
tively aggregates permuted federated models, ensuring robust performance in diverse
data settings.
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Per-FedAvg: Personalized federated averaging (Per-Fed Avg), proposed by Fallah et al.
in 2020 [69], combines model-agnostic meta-learning (MAML) with FL to create
personalized local models for each client. MAML is utilized to train a global model that
can be fine-tuned on a small subset of each client’s private data, enabling improved
model adaptation and performance [69,70]. Per-FedAvg is explicitly designed for
personalized FL (PFL), addressing the unique challenges of personalization. It begins
by computing the gradient of each client’s local function, defined as the average of
meta-functions, where each meta-function evaluates the loss function on the client’s
data. The global model is then sent to a subset of clients, who perform local SGD
iterations to personalize the model using their data. These personalized updates
are returned to the server, which averages them to update the global model. This
iterative process continues until convergence [69]. Empirical evaluations demonstrate
the effectiveness of Per-Fed Avg in achieving accurate personalized models in FL. It
consistently outperforms other PFL algorithms in terms of both accuracy and client-
specific adaptation [69].

Additionally, comparative analysis of the aggregation methods is illustrated in Table 2

and other aggregation methods and their applications are summarized in Figure 3. Moving

forward, after collecting the local updated model parameters or weights wjc,), from the

local clients, the server aggregates them to create a new version of the global model wgjopal

using the aggregation method described in the model aggregation section.

Table 2. Comparative analysis of FL aggregation methods.

Aggregation
Method

Handling
Non-IID Data

Convergence Communication Model

Speed

Privacy Scalability =~ Accuracy Applicability

Overhead Robustness

FedAvg

FedProx

FedNova

Scaffold

MOON

Zeno

FedMA

Per-FedAvg

Weak

Strong

Strong

Strong

Strong

Strong

Strong

Very Strong

Fast

Moderate

Moderate

Slow

Fast

Moderate

Slow

Moderate

Suitable for energy management and
Moderate Standard Moderate High Moderate  anomaly detection where data is rela-
tively homogeneous across buildings.

Ideal for occupancy detection and

Moderate Standard Strong High High thermal comfort optimization where
sensor data varies across buildings.

Suitable for decentralized control sys-

Low Standard Moderate Moderate ~ Moderate  tems and predictive maintenance in
smart buildings.

Useful for scenarios where sensor
data distribution changes frequently,
such as adaptive lighting and air qual-
ity monitoring.

High Standard Strong Low High

Applicable for personalized user com-
High Improved Strong High High fo}r:%J models in 'fmart buildings.
Suitable for security-sensitive applica-
tions, such as intrusion detection and
Moderate Robust Very Strong Moderate ~ High anomaly detection in HVAC systems,
where some clients might provide un-
reliable or malicious updates.

Effective for deep learning applica-

High Standard Very Strong Low Very High tions such as HVAC fault detection
and smart security monitoring.

Ideal for smart home automation and
personalized thermal comfort control,

Moderate Strong Strong High Very High where different buildings or rooms
may have distinct environmental con-
ditions and preferences.

3.1. Global Model

In FL, the global model serves as the central model that integrates updates from

multiple local models trained across distributed client devices [71]. Unlike traditional

centralized ML, where data is collected and processed on a central server, FL allows each
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(a): Horizontal Federated
Learning

client to train a local model on its private data. This approach preserves data privacy and
significantly reduces data transfer overhead.

During the FL process, clients train their local models and send only the model
updates (e.g., weights or gradients) to the central server. The server aggregates these
updates to improve the global model, which is then periodically shared back with clients
to incorporate the latest aggregated knowledge into subsequent local training rounds. This
iterative process continues until the global model achieves the desired level of performance
or convergence [72,73].

The global model plays a crucial role in FL by encapsulating the collective learning
from all participating clients while ensuring the privacy of individual client data.

3.2. Types of Federated Learning
3.2.1. Horizontal Federated Learning

Horizontal federated learning (HFL), also referred to as sample-based FL, involves
collaborative training among clients with datasets that share the same feature space but
differ in sample space. As illustrated in Figure 4a, clients collectively train a global FL
model using their local datasets, which have identical features but vary in content due to
differing samples [36,54].

Server Server

Transfer Features from
different spacesto the same
representation space
for training

Client 1 Client K Hospital 1 Hospital 2

(b): Vertical Federated (c): Federated Transfer
Learning Learning

Figure 4. Types of Federated Learning.

For example, in an FL study on heart disease detection, electrocardiogram (ECG)
signals were used as training data. These signals, collected from patients of different ages
and genders, shared consistent feature attributes such as waveform characteristics. Local
models can employ various Al techniques, including linear regression, support vector
machines (SVMs), long short-term memory (LSTM), and convolutional neural networks
(CNNSs). To enhance security, local updates are often obfuscated using encryption or
differential privacy techniques.

Once local models are trained, the server aggregates the updates into a global model,
which is then redistributed to clients for predictive use. This approach ensures privacy,
leverages distributed datasets, and enhances the efficiency of collaborative learning [16,54].

3.2.2. Vertical Federated Learning

Vertical federated learning (VFL), also known as feature-based FL, focuses on training
models using datasets that share the same sample space but have different feature spaces,
as depicted in Figure 4b. This method enables data owners to maintain control over their
sensitive data while benefiting from collaborative training [36].
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In VFL, datasets originate from the same objects, sensors, or devices but contain
distinct types of features extracted from diverse sources, such as signals or images. An
alignment mechanism is developed to identify overlapping data samples across clients,
which are then aggregated to train a generalized FL. model. Encryption techniques ensure
privacy and security during this process [54,68].

For instance, in smart building IoT applications, entities with shared sample spaces
but unique feature sets can collaborate through VFL to train local models for tasks like
optimizing thermal comfort, detecting gas leaks, and identifying anomalies. This approach
ensures privacy while enabling effective model training [16].

3.2.3. Federated Transfer Learning

Federated transfer learning (FTL), as shown in Figure 4c, expands the sample space
within the VFL framework by enabling global model training using datasets from di-
verse clients without revealing sensitive information. FTL transforms distinct feature
spaces into a unified representation for aggregating multi-client data, ensuring privacy and
security [54,68].

FTL involves transferring features across disparate feature spaces into a common
representation, which is then used to train a global model. During this process, local models
are trained on private datasets, and the server aggregates these models to construct a robust
global model by minimizing a loss function. This technique is particularly beneficial in IoT
networks and healthcare applications [36,57].

For example, in healthcare, FTL enables collaboration among hospitals and countries
with distinct patient datasets (sample spaces) and medical test results (feature spaces). By
leveraging collective knowledge, FTL enhances diagnostic accuracy while preserving data
privacy, significantly benefiting patient care and research.

FTL is a powerful approach that facilitates collaboration across disparate data sources
while ensuring privacy and security. It improves model accuracy and supports applications
in healthcare and other domains, particularly for tasks like disease diagnosis.

3.3. Architecture of the Federated Learning Network

From the networking perspective, depending on the network topology, FL can be
divided into two categories: centralized FL and decentralized FL.

3.3.1. Centralized Federated Learning

Centralized FL (CFL) is the most prevalent FL architecture adopted in IoT systems.
As depicted in Figure 5a, a CFL system comprises a central server and multiple clients
that perform and execute the FL. model. During the training phase, clients engage in the
training of a local model utilizing their respective datasets [74,75]. Subsequently, they
then transmit and share these local models to the central server, which aggregates them
using aggregation methods such as Fed Avg, FedProx, and FedNova, and disseminates the
aggregated global model back to clients. In CFL, the server assumes the role of a pivotal
network component, as it orchestrates the entire process of aggregating model updates
and sharing the global model. This architecture facilitates collaborative training on
decentralized data for tasks like anomaly detection while preserving client data privacy
and security [16,59].
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Figure 5. Network Structure of Federated Learning.

3.3.2. Decentralized Federated Learning

Decentralized FL (DFL) is a network topology that abandons the requirement for a
central server to coordinate the training process, opting for a peer-to-peer (P2P) network
topology where all clients are interconnected, as illustrated in Figure 5b. During each com-
munication phase, clients engage in local training utilizing their respective datasets [16,76].
Subsequently, each client implements model aggregation using the local model updates
received from neighboring clients via P2P communication, to achieve a globally aggregated
model. DFL is designed to fully (completely) or partially replace central server-based FL
(CFL) when communication with the central server is unavailable or when the network
topology exhibits high scalability. Due to its contemporary features, DFL can be seamlessly
integrated with P2P-based communication technologies such as blockchains to construct
DFL systems. DFL clients can communicate through blockchain ledgers, where local model
updates are offloaded for secure model exchange and aggregation [16,75].

3.4. Overview of Federated Learning Attacks

FL, due to its inherently distributed client participation, is exposed to a range of
adversarial threats that target both the global model’s integrity and the confidentiality
of local data [77,78]. In particular, poisoning attacks involve injecting malicious data or
gradient updates to degrade performance or embed backdoors in the global model [77,78],
while inference attacks such as model inversion or membership inference analyze shared
gradients or parameters to extract sensitive information about local training data [79,80].
Several studies have investigated how an adversary, serving as a legitimate client, can affect
updates that survive the averaging procedure, thus overriding or biasing the global model.

C. Fung et al. [77] presented a defense method against Sybil-based adversarial attacks
by comparing the similarity of user contributions during model averaging and filtering
out the attacker’s updates. Interestingly, some modifications to Fed Avg such as FedProx
or SCAFFOLD, which reduce the effect of individual client’s updates, can incidentally
mitigate these threats [81]. However, these methods alone may be insufficient, especially
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against more sophisticated backdoor or byzantine attacks [82], as well as inference-based
exploits. As a result, additional adversarial defenses, such as robust aggregation protocols,
Byzantine-resilient algorithms, anomaly detection, and privacy-preserving techniques like
differential privacy and homomorphic encryption are often employed to ensure that FL
systems maintain both robust model performance and data confidentiality [83,84].

3.5. Privacy-Preserving Techniques in Federated Learning

In this section, we focus on methods such as differential privacy, cryptographic proto-
cols, and blockchain-based frameworks—that chiefly counter inference attacks including
model inversion or membership inference [81]. While these techniques can prevent adver-
saries from seeking to extract raw data from shared gradients or parameters, they offer
limited protection against integrity-focused attacks like data poisoning or Byzantine faults.
Consequently, robust aggregation and anomaly detection mechanisms remain critical for
comprehensive FL security.

FL is a safe collaborative training approach for ML/DL models that ensures data
privacy by keeping the local data unexposed to other users [80,85,86]. It involves exchang-
ing model parameters between users while maintaining the confidentiality of individual
data points. Although FL offers enhanced safety, the exchange of model parameters may
still leak sensitive information about user data, making it vulnerable to many potential
attacks that can occur against ML /DL models, including model inversion and member-
ship inference attacks, which aim to extract raw data from shared models [10,79,84,87].
The importance of such measures is further emphasized by legal regulations such as the
General Data Protection Regulation (GDPR) in the European Union [88], which guarantees
the protection of personal data privacy. To mitigate these threats, privacy-preserving tech-
niques, including differential privacy and k-anonymity, have been developed to provide
different privacy guarantees. These techniques can be categorized into three main groups:
cryptographic methods, differential privacy methods, and blockchain techniques, which en-
able a decentralized trust mechanism to leverage cryptographic consensus algorithms and
immutable ledger structures to ensure tamper-resistant transaction records for enhancing
security, data integrity, and fault tolerance in distributed systems.

3.5.1. Differential Privacy Method

Differential privacy (DP) techniques provide a principled and mathematically rigorous
framework to measure the level of privacy afforded by a privacy-preserving mechanism.
These techniques are based on probabilistic statistical models that quantify the degree of
disclosure of private information about individual data instances [84]. Differential privacy
techniques can be broadly categorized into two main approaches:

*  Global Differential Privacy Technique: This technique aims to ensure that the effect of
substituting an arbitrary sample in the dataset is sufficiently small, such that the query
results cannot be utilized to explore more information about any specific samples in
the data [89]. A key advantage of these methods is their greater accuracy compared
to local differential privacy techniques, as they do not require the addition of a large
amount of noise to the dataset [90].

*  Local Differential Privacy Technique: Introduced to eliminate the requirement of the
central trusted authority inherent (demanded) in global differential privacy [91-93].
Local differential privacy does not require a trusted third-party; however, a trade-off
of this approach is that the total amount of noise required is substantially greater than
that in a global differential privacy technique [90,91].

Differential privacy [89,94,95] guarantees that a single record does not significantly
influence the output decision of the FL system, thereby obfuscating the ability to decrypt
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the individual records from the decision. Several studies have proposed incorporating
differential privacy FL to ensure that users do not gain knowledge about whether a specific
individual’s record is utilized in the learning process [96-98]. This is usually achieved
by introducing random noise to the data or model weights [97,99], thus obfuscating and
protecting individual records against inference model attacks, albeit at the potential cost
of reduced accuracy in the generated results. To enhance confidentiality guarantees and
improve performance, FL systems can adopt combinations of multiple differential privacy
methods with other techniques, such as a trusted execution environment (TEE) or Intel
SGX improving more security and mitigates information leakage risks [100,101]. At the
same time, integration of TEEs introduces inherent hardware dependencies and potential
exposure to side-channel attacks, necessitating robust supplementary security measures
such as secure memory encryption and periodic attestation protocols to enhance system
security and resilience.

Table 3 provides a summary of the privacy level and the distinct attack types of existing
FL techniques that may occur at different stages of the learning process.

Table 3. Privacy level and Attack types in the FL system.

Level Attacks Type Description

Inputs [102,103] Data Poisoning Malicious alteration of training
data labels to degrade model
performance on specific classes

Learning Model Poisoning Uploading of specific model
Process [82,104,105] parameters to decrease global
model’s accuracy.

Byzantine Fault Participant-behaving upload-
ing of random updates.

The learned Model [85,86] Inference Attacks Server inferring sensitive data
from exchanged model param-
eters during learning process.

Membership inference attacks
to identify training data usage.

3.5.2. Cryptographic Technique

Cryptographic techniques are widely employed in privacy-preserving ML/DL al-
gorithms and primarily include homomorphic encryption, secret sharing, and secure
multi-party computation (SMC). In these techniques, users must encrypt their data (mes-
sages) before transmission, perform operations on the encrypted data (messages), which
are converted into a secret code, and decrypt the output to obtain the final result during
communications [106,107]. Applying these methods to FL systems (FLSs) can significantly
increase the level of protection. However, SMC does not provide perfect privacy guarantees
for the final model, which remains vulnerable to inference attacks and model inversion
attacks [84,107]. Due to the additional encryption and decryption operations, substantial
computational overhead is imposed on such systems. For instance, SMC ensures that
parties cannot learn anything except the output, facilitating the secure aggregation of
transferred gradients. Furthermore, these methods can impose a significant computational
burden on FLSs, depending on the employed cryptographic method [10,84,108].

Homomorphic encryption significantly enhances security and supports the decentral-
ized nature of FL by enabling encrypted computations at the client level without decryption,
enhancing data privacy and security. However, its practical implementation introduces
challenges such as increased computational overhead, energy consumption for resource-
constrained devices, scalability issues for large numbers of clients, and potential metadata
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privacy leaks. Effective key management and governance mechanisms are crucial. For
FL with varying computational capacities, new optimized homomorphic encryption al-
gorithms are needed to balance privacy, accuracy, and computational efficiency across
different ML models while considering scalability and resource constraints [109]. Addition-
ally, advanced research in fully homomorphic encryption (FHE) aims to mitigate the high
computational costs by reducing key sizes and improving encryption efficiency, thereby
facilitating its deployment in real time FL applications.

3.5.3. Blockchain

Blockchain technology has several strengths and limitations when integrated into
FLSs. Its decentralized architecture, cryptographic algorithms, and immutability features
enhance data privacy, security, and transparency. The transparency of blockchain allows all
users to be visible in model updates, facilitating collaboration and trust. Smart contracts
enable the automation of data usage policies. However, the blockchain does not provide
complete privacy protection, and its transparency may expose sensitive information, ne-
cessitating additional privacy enhancement methods [110,111]. Its process in FL-chain
systems requires significant computational resources, potentially impacting training speed,
efficiency, and scalability. Moreover, maintaining the blockchain consumes substantial
energy. Blockchain networks often face scalability limitations, slowing processing times
as the number of participants increases. Integrating blockchains into FLSs is complex,
requiring the development of smart contracts, consensus mechanisms, and compatibility
with existing FL protocols, increasing development time and budget [110,112,113]. From
a governance perspective, reaching a consensus on system updates, protocol changes, or
policy modifications may require extensive coordination among participants, potentially
slowing decision-making processes. Using blockchains in FL healthcare systems involves
trade-offs between decentralization and scalability, transparency and privacy, security and
efficiency, implementation complexity, and governance control. These trade-offs must be
carefully considered when designing an FL—chain healthcare system [110,112,113].

4. Real-World Applications of Federated Learning in Smart Building

FL is a DL/ML techniques that enables local training of FL. models on decentralized
datasets, without sharing the data or centralizing the data keeping it private on IoT devices.
This makes FL a powerful tool for privacy preservation and reducing communication costs,
with a wide range of real-world applications including the following:

4.1. Federated Learning-Based Anomaly Detection

The proliferation of IoT sensors in smart buildings has enhanced comfort, eco-
friendliness, and sustainability. These sensors generate complex, time-based data crucial for
identifying anomalies and improving energy forecasting. Traditional centralized anomaly
detection systems often suffer from long response times, necessitating the adoption of FL
frameworks. FL enables anomaly detection while preserving data privacy by training a
global model without sharing individual device data, making it a promising solution for
distributed IoT environments. Table 4 summarizes recent FL-based anomaly detection
applications in smart buildings.

Wang et al. [44] proposed federated deep neural network (FDNNs) and federated
multi-input DNNs (FMI-DNNSs) for privacy-preserving anomaly detection in a cen-
tralized FL architecture. This approach achieved a remarkable accuracy of 99.4% and
a mean absolute error (MAE) of 0.093 on the IoT-Botnet 2020 dataset, demonstrating
state-of-the-art performance in secure anomaly detection. Building on privacy-centric
frameworks, Abdel Sater et al. [38] introduced a federated stacked LSTM (FSLSTM)
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model that converges twice as fast as a traditional LSTM while significantly reducing
communication costs. Evaluated on datasets from General Electric’s IoT production
system, their approach achieved 90% accuracy and an MAE of 0.162, outperforming
baseline methods in both classification and regression tasks. To address the challenges of
data imbalance in FL, Weinger et al. [114] explored data augmentation techniques for IoT
anomaly detection. Their experiments on public IoT datasets revealed that augmentation
improved performance by 22.9%, achieving 95.94% accuracy. However, the study also
highlighted that increasing FL client numbers worsened class imbalance, necessitating
oversampling strategies for improved training stability.

Table 4. Summary of FL-based anomaly detection works in smart building applications.

Best Perfor-

Ref. Year DL Model FL Method Dataset mance Advantages Limitations
Potential for communication delays and
Robust model against adversarial at- computational overhead when aggre-
) FDNN FMI-  IoT-Botnet _ o tacks. Preserves and maintains the secu-  gating model updates from numerous
(441 2023 DNN DNN 2020 Acc=99.4% rity of local data. Train DL model using  localized IoT devices in real-time feder-
FL with centralized structure ated learning environments.
Sensors Event The proposed model converges more  Challenge of maintaining consistent per-
[38] 2021 LSTM FSLSTM Loe FEner Acc = 90% than 2x faster during training than the ~ formance across diverse smart building
g Us§ o 8y T LSTM model. Reduced communication  environments while minimizing com-
& costs munication overhead.
The Modbus dataset and a neural net-  Challenges include generating realis-
work model were used to compare cen-  tic synthetic data for rare attack types,
[114] 2022 NN FL with NN TON-IoT, Acc = tralized learning and FL. FL withimbal- ~ maintaining privacy with data aug-
GAN DS20S 95.94% anced data worsens as more clientsjoin, ~ mentation techniques, and adapting to
reducing training progress and causing  rapidly evolving IoT threat landscapes
anomaly detection issues. across diverse device ecosystems.
L Challenges with FL such as requir- . . .
0og Reg, ing lichtweight models for edge de- Their framework has issues with novel
FNN, 1D- DL models KDD99, vi Cges }glan dling device hetero ene%c im- anomaly detection, performance con-
[115] 2022 CNN, Trained Using NSL-KDD, Acc=98.9% provilng comrﬁunication effigiencyyim d sistency across diverse hardware, and
AE, RNN, FL CIDDS001 addressing non-IID data distributions balancing accuracy with privacy in
LSTM, GRU ; resource-constrained IoT environments.
across devices.
Federated approach requires additional ~ Their system may encounter difficulties
communication and aggregation time  in adapting to rapidly evolving attack
compared to centralized training. Imple-  patterns, balancing model complexity
[116] 2022 GRU FL train GRU Modbus Acc=99.5%  ment a decentralized communication  with device resource constraints, and
efficient framework for anomaly detec-  maintaining detection accuracy across
tioninIoT networks. Ensure the privacy ~ diverse network environments and de-
of data. vice types.
RTU synthetic FL framework requirs a promising (0 PO R T
[117) 2024 LSTM-AE ADLA-FL industrial Acc=98%  SOMUON IOT SECUIe, PrIVACYTPICSEIVING — 1imited generalizability from synthetic
anomaly detection, balancing perfor- L
dataset . N H data, and significant overhead from ho-
mance with data protection requirements. . .
momorphic encryption.
Enbanced privacy tuough L i POl chllenges i dtnguisting
_ proved detection performance with S  complexity Y
UNSW  ToT Acc = FedGroup-EL models, robust security predicting detailed attack characteris-
[118] 2024 DT,LR FedGroup-EL 7 99.64%, . . I tics, limited generalizability to unseen
Real-world o, via homomorphic encryption, and com- .

99.89% . . attack types, and computational over-
prehensive performance evaluation us- head i luati linle aleorith
ing simulations ead in evaluating multiple algorithms

’ on real-world datasets.
Potential synchronization delays be-
tween digital twins and physical de-

Hicher Fl- Enhanced detection accuracy, resource  vices, high computational overhead as-

[119] 2024 ANN FLDS CICDDOS2019 sco%‘ e efficiency, real-time monitoring, and im-  sociated with maintaining real-time dig-
proved scalability with reduced latency  ital twins, and challenges in scaling the
system to larger networks or more com-
plex attack scenarios.

Offers enhanced threat detection accu-  Increased complexity, potential model
Asvnchronous racy, improved data privacy, and in-  divergence and increased vulnerability,
CNN-GRU- yn o creased real-world applicability for IloT ~ and datasetlimitations may impede real-

[120] 2024 FL-CNN- Edge-lloTset  Acc=100% pp y yimp
LST™M GRULSTM & - ? cybersecurity through its hybrid model, ~ world effectiveness across diverse IloT

federated learning framework, and com-
prehensive validation.

environments and evolving threats.

Jithish et al. [115] proposed an FL-based smart grid anomaly detection system using
1D-CNN models trained locally on smart meters. Their approach ensured privacy by secur-
ing model updates with SSL/TLS protocols. Achieving 98.9% accuracy on standard datasets
such as KDD99 and NSL-KDD, the system demonstrated efficient performance in memory,
CPU usage, and bandwidth, making it suitable for edge-level anomaly detection. Similarly,
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Mothukuri et al. [116] presented a Federated GRU model for IoT network intrusion detec-
tion. This decentralized approach periodically updated the global model by aggregating
locally trained weights. When tested on the Modbus dataset, the method achieved 99.5%
accuracy, showcasing its potential for practical IoT network security applications while
preserving data privacy.

Shrestha et al. [117] introduced ADLA-FL, a privacy-preserving anomaly detection
framework for smart grid systems. By integrating LSTM networks with homomorphic en-
cryption, the system enabled secure, collaborative model training among energy providers.
Evaluated on synthetic industrial datasets, ADLA-FL achieved a 97% F1-score and 98%
accuracy while maintaining low computational overhead, demonstrating its viability for
secure and efficient anomaly detection in critical infrastructure. Zhang et al. [118] proposed
FedGroup, an FL method that leverages ensemble learning to enhance the detection of
attack types in IoT devices. Evaluations on the UNSW IoT dataset showed an impressive
99.64% accuracy with minimal communication overhead, highlighting its effectiveness in
improving IoT security through collaborative learning.

Incorporating advanced technologies, Salim et al. [119] developed a digital twin-
integrated FL system for IoT networks. Their adaptive thresholding with Eearly stopping
(ATES) method improved model aggregation efficiency, reducing latency by 14% compared
to fog-based implementations. Evaluations on the CICDDoS 2019 dataset confirmed su-
perior performance in cyberthreat detection, emphasizing the potential of digital twins
in enhancing IoT network security. Finally, Bukhari et al. [120] introduced a hybrid asyn-
chronous FL framework combining CNN, GRU, and LSTM models for IIoT anomaly
detection. The approach achieved perfect scores (100% accuracy, precision, recall, and F1)
on the Edge-lloTset dataset, demonstrating unparalleled adaptability and robustness in
addressing real-time industrial threats while ensuring data privacy.

4.2. Federated Learning-Based Thermal Comfort

In a 2001 survey, the National Human Activity Pattern Survey revealed that people
spend 87% of their time indoors [121]. This has made identifying the thermal comfort of
occupants inside buildings increasingly important. Since the 1970s, two main approaches
have been developed to solve this problem: the steady-state model and the adaptive model.
The IoT is a promising solution for thermal comfort control in smart homes. IoT-based
systems can provide thermal control comfort and energy efficiency by actively considering
the user’s perspective.

FL is a promising new approach to thermal comfort control in smart buildings. It
allows multiple devices to train a shared thermal comfort model without sharing their
data, which protects the privacy of occupants. Federated learning can also be used to train
personalized thermal comfort models, which can improve accuracy. Table 5 illustrates a
specific recent real-world application for thermal comfort-based FL in smart buildings.

M. Khalil et al. [122] proposed a privacy-preserving FL-based neural network (Fed-
NN) for thermal comfort prediction. Fed-NN departs from current centralized approaches,
where a universal learning model is updated through a secure parameter aggregation
process instead of sharing raw data across building IoT environments, preserving privacy
and security. The authors designed a branch selection protocol to reduce communication
overhead in FL. Their experimental studies on a real-world dataset revealed the robustness,
accuracy 80.39%, and stability of their model compared to other ML models while taking
privacy into consideration.
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Table 5. Summary of FL-based thermal comfort optimization works.
DL FL P
Ref. Year Model Method Dataset Best Performance Limitations
[122] 2022 NN Fed-NN geal—World 80.39% This approach reduces the communication overhead but does not eliminate
ataset it completely.
[123] 2021 DNN EDNN CU-BEMS Loss 0.01 Evaluation is hrmted to a simulation using the CU-BEMS dataset. Real-world
performances differ.
The CSFDL technique faces challenges in adapting to highly diverse building
[124] 2021 CNN CSFDL Real-World 99.00% types or energy consumption patterns, coulc'l be compqtatlonally intensive
dataset for resource-constrained devices, and its effectiveness against advanced cyber-
attacks may require ongoing validation as new threats emerge.
[125] 2019 ANN Federated Real-World / The evaluation was performed on a small simulated environment. Future testing
- ANN dataset is needed on larger real-world building spaces.
Fed- The framework struggles with heterogeneous HVAC systems, early-stage fault
[126] 2022 CNN C?\IN ASHRAE 96.86% detection accuracy, and balancing privacy constraints against model perfor-
mance across diverse building types.
The FDA-HeatFlex approach faces challenges in adapting to highly diverse
[127] 2023 CNN- FL-CNN- NYSERDA NIST RMSE 66.91 im- building types or unconventional heat pump systems, and its performance
LST™M LST™M Energy provement could be limited by the quality and representativeness of the source domain

data used for transfer learning.

Khalil et al. [123] proposed a privacy-preserving federated deep neural network
(FDNN) model for thermal comfort control in smart buildings. Local model training occurs
without sharing data, ensuring privacy. Their framework was evaluated on the CU-BEMS
dataset, and it achieved good accuracy and 0.01 loss. The authors’ experiments demonstrate
FL are promising for smart building control because of their high prediction accuracy and
ability to maintain thermal comfort. The results on a public dataset of a building in Bangkok
demonstrate the effectiveness and privacy-preserving capabilities of the proposed approach
for smart building control.

Moradzabeh et al. [124] proposed cyber-secure federated deep learning (CSFDL), a
novel privacy preserving approach for heating load demand forecasting. By combining FL
and convolutional neural network (CNN) models, CSFDL provides a global super-model
for forecasting heating demand for different local clients without revealing their privacy.
The authors trained and tested the CSFDL global server model on a real-world dataset of
10 clients in their building environment. Compared with other ML /DL models such as sup-
port vector regression (SVR), LSTM, and generalized regression neural network (GRNN),
CSFDL achieved 99% performance, robustness, and stability. The evaluation indicates the
effectiveness of CSFDL against other conventional techniques while preserving privacy.

Perry et al. [125] proposed a novel federated ANN configuration with two new ar-
chitectural components: an agent ANN (A-ANN) operates autonomously, with some
federated influence from the coordinating ANN (C-ANN) for thermal control in building
environments. Their experiments show how the proposed approach can optimally control
actuators to regulate heat flow and maintain desired temperatures in the different rooms
of a building by coordinating a distributed and centralized Al-controlled simulated office
environment. On a real-world collected dataset, they demonstrate their proposed system
can effectively disperse heat and optimize temperature.

X. Wang et al. [126] proposed a privacy-preserving FL-based convolutional neural
network (Fed-CNN) model for HVAC fault detection and diagnosis systems utilizing mul-
tiparty data for multi-scale joint modeling by combining FL and CNN models. Without
sharing data, the Fed-CNN trained model locally, and achieved an Fl-score of 96.86%
on a real-world chiller dataset from ASHRAE. The Fed-CNN model can also perform
cross-domain fault detection and diagnosis for chillers and air handling units (AHUs), out-
performing CNN, LSTM, GRU, NLSTM, BILSTM, and LGBM models. The FL framework
improved upon HVAC fault detection and diagnosis systems.

Khanal et al. [127] proposed an innovative federated domain adaptation heat pump
flexibility (FDA-HeatFlex) framework that combines parameter-based transfer learning
(TL), adaptive boosting (AdaBoost), and FL techniques to accurately predict indoor temper-
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atures and drive flexible information for heat pumps in new buildings while preserving
privacy. FDA-HeatFlex addresses two key challenges, namely, the data distribution discrep-
ancy (data shift) between a known source building and new target buildings and derives
their flexibility. They trained CNN and Bi-LSTM models locally by employing FL by ag-
gregating weights using the Fed Avg method. They conducted an extensive experimental
evaluation on two widely used public real-world datasets, the New York State Energy
Research and Development Authority (NYSERDA) and the Net-Zero Energy Residential
Test Facility (NIST). FDA-HeatFlex significantly outperforms the other approaches, with a
66.91% RMSE and a 91.8% error in the average temperature and heat pump flexibility pre-
dictions, respectively, because the FTL approach enables accurate scaling to new buildings
while preserving privacy.

Figure 6 illustrates the flowchart of a thermal comfort system based on FL used to
detect different levels of temperature and humidity, and to optimize thermal comfort.
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Figure 6. Thermal comfort monitoring and optimization system.

4.3. Federated Learning-Based Energy Prediction

The escalating trend of urbanization has resulted in a relentless surge in building en-
ergy consumption, contributing to a staggering 40% share of global energy utilization [128].
The quest for enhancing the efficiency of building energy consumption has prompted
extensive investigations, with energy load forecasting taking center stage. Recent statistics
highlight that the building sector alone accounted for 36% of the world’s total final energy
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consumption and was responsible for 37% of energy-related CO, emissions in the year
2020 [129]. This underscores the pivotal role played by building energy management
systems (BEMS) in enhancing building energy efficiency and curbing energy consumption,
ultimately fostering the development of net-zero energy structures with minimal carbon
emissions. With the pursuit of more efficient and sustainable energy management strategies,
FL has emerged as a cutting-edge approach harnessing the potential of distributed data
and collaborative model training. This subsection offers a comprehensive overview of the
innovative applications of FL in the realm of energy prediction. By seamlessly integrating
data privacy and predictive accuracy, FL is poised to revolutionize the way we forecast and
optimize energy consumption. Consequently, it has become a focal point of research and
development in the energy management domain, holding the promise of reshaping how
we approach this critical field. Table 6 illustrates a specific recent real-world applications
for energy efficiency prediction based FL in smart buildings.

Table 6. Summary of FL-based energy prediction works.

Ref.  Year DL Model FL Method Dataset Best Performance Limitations
FL with Real-world data col-
[130] 2021 LSTM LSTM lected from London  RMSEO0.133 Edge computational constraints are ignored.
2012-2014
Fl-based This approach has limited generalizability to diverse global con-
CNN- texts, potential scalability issues with large user bases, and might
[131] 2023 CNN-LSTM  AUSGRID MSE MAE 0.32 p ty & &
) LST™M ’ require further validation against evolving attack methods and
net-ener; q 8 &
8y long-term energy consumption pattern changes.
This framework has limited applicability across diverse building
: g FL  based  Actual university cam- o types, scalability challenges in large communities, and potential
[132] 2023 RNN-CNN RNN-CNN pus dataset Acc97% difficulties in adapting to rapidly changing energy consumption
patterns or unforeseen anomalies.
Their framework faces challenges in maintaining prediction ac-
o : o curacy with extreme quantization and differential privacy, par-
[135] 2023 LSTM FedSign-DP Real-world dataset 68% ticularly for highly imbalanced datasets, and the PowerSelection
protocol could potentially introduce bias in model training.
FedraTrees framework faces challenges in generalizing across di-
. o verse energy consumption patterns, could be sensitive to data
[134] 2023 LSTM FedraTrees gsfﬁu;gn Power Con 24535 0.0168, MAPE% quality variations among participants, and might struggle with
P R capturing complex temporal dependencies that LSTM-based mod-
els excel at.
RMSE = 9.70%
FL  based MAE =7.40% Reliance on accurate local data distributions for effective clustering,
(1291 2023 LSTM LSTM BDGP2 CV =0.0694 which may not always be achievable in diverse or sparse datasets.
MAPE = 0.0557
[135] 2022 LSTM FL  based FUZZ-IEEE RMSE 0.09-0.14 Per household FL performed worst due to having data from only
LSTM one home.
RMSE = B 0.07056 — A Generalizability to diverse populations, computational demands
[136] 2024 LSTM FL-LSTM NREL o of LSTMs and FL, and data integration challenges in real-world im-
3 8

0.09386

plementations.

M. Savi et al. [130] proposed a privacy-preserving approach exploiting federated
LSTM models and edge computing capabilities for building energy consumption fore-
casting. Distinct users” LSTM models are locally trained on edge devices and aggregated
using FedAvg to create a global model. The global model is then sent back for improved
forecasting performance. Their approach collaboratively trains a global model without
sharing data, reducing training time and communication overhead. They evaluated their
approach on a real-world dataset collected in London, UK, from 2012 to 2014, and achieved
0.133 RMSE and 0.38 kWh performance, while preserving privacy and achieving a similar
forecasting performance comparable to that of centralized solutions.

Badr et al. [131] introduced a privacy-preserving and communication-efficient FL-
based energy predictor for net-metering systems. Using CNN-LSTM models, local training
was performed on user devices without exposing raw data, while encrypted models were
aggregated into a global predictor using an inner-product functional encryption (IPFE)
cryptosystem. Communication efficiency was improved using a change-and-transmit (CAT)
approach, significantly reducing the communication overhead by over 96% compared
to Paillier cryptosystems. Their method, evaluated on a real power dataset, achieved



Computers 2025, 14, 124

23 of 44

0.32 MSE/MAE, delivering state-of-the-art performance while preserving privacy and
achieving 90% communication bandwidth savings.

Building on the theme of privacy preservation and efficient FL frameworks, Wang et al. [132]
proposed a secure adaptive FL framework for load forecasting in community-building energy
systems. Leveraging a hybrid RNN-CNN model, this approach demonstrated robustness in
managing network faults while maintaining data security. Evaluations on a university campus
dataset yielded a 10% error reduction, a 92% Fl-score, and 97% accuracy, outperforming other
models in accuracy and privacy preservation. Expanding on decentralized FL applications, Khalil
et al. [133] developed the FedSign-DP framework for energy management in buildings. Utilizing
LSTM models with differential privacy, their approach ensured secure data handling and band-
width efficiency. Evaluations on the Pecan Street dataset demonstrated high accuracy with only
a 10% decrease compared to centralized learning while reducing communication costs and band-
width consumption to 1.56 Mb. The method outperformed protocols like FedStd and FedSign in
privacy and communication efficiency, showcasing its practicality for real-world applications.

Adding to the discussion of lightweight FL models, Al-Quraan et al. [134] intro-
duced FedraTrees, a framework leveraging ensemble learning for energy consumption
prediction. This approach utilized a delta-based FL stopping algorithm to minimize unnec-
essary iterations, achieving an MAE of 0.0168 and MAPE of 3.54% on the Tetouan Power
Consumption dataset. FedraTrees outperformed Fed Avg while reducing computational
and communication overheads to 2% and 13%, respectively, highlighting its suitability
for privacy-preserving and cost-efficient energy prediction. To address data scarcity and
heterogeneity in FL, Tang et al. [129] proposed a privacy-preserving framework for few-
shot building energy prediction. By combining dynamic clustering and transfer learning,
they enabled knowledge sharing among building clusters. Evaluations on the BDGP2
dataset demonstrated an RMSE of 9.70%, MAE of 7.40%, and MAPE of 0.0557, establishing
their framework as a robust solution for improving energy prediction while safeguarding
occupant privacy.

Further emphasizing the utility of FL for residential energy forecasting, Petrangeli et al. [135]
proposed an approach tailored to edge computing environments. Their method employed local
LSTM training to ensure data privacy and achieved an RMSE of 0.09-0.14 on the FUZZ-IEEE
dataset. This work demonstrated a trade-off between privacy and accuracy, offering an effective
solution for grid management and energy production planning while ensuring quality of service
(QoS). Concluding the discussion, Mendes et al. [136] introduced an FL framework for predicting
temporal net energy demand in transactive energy communities. Incorporating generation and
demand forecasts with FTL, this hierarchical architecture supported collaborative learning while
preserving data privacy. Evaluations on the NREL dataset showcased high adaptability, with
Community B achieving an RMSE of 0.07056 compared to 0.09386 for Community A. Their
innovative use of FTL highlighted its potential to enhance performance across diverse scenarios,
supporting the growth of emerging energy communities.

Figure 7, illustrates the flowchart of an energy consumption monitoring system based
on FL used to predict energy consumption and optimize the consumed energy.

4.4. Federated Learning-Based Healthcare Applications

The Internet of Medical Things (IoMT) has significantly revolutionized the healthcare
sector, enhancing individual well-being through advanced data collection and analysis [137].
IoMT devices, particularly wearable sensors, play a crucial role in gathering medical data,
which is then analyzed using Al techniques to enable innovative applications such as
remote health monitoring and disease prediction [138]. Notably, DL has emerged as a
powerful tool in biomedical image analysis, facilitating early detection of chronic diseases
and improving healthcare service delivery.
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Figure 7. Energy prediction system based on FL.

FL offers a transformative approach in healthcare by enabling collaborative model
training across decentralized devices while preserving patient privacy. By leveraging
distributed data sources without centralized aggregation, FL ensures secure knowledge
exchange, making it a vital solution for enhancing diagnostic and monitoring capa-
bilities in smart healthcare systems. The applications of FL in healthcare, particularly
in conjunction with the IoMT, have demonstrated significant promise in addressing
privacy concerns while maintaining robust performance. Table 7 provides a summary of
key FL-based healthcare applications. Building on these advancements, Li et al. [139]
introduced ADDETECTOR, a privacy-preserving FL system for detecting Alzheimer’s
disease (AD) using speech data collected via IoT devices in smart environments. The
system employs a three-layer architecture to ensure data ownership, integrity, and confi-
dentiality, leveraging differential privacy and encryption for enhanced security. Locally
trained models (e.g., logistic regression, SVM-linear, and Naive Bayes) are aggregated
asynchronously into a global model, ensuring robust privacy protection. Evaluations
on the ADRess dataset of 1010 cases demonstrated an accuracy of 81.9% with a low
time overhead of 0.7 s, showcasing the system’s effectiveness in AD detection while
preserving privacy.

Expanding on privacy-preserving frameworks, Cai et al. [140] developed a skin cancer
detection model combining FL with deep generative models to address challenges posed
by limited and insufficient data. By employing dual generative adversarial networks
(DualGANSs) for data augmentation, they improved the quality and diversity of training
data. Their FL-integrated DualGANSs for skin cancer detection model (FDSCDM) used
DualGAN:Ss for data augmentation and a CNN for classification, ensuring patient privacy
through FL while minimizing communication costs. Evaluations on the ISIC 2018 dataset
revealed that the FDSCDM achieved an accuracy of 91% and an AUC of 88%, significantly
advancing medical IoT applications by addressing data scarcity and delivering excellent
detection performance.
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Table 7. Summary of FL-based healthcare applications.

Ref. Year DL Model FL Method Dataset Best Performance  Limitations
SVM . .
[139] 2021  Logistic Regres- ADDETECTOR ADRess 81.9% Evaluation on larger and diverse datasets would be needed.
sion
This approach may face challenges in generating diverse and clinically
~ o accurate synthetic images, struggle with rare skin cancer types or atypical
[140] 2023 g;?\ITGAN ng\IEIualGAN ISIC 2018 QSE:/C 91% AUC presentations, and potentially introduce biases in the federated learning
° process due to data imbalances across participating institutions.
This approach faces challenges in ensuring data quality across diverse IoT
, Dermatology ~ AUC 97% ACC  devices, adapting to varied skin conditions, and balancing privacy con-
(141] 2022 Deep model DEL Atlas 85% straints with model performance in resource-limited healthcare settings.
Uses an imbalanced dataset. Energy consumption for communication be-
[142] 2023 ANN-AE FedSDM ECG dataset ACCO95%Loss0.01  tveen devices/nodes should not be considered. Their mobility modeling
° ’ may not accurately capture real user behaviors.
[143] 2022 CNN-AE FL-CNN-AE MIT-BIH Ar- Noisy 94.5% Clean  The data privacy should be enhanced.
- rhythmia 98.9%
X-ray chest improvement of
[144] 2022  VGG16 CNN CFL COVID-19 16% The performance degrades after a certain number of rounds due to overfitting.
chest 11%
Highly imbalanced ECG datasets, faces scalability challenges in large-
[145] 2023 Resnet-9CNN FedECG MIT-BIH 94.8% scale IoT deployments, and potentially sacrifice some model accuracy for
= privacy and efficiency in resource-constrained environments.
Prostate Can- Data quality variations, privacy-utility trade-offs, high computational
[146] 2024 CNN-GAN FedCSCD- cer, Lung ACC = 96.95%, demands, challenges in interpretability and compliance, struggles with
GAN Cancer, Breast ~ 97.80%, 97% rare cancer types, limited generalizability, and potential biases from non-
Cancer diverse training data.
MIT-BIH, Complex model training, data heterogeneity, limited generalizability, high
[147] 2024 CNN-AE FL-CNN-AE CinC2017, Acc=73.0% computational requirements, and potential privacy risks.
PTB-XL
Higher energy consumption on smartphones with increasing training
[148] 2024 LSTM FL-LSTM MHealth Acc=87.5% rounds, poor prediction accuracy for certain activities, and potential chal-

lenges in scaling the system to more devices and diverse activities.

Moving on, Elayan et al. [141] introduced deep FL (DFL), a privacy-preserving ap-
proach for healthcare data monitoring using IoT devices. Their framework ensures data
confidentiality by training local models on participant devices for skin disease detection,
which are then aggregated into a global model at a central server and redistributed. This
decentralized approach reduces operational costs while safeguarding patient privacy. Eval-
uations on the dermatology atlas dataset demonstrated an AUC of 97% and accuracy of
85%, highlighting its potential for sustainable healthcare applications. Building on privacy-
preserving healthcare solutions, Rajagopal et al. [142] developed FedSDM, an FL framework
integrated within an edge-fog-cloud architecture for real-time ECG anomaly detection.
This system employed an auto-encoder ANN to train local models, which were aggregated
into a global model to ensure data safety. Tested on imbalanced ECG datasets and the EUA
mobility dataset, FedSDM achieved a 95% accuracy with low loss (0.01) and outperformed
fog and cloud deployments in terms of energy consumption, network usage, cost, execution
time, and latency, demonstrating significant improvements in resource efficiency.

Raza et al. [143] introduced a novel FL framework for ECG-based healthcare appli-
cations incorporating explainable AI (XAI) to enhance interpretability. Their framework
utilized a CNN-based autoencoder to denoise ECG signals, with the encoder employing TL
to construct a CNN classifier. The XAI module provided insights into classification results,
empowering clinical decision-making. Experiments on the MIT-BIH dataset yielded an
accuracy of 94.5% on noisy data and 98.9% on clean data, with an 8.2% reduction in commu-
nication costs, advancing privacy-conscious decision support systems. Qayyum et al. [144]
proposed clustered FL (CFL), a collaborative learning framework for COVID-19 diagnosis
using multi-modal medical images, such as X-rays and ultrasound scans, sourced from
various hospitals. By training local VGG16 CNN models and aggregating them into a
shared multi-modal global model, CFL preserved privacy while improving diagnosis accu-
racy. Evaluations on benchmark datasets demonstrated F1-score improvements of 16% and
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11% for multi-modal tasks compared to conventional FL, showcasing its effectiveness in
privacy-sensitive applications.

Advancing FL for ECG abnormality prediction, Ying et al. [145] introduced a federated
semi-supervised learning (FSSL) framework addressing non-IID data, labeling challenges,
and privacy concerns. Their approach integrated pseudo-labeling, data augmentation, and
a ResNet-9 model with Fed Avg aggregation. Tested on the MIT-BIH dataset, the framework
achieved 94.8% accuracy with only 50% labeled data, outperforming distributed methods
by 3%. This study highlights the potential of FSSL in utilizing unlabeled data for robust
healthcare applications. Raza et al. [146] proposed FedCSCD-GAN, an FL framework
combining GANs and CNNs for collaborative cancer diagnosis across distributed institu-
tions. Differential privacy and f-differential anonymization techniques safeguarded patient
data, while GANSs generated high-fidelity medical data. Evaluations on prostate, lung,
and breast cancer datasets achieved accuracies of 96.95%, 97.80%, and 97%, respectively,
demonstrating robust diagnostic performance and advancing secure collaborative medical
data analysis.

Chorney et al. [147] developed a federated learning approach for training ECG classi-
fiers under heterogeneous data distributions. Their study introduced novel techniques such
as federated clustered hyperparameter tuning (FedCHT) and genetic federated clustered
learning (CFL), alongside autoencoders for handling diverse ECG datasets. Evaluations on
datasets such as MIT-BIH Arrhythmia achieved an F1 score of 69.7%, demonstrating the
challenges of non-IID data in clinical settings while offering a flexible FL framework for
real-world applications.

Finally, Dayakaran et al. [148] presented an FL-based human activity recognition
(HAR) framework leveraging LSTM models for privacy-preserving training on distributed
smartphone sensor data. Using FedAvg for model aggregation, the framework demon-
strated a testing accuracy of 87.5% on the MHealth dataset while consuming energy com-
parable to traditional centralized models. This approach highlights the potential of FL
for collaborative training across multiple devices while ensuring privacy in real-world
applications involving sensitive personal data. Together, these studies highlight the trans-
formative potential of FL in healthcare, addressing critical challenges such as data privacy,
insufficient datasets, and communication efficiency while enabling robust and accurate
diagnostic systems.

Figure 8, illustrates the flowchart of a healthcare monitoring system based on FL used
to detect different diseases and elderly activities and optimize the health of occupants.

4.5. Real-World Federated Learning Implementation

This subsection represent real-world FL implementations in in different applications
such as anomaly detection, healthcare, and energy consumption and their experimental
results summarized in Table 8.

S. Becker et al. [149], developed a real-world FL prototype based on an autoencoder for
anomaly detection in industrial IoT (IIoT) condition monitoring, their work preserves data
privacy by enabling decentralized training on edge devices utilizing a real-world dataset.
The experimental results demonstrated that their FL approach reduces overall network
usage from up to 99.20% and achieves an average fl1-score of 99.4%. (Anomaly-Detection-
IIoT, https:/ / github.com/OliverStoll/ Anomaly-Detection-1loT/tree /master (accessed on
21 December 2024)).
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Figure 8. Healthcare application system based on FL.

Table 8. FL real-world implementation.

Authors Year Application Dataset FL Approach Key Performance
Network usage reduced by up to 99.20%. F1-
S.Becker etal. [149] 2022 Anomaly detection IIoT real-world dataset ~ FL Autoencoder score of 99.4%.
N-BaloT and LANDER Accuracy : 93.70%, Training under 1 h on
T. Zhang et al. [150] 2021 Anomaly detection on physical Raspberry  FedloT FedDetect Raspberry Pi.
Pi devices
. FAR: 3-6%, MDR: 2-6%, System throughput:
. Real manufacturing FLAD, Federated DRL, 4 R /
X. Wang et al. [151] 2021 Anomaly detection setup DDPG 165 tps, Latency: 9-13.5s.
Communication latency reduced by 87.01%,
. - 26.90%, and 71.74%. Energy consumption
SS. Tripathy etal. [152] 2024 Healthcare Real-world health data FedHealthFog reduced by 57.98%, 34.36%, and 35.37%.
Improved patient data protection. Reduced
SH. Alsamhietal. [153] 2024 Healthcare Real world medical Comblng FL  with  data breaches. Real-world privacy man-
data blockchain dates.
Real-world data dia-
betes monitoring, eye Accuracy: over 90%. Minimal communica-
. ) retinopathy classifica-  FedCure, personalized FL.  tion overhead. Handles non-IID effectively.
D.N. Sachin etal. [154] 2024 Healthcare tion, maternal health, for IoMT Confirms clinical feasibility.
remote health monitor-
ing, and HAR
Accuracy: 99.95%. Loss: 0.0019%. Commu-
MR A. Berkani etal. [155] 2024 Healthcare SaYoPillow FedWell nication cost: 0.08 MB.
~ . . MSE: 0.6655. Optimizes energy consump-
Khan etal. [156] 2025 Energy prediction Real smart home en FL W.lth XAl for' lfor dec tion.
ergy data sion interpretability
Reduction in unnecessary monitor usage by
. ) . ; (EM)®, FL energy effi- 42%. Decrease in excessive lighting con-
1. Varlamis et al. [24] 2023 Energy consumption ~ Real-world sensor data ciency recommendation sumption by 75%. Accuracy: over 90%.
Real-world smoke de- Accuracy: 99.97%. Communication cost:
MR A. Berkani etal. [157] 2024 Energy and Smoke FL-CNN-1D 0.4 MB.

tection IoT

T. Zhang et al. [150] implemented FedloT, a full FL platform for IoT cybersecurity,
integrating the FedDetect algorithm for anomaly detection. They benchmarked FedloT
in a real hardware setup on Raspberry Pi devices, using N-BaloT and LANDER datasets.
The FedDetect algorithm achieved 93.7% accuracy while preserving data privacy through
FL. More importantly, their experiments on Raspberry Pi boards demonstrated efficient
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resource usage, keeping training times under one hour, thus proving real-world deploy-
ment for edge-based FL. (FedloT, https:/ /github.com/FedML-AlI/FedML/tree/master/iot
(accessed 21 December 2024)).

In [151], X. Wang et al. introduced FLAD, a federated deep reinforcement learning
(DRL) approach for IIoT anomaly detection that operates in a real manufacturing environ-
ment. FLAD integrates deep deterministic policy gradient (DDPG) with privacy leakage
degree metrics, eliminating the need to centralize training data. Their experimental evalu-
ations shows false alarm rates (FAR) between 3% and 6%, missing detection rate (MDR)
between 2% and 6%, and system throughput reaching 165 transactions per second (tps),
with latency of 9 to 13.5 s across various IloT applications benchmarks that demonstrate
practical system performance.

S S. Tripathy et al. [152], proposed FedHealthFog, an FL-based healthcare analytics
system deployed on fog computing platforms to enhance privacy, reduce latency, and opti-
mize resource usage. By running real data experiments in IoT-enabled healthcare settings,
FedHealthFog showed significant improvements in communication latency reduced by
87.01%, 26.90%, and 71.74%, and energy consumption reduced by 57.98%, 34.36%, and
35.37% relative to benchmark algorithms, underscoring its practical effectiveness.

In [153], S H. Alsamhi et al. combined FL with the blockchain for decentralized
healthcare data sharing, deploying their framework in a real world medical IoT setup to
ensure privacy, security, and transparency. Their evaluations reported improved patient
data protection and reduced data breaches, thereby demonstrating how FL supports real-
world data privacy mandates and fosters patient trust.

In [154], D. N. Sachin et al., present FedCure, a heterogeneity-aware personalized FL
approach for IoMT healthcare. Extensive tests on diverse real-world healthcare datasets
such as diabetes monitoring, eye retinopathy classification, maternal health, remote health
monitoring, and HAR, showed over 90% accuracy with minimal communication overhead.
These results highlight the robustness of FedCure in handling real-world Non-IID data and
confirm its clinical feasibility for personalized healthcare.

MR A. Berkani et al. [155], introduced FedWell, a privacy-preserving FL framework for
occupant stress monitoring in smart buildings. They integrates SaYoPillow smart devices
and wearable environmental sensors, leveraging a lightweight ANN trained using FedAvg
aggregation. Experimental evaluations on the SaYoPillow dataset achieved 99.95% accuracy,
with a minimal loss of 0.0019% and a low communication cost of 0.08 MB, ensuring real-time
stress monitoring, data privacy, and scalability in smart building environments.

In [156], Khan et al. introduced an FL-driven explainable Al (XAI) framework for
real-world smart energy management in smart buildings, focusing on data privacy, cyberse-
curity, and transparency. By combining FL for decentralized training with XAI to improve
decision interpretability, they achieved superior performance on a real-world smart home
energy dataset, with a random forest model reaching the lowest MSE of 0.6655 and outper-
forming other ML models. This approach effectively optimizes energy consumption while
ensuring privacy, security, and user trust.

In [24], I. Varlamis et al. proposed (EM)?3, an FL-based energy efficiency recommen-
dation system that leverages big data analytics and edge computing to optimize energy
consumption in smart buildings. They processes IoT sensor data locally to generate per-
sonalized, context-aware recommendations for reducing energy waste while preserving
user privacy. Evaluations using real-world sensor data demonstrated a 42% reduction in
unnecessary monitor usage and a 75% decrease in excessive lighting consumption, with FL
achieving over 90% accuracy in predicting optimal energy saving actions.

In[157], M R A. Berkani et al., introduced an FL-based smoke and fire detection system
for smart buildings, leveraging a CNN-1D model trained on wearable environmental sensor
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data, enabling privacy preserving collaborative learning across clients. Evaluations on a
real-world smoke detection IoT dataset achieved an accuracy of 99.97% with a minimal
communication cost of 0.4 MB. This ensures real-time fire detection, reduces false alarm,
and enhance safety while preserving data privacy in smart building environments.

5. Open Challenges

The Al community struggles to acquire, merge, and utilize decentralized data while
safeguarding privacy and adhering to data protection regulations such as the GDPR. In
response, Google introduced a groundbreaking technology known as FL in 2016 [47]. This
innovative and advanced approach has undergone continuous evolution. However, FL
presents various challenges and issues, including privacy concerns, security considerations,
storage implications, communication overhead, and other pertinent factors. While pro-
viding solutions, FL introduces new challenges, presenting new opportunities to develop
innovative methods and solutions that address the existing challenges and paves the way
for advancements in privacy-preserving Al methodologies.

FL is an ML /DL technique based on collaborative model training under the control
of a central server, where training occurs locally, with data remaining decentralized on
the client/user to ensure privacy. FL leverages various DL/ML techniques and models
with local models transferred to a central server for aggregation to create the global model,
which is sent back to clients. Several research challenges are associated with FL in the
context of smart buildings, can be categorized into six main areas as illustrated in Figure 9.
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Figure 9. FL Challenges.

During training iterations, clients communicate frequently with a central server for
model aggregation, underscoring the need for efficient protocols that minimize delays and
optimize the FL process. System and data heterogeneity pose significant challenges for FL
model training. Differences in hardware and software capabilities across devices highlight
the need for a consistent, well coordinated FL environment

Privacy protection is a major challenge in FL. While decentralizing data can improve
detection, it also increases the risk of unauthorized access to sensitive information during
local training. Striking the right balance between privacy and security is vital to FL's
success. Robust designs are needed to secure data and models against potential adversarial
attacks from malicious clients/users, including encryption and authentication mechanisms.

The data distribution challenge is another noteworthy aspect of FL. Non-identical data
distributions across devices may lead to potential model biases toward devices with more
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data, requiring strategies to ensure the fairness and effectiveness of trained models across
diverse sources. Finally, the data availability challenge is a critical consideration, as the
effectiveness of training in FL. depends on consistent data access and sufficient computing
resources across decentralized devices. Advanced optimization techniques help address
these needs and are vital for real-world FL deployments.

5.1. Privacy Protection Issues

Privacy concerns in FL stemming from the potential exposure of sensitive user and
client data keep them locally on individual devices within federated settings. While
this approach preserves privacy, sharing information during the training process poses a
risk of disclosing sensitive data to third parties or a centralized server. Techniques such
as SMC, DP, and model aggregation aim to address these concerns, but face challenges
such as performance degradation, model efficiency issues, latency in model updates, and
vulnerability to attacks. There is a balance between security trade-offs and privacy in FL
systems [11,63,158]. Although FL stores data locally, privacy risks persist because sensitive
information still resides on each device. Ensuring that data remain protected during both
training and transmission is thus a central concern. The act of sharing gradients during
training can inadvertently expose private information, posing a risk of data sharing to the
central server or third parties.

In FL, only model updates, specifically gradient information, are shared, ensuring
data protection for each device. However, the processing of these updates introduces
the possibility of sensitive information exposure. Cryptography techniques like homo-
morphic encryption and secure multiparty computation and DP are commonly proposed
strategies to enhance privacy and address this challenge by allow model updates to be
computed on encrypted data, preventing unauthorized access while maintaining privacy;
however, these methods present challenges such as performance impact, efficiency issues,
latency in model updates, and vulnerability to attacks, prompting the need for innovative
methodologies [158,159].

5.2. Security Issues

Despite the existence of various attacks, FL security systems often face limited eval-
uations of potential threats. Two prominent categories, data attacks and model attacks,
including poisoning attacks, backdoor attacks, and adversarial assaults, pose significant
risks to FL systems.

Data attacks occur during collaborative local training, where multiple clients con-
tribute their training data. Detecting and preventing malicious clients can clandestinely
introduce falsified data, compromising the training process and undermining the model’s
integrity. Model attacks involve a malicious client manipulating gradients or parameters,
altering the model before integration into the centralized server for aggregation, and risking
the integrity of the global model through invalid gradients. As model dimensionality in-
creases, the susceptibility to attacks and backdoor attacks also increases [63,159]. Anomaly
detection and robust aggregation for mitigating model attacks, techniques such as Zeno and
Byzantine-resilient algorithms detect and filter out malicious updates to improve security
of model aggregation. Digital twins provide an additional solution for security issues by
creating FL environments to detect anomalies and ensure that FL. models remain robust
against security threats.

5.3. Communication Overhead

Communication is a pivotal element in FL-enabled smart building services, yet it
poses a significant challenge due to the high communication overhead from local model
updates. In smart buildings, having each client update the entire model at every epoch
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can lead to high communication costs. One approach to mitigate this involves using a
blockchain ledger on edge networks, which allows local computation and exchange of
training updates without a central server. However, block mining introduces its own costs,
so designing an FL-blockchain system must account for on-device training latency, update
transmission time, and block mining latency, all while preserving sufficient model accuracy
Similar communication challenges have been observed in various FL-based systems across
different fields such as healthcare, transportation, intrusion detection, anomaly detection,
and digital twins in communication systems. Mitigating strategies involve reducing overall
communications, message sizes, and quantities exchanged. In centralized settings with a
server connecting to remote devices, communication issues can be alleviated. Conversely,
decentralized topologies offer an alternative solution during communication bottlenecks,
especially in low-bandwidth and high-latency networks [11,16,160]. Advanced techniques
and methods to mitigate communication overhead challenges in FL include the following:
Gradient compression and quantization, reducing and compressing the size of transmit-
ted model updates by applying techniques such as count sketch (compresses gradient or
weights), sparsification (transmit only important updates), and subsampling (reduces num-
ber of clients/updates per round). These methods help decrease the communication load
while maintaining model accuracy [161,162]; a decentralized aggregation and blockchain
technique based on a decentralized FL system that eliminates the need for a central server,
enhancing distribute model updates more efficiently, security model updates without a
central authority [163]; and integration of 5G/6G networks with FL, highlighting wireless
communication technologies that promise higher speeds and lower latencies, significantly
reducing communication delays in FL applications [164]. Unlike asynchronous FL, this
allows clients to send updates at different times rather than waiting for synchronized
updates, thus reducing bottlenecks and improving training efficiency [165].

5.4. Data Distribution

Data distribution plays a crucial role in the realm of Al, particularly within FL envi-
ronments, where it is often categorized as independent and identically distributed (IID)
data or non-1ID data. The latter, arising from imbalances in data, features, and labels,
introduces heightened complexity in both modeling and evaluation processes. FL. com-
monly employs stochastic gradient descent, a prevalent optimization algorithm for training
deep networks. However, with non-IID data, model convergence becomes more intricate,
leading to challenges and significant performance degradation due to weight divergence
caused by variations in the distribution of devices, classes, and population across the
decentralized network [29,39].

5.5. Heterogeneity of the Data and System

Addressing system and data heterogeneity in FL is imperative, due to significant
variations in device capabilities within the decentralized network, including computational
power, storage capacities, and communication bandwidths, which are often influenced
by hardware, network connections, and power supply disparities. Additionally, the in-
termittent reliability of edge computing devices, stemming from connectivity or energy
limitations, further complicates the FL landscape. Strategies to address these challenges
include asynchronous communication, parallelizing iterative optimization algorithms for
minimizing stragglers and enhancing efficiency in heterogeneous environments. Active
sampling of devices at each round, coupled with aggregating device updates within prede-
fined windows, has emerged as a viable solution for managing heterogeneity. Moreover,
addressing fault tolerance issues and incorporating algorithmic redundancy into code
computations are crucial steps toward achieving robust FL with unreliable devices and
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non-identically distributed data [158,160]. Recent advancements methods to mitigate this
challenge include the following: FedProx and FedNova. These FL extensions improve
the traditional Fed Avg approach by adding a regularization term to have FedProx and
normalizing updates to have FedNova to improve convergence under non-IID conditions
and handling inconsistent client updates [166,167]; personalized FL that instead of training
a single global model and tackles heterogeneous client by allowing each client to main-
tain a locally fine-tuned version of the model while sharing knowledge with the global
model [168]; and adaptive learning algorithms that enhance FL robustness by dynamically
adjusting updates to changing data distributions by continuously refining global model
updates [169].

The non-identically distributed data collected from diverse devices significantly influ-
ence the performance of FL systems. Future research should explore adaptive FL. models
that dynamically adjust to changes in system and data heterogeneity. Continuous monitor-
ing of device capabilities and data characteristics is needed for real-time adaptation, while
standardization efforts should include guidelines for handling these complexities, ensuring
interoperability and scalability across diverse environments.

5.6. Data Availability

Data availability is a pivotal factor in federated learning (FL), as it significantly in-
fluences the training efficacy of models across decentralized devices. Challenges in this
domain often stem from variations in device connectivity, usage patterns, and privacy con-
straints, leading to intermittent data accessibility. Devices may be powered off, experience
limited connectivity, or face privacy concerns that restrict data sharing or limit the duration
for model updates, thereby impeding their active participation in the FL process [170]. A
notable challenge in FL is the heterogeneity of data distributions across clients, commonly
referred to as non-independent and identically distributed (non-IID) data. These non-IID
data can adversely affect the convergence and accuracy of the global model. Moreover,
the intermittent availability of clients, due to factors like varying device usage patterns
and connectivity issues, further complicates the training process. Clients may become
temporarily unavailable, leading to delays in model updates and potential biases in the
aggregated model [171]. Privacy constraints add another layer of complexity, as they may
limit the extent of data sharing or the duration for which data can be used for model
updates, thereby hindering effective collaboration among clients [172].

To address these challenges, various strategies have been proposed. For instance, the
federated graph-based sampling (FedGS) framework aims to stabilize global model updates
and mitigate long-term biases arising from arbitrary client availability. By modeling data
correlations among clients and employing a sampling strategy that ensures diversity and
fairness, FedGS enhances the robustness and performance of FL systems [170]. Other
approaches, such as clustered federated learning, attempt to group clients with similar data
distributions to improve model accuracy and efficiency [173]. Additionally, advancements
in differential privacy and secure multi-party computation help alleviate privacy-related
constraints, enabling more robust participation from clients [174].

5.7. Federated Leaning in Smart Buildings

The deployment of FL in smart buildings is further complicated by the heterogeneity
of IoT devices, which exhibit significant variation in computational power, storage capacity,
and communication bandwidth. Resource-limited edge devices may struggle to enable
complex model training, while others may experience operational failures due to power
constraints. Employing asynchronous FL has been proposed as a solution with lightweight
models that can be deployed on constrained devices, while computationally intensive
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training tasks are assigned to more capable clients, thereby optimizing resource utilization
without compromising overall model performance [175]. Heterogeneous IoT ecosystems
further complicate these challenges, as device capabilities like processing memory, and
network bandwidth can vary widely. Resource-constrained edge nodes might not support
the enabling of complex model training, while others may struggle with power or hardware
failures. Asynchronous FL has emerged as one viable solution, deploying lightweight mod-
els on constrained devices while relegating heavier computations to more capable nodes.
This approach optimizes system resources while maintaining global performance [175].
Large-scale implementations add another layer of complexity: more devices mean higher
communication overhead and potential synchronization bottlenecks. Hierarchical FL, with
intermediary nodes performing local aggregations before communicating to a central server,
alleviates these issues by reducing both network traffic and round-trip latency, making FL
more scalable [176].

5.8. Specific Federated Learning Application Challenges

FL deployment in smart buildings presents distinct challenges across energy predic-
tion, anomaly detection, and thermal comfort optimization. These issues stem from data
heterogeneity, system constraints, and security vulnerabilities. Smart building energy
prediction is often influenced by non-stationary factors including occupancy dynamics,
climatic variations, and seasonal effects. These factors create highly diverse, time depen-
dent datasets collected from smart meters, HVAC systems, and lighting sensors. FL-based
models must contend with this heterogeneity, as well as inconsistent or missing data caused
by device malfunctions. Preprocessing strategies, data augmentation, and redundancy-
aware fault tolerance can significantly improve data quality and model robustness [68].
In anomaly detection, FL enable real-time identification of security threats, device faults,
and energy inefficiencies while maintaining local data privacy. However, incremental or
asynchronous model updates can introduce communication delays, complicating timely
responses to emerging threats. Adversarial attacks and Byzantine faults further heighten
security concerns, demanding secure aggregation protocols, adversarial training, or SMC-
based defenses to preserve both model fidelity and system integrity [177]. Thermal comfort
optimization faces unique challenge, primarily due to occupant-specific preferences and
limited, subjective data labels. Generic FL architectures can struggle with personalization
when occupant feedback is sparse or highly variable. Techniques such as meta learning and
client-adaptive FL are proving effective for tailoring HVAC setpoints to individual comfort
profiles, thereby improving occupant satisfaction and energy efficiency. Transfer learning
and synthetic data augmentation can help overcome data scarcity by leveraging external or
simulated datasets, mitigating the lack of ground-truth labels and enabling more accurate
comfort models.

6. Future Directions

Figure 10 shows into how FL optimizes online learning, resource usage, and data
sharing in smart buildings through localized model training. This highlights the adaptive
capacity of FL to efficiently manage dynamic and heterogeneous IoT data from various
devices and sensors. Importantly, FL enhances privacy and security by limiting raw data
sharing, increasing compatibility with digital twin architectures that require interoperability
across operational and information systems. However, applying FL requires addressing
the communication overhead due to potential bandwidth limitations, employing DP or
encryption techniques to further improve privacy protections, and adapting solutions
to varying data distributions across devices. While promising for handling evolving,
distributed data in smart buildings, thoughtful system design is needed to ensure scalability
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6.1. Privacy Protection Issues

A possible solution and future direction of research is an emerging approach involving
integrating cryptographic systems with FL. models to enhance privacy protection while con-
sidering performance and computational cost reduction. Although exchanging only model
updates can protect on-device data, vulnerabilities remain when updates are processed.
Incorporating cryptographic safeguards provides an additional layer of security, ensuring
data integrity throughout the FL process, ensuring sensitive information confidentiality,
and offering a robust privacy solution with high accuracy [11,159]. The concept of privacy
is evolving beyond the global or local levels to address variations in privacy constraints
across devices and individual data points. Future research should aim to develop privacy
techniques capable of handling mixed privacy restrictions [158].

6.2. Security Issues

To address privacy concerns, sharing less sensitive prediction results or information
during the aggregation process has emerged as a viable solution, contributing to the
development of a more robust and protected FL. method that ensures optimal privacy.
Additionally, combining FL with the concepts of cyber twins and digital twins (DTs)
could offer enhanced security. These concepts involve virtual representations of physical
systems or processes that enable better monitoring, analysis and prediction. Integrating
these concepts with FL could provide a more comprehensive and secure approach to data
handling and model training [39].

Furthermore, future research should focus on developing novel security approaches
tailored to the unique challenges and requirements of FL-based systems in the context of
smart building environments, safeguarding sensitive data and ensuring the integrity of FL
systems is necessary in this context.

6.3. Communication Overhead

Researchers have aimed to introduce an efficient communication protocol capable
of compressing uplink and downlink communication while remaining robust with an
increased number of clients and diverse data distributions. The proposed algorithms allow
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clients to compute gradients based on local data, compress these gradients using data
structures such as Count Sketch, and transmit them to a central aggregator, reducing the
amount of communication needed per round while meeting federated training quality re-
quirements [29,160]. Additionally, model compression techniques, including quantization,
subsampling, and sparsification, are employed to reduce the message size conveyed during
update rounds. Finally, the utilization of 5G/6G networks is proposed to offer significantly
higher speeds and lower latency compared to previous generations, enabling more efficient
FL in various applications across different fields. These strategies collectively contribute
and enhance FL performance and efficiency in diverse applications [14,160].

6.4. Data Distribution

To effectively address Non-IID data challenges in FL, a comprehensive set of solutions
can be implemented. Initiating data preprocessing techniques is crucial, aiming to rectify
imbalances in data, features, and labels across devices. Intelligent client sampling strategies,
considering device diversity and computational capabilities, contribute to a more repre-
sentative dataset. Personalization techniques tailor models to individual devices while
maintaining a global perspective, proving effective for device-specific patterns. Address-
ing privacy concerns through DP or FL with homomorphic encryption is paramount for
non-IID data [29]. Adaptive learning algorithms dynamically adjust to evolving data distri-
butions, while communication-efficient techniques such as decentralized optimization or
compressed model updates maintain efficiency in FL environments. Implementing transfer
learning methodologies, incentivizing collaboration among devices, and introducing con-
tinuous monitoring and adaptation mechanisms further contribute to overcoming non-I1ID
data challenges. Finally, the establishment of standardized evaluation metrics fosters fair
comparisons between solutions, under varying data conditions. Integrating these strategies
collectively enhances the robustness and adaptability of FL. models, ensuring their efficacy
in the face of non-IID data complexities [29,39,158].

6.5. Heterogeneity of the Data and System

To avoid system heterogeneity, asynchronous communication techniques are em-
ployed, and parallelizing iterative optimization algorithms is a highly promising approach
for eliminating the possibilities of stragglers in heterogeneous environments. Another ap-
proach involves actively selecting participating devices at each round, aggregating updates
within a pre-defined window, wherein only a small subset of devices participate in each
training round. A plausible approach is preventing device failures leading to bias in the
device sampling scheme when failed devices have specific data features. Additionally,
introducing algorithmic redundancy as an element in coded computation techniques can
achieve fault tolerance [39,158].

6.6. Data Availability

To address data availability challenges, several strategies can be implemented. Offline
learning and caching mechanisms enable devices to learn during connected intervals and
contribute to global model updates online. Time-weighted federated averaging priori-
tizes recent updates, minimizing stale or outdated data impacts. Dynamic participation
thresholds based on data availability and quality give greater priority to devices with more
relevant data. Privacy-preserving techniques such as DP can address and encourage more
extensive data sharing. In addition, incentivization mechanisms, adaptive scheduling algo-
rithms, and ongoing research in these areas are essential for optimizing data availability in FL.
Striking a balance between optimizing model performance and accommodating intermittent
device data contributes to resilient and adaptable FL systems for real-world applications.
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6.7. Digital Twins

Key trajectories for FL in smart buildings include integration with digital twins en-
abling real-time and life-critical applications with dynamic adaptation based on FL updates
and facilitating seamless maintenance and management in smart buildings. Another
promising pathway involves an evolution toward predictive maintenance, where the com-
bination of FL and digital twins analyzes sensor data, predict potential faults, and optimize
maintenance strategies, ultimately reducing operational downtime [178,179].

Furthermore, future strategies include leveraging FL for energy management, opti-
mizing energy consumption patterns through historical data and real-time adjustments
based on factors such as building occupancy and weather conditions. Personalized environ-
ments with customized lighting, temperature, and other environmental factors are explored
for individual occupant preferences and behaviors, thereby enhancing overall comfort
and productivity [178]. Establishing robust security and privacy measures for FL. models
and data, especially in the integration with digital twins, remains paramount in future
directions [159]. The development of scalability and interoperability concerns has driven
research toward developing architectures capable of handling growing smart building data
while ensuring seamless integration across diverse devices and platforms [179,180].

Regulatory compliance is a critical aspect of future directions for creating frameworks
that align FL with evolving data privacy and security regulations. Finally, collaboration
across smart cities has emerged as a visionary trajectory, extending FL beyond individual
buildings to optimize energy usage and services across entire building ecosystems [178].

Future research should explore the adoption of FL technology in sensitive domains
such as healthcare, thermal comfort, energy prediction, anomaly detection, and air quality
for effective smart building implementation. Addressing security and privacy challenges is
crucial for real-time deployment. Efforts should focus on developing frameworks seam-
lessly integrating digital twins and FL, especially for real-time and sensitive scenario
applications. Additionally, establishing standards and frameworks tailored to 5G/6G
and beyond network requirements is needed. The integration of FL and digital twins for
deployment in real-time and life-critical scenarios, stands out as a key focus, significantly
impacting daily lives by contributing to smarter and more intelligent buildings [178].

Moreover, investigating the impact of FL on smart buildings is complicated by local
requirements and distributed learning can offer improved considerations for users’ con-
texts and privacy, advancing the capabilities of smart buildings. The proposed federation
framework, which orchestrates a group of autonomous learners distributed across smart
buildings, represents an innovative approach to enhancing building intelligence and effi-
ciency. These future research directions hold promise for creating more sophisticated and
user-centric smart building applications [178,180].

7. Conclusions

This study provides a comprehensive exploration of FL, detailing its foundational
concepts, architectural variations, and applications in domains such as anomaly detection,
energy prediction, thermal comfort optimization, and healthcare. The contributions of
this study are significant. FL's decentralized model training enables privacy-preserving
collaboration across diverse datasets, ensuring compliance with regulations like GDPR.
Its integration into smart building systems has demonstrated significant advancements in
energy optimization, thermal comfort, and anomaly detection. Moreover, innovative model
aggregation strategies like Fed Avg, FedProx, and FedNova address challenges posed by
data and system heterogeneity, enhancing model performance and convergence.

The findings reveal the performance gains of FL in distributed systems. FL frameworks
outperform traditional centralized methods by effectively utilizing non-centralized data,



Computers 2025, 14, 124

37 of 44

References

achieving state-of-the-art accuracy in multiple domains. FL’s effectiveness in healthcare,
thermal comfort, and energy prediction highlights its robust performance while addressing
privacy and communication challenges. Efficient model aggregation techniques such as
FedAvg and FedMA offer scalable solutions for combining distributed model updates,
leading to improved global model accuracy. Furthermore, the incorporation of differential
privacy (DP) and encryption techniques has proven effective in mitigating risks such as
data leakage and adversarial attacks, bolstering FL's robustness to privacy concerns.

Despite these advances, several challenges require attention. Communication over-
head remains a significant issue due to the iterative nature of FL, which demands substantial
communication resources, particularly for non-IID data. Data heterogeneity across clients
leads to performance disparities and increased convergence times. FL systems also remain
vulnerable to various security threats, including poisoning, backdoor, and inference attacks,
necessitating advancements in security mechanisms. Additionally, scalability issues arise
as FL systems expand to accommodate numerous clients, introducing complexities in
maintaining model efficiency and computational fairness. Resource constraints on edge
devices further limit FL's potential due to their limited computational power, storage, and
energy efficiency.

To address these challenges, several future directions are proposed. Enhanced privacy
mechanisms, such as advanced cryptographic techniques and hybrid approaches combining
DP with secure multi-party computation (SMPC), can offer improved data confidentiality.
Adaptive learning strategies and personalized FL frameworks will enable better handling
of non-IID data and system heterogeneity. Integration with emerging technologies such as
5G/6G for reduced communication latency and digital twins for real-time monitoring and
predictive maintenance will further strengthen FL's applicability. Additionally, efforts to
optimize model training for resource-constrained edge devices will enhance FL'’s feasibility
in IoT environments. Robust security solutions to counteract emerging threats, such as
adversarial and Byzantine attacks, are imperative. Expanding FL’s applications across
domains, including healthcare, transportation, and climate modeling, will unlock new
opportunities for decentralized intelligence.

In conclusion, FL has emerged as a transformative approach in distributed machine
learning, addressing the key challenges of data privacy and security. Its adoption across
various domains showcases its versatility and potential. However, addressing existing
challenges and exploring the proposed future directions will be pivotal in realizing FL's
full potential and fostering its integration into critical applications.
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