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Abstract: Spectre variants 1 and 2 pose grave security threats to dynamic branch predictors
in modern CPUs. While extensive research has focused on mitigating these attacks, little
attention has been given to their energy and power implications. This study presents an
empirical analysis of how compiler-based Spectre mitigation techniques influence energy
consumption. We collect fine-grained energy readings from an HPC-class CPU via embed-
ded sensors, allowing us to quantify the trade-offs between security and power efficiency.
By utilizing a standard suite of microbenchmarks, we evaluate the impact of Spectre mitiga-
tions across three widely used compilers, comparing them to a no-mitigation baseline. The
results show that energy consumption varies significantly depending on the compiler and
workload characteristics. Loop unrolling influences power consumption by altering branch
distribution, while speculative execution, when unrestricted, plays a role in conserving
energy. Since Spectre mitigations inherently limit speculative execution, they should be
applied selectively to vulnerable code patterns to optimize both security and power effi-
ciency. Unlike previous studies that primarily focus on security effectiveness, this work
uniquely evaluates the energy costs associated with Spectre mitigations at the compiler
level, offering insights for power-efficient security strategies. Our findings underscore the
importance of tailoring mitigation techniques to application needs, balancing performance,
energy consumption, and security. The study provides practical recommendations for
compiler developers to build more secure and energy-efficient software.

Keywords: dynamic branch predictor; energy; power efficiency; RAPL; side-channel
attacks; Spectre mitigations

1. Introduction

In modern computing, side-channel attacks pose a significant security risk by ex-
ploiting unintended information leakage from processor behavior. Among these, Spectre
attacks leverage speculative execution vulnerabilities in Dynamic Branch Predictors (DBPs),
enabling unauthorized access to sensitive data. The DBP unit is responsible for anticipating
the direction of a branch to maintain processing efficiency, but Spectre exploits this pre-
dictive mechanism to leak confidential information. Since Spectre’s disclosure, extensive
research has explored hardware- and software-based mitigation strategies. However, while
these defenses enhance security, they often introduce performance overhead and alter
energy consumption, an aspect that remains underexplored. Given that CPUs increas-
ingly operate in power-constrained environments such as High-Performance Computing
(HPC), cloud computing, and embedded systems, it is essential to evaluate how security
mitigations impact energy efficiency and overall system performance.
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Spectre mitigation techniques are broadly categorized into hardware- and software-
based approaches. Hardware-based mitigations modify CPU microarchitecture to address
Spectre vulnerabilities, involving changes to speculative execution mechanisms, branch pre-
diction algorithms, and memory access patterns. These are typically implemented through
microcode updates or new processor designs. Software-based mitigations include operat-
ing system patches, runtime mitigations, application-level defenses, and compiler-based
strategies. Among software-based strategies, compiler-based mitigations (as implemented
in GCC, Clang, and Intel ICC) have gained attention due to their flexibility, portability,
and ease of integration. These mitigations introduce code transformations and runtime
checks that mitigate Spectre vulnerabilities without requiring hardware modifications.
Given their widespread adoption, understanding the energy implications of compiler-
based Spectre mitigations is crucial for developing power-aware security strategies.

While previous research has primarily focused on the performance penalties of Spec-
tre mitigations, their energy and power implications remain underexplored. This gap
is particularly critical as CPUs increasingly operate in energy-constrained environments,
making it necessary to understand the trade-offs between security, performance, and power
consumption. Addressing this issue, this study provides a comprehensive experimental
evaluation of the energy and power implications of Spectre Variant 1 (V1) and Variant 2
(V2) mitigations across different compilers (GCC, Clang, and Intel ICC). Using empirical
data obtained from an actual HPC-class CPU, we analyze how various mitigation strate-
gies influence power consumption, execution time, and overall system efficiency. Unlike
previous research that primarily focuses on execution slowdowns, our study integrates fine-
grained energy measurements, offering novel insights into the energy-security trade-offs of
Spectre mitigations.

Spectre mitigation strategies, especially compiler-based mitigations, offer several ad-
vantages. First, they provide a platform-agnostic approach, enabling consistent security
enforcement across desktops, servers, embedded systems, and cloud platforms. Second,
integrating these mitigations into software development workflows is straightforward, re-
quiring no significant infrastructure modifications or specialized expertise. Developers can
simply enable compiler flags to enforce Spectre defenses. Lastly, by incorporating security
measures at the source code level, compiler-based mitigations allow for the early detection
and mitigation of vulnerabilities, reducing the risk of exploitation in deployed applications.
Given their widespread adoption and practical advantages, understanding their energy
impact is crucial for developing power-efficient security strategies that optimize security,
performance, and power consumption.

To the best of our knowledge, this work is the first systematic analysis of how differ-
ent Spectre mitigation strategies impact energy efficiency at the compiler level. Our key
contributions are as follows: (1) We collect and analyze fine-grained energy consumption
data from an actual HPC-class CPU to quantify the energy overhead of Spectre mitigations.
(2) We investigate how GCC, Clang, and Intel ICC handle Spectre mitigations, highlighting
their effects on energy efficiency under security constraints. (3) We provide insights into
balancing security, performance, and energy efficiency when applying Spectre mitiga-
tions. (4) Our findings offer practical recommendations for compiler developers, security
researchers, and system architects seeking to design power-efficient security mechanisms.

The implications of this study extend far beyond HPC-class CPUs, offering valuable
insights for computing environments where energy efficiency and security are crucial.
In the Internet of Things (IoT), devices operate under stringent power constraints, making
it essential to implement energy-efficient security measures against Spectre-like attacks.
Similarly, in mobile computing, battery longevity and security are critical factors, and ap-
plying the insights from our research can help in designing robust and energy-efficient
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security protocols. Furthermore, cloud computing infrastructures that rely on virtualiza-
tion technologies face Spectre-like vulnerabilities. Our findings can assist cloud-service
providers in enhancing the security of their multi-tenant environments while optimizing
power usage. Additionally, our research can inform security practices in the embedded
systems used in automotive and aerospace industries, where securing systems without
excessive energy consumption is vital.

This research was conducted through experimental analysis, utilizing empirical data
collected from internal sensors embedded in an HPC-class CPU. We hypothesized that
different compiler-based mitigation strategies for Spectre V1 and V2 would result in varying
levels of power and energy usage, revealing significant trade-offs between security and
energy efficiency. By focusing on the compilers most commonly used today—GCC, Intel
ICC, and Clang, this study aims to provide concrete insights into how each mitigation
technique impacts CPU power consumption. Our approach avoids the complexities of
mathematical modeling or detailed simulation, instead providing a clear, empirical basis
for understanding the interplay between CPU security and energy efficiency. Unlike
prior research that primarily focuses on Spectre’s security implications and performance
overhead, our study uniquely investigates its power and energy trade-offs. By integrating
real-time energy measurements and a compiler-based mitigation approach, we provide
empirical insights that can guide the development of energy-efficient security strategies.
Our findings contribute to bridging the gap between cybersecurity and energy efficiency,
offering a fresh perspective on speculative execution attack mitigations.

The remainder of this paper is structured as follows: Section 2 reviews related work,
Section 3 presents an overview of the experimental design, Section 4 details the method-
ology and experimental setup, Section 5 presents the results and analysis, and Section 6
provides conclusions, addressing limitations and suggesting areas for future research

2. Literature Review

It seems that little or, to the best of the authors” knowledge and efforts, no concrete
work has been published to address the impact of side-channel attack mitigations on the
energy or the power draw. Therefore, this review begins with a chronological exploration
of seminal works that laid the foundation for understanding side-channel attacks. It then
delves into the specific types of side-channel attack relevant to this study, highlighting the
top research and its significant contributions to the field. The review hopes to address the
gap by examining works that indirectly touch on the intersection of security mitigations
and energy consumption.

Unlike traditional attacks that target software vulnerabilities, side-channel attacks
harness the way the hardware and software are designed to optimize the coding process [1].
The first side-channel attacks used were timing attacks. Kocher [2], in 1996, proved that
private keys of RSA encryption systems can be revealed by accurately measuring the time
needed for calculating a private key operation. He exploited the performance optimization
operations, used by an algorithm (such as the Chinese Remainder Theorem ( CRT)) to
elevate unnecessary operations in calculations, to infer the input data binary digits. He
invested the fact that different input data take different amounts of time to be processed by
cryptography systems.

Timing attacks led to many other software-based side-channel attacks, such as cache
attacks [3,4], differential fault attacks [5], DRAM attacks [6], DBP attacks [7,8], etc.

Yarom and Falkner [9] demonstrated a cache side-channel attack called “FLUSH+RELOAD”,
which exploits sharing memory pages existing in Intel X86 processors to monitor access in
shared memory lines in L3 cache. This attack uses the clflush instruction to achieve its goal.
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They suggested some solutions to mitigate this type of attack, such as limiting the current
ability of the clflush instruction in Intel X86.

Irazoqui et al. [10] introduced an attack called the Cross-VM attack, which can affect
the cloud computing systems. This attack is a cache-based side-channel attack that exploits
resource sharing in virtualizing software. This attack also uses the FLUSH+RELOAD
technique. They suggested some countermeasures for mitigation, such as using cache pre-
fetching, cache flushing, and restricting the duplication. Gulmezoglu et al. [11] introduced
a faster and more realistic FLUSH+RELOAD attack on AES.

Gruss et al. [12] introduced “Cache Template Attacks”, which automatically profile
information of any program by exploiting cache-based leakage. They concluded that
cache-based side-channel attacks are a significant threat to the current architectures used in
modern computers.

Gruss, in their thesis [13], discussed the current architecture in the modern processor
and how the attacks exploit architectural fault and side-channel leakage, and also discussed
the defenses.

Yarom et al. [14] introduced a new type of side-channel attack called “CacheBleed”,
which can recover sub-cache-line information using timing variations and cache-bank conflict.

Lipp et al. [15] presented the Meltdown attack, an attack exploiting Out-Of-Order
execution to read kernel-memory space without any permission or privileges. It can affect
cloud machines. To prevent this attack, the KAISER defense mechanism can be used. They
evaluated the performance of the Meltdown attack on different systems. They also studied
the effect of KAISER on performance and proposed hardware solutions.

Evtyushkin and Riley [8] presented an attack, called BranchScope, that aims to in-
fer the direction of a conditional branch instruction in the victim code by manipulating
the directional component of the branch predictor. The attack was applied on different
Intel CPUs.

Bulck et al. [16] introduced a side-channel attack, called “Foreshadow”, which can
penetrate the SGX protection system by abusing a speculative execution bug without the
need for kernel-level access.

Kocher et al. [17] described Spectre attacks. These attacks use a sequence of transient
speculative instructions to leak information across security domains.

Chen et al. [18] presented SGXPectre attacks, stealing Intel secrets from SGX enclaves
via speculative execution. These attacks can observe cache-state changes due to a program
outside the enclave, which leads to disclosing the secrets inside the internal register or
enclave memory.

Schwarz et al. [19] presented NetSpectre, a generic type of Spectre attack, which can,
remotely over the network, extract information from cache memory.

Kiriansky and Waldspurger [20] introduced another type of Spectre attack that can
leverage speculative stores to create speculative buffer overflow. Also, they introduced
another type of Spectre attack that can overwrite read-only data and code pointers to
breach sandboxes.

Weisse et al. [21] presented an extension attack for Foreshadow, called Foreshadow-
NG (Next Generation). This attack can bypass the abstraction of the virtual memory to
access kernel memory.

Koruyeh et al. [22] introduced SpectreRSB attack that, rather than exploit branch
prediction units, exploits the return stack buffer, which can make threats to SGX enclaves
and OS kernels.

Intel [18] published a white paper that concluded that “Intel is continuing to inves-
tigate architecture and micro-architecture changes to combat these types of attack while
maintaining high processor performance.”
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Wang et al. [23] proposed a static analysis approach to mitigate Spectre attacks by
inserting fences at vulnerable conditional branches to prevent speculative execution.

Khasawneh et al. [24] introduced SafeSpec, a model that can support speculative
execution to be immune to side-channel leakage by storing side effects in separate structures.
They claim that SafeSpec can prevent the three types of Spectre and Meltdown.

Dong et al. [25] evaluated the performance impact of three different defenses against
side-channel attacks, namely, MPX, address bit-masking and testing, and separate virtual
address spaces for applications.

Mcilroy et al. [26] explored side-channel attacks and speculative execution and their
implication for programming languages. They introduced a mathematical model to de-
fine the source of side-channels. Moreover, they proposed an architectural model for
vulnerability study. They also evaluated the software mitigations that currently exist.

Canella et al. [27] introduced a systematic evaluation of the attacks and defenses
related to transient execution. They tried to provide a big picture of the attack that helped
give a good methodology for defense evaluation. They concluded that most of the defenses
cannot fully mitigate all attack variants.

Herzog et al. provided an analysis of the energy overhead associated with Meltdown
and Spectre mitigations at the operating system level. Their work concentrated on the
subsystem-specific effects [28].

Behrens, et al. presented a comprehensive analysis of the performance penalties
associated with mitigations for transient execution attacks, such as Spectre and Meltdown,
across multiple processor generations [29].

Each of these strategies is chosen to comprehensively evaluate the trade-offs between
security, performance, and energy consumption.

Spectre attacks, first disclosed in early 2018, introduced a new class of vulnerabilities
in modern CPUs, prompting the development of various mitigation strategies, includ-
ing compiler-based approaches. These countermeasures have only recently been refined,
reflecting the relative recency of this research area. While the literature on side-channel
attacks and their mitigations is extensive, to our knowledge, no prior studies have compre-
hensively examined the energy impact of compiler-based Spectre attack mitigations. This
underscores the novelty of this work and highlights its contribution to the field, given the
limited availability of comparative studies in this area.

3. Research Design

The research relies on experimentation to collect empirical data from the reliable
sensors embedded in the CPU. It calls for a robust experiment designed to answer the
questions raised by the investigation about the impact of Spectre V1 and V2 mitigations
on power and energy consumption. The study must identify the factors that likely affect
consumption. Based on those factors, one can develop test cases to help uncover the
full range of relevant behaviors. The variables that measure those behaviors can then be
rationalized. In this section, we discuss the operative factors, the test cases, and the ensuing
variables of the experiment.

Figure 1 is a block diagram illustrating the experiment design. The mitigation strate-
gies used in the experiment are shown in Table 1. These strategies are adopted by three
well-known compilers, namely Intel, GCC, and Clang compilers, to mitigate Spectre V1
and V2 attacks. The variables and factors considered in this study include the compiler
type, the mitigation strategies applied, and their impact on software performance and
energy consumption.

Spectre V1 and V2 are selected for the reasons mentioned in Section 1. The focus
on these three compilers is justified for several reasons. IC compilers are widely used in



Computers 2025, 14, 71

6 of 37

industries that demand high computational efficiency, such as finance, scientific research,
and engineering [30]. GCC is a popular, open-source compiler supporting various pro-
gramming languages and platforms. It is widely used in cross-platform development and
is the default compiler on most Unix-like operating systems [31]. Clang, part of the LLVM
project, is known for its modern, modular architecture, enabling easy integration with other
tools and new technologies. It offers competitive compilation time and memory usage,
making it a preferred choice for developers [31].

Each strategy is applied once with the unrolling feature turned off and once with the
unrolling feature activated. Loop unrolling is typically used to optimize performance by
reducing the overhead of loop control code and increasing the instruction-level parallelism.
Given that Spectre attacks target branch instructions, and loop unrolling can reduce the
number of branch instructions by minimizing loop control overhead, it is hypothesized that
unrolling may have a positive impact on the footprint of the mitigation. By potentially de-
creasing the number of branch instructions, loop unrolling could mitigate the performance
and energy impacts introduced by Spectre defenses.

.
| BenchnmrksJ

R

A
' Compiled with IC, GCC, C.‘]ang]

y
- )

Under No Mitigation, Spectre V1 mitigations, Spectre V2 mitigations

. A

A

[Without Unrolling, With Unmllingj

Figure 1. Experiment design block diagram. Each benchmark is compiled with three different
compilers under no mitigation and ten different mitigation strategies with the two states of unrolling.

All strategies for Spectre V1 and V2 mitigations depend on limiting speculative execu-
tion to prevent side-channel attacks. This common approach involves various techniques
to ensure that speculative execution does not leak sensitive information through vulnera-
bilities exploited by these attacks.

Speculative execution is well known for its significant positive impact on performance.
While the performance impact of limiting speculative execution to mitigate Spectre V1 and
V2 has been studied in [29], and the energy overhead associated with applying mitigations
for side-channel attacks at the operating system level has been studied in [28], its effect on
energy and power consumption at the application level with compiler-based mitigations
remains under-explored comprehensively. This study aims to fill this gap by analyzing
how these mitigation strategies influence both energy and power consumption, providing
a comprehensive understanding of the trade-offs involved.
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Table 1. Spectre attack mitigation strategies.

Strategy Description

No-Mitigation

In this strategy, the code is compiled without any
mitigation. This strategy is used as a baseline for
otherstrategies.

Comprehensive Conditional Branch Mitigation (CCBM)

Mitigates Spectre V1 by applying fixes to all conditional
branches.

Mitigates Spectre V1 by applying fixes to patterns of code

Targeted Pattern Mitigation (TPM) that are known to be susceptible to speculative execution

attacks.

Speculative Load Defense (SLD)

Mitigates Spectre V1 by hardening speculative loads to
prevent data leakage through speculative execution paths.

Mitigates Spectre V2 by using inline thunks for indirect
branches to prevent speculative execution vulnerabilities.

Indirect Branches Inline Thunk (IBIT) Thunks are small code snippets that act as intermediaries

to redirect the execution flow, ensuring that speculative
execution does not bypass security checks.

Mitigates Spectre V2 by using external thunks for indirect

Indirect Branches External Thunk (IBET) branches, isolating branch targets to prevent speculative

execution vulnerabilities.

Function Calls Inline Thunk (FCIT)

Mitigates Spectre V2 by using inline thunks for function
calls to prevent speculative execution vulnerabilities.

Function Calls External Thunk (FCET)

Mitigates Spectre V2 by using external thunks for function
calls to prevent speculative execution vulnerabilities.

Function Returns Inline Thunk (FRIT)

Mitigates Spectre V2 by using external thunks for function
returns to prevent speculative execution vulnerabilities.

Return Trampoline (RT)

Mitigates Spectre V2 by using return trampolines to
prevent speculative execution vulnerabilities. Return
trampolines replace indirect jumps and calls with returns
to secure speculative paths.

Return Trampolines External Thunk (RTET)

Mitigates Spectre V2 by using external return trampolines
to prevent speculative execution vulnerabilities.

The no-mitigation strategy is used as a baseline to measure the impact of the Spectre
V1 and V2 mitigations. By compiling benchmarks without any mitigation strategies, we
can establish a reference point for performance and energy consumption. This allows for a
clear comparison to understand the overhead introduced by each mitigation technique.

Each of the following strategies addresses specific vulnerabilities in different ways.
Since this research aims to conduct a comprehensive investigation, it is necessary to ex-
haustively examine all of them. The remainder of this section provides a definition of each
mitigation strategy and the rationale behind its selection for this experiment.

The Comprehensive Conditional Branch Mitigation (CCBM) strategy applies fixes to
all conditional branches, providing broad and comprehensive mitigation against Spectre
V1 attacks. This strategy ensures that all potential speculative execution vulnerabilities in
conditional branches are addressed, offering a high level of security. Applying fixes to all
conditional branches may significantly impact performance and energy consumption due
to the broad scope of the mitigation.

The targeted Pattern Mitigation (TPM) strategy specifically targets patterns of code
that are known to be susceptible to speculative execution attacks. By focusing on these
patterns, this strategy aims to balance security and performance, mitigating vulnerabilities
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without the broader overhead of comprehensive approaches. This potentially reduces the
energy overhead compared to more comprehensive mitigations.

The Speculative Load Defense (SLD) strategy hardens speculative loads to prevent
leaking through speculative execution paths. This strategy is particularly effective in sce-
narios where speculative loads are a significant vulnerability, providing targeted protection
with minimal performance impact. This strategy may effectively mitigate Spectre V1 vul-
nerabilities with a moderate impact on performance and energy consumption, providing a
targeted approach to security.

The Indirect Branches Inline Thunk (IBIT) strategy uses inline thunks for indirect
branches to mitigate Spectre V2. Thunks act as intermediaries, ensuring speculative exe-
cution does not bypass security checks. This strategy helps maintain performance while
providing robust security. The Indirect Branches External Thunk (IBET) strategy isolates
branch targets with external thunks, adding an extra layer of security against Spectre V2.

The Function Calls Inline Thunk (FCIT) strategy mitigates Spectre V2 by using inline
thunks for function calls, preventing speculative execution vulnerabilities within function
calls. This strategy ensures that function calls are securely handled without significantly
impacting performance. The Function Calls External Thunk (FCET) strategy applies exter-
nal thunks to function calls, similar to IBET but for function calls. Isolating branch targets
with external thunks may provide robust security against Spectre V2 with performance
and energy costs due to the added complexity of external thunks.

The Function Returns Inline Thunk (FRIT) strategy uses inline thunks for function
returns to prevent speculative execution vulnerabilities. This strategy ensures that the
return paths of functions are secure, providing targeted protection with minimal perfor-
mance impact.

The Return Trampoline (RT) strategy mitigates Spectre V2 by using return trampolines,
which replace indirect jumps and calls with returns. The Return Trampolines External
Thunk (RTET) strategy employs external return trampolines to prevent speculative exe-
cution vulnerabilities, similar to RT but with added external separation. This approach
enhances security but may increase energy consumption.

4. Methodology and Experimental Setup

This section details the process used to collect the data. It is divided into two parts.
The first presents the methodology of the study. The second details the experimental
setup, including the choices, environments, procedures, and tools employed. Additionally,
it documents the conditions under which the data were obtained and includes relevant
commentary on the data collection process.

4.1. Methodology

The methodology used in this study [32] was based on the work presented in [33],
which utilized empirical data collected directly from internal CPU sensors to analyze energy
consumption linked to specific algorithmic behaviors. We adapted and further developed
parts of this methodology for our research, which focused on empirically assessing the
branch prediction function and the energy consumption patterns of the physical circuitry
associated with this function. The approach detailed in [32] systematically employs Intel’s
Running Average Power Limit (RAPL) for the empirical assessment of energy consumption,
addressing the research questions posed by this study. This method includes various
precautions to ensure the accuracy of the empirical measurements, thereby providing
more reliable estimations. It also discusses the factors influencing these measurements,
the challenges encountered, and the insights gained from the empirical data collected
throughout our experimental processes.
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The main lessons can be summarized as follows:

*  Averaging multiple RAPL measurements generally improves accuracy. However,
beyond a certain point, increasing the number of readings does not enhance accuracy.

* Averaging RAPL readings taken with a single thread tends to be more accurate than
those taken with multiple threads.

e  To measure the energy consumption of a workload without the unpredictable effects
typically introduced by compiler optimizations, it is good practice to use minimal
compiler optimization.

*  Dedicating one core to the workload minimizes CPU context switching by ensuring
the workload runs exclusively on that core, free from interruptions by other processes.
This approach enhances RAPL accuracy.

¢  Enabling the Power Management Unit (PMU) negatively impacted the accuracy of
RAPL readings because the PMU’s dynamic control over CPU power varied from one
run to another.

¢  Turning off hyper-threading reduces RAPL noise because it prevents multiple threads
from sharing the same physical core, thereby eliminating the interference and variabil-
ity introduced by simultaneous multi-threading. This results in more consistent and
accurate power measurements.

*  Measuring only one RAPL metric at a time increases its accuracy because it reduces the
potential for measurement interference and contention between multiple metrics. This
focused approach allows for more precise and reliable readings by minimizing the
complexity and overhead associated with tracking multiple metrics simultaneously.

*  Running software inside a container appears to reduce environmental noise levels,
making it more suitable for experimental studies.

4.2. Experemental Setup

The experiment is designed to isolate the effects of Spectre mitigations on both per-
formance and power consumption across a diverse set of benchmarks and compilation
strategies. Through this approach, the study aims to provide a better understanding of
the trade-offs involved in deploying Spectre mitigations, facilitating the development of
optimized, secure, and energy-efficient software applications.

The experiment quantifies the impact of Spectre V1 and V2 mitigations on software
performance and energy consumption. We compiled 10 benchmarks from the Parsec suite
using IC, GCC, and Clang compilers to ensure broad coverage across different computing
environments. The specific compiler flags used in the experiment, covering the strategies
mentioned in Table 1, are detailed in Table 2. These benchmarks, summarized in Table 3,
represent diverse computational scenarios, enabling a comprehensive evaluation of the
subject matter.

Each benchmark is compiled under different settings to capture a wide array of perfor-
mance and energy consumption profiles: without any Spectre mitigations, with Spectre V1
mitigations enabled and with Spectre V2 mitigations enabled. Each of the settings is further
divided into two cases: with loop unrolling disabled and with loop unrolling enabled.
The experiments were conducted on the system detailed in Table 4. The Lubuntu operating
system was used instead of Ubuntu. Lubuntu is a lightweight variant of Ubuntu, designed
to be less resource-intensive. Its reduced resource consumption minimizes noise in the
readings, leading to more accurate and reliable experimental results.
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Table 2. Corresponding compiler flags for mitigation strategies and targeted Spectre variants.

Strategy Flag Compiler(s) %,E:ic;;:
CCBM -mconditional-branch=all-fix IC V1
M -mconditional-branch=pattern-fix IC Vi
SLD -mspeculative-load-hardening Clang Vi
IBIT -mindirect-branch=thunk-inline IC, GCC V2
IBET -mindirect-branch=thunk-extern IC, GCC V2
FCIT -mfunction-call=thunk-inline IC V2
FCET -mfunction-call=thunk-extern IC V2
FRIT -mfunction-return=thunk-inline IC V2
RT -mretpoline Clang V2
RTEX -mretpoline-external-thunk Clang V2
Table 3. Benchmarks characteristics used in the experiment.
Benchmark Workload Type Computational Characteristics
Barnes N-Body Simulation Tree-based n-body method; irregular memory access patterns
Canneal Optimization Simulated annealing; high memory usage, intensive data manipulation
Cholesky Dense Matrix Factorization Matrix operations; high computational intensity, data dependencies
Dedup Compression Data duplication; disk I/O intensive, moderate CPU usage
Ferret Content-Based Similarity Search Search and retrieval; intensive communication between processes
FMM N-Body Simulation Fast multi-pole method; hierarchical computations, high data locality
Freqmine Data Mining Frequent item set mining; intensive computation, irregular memory access
Oceancp Ocean Simulation Climate modeling; stencil computations, high data locality
Raytrace Image Rendering Ray tracing; high computational intensity, data locality
X264 Video Encoding H.264 video encoding; high computation, data streaming, real-time processing

We used the dataset in the case of the absence of Spectre mitigation as a baseline for
comparative analysis to estimate the effectiveness of various Spectre mitigation strategies
in terms of energy and performance. Energy consumption across the 10 benchmarks, in the
case of no Spectre mitigations, draws a general picture of how the compiler type and load
characteristics influence energy use.

The inclusion of loop unrolling adds an additional dimension to the experiment. Loop
unrolling is a common optimization technique that can impact both performance and energy
consumption. By examining both cases (loop unrolling OFF and ON ), the experiment can
evaluate the interplay between loop unrolling and Spectre mitigations, providing insights
into potential trade-offs or synergies between the two.

Table 4. Machine specification [32].

Processor: Intel(R) Xeon(R) CPU E5-2680 v3 @ 2.50 GHz

# of physical cores: 12 # of logical cores: 24 L1d cache: 3K
L1i cache: 32 K L2 cache: 256 K L3 cache: 30,720 K
Operating System: Lubuntu 18.04.6 LTS Kernal: 4.15.
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The Spectre V1 Proof-of-Concept (PoC) source code, used in [34], is compiled without
any mitigations and with Spectre V1 mitigations applied to assess the effectiveness and
impact of these mitigations. Similarly, the Spectre V2 PoC source code, used in [17], is
compiled under the same two conditions to evaluate the mitigation strategies for Spectre V2.

In the experiment, the benchmarks were executed, with all compiler strategies illus-
trated in Table 1. The collected data included energy consumption, execution time, the total
number of instructions, percentages of branch instructions, branch misses, and cache misses.
These metrics were chosen due to their significant correlation with both the performance of
the software and the power efficiency of the system, providing insights into how different
Spectre mitigation strategies affect these critical aspects.

To measure energy consumption and other metrics, we utilized the Running Average
Power Limit (RAPL) tool available on Xeon CPUs, alongside the perf tool available in
Linux, to gather the necessary data. For several reasons, we have chosen this machine as a
platform for our research. First, its architectural features have been extensively documented
in studies such as [35], providing a reliable foundation for analysis and comparison. Second,
the Haswell-EP integrates Fully Integrated Voltage Regulators (FIVRs) directly on the CPU
die, allowing precise control over frequency and power states across various domains of
the chip package. This setup facilitates high-resolution power readings, with core-specific
measurements being accurate when other cores are idle, and credible even with low activity
on different cores. Finally, [36] established that RAPL estimates for the Haswell architecture
closely correspond to external plug-based power measurements, confirming the reliability
of its energy reporting. These factors make the Haswell-EP CPU a robust and well-suited
testbed for investigation in this research.

To ensure the reliability of our measurements, we adhered to the guidelines outlined
in our methodology paper described in [32], which can be summarized as follows.

1.  Turning off the Hyper-Threading Technology.

2. Making the compiler optimization on the lowest possible level. However, to enable
the unrolling feature, the optimization must be at least at level one (-O1).

Turning off the Power Management Unit (PMU)

Running each benchmark inside a docker container.

The benchmark is run on a dedicated core.

Disabling non-maskable interrupt.

NS Uk Ww

Running every benchmark many times until the average of every measure-
ment converges.

8.  Measuring only one RAPL metric at a time (energy, time, number of instructions,
branch instructions percentage, miss-prediction percentage, and cache misses)

5. Results and Discussion

The experimental data collected from the study are presented in Tables A1-A5, located
in Appendix A.

Table A6 in Appendix A illustrates the average power consumption, calculated based
on the energy consumption and execution times detailed in Tables A1l and A2.

5.1. No-Mitigation Case

We investigate the "No-mitigation” scenario for several key reasons. Initially, this
analysis helps us understand the baseline properties and their impact on metrics across
three different compilers. Additionally, we aim to assess how loop unrolling influences
these metrics within and across compilers and for specific benchmarks. This baseline
analysis is crucial for isolating effects directly attributable to the applied mitigations from
those influenced by the compiler used, the impact of loop unrolling, and the inherent
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characteristics of the benchmarks. Consequently, this allows us to accurately identify the
true effects of the mitigations.

Figure 2 shows the energy consumption of the 10 benchmarks compiled with the
three compilers under the two conditions (unrolling OFF and Unrolling ON). The Cholesky
benchmark has been isolated in its own graph due to its notably smaller time duration and
consequent energy consumption when compared to other benchmarks, as it allows for a
clearer and more focused analysis of the Cholesky benchmark’s performance characteristics
without the distraction of the larger scales associated with other benchmarks.

Energy(J)

0.54
0.52

05 | I |
0.48

OFF ON OFF ON OFF ON

Barnes

GCC  Clang

Canneal Dedup Ferret Fergmine Oceancp Raytrace X264

mICOFF mICON GCCOFF mGCCON mClang OFF mClang ON

Figure 2. Energy consumption of 10 benchmarks without Spectre mitigation, with OFF and ON
indicating the unrolling state.

Energy consumption remains relatively stable between unrolling OFF and ON for
most benchmarks. However, there is a slight increase in energy consumption for most
benchmarks when loop unrolling is enabled. Generally, enabling loop unrolling seems to
increase the energy consumption for most benchmarks compared to when it is disabled.
However, different benchmarks exhibit varying responses to loop unrolling.

The Cholesky benchmark reveals distinct variations in energy consumption across
different compilers and loop unrolling settings, illustrating how each compiler manages the
benchmark’s specific computational tasks. These findings highlight the critical importance
of carefully selecting the appropriate compiler and optimization settings tailored to the
specific needs of an application, ensuring optimal performance and energy efficiency. The
graph also suggests that different compilers handle loop unrolling with varying levels
of efficiency.

The observation that the Freqmine benchmark consumes significantly more energy
when compiled with IC compared to GCC and Clang is indeed intriguing. To investigate
this further, we needed to consider the data of the other metrics, which will be discussed
later in this subsection.

Figure 3 shows the execution time in seconds for the 10 benchmarks under the same
criteria. Across most benchmarks, turning on loop unrolling slightly reduces the execution
time compared to having it off, which is expected as unrolling loops can reduce the overhead
of loop control and increase the efficiency of execution in many cases.
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Figure 3. Running times of 10 benchmarks without Spectre mitigation, with OFF and ON indicating
the unrolling state.

As we can notice from Figures 2 and 3, there is, generally, a correlation between energy
consumption and execution time. Benchmarks that take longer to execute also tend to
consume more energy.

While disabling loop unrolling might intuitively seem like it would conserve en-
ergy by maintaining a smaller code size and potentially using fewer CPU resources, it
actually engages additional components such as the Dynamic Branch Predictor (DBP).
The increased use of the DBP, due to more frequent branch instructions, leads to addi-
tional power consumption through miss-predictions and the overhead of managing these
branches. However, despite these factors, enabling loop unrolling generally results in
higher energy consumption.

The increase in energy consumption when unrolling is enabled, despite reduced
execution times, can be attributed to several factors. Unrolling loops demands more
immediate CPU resources, leading to bursts of intensive computation that temporarily raise
power usage. Furthermore, the larger code size from unrolled loops can lead to increased
cache usage and more cache misses, which are costly in terms of energy consumption.

To provide an overview of benchmark trends excluding load characteristics, total
energy and time were calculated. Cumulative data, as shown in Table 5, reveal that the IC
compiler has the highest total time and energy consumption. In contrast, Clang has the
lowest execution time and GCC has the lowest energy use. Additionally, the data indicate
that loop unrolling generally increases energy consumption while reducing execution time,
suggesting a trade-off between enhanced performance and higher energy demands.

Since the number of instructions executed is a key attribute of compiler performance,
we have included it as one of the primary metrics for evaluation. This allows for a com-
prehensive analysis of how different compilers manage code complexity and efficiency,
providing insights into their capabilities in generating binary code.

Figure 4 illustrates the number of executed instructions of the 10 benchmarks, compiled
with the three compilers with loop unrolling settings either enabled (ON) or disabled (OFF).
Distinguishing the Cholesky and Canneal benchmarks from others is due to their smaller
scale in terms of the number of executed instructions and their characteristics. The graph
displays only slight differences in the number of instructions executed among the three
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compilers and shows minimal differences between cases with and without loop unrolling,
generally favoring the scenario where unrolling is enabled.

Table 5. Total energy and time of 10 benchmarks when no Spectre mitigation is applied.

Compiler Unrolling Total Total Running
Energy (W) Times (s)

- OFF 3086 70.72
ON 3090 70.58
OFF 2263 47.7

GCC
ON 2280 47.94
OFF 2355 47.15

Clang
ON 2358 47.11

#instructions(Billions) Canneal

o
N

(&2}

5.8
1.8
1.7
1.6 7
1.5
5.6
1.4
5.6
Clang OFF ON  OFF ON  OFF ON
|| I I Ic GCC Clang

Dedup Ferret Fergmine Oceancp Raytrace X264

mICOFF mICON mGCCOFF mGCCON mClangOFF mClangON

Figure 4. Number of executed instructions of 10 benchmarks without Spectre mitigation. OFF and
ON indicates the unrolling state.

Interestingly, the Freqmine benchmark, which demonstrated a significant increase in
both time and energy consumption when compiled with the IC compiler, recorded the
lowest number of instructions with the IC compiler compared to the other two compilers.
The observation might indeed seem counter-intuitive at first. Typically, a higher number
of instructions correlates with increased computation time and energy usage. Several
factors can explain why fewer instructions might still lead to higher time and energy
consumption. However, since all benchmarks were compiled using a single thread and
with the -O1 optimization level across the three compilers, the observed higher time and
energy consumption for the Freqmine benchmark with the IC compiler, despite the lower
number of instructions, can be attributed to instruction complexity. At the -O1 level, which
focuses on minimizing space with some optimization for execution speed, the IC may
generate fewer but more complex instructions. These complex instructions could require
more cycles per instruction or involve more resource-intensive operations, such as those
affecting memory access or computational intensity. This would explain why the execution
time and energy consumption are higher even though the instruction count is lower.

The Cholesky and Canneal benchmarks, shown in Figure 4, illustrate how benchmark
characteristics can significantly impact the binary code generated by different compilers.
With the same level of compiler optimization (in our case, -O1, and unrolling OFF and ON),
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different compilers generate varying numbers of instructions based on how they handle
the characteristics of each benchmark. This fact underscores the importance of choosing the
right compiler based on the specific needs of the application. Developers should consider
not only the optimization level but also how different compilers interpret and execute the
code of specific algorithms.

Figure 5 shows the percentage of branch instructions, facilitating comparisons of
branch density across benchmarks. Using percentages rather than absolute counts ensures
fair comparisons by normalizing differences in execution times and total instruction counts
among the 10 benchmarks, thereby preventing scale variances from skewing the analysis.

0,
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Figure 5. Percentage of branch instructions of 10 benchmarks without Spectre mitigation, with OFF
and ON indicating the unrolling state.

In 13 out of 30 cases, loop unrolling resulted in an increased percentage of branch in-
structions, underscoring the significant influence of application characteristics and compiler
behavior on the outcomes of unrolling operations. Specifically, of these 13 instances, 7 cases
demonstrated different results across compilers, highlighting the variability in compiler
behavior during the unrolling process. In contrast, the remaining 6 cases showed consistent
results among all three compilers, illustrating the effects of workload characteristics on the
outcomes of unrolling.

Loop unrolling often duplicates the loop body to decrease iterations but can lead to
additional conditional logic in compilers, especially when iterations do not align with the
unrolling factor. This often increases the percentage of branch instructions. Moreover,
if the loop already includes branches, unrolling may raise their proportion relative to total
instructions, even if the absolute branch count remains constant or rises only slightly.

To assess the correlation between the density of branch instructions and power con-
sumption, we plotted, as shown in Figure 6, the branch percentages versus the average
power for the 10 benchmarks. As shown in the figures, each compiler exhibits distinct
power consumption profiles, which suggests differences in how they implement loop
unrolling and manage branch instructions. For the three compilers, power consumption
patterns for loop unrolling OFF and ON remain notably similar when the branch per-
centage is below 16%. However, beyond this threshold, the impact of loop unrolling on
power consumption becomes increasingly evident across all three compilers. Across all
compilers, the figures indicate that the lowest power consumption occurs at approximately
18% branch density when loop unrolling is disabled, whereas with loop unrolling enabled,
the minimum power consumption shifts to around 20% branch density.
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Figure 6. Branch instruction density versus power consumption in the three compilers.

Given that all benchmarks were compiled with minimal optimization at the -O1 level,
the observed shifts in minimum power consumption across different branch densities with
and without loop unrolling can be explained through several facets of how compilers handle
optimizations at this basic level. The -O1 optimization level generally focuses on basic
optimizations that aim to reduce code size and execution time without a significant increase
in compile time. At this level, optimizations that substantially alter the execution flow,
such as aggressive loop unrolling, are typically minimal. Therefore, the effects observed
when loop unrolling is toggled ON might not be as pronounced as they would be at higher
optimization levels (like -O2 or -O3), but they are still significant enough to affect power
consumption patterns. Even minimal loop unrolling at this level (-O1) can alter the number
of branch instructions and their distribution within the code. The shift in branch density
that minimizes power usage from 18% to 20% with unrolling suggests that even subtle
changes in the loop structure can impact how efficiently branches are executed, which in
turn affects power consumption.

The miss-prediction percentages for each of the ten benchmarks are shown in Figure 7.
The graph shows notable differences in miss-prediction rates between the different compil-
ers and the unrolling settings. This indicates that the branch prediction efficiency and the
effectiveness of loop unrolling vary by the compiler and the specific structure of each bench-
mark. In most cases, loop unrolling increases the miss-prediction rate. The IC compiler
shows the lowest differences in miss-prediction between unrolling OFF and ON. In most
cases, with the Clang compiler, unrolling increases the miss-prediction rate.

The Canneal benchmarks exhibited significant changes in miss-prediction rates when
compiled with GCC and Clang, with the direction of these changes varying inversely with
respect to the loop unrolling state for each compiler. The Canneal benchmark itself involves
simulated annealing algorithms, which can be heavily dependent on conditional logic
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and potentially irregular data patterns. These characteristics can make the benchmark
particularly sensitive to how branches are managed by the compiler, especially when
structural changes are made through optimizations like loop unrolling.
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Figure 7. Miss-prediction rate of 10 benchmarks without Spectre mitigation, with OFF and ON
indicating the unrolling state.

5.2. Spectre Mitigations Data Exploration

In this section, the collected data from the 10 benchmarks are explored when Spectre
V1 and V2 mitigation techniques are applied. A discussion of these data is provided in the
next section.

5.2.1. Spectre Variant 1 Mitigations

Spectre V1 mitigation techniques are applied by the IC and Clang compilers (no direct
Spectre V1 mitigation flag is available in the GCC compiler).

The two strategies CCBM and SLD represent two approaches, by the IC and Clang
compilers, respectively, to mitigate vulnerabilities related to Spectre V1. Depending on the
compiler version and the underlying architecture, CCBM implementation uses serializing
instructions like Ifence, which act to ensure that all loads and stores are completed as seen
by the processor before any subsequent instruction is executed. The SLD strategy makes the
compiler insert additional code around load operations that could potentially be used in a
speculative execution attack. This hardening is generally implemented by ensuring that
any data loaded speculatively cannot be used until it has been verified that the speculative
path taken was correct. If the path is incorrect, the effects of the speculative execution
are discarded.

Since CCBM applies a broad remedy to all conditional branches due to its univer-
sal application of the mitigation technique, while SLD is more focused on specific load
operations that might be exploited, we expect CCBM to affect performance more than SLD.

The TPM is an IC compiler strategy specifically designed to mitigate Spectre V1
vulnerabilities by applying fixes based on identified vulnerable patterns in the code. It is
programmed to recognize certain code patterns that are known to be susceptible to Spectre
V1 attacks.

While CCBM and TPM concentrate on conditional branches, SLD adds protective
layers around load operations to ensure that any data loaded speculatively cannot be used
in a way that reveals sensitive information until it has been validated that the speculative
path taken was correct and safe. Therefore, TPM is expected to have the lowest perfor-
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mance impact among the three mitigation strategies. Tables 68 explore the data of energy,
execution time, and number of instructions, respectively, for the 10 benchmarks when
compiler-applied Spectre V1 mitigation techniques are in effect.

When the Spectre V1 PoC code is compiled using all the available strategies designed
to mitigate Spectre V1 in both the IC and Clang compilers, the secret is completely hidden.
This indicates that all mitigation strategies provide the same level of security effectiveness.
This can be explained by the fact that the PoC code contains well-known vulnerabilities,
allowing all strategies—whether comprehensive or targeted—to achieve the same level of
security effectiveness.

Table 6. Energy consumption of 10 benchmarks measured in joules when compiler variant 1 mitiga-

tions are applied.

Mitigati = 3 3 9 5 8 = £ & ¢ 4
Statogics Cowpiler E £ £ 2 % E 5 E 5 £ g
] & K
> & J 5 ~® -

OFF 485 151 2 826 341 522 5504 653 583 613

CCBM IC
ON 482 152 2 838 346 520 5424 651 586 611
OFF 172 123 1 676 256 132 1998 179 234 244

TPM IC
ON 166 126 1 694 248 134 1984 180 231 244
OFF 286 160 1 1053 642 171 683 184 685 398

SLD Clang

ON 286 159 1 1054 636 172 696 183 687 400

Table 7. Execution time of 10 benchmarks measured in seconds when compiler variant 1 mitigations

are applied.
— > [} a )
— @ < 4 o o E 3] ¥
Mitigation Compiler g g qé 3 5 £ § g_ g £ §
Strategies 8 < e 2 5 = g 5 o
g > = J§ g ® . = S &
OFF 1155 356 0.03 4444 1774 1272 131.68 1558 13.76 18
CCBM IC
ON 1152 36 0.04 4424 1775 1267 1315 1557 138 18.01
OFF 6.7 372 002 262 14.61 4 10.02 4.14 16 9.21
TPM IC
ON 672 369 002 2614 144 4.02 10.29 411 1599 921
OFF 392 293 0.03 1577 6.3 3.07 46.77 3.96 5.15 6.39
SLD Clang
ON 377 299 002 1573 6.31 3.11 46.54 3.96 5.09 6.4
Table 8. Number of executed instructions for 10 benchmarks (measured in billions; Cholesky in
millions) when compiler variant 1 mitigations are applied.
— > v (W (5}
— [ < ~ o - ] o Q
egs . (%) (7] [ or=t <t
v compier £ 2 £ L E EE G £ 3
8 = = 5 § &/ = = &8 8 Z
OFF 847 6.0 20 81.0 41.0 922 2333 256 249 342
CCBM IC
ON 848 60 18 810 410 923 2333 255 249 347
OFF 407 57 19 81.0 41.0 382 2095 244 231 348
TPM IC
ON 407 57 18 810 410 381 2096 244 231 349
OFF 632 136 19 810 410 676 528 280 355 475
SLD Clang

ON 628 136 18 81.0 410 619 526 278 354 472
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5.2.2. Spectre Variant 2 Mitigations

Tables 9-11 present data, of the same metrics, for the 10 benchmarks under compiler-
applied Spectre V2 mitigation techniques. We can categorize these data, based on the
specific aspects they target, as follows:

e  IBIT and IBET strategies that mitigate vulnerabilities in indirect branches.

*  FCIT and FCET strategies that are designed to secure direct function calls.

*  FRIT strategy that focuses on securing function returns.

* RT and RTET strategies that offer broader protection against speculative execution
through multiple aspects of function handling.

The data are ordered in every table according to this categorization.

Table 9. Energy consumption of 10 benchmarks measured in joules when compiler variant 2 mitiga-
tions are applied.

= @ T 2 o g & Y
oy . — 9] ] -EJ. R 7] <H
Gglon compitr £ E £ L F E 2 B § E F
2 =~ S 5 A R - E 3 K]
- OFF 164 109 1 594 245 126 1226 178 432 259
ON 167 108 1 604 249 127 1228 178 431 252
IBIT
ccc OFF 166 91 1 593 258 134 387 174 435 324
ON 165 90 1 599 254 131 416 175 440 327
c OFF 163 108 1 595 243 129 1232 178 233 245
I
ON 162 108 1 593 244 129 1231 178 231 246
IBET
acc OFF 164 90 1 604 248 134 385 175 236 249
ON 165 91 1 604 246 130 412 176 235 250
OFF 162 107 1 591 242 129 1234 180 232 247
FCIT IC
ON 164 106 1 590 241 125 1234 180 232 249
OFF 166 108 1 594 244 124 1239 180 229 250
FCET IC
ON 163 109 1 592 247 125 1231 179 228 247
- OFF 299 115 1 630 260 130 1825 180 290 450
ON 303 115 1 632 262 131 1828 179 294 459
FRIT
ccc OFF 288 95 1 602 260 142 668 175 287 266
ON 297 9% 1 603 256 135 684 174 296 272
OFF 147 128 1 604 264 144 351 171 438 317
RT Clang
ON 145 129 1 605 262 132 354 172 429 314
OFF 146 82 1 602 263 130 348 171 349 291
RTET Clang
ON 147 82 1 602 263 130 348 171 354 292
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Table 10. Execution time of 10 benchmarks measured in seconds when compiler variant 2 mitigations

are applied.
= ® = % - g & 5]
> =a § 5 ~R =B R 5 £
OFF 375 255 0.02 1577 629 293 276 389 9.78 6.39
1€ ON 377 256 0.02 1572 631 295 2759 393 981 6.4
IBIT OFF 376 214 0.02 1332 564 312 513 394 9.83 7.38
Gec ON 374 213 002 1344 553 3.06 556 393 993 7.43
OFF 367 255 0.02 1355 1207 64 6244 8.67 1114 1225
1€ ON 3,68 255 0.02 1356 121 647 6204 8.69 1127 1227
IBET OFF 374 213 0.02 136 536 321 511 393 5.2 5.81
Gec ON 375 216 002 1362 539 314 548 394 517 5.74
OFF 37 253 002 1359 541 296 2776 394 507 5.53
FCIT 1€ ON 372 252 0.02 1358 545 287 2775 395 495 5.55
FCET - OFF 3.8 257 0.02 1446 539 289 2791 394 5 5.63
ON 3.7 255 0.02 136 542 286 2772 393 498 5.68
OFF 691 272 0.02 1566 625 3.01 41.65 395 6.4 6.35
1€ ON 697 269 002 1562 623 3.03 4166 39 6.5 6.36
FRIT OFF 6.66 225 0.02 1358 556 331 946 394 6.39 6.07
Gec ON 691 225 0.02 1331 55 312 963 392 651 6.17
RT Clang OFF 334 3.04 0.02 1553 575 338 594 387 9.88 7.23
ON 332 3.03 0.02 155 5.68 3.1 6.1 3.88 9.7 7.19
RTET Clang OFF 332 256 002 1441 539 317 557 3.88 927 6.78

ON 333 245 002 1438 533 291 572 388 91 6.75

Table 11. Number of executed instructions for 10 benchmarks (measured in billions; Cholesky in
millions) when compiler variant 2 mitigations are applied.

Mitigati 3 g FR ) e 2 i g g 3
Stra%eag;‘e];1 Compiler g § E % T Ea E cEr § "E\ §
S § R & S £
OFF 404 57 17 810 410 374 2067 244 252 359
e ON 403 57 18 810 410 374 2068 244 252 360
IBIT OFF 396 56 16 800 400 415 2165 195 263 357
cee ON 395 56 16 790 380 400 2205 171 262 355
OFF 403 57 19 810 400 398 2220 245 231 354
Ic ON 404 57 18 8L0 390 406 2231 245 231 357
IBET OFF 395 47 18 790 400 396 2165 195 242 314
cee ON 395 43 17 790 370 405 2205 171 232 303
OFF 405 57 21 810 400 370 2451 244 231 343
Fit Ic ON 416 57 17 810 370 371 3017 244 231 348
OFF 404 57 18 810 410 371 2068 244 231 347
FCET Ic ON 405 57 20 810 380 371 2068 244 231 348
OFF 590 57 19 810 400 377 2906 244 239 346
Ic ON 592 57 20 810 390 378 2107 244 239 348
FRIT OFF 561 57 17 790 400 425 2220 195 251 350
cec ON 576 57 16 790 390 400 2258 171 250 345
OFF 510 260 20 870 470 394 428 179 249 390
RT Clang  —oN 413 261 19 870 420 79 412 178 249 387
OFF 510 260 21 870 480 405 429 179 251 390
RTET Clang

ON 53.4 26.2 1.9 87.0 47.0 43.1 43.5 17.8 249 38.8
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5.3. Mitigation Data Discussion

In this subsection, we discuss and justify the collected data when Spectre V1 and
V2 mitigations are applied compared to the baseline data discussed in Section 5.1. Our
comparative analysis method calculates the percentage deviation of metric data collected
after the implementation of mitigation techniques from their corresponding baseline values.
This approach expresses the difference as a percentage, thereby providing a normalized
measure of the impact. This normalization facilitates comparisons across datasets of
varying scales and offers a clear view of the relative impact of the mitigations across these
different datasets.

Figure 8 shows the percentage increase in energy consumption and execution times
across various benchmarks when Spectre V1 mitigations (CCBM, TPM, and SLD) are
applied, using IC and Clang compilers, compared with the no-mitigations scenario.
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Figure 8. This figure compares the energy consumption and execution time of 10 benchmarks under
Spectre V1 mitigation application, with OFF and ON indicating the unrolling state. (a) shows the
increased percentage of energy consumption, while (b) shows the increased percentage of time.

The CCBM mitigation is characterized by its comprehensive application to all condi-
tional branches, which results in significant energy consumption increases across various
benchmarks. The increases range from 41.7% to 347.0%, with an average of 165.7%. CCBM
also leads to considerable increases in execution times, ranging from 39.61% to 371.33%,
with an average of 218.58%. The high energy consumption and execution time underscore
the intensive nature of the broad security fixes applied by CCBM. In contrast, TPM targets
specific vulnerable patterns, leading to a generally lower increase in energy consump-
tion. The ranges are much narrower and lower, from 0.3% to 152.5%, with an average
increase of 32.1%. It also shows a more moderate impact on execution times, ranging from
0.00% to 219.36%, with an average increase of 78.05%. This approach indicates a more
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energy and time optimization strategy that enhances security without excessively taxing
the system’s efficiency.

The SLD strategy, which hardens speculative load operations, exhibits a wide variance
in its impact on energy consumption, ranging from 7.7% to 147.2%, with an average of 74.4%.
Similar to its impact on energy, SLD impacts execution times, with increases ranging from
4.50% to 211.14%, averaging 70.83%. While generally moderate, the impact on execution
times can vary significantly depending on the specific application, suggesting a need to
consider the application in use. In terms of security, SLD might generally be considered
more secure than TPM due to its broader approach to mitigating speculative execution
risks, especially in scenarios involving complex attacks that exploit speculative data loads.
However, TPM is highly effective for known patterns.

The percentage increase in the number of instructions varies significantly among the
mitigation strategies applied. When CCBM is implemented, the increase ranges from 0% to
148.5%, with an average of 29.4%. In contrast, TPM results in a change that ranges from a
decrease of 1.6% to an increase of 3.8%, with an average increase of 0.8%. Meanwhile, SLD
leads to a range from a decrease of 2.2% to an increase of 137.2%, with an average increase
of 48%. Notably, the application of TPM and SLD results in a reduction in the number of
instructions for some benchmarks, indicating a potential optimization or more efficient
code execution under these strategies.

Given that all benchmarks were compiled with -O1 optimization level and the single-
threaded option, there are specific implications for how Spectre V1 mitigations impact the
number of instructions. At this level of optimization, the compiler attempts to reduce code
size and execution time without performing extensive optimizations that might obscure the
flow of control within the code. This level is likely to preserve more of the original structure
of the code, which can help in clearly implementing and understanding the mitigations
but might not aggressively increase the number of instructions. Sequential compilation
optimizes for single-threaded execution, which can simplify the implementation of Spectre
mitigations by focusing on a linear execution path. However, this might lead to a more
straightforward insertion of security checks and barriers without the complex interactions
of multi-threaded optimizations.

Figure 9 illustrates the energy impact of applying Spectre V2 mitigations across the
benchmarks. On average, the implementation of these mitigations results in a 10.4% in-
crease in energy consumption. Notably, in certain instances, the application of specific
mitigations has enhanced energy efficiency. For example, the use of the IBIT mitigation
with the FMM and Freqmine benchmarks has led to improved energy consumption, demon-
strating that the effects of these mitigations can vary significantly depending on the specific
benchmark and mitigation technique employed. The fact that some benchmarks show
improved energy consumption under certain mitigations indeed suggests that these mitiga-
tions could incorporate optimizations that not only secure the processor against speculative
execution attacks but also enhance overall execution efficiency.
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Figure 9. This figure compares the energy consumption of 10 benchmarks under Spectre V2 mitigation
applications, with OFF and ON indicating the unrolling state. (a) Increased percentage of energy
consumption when IC and GCC IBIT are applied. (b) Increased percentage of energy consumption
when IC and GCC IBET are applied. (c) Increased percentage of energy consumption when IC FCIT
and FCET are applied. (d) Increased percentage of energy consumption when IC and GCC FRIT are
applied. (e) Increased percentage of energy consumption when Clang RT and RTET are applied.

Spectre V2 mitigations can often be more contained and selectively applied, potentially
leading to less disruption in overall system performance compared to the broader and
more invasive mitigations required for Spectre V1. This can explain why Spectre V2 might
be perceived as having a lesser impact than Spectre V1.

The observation that loop unrolling leads to an increase in energy consumption in
the majority of cases, both when Spectre V1 and V2 mitigations are applied and when
no mitigations are present, provides important insights into the inherent effects of loop
unrolling on energy usage, independent of security measures. These data suggest that the
process of loop unrolling itself, while potentially improving execution efficiency under
certain conditions, can inherently increase energy demands.

Table 12 presents the power percentage increase or decrease when different Spectre V1
and V2 mitigation strategies are applied across the 10 benchmarks. Generally, there is a
significant decrease in average power in about half of the cases, reaching up to -75%, as
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observed with the CCBM strategy, with an average reduction of —11%. Conversely, in the
other half of the cases, there is an increase in average power, averaging 1% with the TPM
strategy when omitting Cholesky and X264 as outlier values. The highest decrease with
the CCBM strategy can be explained by the nature of the Ifence instruction used in the
CCBM strategy. This instruction causes the CPU to wait until all previous instructions have
been completed before executing the next one, which can create pipeline bubbles, leading
to idle cycles where the CPU is not performing useful work. This waiting period reduces
the CPU’s instantaneous power usage. Thus, while the power draw at any given moment
may be lower, the prolonged duration of operation results in higher cumulative energy
consumption. The IBET strategy follows CCBM in terms of power reduction. This can be
justified by the nature of the IBET strategy, which uses external thunks for indirect branches
to mitigate Spectre V2, acting as a barrier to speculative execution. Similarly, the SLD
strategy also contributes to power reduction, as it inserts additional code around load
operations to limit speculative execution. Speculative execution, even though it increases
instantaneous power, ultimately saves total energy consumption. This highlights the im-
portance of speculative execution in saving energy, as the increase in instantaneous power
is offset by the reduction in execution time. However, speculative execution compromises
security, despite enhancing energy and time efficiency. This supports the hypothesis that
improvements in one or two dimensions of energy, performance, and security typically
result in a compromise in the other one or two dimensions.

Table 12. Power percentage increase/decrease when Spectre V1 and V2 mitigations are applied.
The percentage symbol (%) is omitted in this table for clarity.

Ig:g%g gtigg Compiler Unroll Barnes Canneal Cholesky Dedup Ferret FMM  Freqmine Oceancp Raytrace X264
OFF -2 2 41 —56 —57 -7 -5 -8 -8 —-75
CCBM 1c ON 1 2 20 55 56 -5 —7 8 6 23
OFF 2 2 5 2 -8 -3 -3 -1 -1 118
TPM Ic ON 1 61 5 —12 -1 -3 0 0 116
OFF -5 13 46 —10 —10 2 3 —36 —15
SLD Clang ON -8 12 40 -10 -9 4 3 —36 —14
OFF 2 3 6 —-11 —-12 -3 1 0 —4 -8
Ic ON 1 2 2 -9 —11 -1 1 -1 -3 —-11
IBIT OFF 1 0 13 2 -1 -1 0 1 -2 0
GeC ON 0 0 17 2 1 1 -1 3 -2 0
OFF 3 2 2 4 —55 —54 —55 —55 —54 —55
IBET Ic ON 1 2 8 4 —54 —54 —55 —55 —55 —55
OFF 1 0 2 2 0 -3 0 2 0 -3
Gee ON 0 0 8 1 0 -2 -1 3 1 -1
OFF 2 2 0 3 1 -2 1 0 -1 1
FCIT Ic ON 1 1 14 3 0 0 1 0 3 1
OFF 2 2 9 -3 2 -3 1 0 -1 1
FCET Ic ON 1 3 16 3 3 1 1 0 1 -2
OFF 1 2 13 -5 —6 -2 0 0 -2 61
FRIT Ic ON 0 3 22 —4 -5 0 0 1 0 63
OFF -1 -1 9 1 1 0 —6 2 -1 -1
Gee ON -2 1 19 3 2 2 —6 2 1 0
OFF -2 10 7 —15 -7 7 —14 2 —51 —16
RT Clang ON —6 9 2 -15 -5 2 -13 2 —52 ~16
OFF -2 —16 4 -7 -1 2 -7 2 —44 —-15
RTET Clang ON —4 -13 0 -6 2 7 -7 2 —42 -15
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To assess how Spectre V1 and V2 mitigations interact and affect system efficiency
when they are applied together, we compiled the 10 benchmarks, using the IC compiler,
under four different scenarios: no-mitigation, Spectre V1 mitigation only (CCBM), Spectre
V2 mitigation only (IBIT), and combined Spectre V1 and V2 mitigations (CCBM and IBIT).
To eliminate any confounding variables related to compiler optimizations that could distort
the results, all benchmarks were compiled with zero optimization level (-O0). This ensures
that the results are purely reflective of the mitigation techniques” impacts, without any
enhancements or complications introduced by compiler optimizations. The results are
shown in Figure 10 and Table 13 to illustrate the interaction percentages in time and energy.
The interaction percentages are relatively small, with none exceeding 3.77% in absolute
value. That means the combined mitigations behave in a mostly additive manner, with only
slight enhancements or reductions in their impacts.

Table 13. Correlation percentages between V1 and V2 mitigation

Benchmark Time Energy Benchmark Time Energy
Barnes 3.77% 8.10% Fmm —1.02% —0.96%
Canneal —2.15% —2.60% Fregmine —2.18% —3.44%
Cholesky 0.23% 0.42% Ocean_CP 1.44% 3.26%
Dedup —0.58% —0.60% Raytrace 0.09% —0.08%
Ferret —0.43% —1.10% X264 —0.50% 0.30%
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Figure 10. Cont.
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Figure 10. This figure compares the 10 benchmarks under four different conditions: no-mitigation,
Spectre V1 mitigation only, Spectre V2 mitigation only, and the combined application of both V1
and V2 mitigations: (a) shows the energy consumption for each condition; (b) shows the execution
times, illustrating the individual and combined effects of the Spectre mitigations on performance and

energy efficiency.

5.4. Summary of Findings

This subsection summarizes the main findings in this paper.

Generally, there is a correlation between energy consumption and execution time.
Benchmarks that take longer to execute also tend to consume more energy.

Even though disabling loop unrolling engages additional components such as DBP,
enabling loop unrolling generally results in higher energy consumption because it
demands more immediate CPU resources, leading to bursts of intensive computation
that temporarily raise power usage. Furthermore, the larger code size from unrolled
loops can lead to increased cache usage and more cache misses, which are costly in
terms of energy consumption.

The cumulative data indicate that the IC compiler yields the highest total time and
energy consumption, Clang delivers the lowest total execution time, while GCC
achieves the lowest total energy consumption.

The cumulative data also indicate that enabling loop unrolling generally results in
higher energy consumption but reduces the overall execution time. This suggests that
while loop unrolling can optimize performance by decreasing runtime, it may also
increase the energy demands of the processes.

Different benchmarks exhibit varying responses to loop unrolling.

Different compilers and loop unrolling settings can lead to significant variations
in energy consumption, highlighting the importance of selecting the appropriate
compiler and optimization settings tailored to the specific computational tasks of an
application to ensure optimal performance and energy efficiency.
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*  There are only slight differences in the number of instructions executed among the
three compilers and shows minimal differences between cases with and without loop
unrolling, generally favoring the scenario where unrolling is enabled.

¢ Typically, a higher number of instructions correlates with increased computation
time and energy usage. However, a compiler may generate fewer but more complex
instructions, which could require more cycles per instruction or involve more resource-
intensive operations.

*  Developers should consider not only the compiler optimization level but also
how different compilers interpret and execute the code of specific algorithms
because load characteristics can significantly impact the binary code generated by
different compilers.

*  Loop unrolling affects the branch instructions percentage depending on the compiler
type behavior and workload characteristics.

*  During the unrolling process, compilers may introduce additional conditional logic to
handle edge cases, which can increase the total percentage of branch instructions.

*  When a loop contains branch instructions, unrolling it multiple times increases the
total percentage of branch instructions due to the repetition of these branches.

e  Even minimal loop unrolling can alter the number of branch instructions and their
distribution within the code, which in turn affects power consumption.

* In most cases, loop unrolling increases the miss-prediction rate.

*  When Spectre V1 mitigation is applied, the CCBM strategy, which applies the mitiga-
tion to all conditional branches, results in the highest increase in energy consumption
and execution times compared to SLD and TPM.

¢ The TPM strategy results in the lowest energy consumption and execution times among
the three Spectre V1 mitigation strategies, as it specifically targets only the code patterns
vulnerable to Spectre V1 attacks, making it highly effective for known patterns.

¢  The number of instructions generally increases with the three Spectre V1 strategies.
However, TPM and SLD result in a reduction in the number of instructions for some
benchmarks, indicating potential optimization is applied under these strategies.

*  Spectre V2 mitigations are less aggressive than Spectre V1 mitigations in terms of
energy consumption and execution times because they are more contained and selec-
tively applied, compared to the broader and more invasive mitigations required for
Spectre V1.

¢ Loop unrolling increases energy consumption in most cases, regardless of whether
Spectre V1 and V2 mitigations are applied or not, highlighting its inherent impact on
energy usage independent of security measures.

¢ When Spectre V1 and V2 mitigations are applied together, they generally exhibit
additive behavior.

¢ Even though applying Spectre mitigations increases energy consumption and exe-
cution time, it reduces the average power in about half of the cases. This is because
Spectre mitigations limit speculative execution in various ways. This finding under-
scores the significance of speculative execution in conserving energy, as the increase in
instantaneous power that accompanies speculative execution is offset by the reduction
in execution time.

6. Conclusions

This study provides a comprehensive empirical evaluation of the energy implications
of mitigating Spectre V1 and V2 at the compiler level. Unlike previous research, which
primarily focuses on the security effectiveness or performance slowdowns, our work
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highlights the trade-offs between security, performance, and energy efficiency in modern
computing environments.

In computing systems, performance, energy, and security exist in a delicate balance,
often visualized as a triangle with a fixed area, where improving one or two dimensions
typically comes at the expense of the third. This principle holds across modern CPU
architectures, where components such as cache memory and branch predictors, designed
for performance gains, have also introduced security vulnerabilities. These mechanisms
are particularly exploitable in high-performance servers, where valuable workloads and
speculative execution behavior create attack surfaces for side-channel vulnerabilities.

Our results confirm that performance optimizations often lead to power-efficiency
trade-offs, as demonstrated by compiler loop unrolling, which improves execution speed
but simultaneously increases energy consumption. This highlights the need for optimization
strategies that balance performance gains with energy efficiency while maintaining security.

We observed that compiler choice significantly impacts energy efficiency. Clang
achieves the lowest execution time, whereas GCC results in the lowest total energy con-
sumption. However, performance and energy efficiency vary across different workloads,
emphasizing the importance of choosing compilers based on application-specific compu-
tational demands. A deeper analysis of algorithm design, data structures, control flow
constructs, and memory access patterns is necessary to further understand why one com-
piler outperforms another. Such an analysis would help compiler developers optimize
power efficiency without sacrificing performance.

Our study also found that comprehensive mitigation strategies, such as CCBM (Com-
prehensive Conditional Branch Mitigation), impose significant energy and performance
costs. In contrast, targeted mitigation strategies like TPM (Targeted Pattern Mitigation)
offer better efficiency by only securing known vulnerable code patterns. This explains why
Spectre V2 mitigations tend to be less aggressive in energy consumption and execution
time than Spectre V1, as they are more selectively applied, whereas Spectre V1 defenses
require broader, more invasive interventions. Moving forward, compiler developers must
enhance detection techniques to apply mitigations selectively, reducing unnecessary energy
and performance costs.

Additionally, our findings reveal that compiler optimizations aimed at reducing
code size may inadvertently generate fewer but more complex instructions, as seen in
the Freqmine benchmark. These complex instructions demand more CPU cycles per
instruction, resulting in higher energy consumption and degraded performance. Compiler
developers should carefully assess these trade-offs to ensure that optimization strategies
do not compromise system efficiency.

One of our key findings is that while the CCBM strategy lowers instantaneous power
usage due to pipeline stalls caused by the lfence instruction, it ultimately increases cu-
mulative energy consumption, highlighting the crucial role of speculative execution in
optimizing power and energy efficiency.

Beyond high-performance computing, our study’s findings have broader implications
for IoT, mobile computing, cloud infrastructures, and embedded systems, where security
and energy efficiency are both critical. Since speculative execution is a fundamental feature
of modern processors, effective mitigation strategies can reduce energy consumption at the
CPU level, which, when aggregated, can lead to significant energy savings across clusters,
data centers, and large-scale HPC environments.

A limitation of this study is the lack of precise tools for assessing mitigation effec-
tiveness directly on the benchmarks themselves. While we employed a proof-of-concept
approach, a more granular evaluation of different Spectre mitigations is needed to fully
understand their comparative effectiveness.
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Future research should expand beyond compiler-based mitigations to include Spectre
defenses at the operating system and microcode levels. These approaches differ in imple-
mentation complexity and operational costs and comparing them could yield valuable
insights into selecting the optimal combination of mitigations for various environments.
Additionally, exploring the power and energy impact of different mitigation layers could
enhance understanding of how these defenses interact. This would contribute to the de-
velopment of more sophisticated security frameworks that balance performance, energy
consumption, and system security more effectively.
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Abbreviations

The following abbreviations are used in this manuscript:
CCBM Comprehensive Conditional Branch Mitigation
DBP Dynamic Branch Predictor

FCET Function Calls External Thunk

FCIT Function Calls Inline Thunk

FRIT Function Returns Inline Thunk

GCC GNU Compiler Collection

HPC High-Performance Computing

IBET Indirect Branches External Thunk
IBIT Indirect Branches Inline Thunk

IC Intel Compiler

00,01,02,03 Compiler Optimization Levels

PMU Power Management Unit

RAPL Running Average Power Limit

RT Return Trampoline

RTET Return Trampolines External Thunk

Appendix A. Data Tables

The appendix contains a comprehensive record of the data collected from the experi-
ment described in this paper.

Table Al. Energy consumption of 10 benchmarks measured in joules
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& ON 145 81 1 600 261 128 345 170 346 248
OFF 485 151 2 826 341 522 5504 653 583 613
CCBM IC
- ON 482 152 2 838 346 520 5424 651 586 611
Z TPM IC OFF 172 123 1 676 256 132 1998 179 234 244
E ON 166 126 1 694 248 134 1984 180 231 244
Q.
0 OFF 286 160 1 1053 642 171 683 184 685 398
SLD Clang
ON 286 159 1 1054 636 172 696 183 687 400
e OFF 164 109 1 594 245 126 1226 178 432 259
IBIT ON 167 108 1 604 249 127 1228 178 431 252
Gee OFF 166 91 1 593 258 134 387 174 435 324
ON 165 20 1 599 254 131 416 175 440 327
e OFF 163 108 1 595 243 129 1232 178 233 245
BET ON 162 108 1 593 244 129 1231 178 231 246
Gee OFF 164 90 1 604 248 134 385 175 236 249
ON 165 91 1 604 246 130 412 176 235 250
OFF 162 107 1 591 242 129 1234 180 232 247
N FCIT IC
z ON 164 106 1 590 241 125 1234 180 232 249
“3 OFF 166 108 1 594 244 124 1239 180 229 250
£ FCET IC
[99) ON 163 109 1 592 247 125 1231 179 228 247
IC OFF 299 115 1 630 260 130 1825 180 290 450
FRIT ON 303 115 1 632 262 131 1828 179 294 459
ee OFF 288 95 1 602 260 142 668 175 287 266
ON 297 96 1 603 256 135 684 174 296 272
OFF 147 128 1 604 264 144 351 171 438 317
RT Clang
ON 145 129 1 605 262 132 354 172 429 314
OFF 146 82 1 602 263 130 348 171 349 291
RTET Clang
ON 147 82 1 602 263 130 348 171 354 292
Table A2. Run time of 10 benchmarks measured in seconds
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Spectre V1 PM IC
ON 377 2.99 002 1573 631 311 4654 396 5.00 6.40
OFF 670 3.72 002 2620 1461 400 1002 414 1600 921
SLD Clang
ON 6.72 3.69 002 2614 1440 402 1029 411 1599 921
s OFF 375 255 002 1577 629 293 2760  3.89 9.78 6.39
BT ON 3.77 256 002 1572 631 205 2759 393 9.81 6.40
cce _ OFF 376 214 002 1332 564 312 513 3.94 9.83 7.38
ON 3.74 213 002 1344 553 3.06 5.56 3.93 9.93 743
IC OFF 367 255 002 1355 1207 640 6244 867 1114 1225
BET ON 3.68 255 002 1356 1210 647 6204 869 1127 1227
cce _OFF 37 213 002 1360 536 321 511 3.93 5.20 5.81
ON 3.75 216 002 1362 539 314 548 3.94 517 5.74
rer IC OFF 370 253 002 1359 541 296 2776 394 5.07 553
ON 372 252 002 1358 545 287 2775 39 495 5.55
Spectre V2 FCET IC OFF 380 257 002 1446 539 289 2791 394 5.00 5.63
ON 3.70 255 002 1360 542 286 2772 393 498 5.68
IC OFF 691 272 002 1566 625 301 4165 39 6.40 6.35
eRIT ON 6.97 269 002 1562 623 303 4166 390 6.50 6.36
cce _ OFF 666 225 002 1358 556 331 9.46 3.94 6.39 6.07
ON 6.91 225 002 1331 550 312 9.63 3.92 6.51 617
OFF 334 3.04 002 1553 575 338 5.94 387 9.88 7.3
RT Clang
ON 332 3.03 002 1550 568 3.10 6.10 3.88 9.70 7.19
OFF 332 256 002 1441 539 317 557 3.88 9.27 6.78
RTET Clang
ON 333 245 002 1438 533 291 572 3.88 9.10 6.75

Table A3. Number of executed instructions of 10 benchmarks measured in billions, except for the

Cholesky benchmark, which is measured in millions.
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CCBM IC
— ON 848 60 18 81 41 922 2333 255 249 34.7
% OFF 632 136 19 81 41 676 528 280 355 47.5
B SLD Clang
o ON 628 136 18 81 41 619 526 278 354 47.2
Q.
o OFF 407 57 19 81 41 382 2095 244 231 34.8
TPM IC
ON 407 57 18 81 41 381 2096 244 231 349
e OFF 404 57 17 81 41 374 2067 244 251 359
IBIT ON 403 57 18 81 41 374 2068 244 251 36.0
Gee OFF 396 56 16 80 40 415 2165 195 263 35.7
ON 395 56 16 79 38 40 2205 171 262 35.5
I OFF 403 57 19 81 40 398 2220 245 231 35.4
IBET ON 404 57 18 81 39 405 2231 245 231 35.6
ace OFF 395 47 18 79 40 396 2165 195 242 31.4
ON 395 42 17 79 37 405 2205 171 231 30.2
OFF 405 57 21 81 40 370 2451 244 231 34.3
Q FCIT IC
z ON 416 57 17 81 37 371 3017 244 231 34.8
g OFF 404 57 18 81 41 371 2068 244 231 34.7
2 FCET IC
N ON 405 57 20 8 38 371 2068 244 231 34.8
e OFF 590 57 19 81 40 377 2906 244 239 34.6
FRIT ON 592 57 20 81 39 378 2107 244 239 34.8
Gee OFF 561 57 17 79 40 425 222 195 251 35
ON 575 57 16 79 39 400 2258 171 250 34.5
OFF 51 26 2 87 47 394 428 179 249 39
RT Clang
ON 412 261 19 87 42 379 412 178 249 38.7
OFF 51.0 26 21 87 48 405 429 179 251 39
RTET Clang
ON 534 262 19 87 47 431 435 178 249 38.8
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= M IC
o] ON 16.6 24.1 229 74 15.4 14.9 12.7 114 13.1 7.1
o
\ OFF 14.7 22.1 20.0 9.1 17.3 11.0 13.8 41 12.1 6.6
SLD Clang
ON 14.6 22.1 23.3 8.4 16.9 11.3 13.9 4.0 12.1 6.6
Ic OFF 16.5 24.2 19.3 7.3 15.4 14.8 12.8 11.4 17.0 7.0
IBIT ON 16.6 243 19.6 7.3 15.3 14.8 12.8 114 16.9 7.0
ee OFF 15.8 26.2 20.6 8.1 17.8 13.2 14.1 49 16.2 8.4
ON 15.7 26.2 17.4 7.9 16.3 12.8 14.4 2.8 16.2 8.5
IC OFF 16.5 24.3 16.7 6.8 16.2 11.6 12.3 114 13.1 71
IBET ON 16.6 244 21.2 6.6 15.7 10.8 11.8 11.3 13.1 7.0
ee OFF 15.7 24.1 18.1 7.3 15.2 10.6 14.1 4.8 12.1 6.3
ON 15.8 24.2 17.8 7.1 15.0 10.4 14.4 2.8 12.6 53
OFF 16.6 24.3 16.9 6.6 14.9 14.7 15.0 114 13.1 8.7
o FCIT 1C
z ON 16.5 244 22.3 7.6 16.3 14.7 15.2 114 13.1 8.2
2 OFF 16.6 244 17.6 6.1 15.2 14.7 12.8 114 13.1 7.2
2, FCET IC
N ON 16.5 24.3 19.0 7.6 16.0 14.7 12.8 114 13.2 6.7
IC OFF 18.4 24.5 19.9 7.8 16.7 14.9 16.2 114 14.5 6.7
FRIT ON 18.3 24.5 17.9 6.0 15.2 14.8 14.0 114 14.5 7.0
Gee OFF 17.4 26.3 19.7 8.1 17.8 13.4 15.0 49 13.8 7.1
ON 17.3 26.3 18.7 7.8 16.3 12.8 15.3 2.8 13.8 7.2
OFF 17.4 23.6 20.1 8.2 18.4 17.1 14.6 6.4 15.4 7.4
RT Clang
ON 16.8 23.4 25.6 7.6 18.1 16.5 14.5 6.3 15.5 7.3
OFF 17.5 25.6 17.3 8.3 18.2 17.1 14.8 6.4 15.5 8.0
RTET Clang
ON 17.9 25.2 19.3 7.7 18.3 16.5 14.2 6.2 153 7.6
Table A5. Branch miss-prediction percentage of 10 benchmarks
3
= P 5 = A g & g
k| = = = 8 g - g T s ‘g £ & o
s B = g c g 2 5 & o 3 s, NS
g » g g ) £ S o k2 E g ] 5 g
E: 3 - M o S R & e &
s
IC OFF 0.8 1.9 4.1 4.0 41 0.6 2.0 0.1 0.3 53
ON 0.8 1.9 3.7 42 41 0.7 2.0 0.1 0.3 52
L OFF 0.6 2.8 4.0 3.7 41 0.3 1.7 0.4 0.3 5.3
No mitigation GCC
ON 0.5 1.7 4.1 3.8 4.7 0.3 1.7 0.6 0.3 5.7
OFF 0.5 1.6 3.8 32 3.6 0.2 1.7 0.4 0.6 54
Clang
ON 0.6 2.8 3.3 3.3 3.3 0.2 1.5 0.4 0.5 5.6
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Table A5. Cont.
8
- E = — > g a )
= £ = - < & - 5 g S
= ¢ sz %} ¢ ¢ ¢ £ ¥ z = & £ 9z
'>“ 97} g = = g [=} %) & E @ o1 g%‘ Q
o S o = © 5 A = © =
=
OFF 0.5 1.9 42 39 41 0.2 1.7 0.2 0.3 5.0
CCBM 1C
- ON 0.5 1.9 47 3.5 4.0 0.2 1.6 0.2 0.3 4.8
z OFF 0.8 1.9 4.5 3.7 4.0 0.6 1.9 0.1 0.3 53
= M IC
5] ON 0.8 1.9 3.4 3.8 4.0 0.5 1.9 0.1 0.3 52
=
9 OFF 0.5 1.6 3.9 10.3 8.0 4.5 0.3 0.3 9.7 8.7
SLD Clang
ON 0.5 17 3.4 10.3 7.8 4.5 0.3 0.3 9.7 8.6
Ic OFF 0.8 19 41 3.9 41 0.8 19 0.1 9.7 53
IBIT ON 0.8 1.9 4.2 3.8 4.1 0.8 1.9 0.1 9.7 53
ee OFF 0.6 2.8 3.7 3.7 45 0.3 1.8 0.4 9.7 10.6
ON 0.6 2.8 4.8 3.8 5.0 0.3 17 0.6 9.7 10.8
IC OFF 0.8 19 43 4.0 4.0 0.4 19 0.6 9.1 10.3
IBET ON 0.8 1.9 3.7 41 3.9 0.4 1.9 0.5 9.0 10.4
ee OFF 0.6 1.7 3.9 3.8 4.0 0.4 1.8 0.4 0.3 11.3
ON 0.6 1.7 42 4.0 42 0.3 1.7 0.6 0.3 11.2
OFF 0.8 19 3.9 3.6 3.5 0.6 17 0.1 0.3 5.5
Q FCIT 1C
z ON 0.8 19 3.4 3.8 3.5 0.6 15 0.1 0.3 53
g OFF 0.8 1.9 43 4.2 53 0.6 2.0 0.1 0.3 5.0
&, FCET IC
N ON 0.8 1.9 4.0 41 52 0.6 2.0 0.1 0.3 49
IC OFF 49 3.4 3.9 4.0 42 0.6 54 0.1 12.3 10.6
FRIT ON 49 3.5 3.9 3.9 4.3 0.6 8.1 0.1 123 10.4
Gee OFF 57 3.6 3.6 3.9 57 0.6 9.6 0.4 123 7.7
ON 5.7 3.6 4.6 3.9 6.3 0.6 9.1 0.6 12.3 7.9
OFF 0.8 0.8 3.7 2.5 5.0 53 0.8 0.3 10.9 9.6
RT Clang
ON 0.6 0.8 29 2.1 5.1 5.5 0.4 0.3 10.8 9.6
OFF 0.8 0.7 42 4.1 2.5 2.0 1.1 0.3 11 6.3
RTET Clang
ON 0.6 0.6 3.9 4.0 3.0 22 1.1 0.3 1.0 6.3
Table A6. Average power of 10 benchmarks measured in watts
0
2 v
- &0 b} — > c o [
E 2 = 5 g g 4 & 3 = ' £ g <
s B = g c g 2 5 & o 3 s, NS
g » g g ) £ S o k2 E g ] 5 g
ED 5 =] m (@] 6 =) = @] r~Z
s
IC OFF 429 41.2 26.5 42.1 442 441 439 45.5 459 44.0
ON 43.6 414 25.5 422 443 433 44.1 45.5 453 442
L OFF 43.5 42.4 27.5 43.7 46.1 43.0 75.3 43.4 45.2 441
No mitigation GCC
ON 43.9 419 26.5 43.9 45.4 424 75.8 43.3 45.0 43.8
a OFF 449 37.8 27.0 44.6 49.1 39.8 67.0 43.2 66.8 50.6
an,
& ON 46.0 38.3 27.5 447 48.3 41.6 65.3 43.2 67.2 50.6
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Table Aé6. Cont.

w
v
- Y3 - — > g a, v
= 2 2 — [ =~ o - - 9 9
- g 3 g 2 3 E g = g g E 3
'>“ 97} g = = g [=} %) & E @ %) ﬁ‘ Q
b 8 = M o] 6 A = o ~
s
OFF 42.0 422 37.3 18.6 19.2 41.0 41.8 419 424 11.2
CCBM IC
- ON 41.8 421 30.5 18.9 19.4 41.0 41.2 41.8 425 33.9
z OFF 43.7 42.0 27.7 42.8 40.6 42.9 427 45.2 45.3 95.8
A TPM IC
bt ON 439 42.0 41.0 44.1 39.2 42.8 42.6 455 453 95.4
a,
«n OFF 42.6 429 39.5 40.2 44.0 42.8 68.1 444 42.8 43.2
SLD Clang
ON 425 43.0 38.5 40.3 441 427 67.6 445 43.0 434
Ic OFF 437 424 28.0 37.6 38.9 429 444 457 44.2 404
IBIT ON 44.0 42.2 26.0 38.4 394 42.8 44.5 45.2 43.9 39.3
ee OFF 44.0 422 31.0 44.5 45.7 42.7 75.3 44.0 44.2 43.9
ON 439 42.1 31.0 44.6 45.8 42.8 74.8 445 44.2 44.0
IC OFF 44.2 42.1 27.0 439 20.1 20.1 19.7 20.5 20.9 19.9
IBET ON 44.0 421 27.5 437 20.2 19.9 19.8 20.4 20.5 20.0
ee OFF 43.8 42.2 28.0 44 .4 46.1 41.7 75.3 44.4 45.2 42.8
ON 44.0 41.8 28.5 44.3 45.6 414 75.1 445 453 434
OFF 43.8 422 26.5 435 44.6 433 444 45.6 45.6 44.6
N FCIT IC
z ON 44.0 42.0 29.0 434 441 432 44 .4 45.6 46.8 447
'E OFF 43.6 41.9 29.0 41.0 45.2 42.8 44 .4 45.6 45.6 44.4
2, FCET IC
[99) ON 43.9 427 29.5 43.5 45.6 43.6 44 .4 45.5 45.8 435
IC OFF 43.2 422 30.0 40.2 41.5 43.0 43.8 455 452 70.8
FRIT ON 434 42.8 31.0 40.4 419 43.2 439 45.8 452 72.1
Gee OFF 43.2 42.0 30.0 44.3 46.6 429 70.6 443 449 43.8
ON 43.0 42.5 31.5 45.3 46.5 43.1 70.9 44.3 45.4 44.0
OFF 43.9 42.1 29.0 38.8 45.8 42.6 59.0 44.2 44.3 43.8
RT Clang
ON 43.6 423 28.0 39.0 46.1 425 58.0 442 44.1 43.6
OFF 43.8 31.7 28.0 41.7 48.6 40.7 62.4 440 37.6 429
RTET Clang
ON 44.1 33.3 27.5 41.9 49.3 444 60.8 44.0 38.8 43.1
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