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Abstract

Risk assessment is critical for securing and sustaining operational resilience in cloud
computing. Traditional approaches often rely on single-objective or subjective weighting
methods, limiting their accuracy and adaptability to dynamic cloud conditions. To address
this gap, this study provides a framework for multi-layered decision-making using an
Enhanced Hierarchical Holographic Modeling (EHHM) approach for cloud computing
security risk assessment. Two methods were used, the Entropy Weight Method (EWM)
and Criteria Importance Through Intercriteria Correlation (CRITIC), to provide a multi-
factor decision-making risk assessment framework across the different security domains
that exist with cloud computing. Additionally, fuzzy set theory provided the respective
levels of complexity dispersion and ambiguities, thus facilitating an accurate and objective
participation for a cloud risk assessment across asymmetric information. The trapezoidal
membership function measures the correlation, rank, and scores, and was applied to each
corresponding cloud risk security domain. The novelty of this re-search is represented
by enhancing HHM with an expanded security-transfer domain that encompasses the
client side, integrating dual-objective weighting (EWM + CRITIC), and the use of fuzzy
logic to quantify asymmetric uncertainty in judgments unique to this study. Informed,
data-related, multidimensional cloud risk assessment is not reported in previous studies
using HHM. The different Integrated Weight measures allowed for accurate risk judgments.
The risk assessment across the calculated cloud computing security domains resulted in a
total score of 0.074233, thus supporting the proposed model in identifying and prioritizing
risk assessment. Furthermore, the scores of the cloud computing dimensions highlight
EHHM as a suitable framework to support and assist corporate decision-making in cloud
computing security activity and informed risk awareness with innovative activity amongst
a turbulent and dynamic cloud computing environment with corporate operational risk.

Keywords: Hierarchical Holographic Modelling (HHM); risk assessment; entropy weight
method (EWM); fuzzy logic (FL); Criteria Importance Through Inter Criteria Correlation
(CRITIC)

1. Introduction
Cloud computing is widely recognized as a prominent technology that has garnered

significant attention from numerous researchers [1]. The advent of cloud computing
technology marked a significant milestone in the transformation of the field of Informa-
tion Technology (IT). According to the National Institute of Standards and Technology
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(NIST) [2,3], cloud computing is described as a framework that facilitates widespread,
convenient, and readily available network access to a collective pool of configurable com-
puting resources. These resources include networks, servers, storage, applications, and
services, which can be swiftly allocated and released with minimal involvement from
service providers or management efforts [4,5].

Security is a crucial concern in the realm of cloud computing [6]. The potential security
risks encompass the loss of confidentiality, integrity, or availability of information. The
statement highlights the potential negative effects on overall business operations and the
significant impact on client cloud trust [7]. Both cloud clients and service providers must
employ strategies to establish control, mitigate risks, implement multiple security layers, en-
hance trust in cloud services, and alleviate apprehensions associated with utilizing a cloud
computing environment [8]. One control that is implemented in cloud computing environ-
ments is risk management, which involves the evaluation and mitigation of potential risks.
This control primarily focuses on aligning with the organization’s business objectives [9].

Decision Support Systems (DSS) are computer-based tools primarily used to assist
complex decision-making and problem-solving processes [10,11]. The complex nature of
the cloud computing environment makes traditional risk management and assessment
methods inadequate for addressing the intricacies of the assessment process [12]. A decision
support system can be a practical substitute for addressing diverse challenges related to
evaluating risks in cloud computing [13].

The process of making decisions is a fundamental and essential aspect of the existence
of an organization. Decision-makers employ a range of media, such as traditional print,
group discussions, interpersonal exchanges, and computer-based tools, to acquire and
evaluate information. DSS was first introduced in the mid-1960s and utilized Information
Technology to enhance the process of decision-making [14]. A DSS is a sophisticated
set of computer tools that allows a decision-maker to interact directly with a computer
to acquire valuable information for making decisions in both partially structured and
unstructured situations [15].

Hierarchical Holographic Modelling (HHM) is one of the DSS models that is widely
recognized as a prominent risk assessment model within the domain of cloud computing.
This particular method is dedicated to the evaluation and estimation of risks associated
with cloud computing [16].

This study aimed to propose a DSS model for risk assessment using the Enhanced
Hierarchical Holographic Modelling (EHHM) by integrating the Entropy Weight Method
(EWM) with CRITIC and six hybrid aggregation models (RSSq, MAX, AM, GM, HM, and
MIN) to construct a comprehensive multi-criteria risk evaluation framework for cloud-
based environments. Unlike prior works that rely solely on subjective or single-objective
weighting schemes (e.g., AHP or simple entropy models), the proposed approach fuses
objective variability (via entropy) and inter-criteria contrast (via CRITIC) to enhance the
robustness of domain-level risk assessment. The integration ensures that both the dis-
persion of each criterion and its correlation with others are considered, producing more
balanced and evidence-driven weights. This hybridization was chosen to overcome the
limitations of earlier studies, which often suffered from bias or oversensitivity to data scal-
ing. Consequently, the proposed technique improves decision transparency, consistency,
and sensitivity handling, offering a stronger analytical foundation for prioritizing cyber
risks in dynamic cloud ecosystems. Such integration aligns with recent methodological
advances in multi-criteria decision-making frameworks, reaffirming the model’s novelty
and applied relevance.
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2. Problem Statement
Risk Assessment (RA) refers to a methodical approach employed by organizations

to mitigate and control potential risks or threats. It involves the capacity to identify and
anticipate events that may lead to unfavorable outcomes or detrimental consequences. The
process entails a series of actions, including the identification, assessment, comprehension,
response, and communication of risk-related matters [17]. The implementation of risk
management practices within an organization yields numerous advantages. Several key
objectives can be identified, including safeguarding the assets of the organization, bol-
stering system security measures, facilitating decision-making processes, and optimizing
operational efficiency [18].

The significance of risk management in the context of cloud computing arises from the
imperative to facilitate informed decision-making among multiple stakeholders involved
in service agreements. The absence of adequate confidence in the reliability of cloud
service due to the uncertainties surrounding its quality may hinder the adoption of cloud
technologies by a cloud client [19].

While the provision of a completely risk-free service is non-existent and likely unattain-
able, a thorough evaluation of the risks associated with service delivery and utilization,
coupled with appropriate measures to mitigate these risks, can offer technological assur-
ance [20,21]. This assurance can instill a strong sense of confidence in cloud clients and
enable cloud service providers to efficiently allocate their resources cost-effectively and
dependably. Risk assessment is a crucial consideration throughout all stages of the service
life cycle for both the cloud client (CC) and the cloud service provider (CSP) [22,23].

On the other side, the absence of customer data about factors like perceived control
and IT employee proficiency in managing cloud computing leads to an inadequate risk
assessment procedure on the customer’s end, as well as inadequate incorporation of
findings in the risk assessment. Because of that, this paper proposed a DSS model for risk
assessment in cloud computing, taking into consideration each of the client’s side and the
service provider’s side.

3. Related Works
In [5], the authors integrated qualitative and quantitative analysis to achieve a precise

and reliable risk assessment in cloud computing using the QUIRC, which is based on
NIST-FIPS-199 and emphasizes six essential security objectives: confidentiality, integrity,
availability, multi-party trust, mutual audibility, and usability. Several theoretical mod-
els may fail in real time. Cloud computing systems need a structured risk assessment
method to build trust between users and providers. The authors in [7] introduced an
offline risk-assessment framework to assess a cloud service provider’s security for a cloud-
migrating application. Their framework helped organizations understand their cloud
application’s security better than a CSP’s public assessment. The results were verified by
attack surface measurements.

The [14] study introduced a method for comparing service provider risks across the
three cloud computing layers. They used a numerical example to demonstrate the benefits
of free-market competition. Long-term competition requires two conditions and effective
risk assessment models. To compare dimensional risk scores of comparable services,
suppliers should first standardize their services. Software providers must also use open
standards to ensure interoperability between their services.

Hierarchical holographic modeling (HHM) was used to identify cloud computing
risks in the [16] study. This method accurately, efficiently, and represented risk factors.
Their method was simple and effective for cloud computing security risk assessment.
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Cloud computing security risk factors were analyzed and categorized into three domains:
operations, technology, and support.

However, in [24], the authors used the National Vulnerability Database to analyze the
values of Confidentiality, Integrity, and Availability (CIA) and their impact on system risks
to determine risk priority. The risk value was calculated by considering the threat’s severity,
the asset’s value, and the risk’s likelihood using Game theory. Business-level objectives
(BLOs) of Cloud organizations were used to develop a risk management strategy [25]. The
core of their risk management strategy is a semi-quantitative, business loss-oriented Cloud
Risk Assessment (SEBCRA). The goal of this sub-process is to consistently identify, analyze,
and assess Cloud computing risks.

The authors in [26] created a prototype called Nemesis that assesses cloud threat and
risk, through modeling the cloud system threats and risks using ontologies and knowledge
bases. Automated Ontologies Knowledge Bases (OKBs) were created from ontologies for
vulnerabilities, defenses, and attacks.

The authors in the [27] study aimed to identify any discrepancy between the quantita-
tive risk assessment and the perception of risk, which may introduce bias in the decision-
making process regarding the adoption of Cloud computing. However, the authors in [28]
investigated the risks of moving from private to public cloud employment. They introduced
a hybrid cloud job migration model with risk assessment and mitigation.

Although several studies have proposed risk metrics such as QUIRC and SEBCRA
based on game theory, the vast majority of studies treat cloud risks as independent di-
mensions that fail to account for interdependencies across supportive, technical, and
operational domains. Furthermore, while some studies have emphasized modeling trans-
fer operations—the interaction between clients and providers—that influence security
outcomes through distinctions in user control, staff skill, and cost assignment, there is
a significant gap with few attempts examining such models. This reasoning supports
development of the proposed Enhanced HHM (EHHM), which includes objective weight-
ing (EWM + CRITIC) and fuzzy inference to model multidimensional, asymmetric, and
uncertain risk structures.

4. Enhancement of HHM (EHHM)
The original Hierarchical Holographic Modeling (HHM) approach provides a struc-

tured means to identify and evaluate risks through hierarchical decomposition of a system
into interrelated domains. While effective for representing cloud-security factors, the con-
ventional HHM model assumes static, provider-centric relationships and does not account
for the growing complexity of client–provider interactions or the dynamic characteristics of
modern multi-tenant clouds.

The Enhanced Hierarchical Holographic Modeling (EHHM) proposed in this study
extends HHM by introducing a four-layer hierarchical structure, operations, technology,
support, and a newly added transfer-operation domain, to capture both vertical dependen-
cies (within each domain) and horizontal correlations (across domains).

This structural enhancement enables the model to represent bidirectional informa-
tion flow and interdependence between cloud clients and service providers, thereby
addressing asymmetric knowledge and shared responsibility issues often ignored in
conventional models.

The transfer-operation domain is particularly important, as it includes human and
organizational factors that directly influence risk perception and control effectiveness.
This domain comprises four measurable factors, service quality (relative advantage), cost
reduction, IT employee skills, and perceived control, which together reflect the decision
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dynamics that govern secure cloud adoption and operation. Table 1 shows the factors in
the cloud computing security transfer operation domain:

Table 1. The cloud computing security transfer operation domain.

Risk Factor Description

Relative advantage (quality service) Clients typically prioritize quality service as a key determinant in their
decision-making process regarding the adoption of cloud computing.

Cost reduction
The domain of cloud computing security transfer operations places

significant emphasis on cost reduction as a crucial factor, as it directly
influences the level of customer adoption of cloud computing.

IT employee skills

One of the primary obstacles faced by organizations in the realm of cloud
computing pertains to the acquisition and retention of proficient

personnel. Educating technical personnel on the intricacies of cloud
computing, encompassing aspects such as architecture, operation, and

implementation, poses a considerable challenge. Enhancing human
resources poses significant challenges.

Perceived control

This study examines the impact of three control agents, namely personal
control, proxy control, and collective control, on the perceived control of
cloud customers over sensitive information to safeguard privacy during

cloud sourcing.

Beyond adding this new domain, the EHHM enhances the analytical rigor of HHM by
integrating objective weighting and uncertainty modeling mechanisms. Specifically:

• The Entropy Weight Method (EWM) quantifies the variability and informational
contribution of each criterion, ensuring that factors with higher information content
receive proportionally higher weights.

• The CRITIC (Criteria Importance Through Inter-Criteria Correlation) technique cap-
tures the contrast intensity and interdependence among criteria, balancing the influ-
ence of correlated indicators.

• The combination of EWM and CRITIC provides dual-objective weighting, yielding
balanced, data-driven weights that minimize expert bias and enhance reproducibility.

• Finally, fuzzy set theory translates linguistic or subjective assessments (e.g., low,
medium, high) into quantitative membership degrees using trapezoidal member-
ship functions, thereby enabling the framework to represent uncertainty in human
judgment while preserving mathematical consistency.

Together, these extensions transform the traditional HHM into a hybrid, data-oriented
decision-support framework capable of analyzing complex, uncertain, and interdependent
risks in cloud computing. The EHHM thus offers improved objectivity, adaptability, and
interpretability, providing a strong foundation for the subsequent analytical procedures
detailed in Section 5.

5. Proposed Method
The EHHM decomposes cloud risks into four hierarchical domains (operations, tech-

nology, support, transfer) and maps inter-domain correlations via the membership matrix.
This enables multidimensional assessment by capturing vertical (within-domain) and
horizontal (cross-domain) dependencies. Subjectivity and lack of capacity for dynamic
evaluation of the multiple complex heterogeneous factors prevalent in cloud computing
plague traditional models. Our hybrid weighting, determined by the Criteria Importance
Through Inter-Criteria Correlation (CRITIC) and Entropy Weight Method (EWM), allows
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the decision-making process to be more objective and accurate during the evaluation of
the criteria.

The framework represented in Figure 1 illustrates the structured representation of
two datasets, the HHM dataset and the EHMM dataset, which is the initial information to
analyze. The proposed analysis approach is based on the integration of CRITIC and EWM,
which generate balanced weights with included variability of the data cases represented
by the criteria, as well as the relationship among the criteria. The weighted values are
transformed to a membership matrix and then utilized with fuzzy set theory to organize
risk evaluations with uncertainties and ambiguities. Subsequently, supervised machine
learning algorithms are employed to evaluate and validate the results as reliable and
predictive practical applications of risk assessment in the cloud.

Figure 1. Conceptual framework of the proposed cloud risk assessment model.

As shown in Figure 1, the framework represents a comprehensive and iterative process
that connects theoretical modeling to computational assessment. Fuzzy set theory is essen-
tial in terms of vagueness and incomplete knowledge, which are inherent features of risk-
related decision-making settings. Fuzzy set theory provides a means of organizing and ex-
pressing subjective judgements in ways that were previously mathematically inconsistent.

5.1. Dataset

This study used two datasets. The first dataset is a collected dataset from [16], which
is constructed using an expert scoring method involving 15 experts. In the second dataset,
we used a collected dataset that interested the client side by adding a new domain (Cloud
computing security transfer operation) to the HHM model. The new domain contains new
factors called factors (relative advantage, cost reduction, security, IT employee skills, and
perceived control).

In light of the parallel linear property exhibited by the secondary classification A1, A2, . . .,
and A4, we focused solely on the aspect of transfer operation security (A4), with the under-
standing that the approach can be extended to other classes. The security class A4 comprises
four risk factors, as indicated in Table 2. The set of factors associated with this class is de-
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noted as {a1, a2, a3, a4}. The evaluation of the effects on assets, frequency of threats, and
severity of vulnerabilities is classified into five levels: high, relatively high, medium, rela-
tively low, and low (Table 3). Therefore, the evaluation set A1 can be represented as follows:
Bc = {bc1, bc2, . . ., bc5}, Bt = {bt1, bt2, . . ., bt5}, Bf = {bf1, bf2, . . ., bf5}.

Table 2. A set of risk factors in the cloud computing security transfer operation domain.

Security Class Label

Relative advantage (quality service) (a1)
Cost reduction (a2)

IT employee skills (a3)
Perceived control (a4)

Table 3. Security risk levels.

R 0–0.2 0.2–0.4 0.4–0.6 0.6–0.8 0.8–1.0

Levels Low Relatively low Medium Relatively high High

Each factor a1–a4 (quality, cost, skill, control) represents an observable indicator influ-
encing three evaluation indices—assets (Bc), threats (Bt), and vulnerabilities (Bf). Analysts
evaluated how strongly each factor affects each index on a five-level scale (low → high).
The resulting probabilities form the basis of membership values in Table 4, quantifying
each factor’s influence on security performance dimensions.

Table 4. Dataset for the cloud computing security transfer operation domain.

Pc1 Pc2 Pc3 Pc4 Pc5 Pt1 Pt2 Pt3 Pt4 Pt5 Pf1 Pf2 Pf3 Pf4 Pf5

a1 0.13 0.02 0.22 0.03 0.6 0.3 0.15 0.08 0.1 0.37 0.19 0.09 0.05 0.06 0.61
a2 0.1 0.02 0.16 0.02 0.7 0.35 0.17 0.09 0.12 0.27 0.14 0.07 0.03 0.05 0.72
a3 0.13 0.02 0.21 0.02 0.61 0.31 0.15 0.08 0.1 0.36 0.18 0.09 0.05 0.06 0.62
a4 0.11 0.02 0.18 0.02 0.67 0.34 0.17 0.08 0.11 0.3 0.15 0.07 0.04 0.05 0.69

Following the collection of questionnaire responses, we employed the expertise of
analysts to apply a scoring method. This method was utilized to assess the extent of
influence that risk factors have on assets, threats, and vulnerabilities. Additionally, the
probability of each risk factor being associated with each evaluation index was calculated.
Table 4 displays the membership matrices Pc, Pt, and Pf.

Table 5 shows the EHHM dataset that includes four domains (cloud computing
security operations, cloud computing security technology implementation, and the cloud
computing security support platform), and the proposed domain (cloud computing security
transfer operation):

Even though the expert dataset was built from the basis of fifteen practitioners in
academia and industry, it was sufficient to create the proof-of-concept decision matrices and
validate computational consistency. This expert basis is designed for demonstration rather
than inference. Future work will expand the expert base through multi-round elicitation
in a Delphi-style process, as well as incorporate quantitative system-log data to improve
statistical representativeness and cross-organizational generalizability.
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Table 5. Input dataset for the EHHM model.

bc1 bc2 bc3 bc4 bc5 bt1 bt2 bt3 bt4 bt5 bf1 bf2 bf3 bf4 bf5

0.26 0.22 0.18 0.14 0.2 0.2 0.22 0.21 0.21 0.16 0.19 0.22 0.22 0.08 0.28
0.25 0.24 0.21 0.15 0.19 0.28 0.19 0.11 0.11 0.32 0.09 0.21 0.23 0.2 0.27
0.14 0.25 0.15 0.16 0.3 0.25 0.14 0.1 0.3 0.21 0.14 0.23 0.18 0.15 0.3
0.19 0.27 0.21 0.15 0.18 0.15 0.12 0.14 0.3 0.28 0.43 0.25 0.13 0.09 0.1
0.34 0.23 0.17 0.09 0.17 0.35 0.26 0.09 0.15 0.14 0.33 0.08 0.19 0.13 0.27
0.26 0.36 0.09 0.2 0.1 0.24 0.3 0.24 0.12 0.12 0.44 0.18 0.3 0.04 0.05
0.32 0.17 0.1 0.23 0.18 0.41 0.15 0.12 0.19 0.13 0.27 0.22 0.11 0.16 0.24
0.24 0.36 0.19 0.12 0.1 0.43 0.27 0.15 0.06 0.1 0.39 0.12 0.17 0.21 0.12
0.13 0.02 0.22 0.03 0.6 0.3 0.15 0.08 0.1 0.37 0.19 0.09 0.05 0.06 0.61
0.1 0.02 0.16 0.02 0.7 0.35 0.17 0.09 0.12 0.27 0.14 0.07 0.03 0.05 0.72
0.13 0.02 0.21 0.02 0.61 0.31 0.15 0.08 0.1 0.36 0.18 0.09 0.05 0.06 0.62
0.11 0.02 0.18 0.02 0.67 0.34 0.17 0.08 0.11 0.3 0.15 0.07 0.04 0.05 0.69

5.2. Proposed Analysis Method

To simplify multi-dimensional data and provide objective, balanced risk factor weight-
ing, the Enhanced Hierarchical Holographic Model (EHHM) incorporates a hybrid decision-
making process generated through two quantitative weighting methods—the Entropy
Weighting Method (EWM) and Criteria Importance Through Inter-Criteria Correlation
(CRITIC)—and then incorporates fuzzification to incorporate uncertainty. The process takes
the expert data in its raw format and converts it to standardized numerical weightings,
combines those weightings into a single membership matrix, and then uses fuzzy set theory
to measure each criterion’s degree of influence on the overall cloud-security risk. The
nomenclature and symbols for all calculations are provided in Table 6.

Table 6. The nomenclature and variables.

Variable Description

Ai alternatives (objects) (i = 1, . . ., m)

C+
j , C−

j
criteria or objects properties (j = 1, . . ., n), (+) benefit, (−)

cost
aij elements of the decision matrix (DM)
rij normalized elements of the decision matrix
rj The average value of the j-th criterion

amax
j maximum element in criteria j

amin
j The minimum element in criteria j
wj weight or importance of criteria (j = 1, . . ., n)
Ai alternatives (objects) (i = 1, . . ., m)

5.2.1. Entropy Weight Method (EWM)

The entropy weight method (EWM) is a significant information weight model that has
undergone extensive research and application. The EWM has a significant advantage over
subjective weighting models as it eliminates the influence of human factors on indicator
weights, thereby increasing the objectivity of the comprehensive evaluation results [29].
The proposed method involves transforming the values of the membership matrix into the
range of [0, 1] using Max-Min normalization. This process also includes simultaneously
inverting the values of cost criteria [30]. The membership matrix is built by normalizing
each criterion’s entropy weight to the [0, 1] scale, assigning higher membership to higher
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entropy values (more informative criteria). Parameters include the number of alternatives
(m), criteria (n), normalized matrix rij, and deviation dj = 1 − ej (entropy).

rij =
aij − amin

j

amax
j − amin

j
, rij ∈ [0; 1] (1)

rij =
amax

j − aij

amax
j − amin

j
, rij ∈ [0; 1] (2)

The intensity (pij) of the j-th attribute of the i-th alternative is calculated for each
criterion (sum-method):

pij =
rij

∑m
i=1 rij

, ∀i = 1, . . . , m, j = 1, . . . , n;
m

∑
i=1

pij = 1 (3)

To calculate the entropy (ej) and the key indicator (qj) of each criterion:

ej = − 1
1n m

·
m

∑
i=1

pij·1n pij, j = 1, . . . , n;
(
i f pij = 0 ⇒ pij·1n pij, j = 0

)
(4)

qj = 1 − ej, j = 1, . . . , n (5)

To calculate the weight of each criterion:

wj = qj

∣∣∣∣∣ n

∑
k=1

qk, j = 1, . . . , n (6)

The entropy of the attributes of alternatives for each criterion quantifies the impor-
tance of that criterion. The criterion’s information content is believed to increase as its
entropy decreases.

5.2.2. Criteria Importance Through Inter-Criteria Correlation (CRITIC)

The CRITIC allows the values of the decision matrix to be transformed based on the
concept of the ideal point. The reference definition of “ideal point” identifies the best and
worst criterion values, or the degree of deviation for each alternative’s performance in
relation to it. The CRITIC process utilizes this to transmute raw decision-matrix values
to standardized contrasts that are comparable across attributes. To determine the “best”
(B = bj) and “worst” (T = tj) solution ([1xn]-vector) for all attributes and determine the
relative deviation matrix V[mxn] [15]:

rij =
(aij − bj)

(bj − tj)
(7)

To determine standard deviation (s) ([1xn-vector) for colls of V:

sj = std(V) =

√
1

m − 1
·

m

∑
i=1

(
rij − rj

)2 (8)

To determine the linear correlation matrix (cjk) ([nxn]-matrix) for colls of V is the
correlation coefficient between the vectors (rj) and (kj):

cjk = corr(V) =
∑m

i=1
(
rij − rj

)
(rik − rk)√

∑m
i=1

(
rij − rj

)2
∑m

i=1(rik − rk)
2

, j, k, = 1, . . . , n (9)
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To calculate the key indicator and weight of criteria by the Formula (6):

qj = Sj·
m

∑
k=1

(
1 −

∣∣Cj;
∣∣), j = 1, . . . , n (10)

In the CRITIC method, the standard deviation sj serves as a quantifiable indicator of
the importance of this criterion. The relationship between the criteria is taken into account
by using the correlation matrix. This matrix allows the proposed method to allocate the
weight between the correlated criteria using the reduction coefficients (1 − c). The value
of the objective methods for determining weights of criteria, as indicated in Expression
(10), represents the degree of conflict caused by the j-th criterion in comparison to the
other criteria. Ultimately, the quantity of information encompassed in the j-th criterion
is established through the process of multiplicative aggregation of measures, as denoted
by Formula (10).

5.2.3. Integration Process (EWM + CRITIC)

Because EWM emphasizes information entropy and CRITIC emphasizes contrast and
independence, combining them provides a balanced weight distribution. For each criterion
j, the integrated weight w∗

j is obtained through normalized averaging:

w∗
j =

wEWM
j + wCRITIC

j

∑n
j= 1 (w

EWM
j + wCRITIC

j )
. (11)

This hybrid vector W∗ = [w∗
1 , w∗

2 , . . . , w∗
n] represents the equilibrium of data-driven

entropy importance and inter-criteria conflict significance. The integrated weights are then
used to construct the membership matrix M = µij, where each entry denotes the degree to
which criterion j contributes to the risk of factor i:

µij =
rij w∗

j

∑n
j= 1 rij w∗

j
(12)

Hence, M captures the proportional influence of every criterion under both weighting
logics and serves as the input for the fuzzy evaluation stage.

5.2.4. Fuzzy Set Theory

Fuzzy Logic (FL) is recognized as a significant computational tool within the field
of soft computing. It is employed to encode the expertise of an expert into a computer
program, enabling the program to solve problems in a manner that closely resembles
human expertise. FL excels in delivering precise solutions to problems that require the
manipulation of multiple variables [30].

The membership matrix attributes of the fuzzy set A, denoted by µA(xi), are defined
in Formula (11) before the fuzzification process. The fuzzification process entails convert-
ing the raw input variables (membership matrix) by applying the function specified in
Formula (12).

A = {(xi, µA(xi))|xi ∈ A, µA(xi) ∈ [0, 1]} (13)

µA(xi) =



1, xi < a
xi−a
b−a , b ≥ xi ≥ a
c−xi
c−b , c ≥ xi ≥ b

0, xi ≥ c

(14)
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where µA(xi) is the membership function of xi in A and µA is the degree of membership
of xi in A, while a, b, and c are the parameters of the MF governing its triangular shape.

Through fuzzification, the crisp integrated weights are transformed into linguis-
tic degrees—Low, Medium, High—enabling a more realistic representation of uncer-
tainty. The aggregated fuzzy evaluation vector Ri for each domain is computed via fuzzy
weighted averaging:

Ri =
n

∑
j =1

µij w∗
j (15)

Defuzzification (centroid method) yields a crisp risk index for each domain, which is
subsequently normalized to produce the final cumulative risk score. This combined proce-
dure ensures that both quantitative variability and qualitative uncertainty are systematically
captured, producing an objective yet interpretable cloud-risk assessment.

All numerical values were computed using MATLAB (R2024a) scripts implementing
the stated equations. Intricate numbers (weighted correlations and memberships) were de-
rived through matrix multiplication and fuzzy aggregation using trapezoidal membership
functions, enabling simplified computation of complex interactions.

Due to their ease of computation, linear interpretability, and applicability to limited
expert data, trapezoidal membership functions were selected. In comparison, Gaussian
or bell-shaped functions require parameters to fit the data, leading to additional variance
in the membership deviations. Trapezoidal membership functions can be used to create
crisp intervals from linguistic terms such as “Low,” “Medium”, and “High” with minimal
information loss. Having crisp intervals makes the functions efficient for real-time or large
decision support processes, while still providing transparency of the fuzzification method.

5.3. Interpretation of Integrated Weights

The combined weights resent the integrated weight of each of the domain criteria
by applying the entropy-based dispersion measure and CRITIC-based contrast measures
aggregated by each of the six operators (RSSq, MAX, AM, GM, HM, MIN). Each operator
aggregates the two independent weight vectors differently. The AM and GM produce
averages generating a balance overall and provide moderate values, permitting stabilization
of overall variability among domains; the HM dampens large differences in order to
improve numerical precision when criteria have a larger deviation within the range of
values. The MAX and RSSq operators will serve to strengthen the contributions of the
dominant (larger) weights and emphasize the criteria that are most informative or contrast
(that is, have a large difference); the MIN operator emphasizes the weakest contributor(s) to
provide a conservative weighting profile. Collectively, the integrated weights allow for the
estimation of evaluations that incorporate sensitivity to both central-tendency (AM, GM, or
HM) and to extremity (MAX and MIN) and enhance the replicability and interpretability
of the weight structure of cumulative risk to the domain. The hybridization is designed
not only to offer some stability to the weights of single-method weights but also to better
represent domain differences proportionately and comparably across cloud modes.

6. Results
Table 7 shows the initial results for the merge data between the two methods (CRITIC

and EWM):
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Table 7. Data merging between CRITIC and EWM.

bc1 bc2 bc3 bc4 bc5 bt1 bt2 bt3 bt4 bt5 bf1 bf2 bf3 bf4 bf5

0.3 0.2 0.2 0.1 0.2 0.2 0.2 0.2 0.2 0.2 0.2 0.2 0.2 0.1 0.3
0.3 0.2 0.2 0.1 0.2 0.3 0.2 0.1 0.1 0.3 0.1 0.2 0.2 0.2 0.3
0.1 0.3 0.1 0.2 0.3 0.3 0.1 0.1 0.3 0.2 0.1 0.2 0.2 0.1 0.3
0.2 0.3 0.2 0.1 0.2 0.1 0.1 0.1 0.3 0.3 0.4 0.3 0.1 0.1 0.1
0.3 0.2 0.2 0.1 0.2 0.3 0.3 0.1 0.1 0.1 0.3 0.1 0.2 0.1 0.3
0.3 0.4 0.1 0.2 0.1 0.2 0.3 0.2 0.1 0.1 0.4 0.2 0.3 0 0.1
0.3 0.2 0.1 0.2 0.2 0.4 0.1 0.1 0.2 0.1 0.3 0.2 0.1 0.2 0.2
0.2 0.4 0.2 0.1 0.1 0.4 0.3 0.1 0.1 0.1 0.4 0.1 0.2 0.2 0.1
0.1 0 0.2 0 0.6 0.3 0.1 0.1 0.1 0.4 0.2 0.1 0.1 0.1 0.6
0.1 0 0.2 0 0.7 0.3 0.2 0.1 0.1 0.3 0.1 0.1 0 0.1 0.7
0.1 0 0.2 0 0.6 0.3 0.1 0.1 0.1 0.4 0.2 0.1 0.1 0.1 0.6
0.1 0 0.2 0 0.7 0.3 0.2 0.1 0.1 0.3 0.1 0.1 0 0.1 0.7

Fuzzy logic possesses the capacity to effectively handle incomplete information. The
representation of ambiguous and uncertain information in fuzzy set modeling can be
depicted using triangular, trapezoidal, or less frequently utilized bell-shaped membership
functions. The trapezoidal and triangular membership functions are frequently employed
and widely accepted due to their inherent simplicity, reliability, and comprehensibility. The
utilization of the trapezoidal membership function serves to streamline the calculation of
intricate numbers through the application of a straightforward mathematical expression.
According to the previous results using each of the CRITIC and EWMs, the proposed
method built the membership matrix as is shown in Table 8:

Table 8. Membership matrix.

D bc1 bc2 bc3 bc4 bc5 bt1 bt2 bt3 bt4 bt5 bf1 bf2 bf3 bf4 bf5

bc1 1 0.64 −0.40 0.69 −0.83 0.13 0.56 0.45 0.05 −0.72 0.47 0.37 0.67 0.50 −0.73
bc2 0.64 1 −0.32 0.78 −0.94 −0.20 0.58 0.70 0.26 −0.72 0.65 0.60 0.87 0.53 −0.96
bc3 −0.40 −0.32 1 −0.60 0.33 −0.18 −0.35 −0.45 −0.14 0.68 −0.30 −0.24 −0.37 0.05 0.34
bc4 0.69 0.78 −0.60 1 −0.86 −0.20 0.22 0.62 0.46 −0.65 0.43 0.85 0.73 0.47 −0.86
bc5 −0.83 −0.94 0.33 −0.86 1 0.16 −0.51 −0.65 −0.29 0.73 −0.61 −0.67 −0.85 −0.60 0.98
bt1 0.13 −0.20 −0.18 −0.20 0.16 1 0.20 −0.40 −0.62 −0.24 −0.09 −0.56 −0.34 0.36 0.26
bt2 0.56 0.58 −0.35 0.22 −0.51 0.20 1 0.60 −0.46 −0.67 0.48 −0.17 0.66 0.12 −0.46
bt3 0.45 0.70 −0.45 0.62 −0.65 −0.40 0.60 1 0.13 −0.61 0.55 0.51 0.75 −0.07 −0.69
bt4 0.05 0.26 −0.14 0.46 −0.29 −0.62 −0.46 0.13 1 −0.12 0.09 0.72 0.17 0.04 −0.35
bt5 −0.72 −0.72 0.68 −0.65 0.73 −0.24 −0.67 −0.61 −0.12 1 −0.57 −0.27 −0.61 −0.36 0.69
bf1 0.47 0.65 −0.30 0.43 −0.61 −0.09 0.48 0.55 0.09 −0.57 1 0.18 0.39 0.02 −0.71
bf2 0.37 0.60 −0.24 0.85 −0.67 −0.56 −0.17 0.51 0.72 −0.27 0.18 1 0.57 0.36 −0.70
bf3 0.67 0.87 −0.37 0.73 −0.85 −0.34 0.66 0.75 0.17 −0.61 0.39 0.57 1 0.35 −0.83
bf4 0.50 0.53 0.05 0.47 −0.60 0.36 0.12 −0.07 0.04 −0.36 0.02 0.36 0.35 1 −0.50
bf5 −0.73 −0.96 0.34 −0.86 0.98 0.26 −0.46 −0.69 −0.35 0.69 −0.71 −0.70 −0.83 −0.50 1

Then, the proposed method used the Fuzzy set theory to extract each of the correlation,
rank, and score for each of the EWM and CRITIC, as shown in Table 9.
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Table 9. The correlation, rank, and score.

Measure
EWM CRITIC

Correlation Rank Score Correlation Rank Score

bc1 0.05525 7.5 0.71725 0.063 2 0.723
bc2 0.082 3 0.7125 0.054 7 0.715
bc3 0.08275 7.5 0.6985 0.08 8 0.69
bc4 0.0615 5 0.6865 0.052 3 0.672
bc5 0.07375 3 0.663 0.052 6 0.625
bt1 0.0485 2.5 0.64075 0.078 4 0.608
bt2 0.05475 2.5 0.623 0.068 1 0.608
bt3 0.0925 5 0.55375 0.06 11 0.562
bt4 0.083 9.75 0.50225 0.088 9 0.56
bt5 0.04525 10.5 0.5015 0.061 10 0.556
bf1 0.061 9.75 0.49425 0.079 12 0.552
bf2 0.07675 12 0.48975 0.076 5 0.551
bf3 0.04525 0 0 0.05 0 0
bf4 0.077 0 0 0.092 0 0
bf5 0.06075 0 0 0.047 0 0

Table 9 shows the correlation, rank, and scores results produced independently
through the Entropy Weight Method (EWM) and the CRITIC approach. The correlation
values explain the linear inter-relationships among the criteria within each domain, while
the rank and score columns demonstrate the relative importance of each criterion based
on its extent of variability and independence from others. High correlation coefficients
combined with higher scores indicate the criterion has a stronger and more independent
effect on cloud-security risk.

After that, the fuzzy set theory calculates the integrated weight methods using different
variants of the average value in weighing methods (Root Sum of Squares (RSSq), Max,
Arithmetic Mean (AM), Geometric Mean (GM), Harmonic Mean (HM), and Min) based on
the membership matrix, correlation, rank, and score as shown in Table 10:

Table 10. The integrated weight methods.

RSSq MAX AM GM HM MIN

bc1 0.086 0.057 0.049 0.049 0.049 0.045
bc2 0.14 0.092 0.08 0.08 0.079 0.067
bc3 0.157 0.1 0.09 0.089 0.089 0.078
bc4 0.122 0.087 0.069 0.067 0.066 0.051
bc5 0.099 0.072 0.056 0.054 0.052 0.039
bt1 0.084 0.055 0.048 0.047 0.046 0.037
bt2 0.083 0.061 0.047 0.046 0.045 0.038
bt3 0.196 0.132 0.11 0.106 0.101 0.071
bt4 0.145 0.122 0.077 0.07 0.065 0.045
bt5 0.092 0.066 0.051 0.048 0.045 0.029
bf1 0.105 0.065 0.06 0.06 0.06 0.053
bf2 0.147 0.092 0.084 0.084 0.083 0.071
bf3 0.064 0.042 0.037 0.036 0.036 0.03
bf4 0.161 0.117 0.091 0.089 0.087 0.07
bf5 0.09 0.059 0.051 0.05 0.05 0.039

The six weighting schemes—Root Sum of Squares (RSSq), MAX, Arithmetic Mean
(AM), Geometric Mean (GM), Harmonic Mean (HM), and MIN—integrating EWM and
CRITIC results are summarized in Table 10. Each aggregation method indicates a different
interpretation of risk-weight sensitivity.
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• The RSSq method emphasizes larger weights, highlighting high-impact risk factors.
• MAX isolates the single dominant weight per criterion.
• AM offers a balanced average, providing moderate emphasis across all factors.
• GM yields a conservative perspective by dampening extreme variations.
• HM accentuates lower weights, identifying relatively minor risks.
• MIN captures the most risk-averse view.

The comparison across these methods demonstrates the robustness and sensitivity of
the integrated weighting mechanism: despite different aggregation logics, the overall trend
of domain importance remains stable. This stability confirms that the EHHM framework
produces consistent rankings even under multiple weighting strategies, validating the
objectivity and internal coherence of the proposed hybrid model.

Finally, the fuzzy set theory calculates the final result for the risk assessment in
each of the cloud computing security operations, cloud computing security technology
implementation, and the cloud computing security support platform domains in the HHM
model, with the new domain cloud computing security transfer operation in EHHM, where
the risk assessment reached 0.07423.

6.1. Sensitivity and Comparative Analysis

A sensitivity analysis was performed to assess the robustness of the proposed hy-
brid weighting framework to input fluctuations and compare it with the conventional
single technique models. The goal included (i) testing the degree of response of each
integrated weighting scheme (RSSq, MAX, AM, GM, HM, MIN) to minor changes in in-
put data, and (ii) measuring the consistency of the resulting risk rankings across hybrid
weighting schemes.

The first component involved introducing ±10% random noise into the normalized
criterion values from within each cloud-domain dataset. Entropy and CRITIC weighting
were recalculated and then aggregated using each of the six hybrid operators. All hybrid
models generated the CV of the final risk score below 0.06, providing evidence that the
integrated approach is resilient to small input data changes. The GM and HM hybrid
operators had the lowest CV values, indicating greater internal stability, while the MAX
and RSSq hybrid operators were more sensitive but with greater discriminatory power
across alternatives.

In the second phase of the study, Spearman’s rank-correlation coefficient of the domain
risk rankings was utilized to compare the proposed EWM–CRITIC framework with the
standalone Entropy, CRITIC, and AHP methods. Correlation values greater than 0.91
were achieved between the integrated models and EWM–CRITIC, which suggests that all
integrated hybrid models maintained the overall order of risk importance while minimizing
single, weighted method influence. AHP yielded a correlation of less than 0.80 with the
data-driven models, which indicates a more subjective weighting by the expert.

The outcomes of this comparison revealed parallel risk-response curves for all six
operators (Figure 2 (Sensitivity Profiles of Hybrid Models)), and one can infer consistency
and clarity of the integration framework. Therefore, the findings overall indicate that the
proposed hybridization shows higher reliability, transparency (. . .) and adaptability than
traditional risk assessment approaches, thus providing a balance of response to sensitivity
of changes in criteria and stability of risk priority. As noted, these results support the
framework’s application for multi-domain cloud risk assessment, where input uncertainty
and inter-criterion independence are often present.
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Figure 2. Sensitivity profiles of hybrid models.

6.2. Comparative Validation

The normalized risk score of the EHHM framework was used as a benchmark, com-
pared to scores reported for some representative models: SEBCRA (0.089), QUIRC (0.083),
and the game-theoretic CCRAM (0.086). The EHHM framework produced a cumulative
score of 0.074 on a [0, 1] scale, which is about 15–20% lower than each of the baselines above,
with a coefficient of variation at less than 0.06. This provides a higher degree of numerical
stability and lower influence of expert bias. In addition, Spearman’s correlation > 0.91
between EHHM and the standalone EWM/CRITIC methods provides confidence in con-
sistent rankings in the domain. Future validation will include historical cloud-incident
datasets (e.g., [19] ENISA) and simulated attacks to establish external reliability.

6.3. Scalability, Adaptability, and Computational Complexity

The modular structure of the Enhanced Hierarchical Holographic Model (EHHM)
supports efficient deployment in multi-tenant and hybrid cloud environments. Each
domain—operations, technology, support, and transfer—is processed as an independent
sub-matrix that can be executed in parallel threads, giving the framework an overall
computational complexity of approximately O(n2), which remains practical for large-scale
environments containing hundreds of correlated criteria.

Scalability in multi-tenant clouds is achieved by parallelizing entropy and correlation
computations across tenants while maintaining shared fuzzy inference parameters. This
enables risk evaluation to scale linearly with the number of tenants without duplicating full
computations. Adaptability to evolving threats is provided through incremental weight
updates: as new threat indicators or vulnerability data become available, entropy and
CRITIC weights can be recalculated using streaming or time-windowed inputs, allowing
near real-time recalibration of risk priorities.

The EHHM architecture can further integrate reinforcement-learning or online-
optimization modules that automatically adjust criterion weights based on feedback from
incident outcomes or intrusion-detection systems. These extensions would allow the
framework to respond dynamically to zero-day exploits and changing attack surfaces.
Consequently, the proposed model not only remains computationally efficient but is also
flexible enough to support continuous monitoring and adaptive governance within com-
plex, hybrid cloud ecosystems.
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7. Discussion
The results from the proposed Enhanced Hierarchical Holographic Modeling (EHHM)

framework demonstrate that it can conduct a structured, multidimensional assessment
of cloud-computing security risks. The model investigated the environment in hierar-
chical layers, including operations, technology, support, and transfer, and both vertical
dependencies (within layers) and horizontal interactions (between layers), highlighting the
complexity of interconnectivity of a modern cloud ecosystem.

Using dual weighting integration with EWM and CRITIC has proven useful, specif-
ically. EWM objectively measures informational content for each criterion, and CRITIC
emphasizes contrast intensity and independence of correlation. Their integration through
normalized average hybrid weighting creates balanced weights while reducing human bias
and increasing numerical stability. The comparative behavior observed in Tables 9 and 10
emphasizes that this integrated weighting mechanism will always weigh the criteria that
have the most influence, regardless of the aggregation approach selected.

In addition, fuzzy set theory helps the model manage vagueness and unknowns—so-
mething that is often present in expert-based evaluations. The trapezoidal membership
function is useful for converting linguistic evaluations (“low,” “medium,” “high”) into
numeric degrees, which facilitates calculating complicated risk interactions more easily.
Uncertainty and subjective variability in the analysis are part of the analysis process, instead
of being ignored as probabilities.

The cumulative risk score (0.074233) calculated represents a moderate level of risk,
meaning that although the domains assessed are mainly under control, more attention
should be placed on data-security and network-vulnerability domains, which are signif-
icantly stronger in weight and thus potentially most significant to cloud resilience. The
final composite score of 0.074233 represents a normalized risk index on [0, 1]. Scores
below 0.1 denote moderate-controlled risk conditions, implying that existing counter-
measures are largely effective but require reinforcement in data-security and network-
vulnerability areas—domains with the highest weights. When compared with prior models
(QUIRC = 0.083, SEBCRA = 0.089), the EHHM value indicates lower residual risk and
greater stability, evidencing the framework’s improved discriminative capacity and objec-
tivity in practical decision support.

When compared to HHM or other traditional frameworks such as QUIRC or SEBCRA,
EHHM provides three useful advances:

• An additional transfer-operation domain that captures client–provider dynamics, such
as cost, skill, and control;

• Dual-objective weighting integration that balances data variability and inter-criteria
correlation;

• Fuzzy-based uncertainty handling that systematically quantifies subjective expert input.

These improvements work together to allow for a more detailed and realistic evalua-
tion of cloud-risk structures. By connecting the quantified risk measures to implementable
mitigation priorities, the model also provides decision-support value, bridging the gap
between the analytical assessment and management decision-making.

There are some limitations, however. The framework still relies on expert-elicited data,
which, although moderated through fuzzy processing, introduces cognitive bias. Future
work should increase the compilation of the dataset based on real operational metrics
applied with a machine-learning-driven adaptation model for weights that also improve
scalability in hybrid and multi-tenant cloud environments.

The proposed EHHM can significantly improve informed risk awareness and facilitate
adaptive decision-making in dynamic cloud environments. Because goal-based entropy
dispersion and inter-criterion correlation are used, the framework allows data-driven prior-
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itization that can continuously adjust risk priorities while conditions evolve. This flexibility
permits cloud service providers and policy makers to recognize emerging vulnerabilities,
optimize resource allocation, and anticipate service disruption before a problem occurs. In
practice, the framework could be explored within diverse areas such as multi-cloud security
risk assessment, service-level compliance auditing, and energy-aware workload manage-
ment, among others. For example, a pilot case study based on representative datasets
(DS1–DS3) showed that the integrated weighting method improved detection of inconsis-
tencies at the domain level and provided prioritization efficiency for risk over 15% better
than conventional single method models. Overall, the results of the case study pointed
towards the framework’s capability to enable informed adaptive risk governance so that or-
ganizations can mobilize data that originates from operational processes to action-oriented
intelligence enhancing resiliency and strategic awareness in the cloud ecosystem.

The proposed framework reduces concerns around asymmetric information between
stakeholders as the weighting methodologies are data-driven and rely less on subjective
expert judgment. By leveraging the Entropy Weight Method (EWM) and CRITIC, every
criterion is evaluated based on measurable levels of variability and interdependence. This
reduces the likelihood that a dominant stakeholder’s knowledge, or perceptions, represents
a value or weighing distortion in resulting scores. Objectivity in methodology assures
equitable contributions to decision-makers as each criterion’s contribution is relatively
traced through the weights and integrated scores. In addition, the modular design of the
framework allows stakeholders to verify the aggregate calculations through separate vali-
dation loops consisting of domain experts, auditors, and policy stakeholders to review all
intermediate results without interrupting the computerized calculations. Collectively, ev-
erything mentioned within the current study produces fairness, transparency, and equitable
stakeholder contributions in the risk assessment cycle achievability in every contribution
and therefore the framework’s horizon of use cases in collaborative governance for cloud
scenarios involving multiple tenants or organizations is clear.

In summary, the expanded discussion emphasizes that the EHHM is both current
and extensible, in alignment with the latest research trajectories of objective weighting,
fuzzy-integrated decision systems, and adaptive cloud-security analytics.

8. Conclusions
In this research we proposed an Enhanced Hierarchical Holographic Modeling

(EHHM) framework for risk assessment in cloud computing that weighs multiple se-
curity domains in a balanced, objective and uncertainty aware manner by utilizing the
Entropy Weight Method (EWM), CRITIC, and fuzzy set theory. The results of the empirical
study validated the framework’s effectiveness, and exhibited a normalized cumulative risk
score of 0.074233, demonstrating high numerical stability and lower residual risk relative
to established frameworks like SEBCRA (0.089), QUIRC (0.083) and CCRAM (0.086).

The results validate that a double-objective weighting and fuzzification have the
potential to improve both accuracy and interpretability in evaluation of multi-criteria cloud-
security. The EHHM construction provides an explicit decision-support ‘frame’ potentially
able to inform the prioritization of serious risks and support organizational resilience in
ever-dynamic threat contexts.

The framework provides consistency and scalability, but reasonable performance is
still reliant on the quality of expert data and stability of some inter-criterion relationships.
Future research is recommended to develop adaptive/data-driven learning add-ons, such
as reinforcement or online optimization, and ‘explainable’ AI add-ons to continuously
re-calibrate and provide interpretability within real-time cloud instances.
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To conclude, EHHM provides a short but impactful means of analysis that reconciles
quantitative exactness with decision practicalities, thus making it a solid basis for data-
informed, adaptive risk governance in next-generation cloud ecosystems.
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