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Abstract: A synergetic computing mechanism is proposed to authenticate the validity of
event data in merchandise exchange applications. The events are handled by the proposed
synergetic computing system which is composed of edge devices. Asteroid_Node_on_Duty
(ANOD) acts like a supernode to take the duty of coordination. The computation per-
formed by nodes in local area can reduce round-trip data propagation delay to distant
data centers. Events with different risk levels are processed in parallel through different
flows by using Chief chain (CC) and Telstar chain (TC) methods. Low-risk events are
computed in edge nodes to form TC, which can be periodically integrated into CC that
contains data of high-risk events. New authentication methods are proposed. The difficulty
of authentication tasks is adjusted for different scenarios where lower difficulty in low-risk
tasks may accelerate the process of validation. Authentication by a certain number of
nodes is required so that the system may ensure the consistency of data. Participants in the
system may need to register as members. The transaction processing speed on low-risk
events may reach 25,000 TPS based on the assumption of certain member classes given
that all of ANOD, and Asteroid_Node_of_Backup (ANB), Edge Cloud, and Core Cloud
function normally.

Keywords: authentication; parallel processing; business of trading and exchange

1. Introduction
In this paper, we present a new authentication mechanism for a distributed system.

The data of events are recorded in a series of blocks by certain specific devices and clouds at
the edge side. These data are authenticated and properly stored at several locations in order
to keep data consistency. Event data are usually processed locally and do no travel to far
away data center. Computation performed at the edge reduces the latency and accelerates
the response of service request [1]. Blockchain is considered as one type of distributed
ledger technology. Blockchain technology monitors the activities of trading and enhances
the immutability, scalability, and security of the supply chain [2]. The scenarios in a system
application are described as follows.

This is an example of consumer-to-consumer business model in which people may
make use of this platform. It would benefit both parties who exchange an item for another
item under urgent demand. Similar to many software applications, the initial target may be
set to campus. Students with limited budget may obtain what they need, including books,
computers, study supplies, etc., through the exchange bulletin service. Some application
software is only compatible with Mac Operating System. For example, the digital audio
workstation software of Logic Pro X does not provide a Windows version. A student who
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would like to use Mac-only software considers purchasing a Mac computer. Thus, she/he
may exchange one of his machines or computers for a Mac computer.

This platform may realize the scenarios. The flow chart of exchange is shown in
Figure 1. A member in this platform may place an item such as a smartphone for exchange.
Then, other members may browse around and see the item in the platform. At the same
time, the member searches for what they need—for example, a pad—in the platform. Later,
we asked these members one by one if any were interested in exchanging their items to
receive a smartphone. Once a match is found, the exchange process may start. The member
who initiates this event informs Edge_Cloud, ANOD, ANB, and some nearby nodes, which
will verify/validate the event. This is a C2C model, but it can be used in B2C or even
B2B models as well. E-commerce retailers, such as Amazon, allow people to purchase or
sell merchandise. Some people post items for exchange on social network software, such
as Facebook marketplace. However, it is not easy to detect online shopping scams. The
platform that we propose is member-based with deposits and is good for merchandise
exchange. If the value of the two items for exchange are about the same, it would be
beneficial for two parties without additional cost.
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2. Background and Related Work
These merchandise exchanges are all based on equivalent or similar asking prices. The

two parties in the exchange are called Initiator_of_Event and Responder_of_Event. For
high price trading or exchange, the price determination can refer to the market value.

The word “token” used in our proposed system has the meaning of “credit”. All
registered members are given a certain number of tokens upon registration. If the asking
prices of the items from the two parties are not equivalent, the party with the lower-price
item may bargain or pay the price difference with tokens of the platform.

There could be a platform with the authentication mechanism that helps these people
fulfill their demand to facilitate trading between different parties as well as implement
ledger keeping. Additionally, the platform plays the role of middleman/agent in between
two parties to ensure the traded items received by the other party safely. In case of any
quality issue or lack of satisfaction, the agent must be able to resolve it. The participants
of the platform need to provide a certain amount as a deposit before the trade. The
amount usually depends on the general trading value so that some issues in a trade may be
compensated by a deposit from a member.

There are numerous applications in a distributed system: video streaming, social
media applications, telecommunication network, financial services, Internet of Things
(IoT), and distributed artificial intelligence. In this paper, we introduce an authentica-
tion method used in a distributed system to fulfill the demand in merchandise exchange
application. Our distributed system provides collaborative computing capability, where
data may be validated and stored across multiple machines. Some blockchain systems
are primarily designed for transaction-record-keeping in digital payment, such as Bitcoin.
Blockchain, known as a record-keeping technology, was introduced by Satoshi Nakamoto
in 2008 [3]. Some people tried to move beyond the basic transaction application and de-
veloped Ethereum to perform some additional tasks upon the framework, such as smart
contracts [4]. Originally, this distributed ledger was designed as fully decentralized based
on proof of work. The generation of a Bitcoin block is designed to be around 10 min-
utes [5]. Bitcoin handles around seven transactions per second, and it generally requires
six confirmations to ensure that the transitions in a block are actually incorporated in the
blockchain [6]. If this is used for commercial payment application, one hour of processing
time is usually required, and it is not acceptable. There is a constraint in the practical
application of Bitcoin, which is not scalable. Additionally, the price of Bitcoin occasionally
fluctuates dramatically. If Bitcoin is used for the payment of purchasing an item, the price
of the item needs to be changed all the time due to the fluctuation of market value of Bitcoin.
There are many factors, including political issues and regulation changes, that affect the
value of Bitcoin. Based on the design of Bitcoin, the supply cap of Bitcoin is limited to
21 million. The keys of Bitcoin owned by people may get lost; this also affects the total
amount of Bitcoin in the market.

To keep it stable and reduce the fluctuation, the design concept of the token in this
proposed system is linking to a weighted value of some major fiat currency, such as USD,
EUR, GBP, and JPY. The price of the token in this proposed system would be dynamically
adjusted by the system operator.

Ethereum 2.0 is based on the concept of Proof of Stake as a consensus mechanism [7].
The challenges and criticisms about Ethereum 2.0 include wealth concentration, central-
ization, lack of incentives, security concerns, complexity, and lack of fairness [8]. There is
a penalty for validators who have machine downtime or network failure. If the key of a
validator is utilized by several machines accidentally, during maintenance, there could be
slashing because of double voting. The staking of Ethereum encounters four challenges:
wallet configuration, validator key security, stable validator node operation, and profitabil-
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ity [9]. A node needs to stake a certain amount of cryptocurrency in order to become a
validator. However, most node owners usually do not have such amounts of cryptocur-
rency and are unable to connect to the Ethereum network consistently; thus, they take
their limited cryptocurrency to some agents, resulting in high possession of Ethereum ETH
tokens by these agents. This favors those users who already have considerable amounts of
ETH. Therefore, people have concerns about wealth concentration because wealthy users
have much higher influence on the network system [8]. Ethereum was initially designed
as a fully decentralized system; however, the staking method introduced in Ethereum 2.0
affects the original concept of full decentralization. EOS is based on the delegated proof
of stake (DPoS) consensus mechanism [10]. Although EOS features high throughput [11],
participants without sufficient stakes of EOS delegate their resources to some representative
nodes [12]. The voting delegates of DPoS range from 21 to 101 [13]. There is a similar
centralization situation with EOS. Most of the voting powers are possessed by a few voting
proxies [14]. More than 55% of total EOS supply were owned by one wallet as of 1 August
2024 [15].

In Table 1 we mention some blockchain technology along with the proposed system
for reference. The claimed transaction per second of Ethereum 2.0 is 100,000 [16]. However,
it encounters some problems described previously. Although the claimed transactions per
second of EOS are quite high, in the range of 5000 to 1,000,000 [17], people believe EOS
does not go anywhere. There are many problems with the activities of EOS development.
There is conflict between EOS founder and EOS managers, and the crypto price of EOS has
continued to decline in recent years. Bitcoin, Ethereum, and EOS are all global peer-to-peer
decentralized systems. Our proposal is a balanced distributed system. Because we do not
build a blockchain system, it is not our intention to compare our system with some famous
blockchain directly. Through providing this table, readers may further understand our
proposed method and take a glance at some difference from these blockchain systems.

Table 1. Comparison of Bitcoin, Ethereum, and the proposed system.

Bitcoin Ethereum 1.0/2.0 EOS Proposed System

Type of
Infrastructure Decentralized Decentralized Decentralized Balanced

Network and
machines Peer-to-peer network Peer-to-peer network Peer-to-peer network

Distributed, by region,
Core_Cloud, Edge_Cloud,

ANOD, ANB, AN, MN

Primary application Cryptocurrency Cryptocurrency, smart
contract

Cryptocurrency, smart
contract

Balanced distributed
ledger in applications such

as exchange

Transactions per
second (claimed) 7 15/100,000 [16] Range of 5000 to

1,000,000 [17]
Depending on the number

of sub-regions

Security and safety
Potential security
threats: phishing

scam [18]

Potential security
threats: phishing scam,

reentrancy, eclipse
attack [19,20]

Transfer error prompt
[21]

• Protected by some
features such as risk
flow of CC/TC.

• Member- and
machine-based
security mechanism
(recovered or
compensated by
deposit and insurance
in case of
discrepancy)
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As shown in the security part of the table, the potential security threats of Bitcoin
include phishing scam [18]. The potential security threats of Ethereum include phishing
scam, reentrancy, and eclipse attack [19,20]. The potential security threats of EOS include
transfer error prompt [21]. In our proposed system, it is protected by some features
such as risk flow of chief chain (CC) and Telstar chain (TC). The member- and machine-
based security mechanism provides enhanced security. Additionally, in case there is any
discrepancy, it can be recovered or compensated by deposit and insurance.

As far as other proposals related to proof of something, these proofing methods
provide different approach of authentication for reaching consensus. NEM network adopts
proof of importance, in which the concept of amount of vested cryptocurrency is the
base of importance calculation [22]. The scalability of peer networks using the Byzantine
fault tolerance (BFT) algorithm and its variants is low due to significant incensement on
messaging overhead [23]. Song, H. et al. proposed a proof of contribution (PoC) mechanism
in which the node that contributed most obtains the privilege to write to the ledger [24].
Huang, J. et al. proposed a credit-based PoW mechanism in which malicious Internet of
Thing (IoT) nodes would be panelized by deduction in credit value [25]. Hao, Y. et al.
indicated that private blockchains such as Hyperledger may provide better flexibility for
commercial application [26]. It is true that the effort of broadcasting and being verified by
global nodes in a fully decentralized system is very resource consuming. In our proposed
system, events are not broadcasted to all nodes in the system for authentication.

Chaudhry, N et al. compared several consensus algorithms and discussed that ELAS-
TICO algorithm, one of the sharding algorithms, divides the network into many committees,
in which consensus achieved using the Byzantine method in a probabilistic manner, and
the results are merged by the final committee [27]. Kokoris-Kogias, E. et al. presented
OmniLedger with ByzCoinX, a BFT-based consensus; this indicated that the approach
of sharding by increasing the number of shards reduced the loading of each node and
introduced the Byzantine Shard Atomic Commit (Atomix) protocol for handling transac-
tions across shards atomically [28]. Platt, M. et al. found that the energy consumption of
several non-permission proofs of stake (PoS) were very dissimilar and that energy con-
sumption may be reduced by the limitation of the number of validators in permissioned
blockchain [29]. Andola N. et al. proposed a proof of elapsed work and luck (PoEWAL)
consensus method in which cryptographic puzzles are solved by Internet of Thing devices
in an assigned time frame. Collisions of nodes with the same highest number of consecutive
zeros are resolved by proof of luck [30]. Chen, S. et al. proposed proof of solution (PoSo) to
replace the mathematic puzzle of proof of work (PoW) with an optimization problem [31].
Sayeed, S. et al. compared proof of work, proof of stake (PoS), and delegated proof of
stake (DPoS) in terms of energy cost, decentralization, security, and processing speed; they
mentioned that all three approaches are vulnerable to 51% attack and that the network of
DPoS would slow down due to large number of validators [32]. Song R. et al. proposed
a competition-based proof of stake (CPoS) method to avoid the nodes with many stakes,
easily becoming richer due to the advantage of holding more stakes in the block generation
process [33]. Bravo-Marquez, F. et al. proposed a machine-learning-competition-based
consensus mechanism and required participants to perform prediction tasks based on the
machine learning process [34]. Li C. et al. proposed a method for an improved PBFT
reward and punishment consensus mechanism for resource-limited IoT devices [35]. In the
proof of activity (PoA) protocol, a hybrid consensus mechanism, a new block is generated
through PoW and then the verification process of appending transaction data is based on
PoS [36]. Dziembowski, S. et al. proposed a proof of space (PoSP) protocol as an alternative
to PoW; the service requestor must provide a certain amount of hardware memory space
through graphs with high pebbling complexity and Merkle hash-trees, instead of providing
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computation [37,38]. All these protocols provide unique techniques which are beneficial
from certain perspectives. However, there is always a tradeoff. Every technique faces
some challenges.

There are potential problems with proof of stake. Two strategies of malicious attack
by validators with less than one-third of stake on Ethereum 2.0 have been discovered.
An attack named asdecoy-flip-flop by adversaries may delay the finalization of the LMD
GHOST of Ethereum 2.0 [39,40]. Some nodes might not participate in voting actively
because it required 24 h a day, 7 days a week non-stop network connection and running the
program. Additionally, voting requires certain knowledge and effort. In Ethereum 2.0, there
is a penalty if a validator goes offline. How the penalty is executed is fully determined by
the developer of the cryptocurrency. This is against the concept of a decentralized system.
Fischer mentioned the consensus problem as an agreement on a piece of data among
the processes through cooperation [41]. The consensus mechanism of PoS is associated
with the amount of stake of a node to be staked. For PoS consensus, there is a situation
similar to a bank run; if the price of the target cryptocurrency keeps dropping for some
reason, stakeholders should have an urgency to rush to withdraw the stake at the same
time. Due to the staking requirement of validators, there will be no sufficient nodes
executing the consensus mechanism based on proof of stake and thus, the entire system
would breakdown.

In the example of Ethereum 2.0, most people do not have 32 ETH, and most of the
staking of ETH is possessed by few pools, such as Lido, Coinbase, Kraken, RocketPool. The
change in Ethereum makes it move toward centralization. Many staking pools are located
in a single country, such as USA or China. For example, in the USA, it is monitored by the
U.S. Securities and Exchange Commission (SEC). The change in governmental regulation on
cryptocurrency and staking pools may affect the future of these cryptocurrency significantly.
A staking pool could be forced to stop running if there is a new regulation that the operation
of a staking pool does not fully comply with. In this case, the PoS system would not function
normally because the majority of validators cannot provide non-stop operation.

3. Functions and Benefits
The following are functions and benefits in terms of the application described in

Section 1.

• Convenience: It is more convenient to find appropriate business for small business entities;
• Data management: Event data are properly recorded and data modification is allowed

for refund or error-correction;
• Security: The closed membership-based system lets users have better confidence and

trust in the system;
• Privacy: The closed system prevents the data from spreading to other people outside

the system;
• Incentive: The authenticators are rewarded for performing authentication tasks.

4. Method and System Model
4.1. Overview

The characteristics of blockchain include a decentralized network and an immutable
ledger. We would name our system a distributed system rather than a blockchain to
avoid confusion. Although most activities are carried out at the edge of the network, our
system is not fully decentralized. The event data are not propagated to the entire network.
Additionally, under certain circumstances, event data may be modified at TC. Thus, the
data are not entirely immutable. A list of abbreviations of terms in this paper is shown in
Table 2.
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Table 2. List of abbreviations.

Term Abbreviation Description

Chief chain CC
The chain that primarily handles high-risk
events and stores the essence of
low-risk events.

Telstar chain TC The chain that processes low-risk events.

Asteroid_Nodes AN Nodes of Servers possessed by organization.

Meteoroid_Node MN Nodes of PC or portable device possessed
by individuals.

Asteroid_Node_on_Duty ANOD
One of the Asteroid_Node that coordinates
event processing and block creation in each
sub-region.

Asteroid_Node_of_Backup ANB One of the Asteroid_Nodes that supports
ANOD in each sub-region.

Full_Function_Asteroid_Node FFAN enterprise servers that may perform the
task of ANOD or ANB.

Partial_Function_Asteroid_Node PFAN machines that perform certain tasks but not
all; cannot act as ANOD or ANB.

Core_Cloud
Core_Cloud stores event data of the system,
keeps token balance of all members, and
support Edge_Cloud.

Edge_Cloud
Edge_Cloud stores local event data and
keeps the token balance of members in the
sub-region.

Proof of work PoW One type of consensus mechanism

Proof of stake PoS One type of consensus mechanism

Delegated proof of stake (DPoS) DPoS One type of consensus mechanism

Chief chain (CC) and Telstar chain (TC) are two types of chains proposed in this
paper. CC consists of blocks of high-risk events and essence data of low-risk events. TC
consists of blocks of low-risk events. These uncommon terms with distinctive functionality
seen in this paper are not from published work. Asteroid_Node_on_Duty (ANOD), As-
teroid_Node_of_Backup (ANB), Asteroid_Node, and Meteoroid_Nodes are nodes in the
distributed system proposed in this paper. ANOD performs the primary duty of tasks of
coordination. ANB performs the duty of secondary coordination tasks. Additionally, when
there is something wrong with ANOD, ANB immediately takes over all tasks of ANOD.

We propose an architecture that is an Edge_Cloud system with the following charac-
teristics. The system diagram is shown in Figure 2.

• Parallel processing: Events are processed in parallel in all sub-regions simultaneously.
Thus, the volume of event data is handled by the proposed system more efficiently.
ANOD, ANB, and Edge_Cloud in local area may facilitate local data processing and
storage simultaneously in all sub-regions. Additionally, both high-risk and low-risk
events are processed through CC and TC simultaneously;

• Proximity for determining the verification and authentication for an event;
• Authentication methods with adjustment in difficulty setting for different situations;
• Risk determinant and risk flow;
• Integration of TC with CC;
• Chief chain (CC) archive.
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4.2. User and Machine Identifications

In the applications described in Section 1, users are registered members of service. All
users and nodes may be identified and tracked if there is a security concern. Access to the
platform may be controlled through combining three factors: knowledge factor (user login
verification), possession factor (hardware verification), and inherence factor (biometric
factor verification). The protocol to verify whether a machine in the system is authorized
to participate in, such as Kerberos protocol, is determined by the system committee for
that application.

4.3. Node

In this paper, Asteroid_Node generally refers to Full_Function_Asteroid_Node (FFAN)
which are usually enterprise servers. There is another type of Asteroid_Node that performs
certain tasks but not all; it is Partial_Function_Asteroid_Node (PFAN). For example, a retail
store may act as a PFAN, however, it cannot perform the task of ANOD. The hardware
machines of Asteroid_Nodes are servers or workstation in general. Meteoroid_Nodes are
usually operated by an individual member in the system. The machines of Meteoroid_Node
include personal computers, laptops, tablets, smart phones, etc. The system committee
decides the authentication protocol (such as Kerberos), which verifies whether a machine
in the system is authorized to participate.
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4.4. Consensus and Authentication

Each event needs to be verified and authenticated by a certain number of authentica-
tors. There are two types of nodes: Asteroid_Node and Meteoroid_Node. The consensus of
the system relies on the collaboration task of Asteroid_Node and Meteoroid_Node. When
a set of event data is sent to some nodes, these nodes perform verification first. The format
of event data needs to be verified. Then, these nodes try to authenticate the event. In this
paper, authentication of an event is analogous to the validation of transactions of a block
in blockchain.

4.5. Proximity

The degree of proximity between an event and the authenticator is determined by
following two factors:

1. Internet Protocol address

If the headings of IP address are the same, they are considered to be in close proximity;

2. Physical location

When the authenticator is in the same geographical area (such as the same coverage of
satellite wireless system) where the event occurs, it is likely with a high degree of proximity.
The choice of nodes that receive event data is related to geographical location where the
event is initiated (except for high-risk event).

4.6. Location and Sub-Region

1. Location of Asteroid_Node

The registered location of the Asteroid_Node is used in the category of high-risk event
data. When an Asteroid_Node is registered to the system, its physical location will be
recorded. If the Asteroid_Node changes its location, the new geographical location must
be updated.

2. Location of Meteoroid_Node

The registered location of the Meteoroid_Node is used in the category of high-risk
event data. The temporary location of the Meteoroid_Node is used for the category of
low-risk event data. The temporary location of the Meteoroid_Node may be determined by
either wireline or wireless IP address.

Many sub-regions may exist in each region. One ANOD and one ANB work as
local processing centers in each sub-region. The ANOD performs the primary tasks of
maintaining the operation in the sub-region. The ANB acts as a backup role and takes over
the tasks of the ANOD whenever the ANOD does not operate normally.

The definition of region and sub-region and their design depends on the application of
the system. Initially, when the system starts operation, there may be several initial regions.
As the frequency of events increases, some sub-regions may be formed in each region. The
design of sub-region is usually based on a certain number of active nodes running in an
area. The coverage and geographical size of the sub-region would be based on the number
of users in that region.

4.7. Economic: Gratuity Token

The authentication of a block is processed using the method described in Section 4.9.
The authenticators would obtain gratuity tokens for successfully authenticating an event
provided by Initiator_of_Event, a node that initiates the event. The amount of gratuity
tokens received is a weighted value based on the following criteria:

1. Correct computation but not fast enough:
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More gratuity tokens are received if the node performs more correct computations,
which is a historical accumulated number of correctly computed block authentications. The
node completes computation and meets the requirement of authentication, but it is not
fast enough. That is, it is completed almost the same time but is not on the top list, which
consists of very few nodes. In such cases, the node may claim this correct computation by
sending a message to ANB that would check whether the node completes computation
correctly and keep a record in the cloud.

2. Incentive for Meteoroid_Nodes:

Incentive for Meteoroid_Nodes is determined by the system; there more gratuity
tokens for Meteoroid_Node and fewer gratuity tokens for Asteroid_Node. The reason for
there being more gratuity tokens for Meteoroid_Node is to balance the computing capability
of two types of nodes. In other words, the system would encourage Meteoroid_Nodes to
contribute to the system so that the system will not be dominated by Asteroid_Nodes.

4.8. Process of Transmission

The event data propagate through the following process. As described above, the event
data are generated by the Initiator_of_Event’s device and the Responder_of_Event’s device.
Then, event data are sent to ANOD, ANB, some Asteroid_Nodes, and the Meteoroid_Nodes,
with proximity listed in the table.

Each node establishes a node table which includes ANOD and ANB. Some adjacent
Asteroid_Node and adjacent Meteoroid_Nodes with satisfied condition are also included
in the table.

When a node is initiated, it needs to inform ANOD and ANB regarding its IP address
and status. If this node does not know ANOD and ANB, it may ask its neighbor nodes for
the information. Once it communicates with ANOD and ANB, ANOD will then provide
the necessary information, including adjacent Asteroid_Nodes and Meteoroid_Nodes.

Every node needs to keep track of its current IP address and MAC address. If any
node changes its IP address or anything is wrong in its MAC address, the node needs to
inform ANOD and ANB, which will then inform those related nodes regarding the new IP
address of the changed node and its status.

Every node maintains two node tables of IP address: one Asteroid_Nodes table and
one Meteoroid_Nodes table. For a table of Asteroid_Nodes, it lists the IP address and
status information of some Asteroid_Nodes in a region. For a table of Meteoroid_Nodes,
it lists the IP address and status information of some Meteoroid_Nodes in a region. Each
node has both Asteroid_Node table and Meteoroid_Node table. The node needs to ping
some adjacent Asteroid_Nodes and adjacent Meteoroid_Nodes that are in the tables. Upon
receiving the ping, these nodes reply with an ACK.

The risk may be determined by Initiator_of_Event based on the market value of the
target commodity for exchange in an event. A high-risk event is transmitted to certain
numbers of Asteroid_Nodes and Meteoroid_Nodes based on its registration location. A
low-risk event is transmitted to certain numbers of nearby Asteroid_Nodes and Mete-
oroid_Nodes based on its proximity. All nodes that receive the event data need to perform
format verification first. Depending on application, token sufficiency is used to determine
whether the remaining token is sufficient for this event at this moment. A token sufficiency
check may not be required in some applications—such as industrial Internet of Things, in
which there is no need to set up token balance for an IoT device—or when the event is a
commodity exchange in which paying is not required.

For an event involving token transfer, the token sufficiency check is performed through
cloud computing. A node may send a request to Edge_Cloud, which is usually jointly
administered by major ANODs, and will obtain the answer of whether the token is sufficient
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for this event. Edge_Cloud keeps the token balance of members in the sub-region and
updates the token balance from the Core_Cloud periodically. Whenever there is a technical
problem with Edge_Cloud or an Edge_Cloud needs help for some reason, the Core_Cloud
provides support to Edge_Cloud.

After the format of event data are verified, the nodes try to perform authentication. The
node authenticates successfully informs ANOD, ANB, and Edge_Cloud directly. All related
nodes will know which node claims the authentication of this event from Edge_Cloud,
and the next step is to confirm whether the authentication result is valid. This is called
authentication-check which is performed by ANOD, ANB, and all related nodes.

4.9. Methods of Authentication Process

Four authentication methods are introduced here. The system committee of the specific
application decides which method is adopted for all machines in the authentication process.
After the format of an event is verified, a set of event data may be authenticated by nodes.
All nodes start to perform the computing of the authentication process as shown in Figure 3.
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Parameter1, parameter2, and Tables are variables. The authenticators try different values
on the variables parameter1 and parameter2 for authentication. In this case, the input in Step
F is the serial number of the previous block. If the event of an application occurs frequently,
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many events will occur within a certain period of time and the time interval between two
adjacent blocks will be small. The information of the previous block and its serial number
should be efficiently input to ensure the authentication computation is for the correct block.

In consideration of other applications, the authentication process is slightly different
from the first one, as shown in Figure 4. In this case, the input in Step F is the information
of current block. If the event frequency of the application is extremely low, there will be
very few events in a certain period of time. Hence, the time interval between two adjacent
blocks will be very large. The input of the current block could provide information for the
authentication computation.
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Four example methods of authentication are described as follows. For the simplicity
of illustration, we set the digits of OutputAuthentication as 16 digits.

4.9.1. Method 1

There is only one replacement table provided by the system in Step E. Nodes try differ-
ent values of parameter2 to obtain the OutputAuthentication. The target is that OutputAuthentication

needs at least a number nlead of leading F. For example, if nlead = 4, OutputAuthentication needs
to be equal or larger than “FFFF000000000000”, as shown in (1).

OutputAuthentication ≥ FFFF000000000000 (1)
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4.9.2. Method 2

There are several replacement tables provided by the system in Step E. Nodes obtain
these replacement tables whenever there is a software update. Nodes may try to use any
one of these replacement tables in the authentication process.

As shown in figures above, nodes try different values of parameter2 in Step D and use
one of the replacement tables in Step E. The target is that OutputAuthentication needs at least a
number nlead of leading 0. For example, if nlead = 8, it requires that OutputAuthentication be no
larger than “00000000FFFFFFFF”, as shown in (2).

OutputAuthentication ≤ 00000000FFFFFFFF (2)

4.9.3. Method 3

The variable Method3_hash is the last nmethod3 digits of the hash of the previous block.
OutputAuthentication-partial refers to the partial continuous nmethod3 digits of OutputAuthentication

in Step G. The requirement is (3):

Hashpartial-n-previous-block = OutputAuthentification-partial (3)

That is, the partial continuous nmethod3 digits of OutputAuthentication should be exactly
the same as the last nmethod3 digits of the hash of previous block. For example, the hash of
the previous block is “0123456789ABCDEF”. Therefore, the last five digits of the hash of
the previous block is “BCDEF”.

The partial five consecutive digits of OutputAuthentication need to be exactly the same as
the last five digits of the hash of previous block. The following are some examples that
meet the requirement:

01289ABCDEF34567
0123BCDEF456789A
01BCDEF456789A23
2BCDEF45678901A3

4.9.4. Method 4

Method4_hash is the first nmethod4 digits of the hash of previous block.
Method4_OutputAuthentication is the remainder of modulus operation of OutputAuthentication

based on divisor Divr. The variable divisor Divr is determined by the system.
The requirement is shown in (4):

Hashpartial-n-previous-block = OutputAuthentification % Divr (4)

That is, the remainder of modulus operation of OutputAuthentication should be exactly
the same as the first nmethod4 digits of the hash of the previous block.

An example of replacement by table lookup is as follows:
The raw data is in hexadecimal representation: xy.
For instance, the original hex is 9A. Then, by looking up the table, x = 9 (row) and

y = A (column), we may find 1E. Thus, the replacement is 9A replaced by 1E.

4.9.5. Almost-There Authentication

Regarding the amount of almost-there authentication, the node computes the result
which is very close to the target while the other node obtains the target result at this time.

For example, the target is OutputAuthentication with the number nlead of leading F.
In this example nlead = 6, the requirement is shown in (5).
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OutputAuthentification ≥ FFFFFF0000000000 (5)

The following results of Node-A are considered as almost-there authentication:

FFFFFA0000000000
FFFFFEF5E3253A5B
FFFFF356E56356E5
FFFFFC0000000000
FFFFFE0000000000

The result obtains only five leading digits of F, one digit less than the required six lead-
ing digits of F. At this time, the other node (Node-B) obtains the result of FFFFFF0000100001.

Node-B successfully authenticates the block at this run. The result of Node-A is very
close to the target—only one digit less than the requirement—and there is partial credit for
this effort. Node-A may inform ANOD, ANB, and some adjacent nodes. The number of
almost-there authentications is counted and considered in the historical credit of this node,
as described in the Section 4.12.

Table 3 shows the columns in block header and transaction of a block. The content of
Column 10 hash_block_transaction_data is the hash value of Block Transaction in the current
block. The concatenation of Column 1 through Column 10 is used for the input of Step A in
Authentication Process One and Authentication Process Two.

Table 3. Column of block header and block transaction in a block.

Block
Header of Block

Column 1 block_serial_number

Column 2 risk_category

Column 3 software_version

Column 4 hash_previous_several_blocks

Column 5 parameter_selection

Column 6 authentication_
IP_address_Current

Column 7
authentication_

IP_address_
previous_several_block

Column 8 time_current_block

Column 9 difficulty_bits_requirement

Column 10 hash_block_transaction_data

TransactionData original data of transaction

4.10. Convergence from TC to CC

There is a variable in data field of conspectus “risk_category”. When an event occurs,
Initiator_of_Event and Responder_of_Event needs to categorize the risk level of this event
and get agreement from ANOD. Then, which nodes the event data would be sent to
and which flow the process would go through are determined based on the value of
risk_category.

For the low-risk scenario, the flow of transmission and authentication is based on the
process of TC. The event data is transmitted to a certain number of Asteroid_Nodes and
Meteoroid_Nodes. After a sufficient number of authentications by Asteroid_Node and
Meteoroid_Node, the events are saved to TC. ANOD and ANB in the Responder_of_Event
region handle the TC of event data. The authentication for low-risk scenarios is based on
the concept of lower difficulty. The difficulty target set for the low-risk process is much
less than the difficulty target set for the high-risk process. After accumulating for a certain
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number of blocks, the essence data of these TC_blocks with low_risk_events will be written
to CC. The equivalent market value of each event of the low-risk process is less than that of
high-risk process. The advantage of this design is that the reduced difficulty results in less
authentication process time. It can be considered a valid event as long as it is authenticated
in the low-risk process on TC before it is consolidated in CC. This mechanism may reduce
overall event processing time due to lower difficulty and allow the data to be modified in
TC before it is consolidated to CC.

ANOD in each region or sub-region needs to perform this task when the last two block
serial numbers of CC are “00” by the method of authentication and tourney with priority.
There are several ANOD; these nodes need to compete to write to CC. The winner of the
tourney may write the data onto the block ending with two zeros in the block serial number.

All ANOD need to report to the system two blocks before the block serial number
ended with two zeros in CC. As shown in Figure 5, if the last three digits of the block
number ended with zero is 100, right upon the last three digits of the block of 098 is formed
(before the last three digits of the block of 099 is formed), all ANOD need to report to the
system no matter if they have any data to be written to CC or not. If no Asteroid_Nodes
have data to be written to CC, the block with zero on both tens digit and units digit of block
number is open to all nodes for the tourney.
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There is one ANOD to deal with the TC in a region or sub-region. Each TC competes
based on the authentication method described in the Section 4.9. If one TC did not win the
tourney 10 times consecutively, it would automatically get priority to write to CC without
winning the 11th tourney.

For example, if one TC did not win the tourney successfully on block numbers 100,
200, 300, 400, 500, 600, 700, 800, 900, and 1000, at the time when block 1098 is formed, this
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ANOD with this TC would inform all ANOD in the system that it has TC to write to CC but
failed ten times. There is a priority field with a default value of zero in the data structure
of the authentication process. The system would reply this ANOD to agree that this TC
should change its priority to 1 if no other TC encounters the same situation. Then, this TC
with priority 1 would have higher priority in next tourney.

The priority could be achieved through the settings of authentication. For instance,
the standard digit required in Method1 to win the tourney is to reach the target of
OutputAuthentication with the nlead of leading Fs.

In the case of priority 1, the digits required in Method1 to win the tourney to reach
the target of OutputAuthentication become the number of (nlead −2) of leading Fs. For instance,
if the standard nlead is 6, the requirement of OutputAuthentication is equal to or larger than
“FFFFFF0000000000”. The TC with priority one only needs to achieve 4 leading Fs—that is,
OutputAuthentication is equal to or larger than “FFFF000000000000”.

4.11. Balance Audit

The balance of some members is audited periodically. For example, the balance of
event data related to some members is audited thoroughly every two months. The proposed
balance on each event is reviewed by auditors to examine whether there is any defect, such
as fraud or double-spending.

• Low-risk: It is not necessary to review the balance of some members with only low-risk
event data in general. However, random inspection could be performed occasionally.

• High-risk: It is necessary to review the balance of those members with high-risk event
data.

Regarding the duration of time that the proposed token has been kept, each week for
example, the balance of the proposed token of each member is checked. Every 4 weeks, the
average of the weekly balances of each member will be calculated. High average balance
infers that the time duration that the proposed token has been kept by this member is long.

Regular review will be held. The way to select an auditor is based on historical credit.
Those nodes with higher historical credit are randomly selected to be auditors to review
the balance of members.

4.12. Historical Credit

The historical credit of a node is the weighted sum of these four factors:

• The number of successful authentications.
• The number of correct but not fast enough computation that the node claims to ANB.
• The number of almost-there authentications.
• The duration to keep the token.

5. Simulation Result and Analysis
The simulation is performed with ns3/C++, running on Ubuntu 22.04.1 LTS Linux

on an Intel Core i7-7700HQ 8 core with the support of a GPU Nvidia GeForce FTX1050.
Multi-thread programming is adopted to simulate the authentication process of various
nodes. The data transmission rate is set to 10 Mbps. SHA-256 is applied for the algorithm
of hashing. The nodes try different parameters in method one to meet the authentication
requirement where nlead is 4. Table 4 shows the simulation result of the authentication
process. The time unit is seconds. In each round of authentication competition, the
time spent by the first two nodes which successfully authenticated with the shortest time
among six nodes that performed authentication tasks are shown in the table. The column
time_of_authentication is the time in which nodes successfully completed authentica-
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tion. The column time_finished transmission and responding is set when the ANOD and
Edge_Cloud received the message of successful authentication.

Table 4. Time of authentication and authentication_check.

Round

Time of
Authentication

(First Two
Authentication
Successfully)

Time of Transmis-
sion/Responding

Time: Finished
Transmission and

Responding

Time_For_
Authentication_

Check

Time: Completion of
Authentication

(After_Add_
Time_For_Authentication_Check)

1
0.002405245
0.00433225

0.00213 0.004535245
0.006462250

0.00046657
0.00046657

0.005001815 0.0069288200.00213

2
0.004576554
0.004811355

0.00213 0.006706554
0.006941355

0.00046657
0.00046657

0.007173124 0.0074079250.00213

3 0.004576388
0.00466261

0.00213 0.006706388
0.006792610

0.00046657
0.00046657

0.007172958 0.0072591800.00213

4
0.00283573

0.002672603
0.00213 0.004965730

0.004802603
0.00046657
0.00046657

0.005432300 0.0052691730.00213

5 0.002875387
0.002818528

0.00213 0.005005387
0.004948528

0.00046657
0.00046657

0.005471957 0.0054150980.00213

Unit of time: second.

The column after_add_time_for_authentication_check is set when the nodes com-
plete authentication_check. The time of the first two nodes completing authentication
in the 1st, 2nd, 3rd, 4th, and 5th runs are 0.005001815 s and 0.006928820 s, 0.007173124 s
and 0.007407925 s, 0.007172958 s and 0.007259180 s, 0.0054323 s and 0.005269173 s, and
0.005471957 s and 0.005415098 s, respectively. The time for a low-risk event to be authenti-
cated successfully is usually less than 10 milliseconds.

The shortest and longest times to complete authentication successfully were 0.002405245 s
and 0.837964 s, respectively, among all rounds. Only the first two nodes which claim
successful authentication are counted in low-risk events in this example. The two times
in which the first two nodes finished authentication were less than 0.01s. Therefore, there
could be up to one hundred blocks to be authenticated and generated per second per
sub-region, resulting in up to 25,000 blocks to be authenticated and generated if there are
250 sub-regions in this example.

An assumption is made for this example: supposing that the minimum deposit
requirement is set to be much higher than the maximum amount of token expense in
low-risk events in this type of business. The time for token checking may be neglected
in this case since the insufficiency of token is covered by the deposit. The time for node
verification may be neglected since the verification is done through hardware information
in the nodes before event occurs in most applications.

Instead of requiring large deposits of tokens, another approach is to set up a cut-off-
point for token sufficiency. If the number of tokens for a low-risk event is less than the
cutoff point, the nodes do not need to ask Edge_Cloud to perform a token sufficiency check.
Any discrepancy would be resolved by the deposit of a node. In this example of all low-risk
events, the task of risk declaration is not necessary and is thus neglected. Regarding the
assumption for low-risk events, the requirement of number of nodes that authenticate
successfully is two. Therefore, if there is one event included in a block, the number of
transactions per second on low-risk event application could be as high as 25,000 TPS.

The assumptions are as follows: there is one ANOD and one ANB per sub-region; both
Core_Cloud and Edge_Cloud function normally; and all ANOD and ANB work normally.
These assumptions must be valid for the estimation.
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In our proposed system, there are operators monitored by a system committee to
manage the operation of the system. The processing speed of Bitcoin is seven transactions
per second. However, our system is not a blockchain system, and we do not intend to
compare it to current typical blockchain systems. The information on Bitcoin is only
for reference.

Although the processing speed in our proposed system is faster, it is not fair to directly
compare the processing speed of two kinds of systems due to the different natures of
systems. Our system is for distributed computing, and it is well known that a distributed
system may aggregate computing power of different machines from different areas. The
nature of Bitcoin is seen on the title of its white paper: “Bitcoin: a peer-to-peer electronic
cash system”. The transfer of Bitcoin does not involve any third parties, including financial
institutions [42]. It is designed for the purpose of disintermediation. However, Bitcoin is
not widely used in retail stores because the price of Bitcoin fluctuates too much and because
it usually takes one hour to finally confirm a transaction.

The scenarios of the application in the proposed system are for commercial item
exchange. Sometimes, a person received an incorrect item due to a shipping mistake. Based
on the basic nature of Bitcoin, it does not provide the function of dealing with refunds
because it tries to avoid any trusted third party. Bitcoin does not fulfill the basic need of
commercial item exchange in our proposed system. Some people consider that Bitcoin is
more like a commodity due to its limited quantity, similar to the nature of gold or silver.

In the case of other types of applications—such as Internet of Things, that is primarily
for record keeping—when there is no token involved for the event, the token sufficiency
check may be neglected. Then it is not necessary to set the minimum deposit to a large
amount for the system.

6. Conclusions
The proposed system may be applied to certain applications, such as merchandise

exchange services. The details of the design of the system can be adjusted to fit the
application. The function, benefit, and characteristics are shown in Section 3.

We do not try to compare our member-based distributed system to Bitcoin directly. All
members are registered through credit checks and with certain amounts of deposit or credit.
The security mechanism of the member management of the organization does provide
additional support for the security of the proposed system. In particular, most events take
place in a situation in which there is no need to receive endorsement from ANOD for the
setting of risk level.

In addition, the deposit of each individual node in the proposed system does provide
some protection with the sense of the function of purchasing an insurance plan. The other
approach is that the system committee may decide to use the interest of deposit to purchase
an insurance plan from an insurance company for any discrepancy occurred in the process;
the impact of data incorrectness by any reason may be covered by the insurance plan
although it is very unlikely to happen.

Moreover, some sagacious designs—such as the parallel processing of CC and
TC, events simultaneously processed by all sub-regions, and convergence from TC to
CC—reinforce the overall system advantage. The nodes are hardware-intrinsic and pre-
registered; thus, the time of identity verification may be minimized. The industrious task
performance and excellent teamwork of Edge_Cloud, ANOD, and ANB contribute to the
proper functionality of event processing at a fast pace. The tradeoff for fast processing
is that each sub-region requires the continuous network-connected duty-performing of
Edge_Cloud, ANOD, and ANB. The fast-processing mechanisms are primarily designed
for low-risk events. Time of event processing is not the first priority for high-risk events;
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consequently, it is better to be prudent to deal with high-risk event with strict requirement
of a larger number of nodes to accomplish successful authentication.
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