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Abstract: The global rise in cybercrime is fueled by the pervasive digitization of work and personal
life, compounded by the shift to online formats during the COVID-19 pandemic. As digital chan-
nels flourish, so too do the opportunities for cyberattacks, particularly those exposing small and
medium-sized enterprises (SMEs) to potential economic devastation. These businesses often lack com-
prehensive defense strategies and/or the necessary resources to implement effective cybersecurity
measures. The authors have addressed this issue by developing an Educational Escape Room (EER)
that supports scenario-based learning to enhance cybersecurity awareness among SME employees,
enabling them to handle cyber threats more effectively. By integrating hands-on scenarios based
on real-life examples, the authors aimed to improve the knowledge retention and the operational
performance of SME staff in terms of cybersafe practices. The results achieved during pilot testing
with more than 200 participants suggest that the EER approach engaged the trainees and boosted
their cybersecurity awareness, marking a step forward in cybersecurity education.

Keywords: cybersecurity; serious games; escape rooms; educational games; small and mid-sized
enterprises

1. Introduction

The frequency of cybercrime cases around the world has increased significantly in the
recent years, together with the severity of their consequences. One of the reasons is the
ongoing digitization of nearly all spheres of work and personal life, which has not been
followed by the needed protective measures and has opened vulnerabilities to cyberattacks.
For small and medium-sized enterprises (SMEs), attacks that tap into trade secrets or
prevent the regular use of information, resources, or communication channels can mean
economic ruin. As such, this rapid evolution of cyber threats requires SMEs to adopt
robust cybersecurity measures to protect their online transactions and their sensitive data,
to safeguard their operations and maintain customer trust [1]. SMEs must also navigate
the complex landscape of legal and regulatory requirements, especially in the context of
protecting not only their businesses, but also their customers’ data and privacy [2]. But
even when SMEs recognize the dangers of cyberattacks, they often lack comprehensive
defense mechanisms, and/or they do not have the adequate resources or knowledge to
implement them [3]. Yet, SMEs need proactive, informed, and strategic approaches to
cybersecurity and must adopt scalable security measures that are adjusted to the rapidly
changing cyber threat landscape [4-6]. Establishing tailored cybersecurity frameworks is
crucial for SMEs to address their unique vulnerabilities and protect critical assets. Such

Computers 2024, 13, 205. https:/ /doi.org/10.3390/computers13080205

https:/ /www.mdpi.com/journal /computers


https://doi.org/10.3390/computers13080205
https://doi.org/10.3390/computers13080205
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/computers
https://www.mdpi.com
https://orcid.org/0000-0001-6587-5893
https://doi.org/10.3390/computers13080205
https://www.mdpi.com/journal/computers
https://www.mdpi.com/article/10.3390/computers13080205?type=check_update&version=1

Computers 2024, 13, 205

2 of 15

frameworks can help SMEs identify their sensitive data, assess the risks, and implement
appropriate safeguards based on organizational needs and asset sensitivity [7].

Effective cybersecurity for SMEs involves not only adopting technological solutions,
but also fostering a culture of security within the organization. So, it is highly important
to inform employees about the effects and consequences of a cyberattack, to raise their
awareness so that they engage in proactive risk management practices. Employees should
receive in-house training at regular intervals so that the probability of a successful attack is
limited and, in the event of an attack, adequate procedures are immediately taken. This
training should be tailored to the specific needs and contexts of the SMEs, considering their
resource constraints [8-11].

The EyesOnCS (enhancing cybersecurity through the development of training using an
escape room model) project aimed to develop innovative solutions and concrete educational
products to prepare current and future SME employees for working safely in the digital
world. The main project result was a digital Educational Escape Room (EER) focused
on cybersecurity that fostered active and experiential learning through a scenario-based
learning approach depicting realistic situations from everyday work and life. The reason for
choosing this method was the acknowledgement that this type of tool is gradually gaining
attention within education and training as it provides an engaging approach that allows
learners to efficiently achieve the predefined learning objectives [12,13]. Also, training with
these tools allows learners to have a close reference to the working reality, which translates
into higher knowledge retention and the immediate transfer/application of this knowledge
to the workplace [14,15]. This learning approach gives the learners a self-managed and self-
determined role as it is an active process of making choices, assessing options, observing the
consequences, and reflecting on them. By acting and reacting to those situations, learners
gain experience and develop their skills.

A large-scale testing and validation process with more than 200 participants was
carried out in Germany, Italy, and Portugal with the engagement of the main target groups.
After playing the game, participants provided feedback on their satisfaction and acceptance
of the proposed methodology and tools, as well as their perception of the relevance and
effectiveness of the approach.

2. Materials and Methods

Video games, which emerged as consumer products around half a century ago, have
evolved significantly from their original form as leisure activities to become integral ele-
ments of social and cultural landscapes. The influence and presence of games in society
have been steadily escalating, marking them as crucial components in various aspects of
life. According to Goertz et al., these interactive mediums have transcended mere enter-
tainment to embed themselves deeply within the fabric of modern culture [16]. Games,
inherently endogenous systems, are composed of structured problem-solving activities
governed by specific mechanics and rules. These elements collectively foster engagement,
with players participating out of internal motivation. Gameplay dynamics and mechanics,
the core of these systems, facilitate varied interactions between players and game elements,
leading to diverse behaviors and outcomes which engender a sense of immersion, as well
as a state of deep mental involvement that contributes significantly to critical thinking
and logical reasoning. Furthermore, games are instrumental in honing other cognitive,
intrapersonal, and interpersonal skills, including perceptiveness, attention, memory, and
various analytical abilities [17].

Videogames have, since then, been repurposed beyond entertainment. Recognizing the
motivational and engaging aspects of gameplay, designers have leveraged these attributes
for educational and training purposes. These games, also known as “serious games”, are
not primarily aimed at entertainment—they are committed to capitalizing on the inherent
motivation and immersive experience of players, and use effective game mechanics to
develop skills, knowledge, and/or awareness in an entertaining environment [18].
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The education sector has achieved great success with the integration of these games
(also referred to as educational games), which has led to the concept of “game-based
learning” (GBL). For this purpose, games are designed with explicit learning objectives. As
Prensky notes, GBL combines the engaging aspects of gaming with educational content,
creating an interactive learning experience that motivates users to explore and deepen
their knowledge [19]. Abt outlines the benefits of educational games and emphasizes the
alignment of game objectives with educational goals; the promotion of the understanding of
abstract concepts; the promotion of critical thinking; real-time feedback; and the provision
of safe environments for the exploration of consequences and authentic assessment [20].
Educational games allow students to improve their social skills, teamwork, leadership, and
collaboration. In addition, they are beneficial in training for hazardous processes (as is the
case with cybersecurity applications and training) or situations where physical classrooms
are too expensive. In short, the advantages of game-based learning can be summed up
as follows:

e A playful addition to teaching methods, with a high motivation potential among
learners through a sense of achievement in the game.

Trackable active participation, widening the scope for action through interaction.
Sustainable engagement with learning content.

Some of the disadvantages of game-based learning include the following;:

Learning content can be (partly) inferior.

Requirements for technical equipment in some cases imply high costs.
The games are very specific to a certain subject or domain.

The teaching staff requires previous training [21].

Experiential learning, originally proposed by David Kolb as the process of learning by
doing in a safe environment [22], provides the theoretical ground for game-based learning
together with the active learning theory, proposed by Bonwell and Eison [23]. By engaging
students in hands-on experiences and reflection, they become better able to connect theories
and knowledge learned in the classroom to real-world situations. Educational Escape Room
(EER) games are an experiential and active educational variety of the escape room game
concept, targeted at the development of problem-solving, communication, collaboration,
creativity, and critical thinking skills. Escape room games present an exciting narrative
set in one or more fictional locations, such as prison cells, dungeons, laboratories, or even
space stations, and the team of players is required to discover clues and solve puzzles
aligned with the overall theme to achieve the final victory (normally escaping the room)
within a limited time. The game normally begins with a brief introduction to the rules
of the game, delivered by video, audio, or by a live gamemaster, and then players enter
the room or area where they will be locked throughout the gameplay period. The game’s
challenges are generally more mental than physical, and different knowledge and skills are
required for different types of puzzles. If players get stuck, there is normally a mechanism
in place through which they can ask for hints that can be delivered in written, video, or
audio form, or by the live gamemaster. Good endings are usually represented by escaping
“alive” within the time limit (that is, completing the room’s objective), while bad endings
usually involve the players getting “killed” by the main driving force of the story or an
antagonist coming to get the players once the timer has run out.

Virtual, digital, or online escape rooms are digital counterparts of physical escape
rooms and take place through a computer and network. Like in physical escape rooms,
the players solve riddles and complete puzzles within a limited amount of time. Escape
room game software is used, which is either run by the players alone or by the gamemaster.
This means that such games can be played by one player alone or by several players as a
team. More complex digital escape rooms can use virtual reality to increase the sense of
immersion of the players.

For some years now, the academic and vocational training sectors have recognized
the benefits of escape rooms and have been using them for their own purposes. There are
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already various scientific studies worldwide on the effectiveness and use of Educational
Escape Rooms (EERs), although this is far from systematic, as shown by Tercanli et al. [24].
These studies show that EERs can be used in different phases of the learning process, so
while some EERs do not require any prior knowledge and enable the basics to be learnt,
others require prior knowledge and are designed to deepen that knowledge [25]. Both
physical and virtual EERs are effective learning methods and show a significant increase in
students” knowledge after the experience and a higher retention rate [26]. For instance, the
Cyber Defense Tower Game allows players to defend servers from various cyberattacks,
promoting strategic thinking and problem-solving skills [27]. Identically, the CyberHero
game, which incorporates adaptive learning techniques, offers personalized experiences
that can significantly improve user engagement and learning outcomes [28]. Similarly, the
Cyber Secured game is designed for cybersecurity novices and has been shown to enhance
learning and retention of cybersecurity concepts [29]. The CyberNEXS game provides a
platform for simulating cyber challenges that cater to a wide range of users, from casual
computer users to advanced cybersecurity professionals, illustrating the versatility of
games in cybersecurity education [30]. The educational impact of cybersecurity games is
further enhanced by their ability to simulate adversarial thinking, a critical component
in cybersecurity training, as they can improve strategic reasoning by simulating hacker
strategies [31]. Games can also be designed to boost interest in cybersecurity careers,
especially among younger audiences. The GenCyber program demonstrates how games
can increase awareness and interest in cybersecurity, potentially addressing the skills gap
in this critical field [32]. The virtual escape room CySecEscape 2.0, designed to raise
cybersecurity awareness among small and medium-sized enterprises, demonstrates how
physical escape rooms can be successfully adapted into virtual environments without
losing player immersion [33]. The escape room designed by the Institut National des
Sciences Appliquées de Toulouse offers hands-on experience in recognizing and mitigating
cyber threats, emphasizing the importance of choosing strong passwords and identifying
phishing emails [34].

On the other hand, scenario-based learning (SBL) allows the integration of realistic
situations from everyday working life into learning scenarios, according to the learning
objectives. Scenario-based learning in combination with the EER game model is very
effective for learning, as it can provide a realistic context together with an emotional
connection, which increases motivation and accelerates the acquisition and retention of
knowledge. The reference to realistic situations has a very positive learning effect, as
students can better transfer the learned lessons to the working environment in a company.
By using this approach, it is possible to provide scientifically evaluated and content-tested
scenarios for educational purposes.

The adoption of this combination (EER + SBL) within the EyesOnCS project was ex-
pected to provide a better understanding of cybersecurity while increasing the engagement
and the learning experience through interactive and emotional learning, as it. . .:

e  Provides real-life experiences: Players are confronted with real-life experiences that
may occur daily while working with a computer connected to the Internet. In addition,
there is a convergence between the use of the Internet during work in the office and
daily life.

e Provides immediate feedback on the consequences of online activities: During the
game experience, the player can make their moves or decisions in a safe space where
it is even possible to observe the direct consequences of various decisions. This makes
it possible to gain experience and further information on the subject. The possible
outcomes, such as identity theft, credit card fraud, etc., can be experienced in a game
without real consequences.

e Ensures improved knowledge retention: game immersion and the immediate ob-
servation of eventual consequences lead directly to increased knowledge retention
as the player/student is able to experience each choice and consequence during
their playtime.
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2.1. EyesOnCS Educational Escape Room

The EyesOnCS game was planned to be mostly oriented towards self-diagnostics
and self-assessment in relation to cybersecurity, as it was mostly thought to be used in an
informal, autonomous learning process by SME staff. In the scope of vocational training,
the game can be used by VET trainers as an educational tool. But then, a formal assessment
should be conducted through an external procedure.

Following a requirement study conducted with a set of SMEs and desk research
analyzing a large number of cyberattacks, the specific learning objectives for the EyesOnCS
EER were defined as:

Expanding the knowledge of cyberattacks and cybercrime methods.
Strengthening security awareness while dealing with Internet applications like e-mails,
instant messengers, etc., on computers, smartphones, or any other connected devices.

e  Acquiring knowledge of basic relevant behavioral principles and how these are used
by cyber criminals, e.g., in social engineering.

e  Strengthening physical awareness like the importance of the clean desk policy, infor-
mation security, etc.

e  Recognizing the important functions of social media while acknowledging its potential
for use for criminal purposes.

These learning objectives were broken down in more detail by taking a closer look
at the different attack methods identified from real cases of cybercrime, like phishing,
password attacks, vishing, smishing, and social engineering. Something that all these
attacks have in common is the exploitation of the so-called human factor, i.e., people who
might commit mistakes out of ignorance or gullibility.

Phishing: Phishing is the most common attack method used by cyber criminals to
gain access to other computer systems, and phishing mails are by far the number one attack
method. The learning objectives regarding phishing for the project were:

Building knowledge of typical phishing characteristics in emails.
Understanding basic psychological principles used by criminals to deceive or manipu-
late people into not following security protocols.

e Raising awareness of the risk of unknown data attachments and the disclosure of
personal data.
Understanding the importance of clean desk policies and information security.
Know how to get first aid and how to protect themselves.

Password attacks: Easy-to-guess passwords are, even today, one of the main reasons
why accounts are so easily hacked. Easy passwords can be cracked by brute force attacks
within seconds or less. Yet, the characteristics of a strong password are barely known
in the public or workplace. To make the whole situation even more difficult, there is
often misinformation circulating around passwords. Even the German Federal Office for
Information Security advised a few years ago that it is important to change passwords on a
regular basis. This advice fails to take two aspects into account. The first is that passwords
are not like vegetables, so they cannot go bad that quickly. The second point is the general
behavior of people when they need to change their passwords—whether they like it or
not—as they tend to just swap out a few numbers, and passwords become easier to guess
over time. The learning objectives for this vector attack were:

Acquisition of basic knowledge about secure passwords.
Understanding the principles of different methods for guessing, cracking, or otherwise
obtaining passwords.
Knowledge of clean desk policies.
Understanding the basic principles of social engineering on social media to obtain
passwords.

e  Recognizing the importance of data that can be shared via social media.

Vishing: Voice phishing, or vishing, is a variation on the classic phishing email. These
are phone calls made by psychologically trained criminals to obtain secret information over
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the phone or to manipulate the victim into doing something that violates security protocols.
Since Al voice generators became available, they have also been used to mimic the voices
of CEOs to give orders over the phone. The learning objectives for vishing were:

Understanding the basic principles of social engineering.
Gaining awareness of suspicious calls and typical call patterns.
Building knowledge of Al and voice generators.

Obtaining general information about fraud.

Gaining knowledge about measures for self-protection.

Smishing: Smishing is a variation of phishing and vishing. Attackers use instant
messengers or text messages to involve the victim in a dialogue that is ultimately intended
to lead to a demand for money via text, for example. This method is used in both profes-
sional and private environments and is one of the latest methods of attack in the world of
cybercrime. The learning objectives for smishing are:

Increasing the ability to recognize suspicious text messages.
Acquiring the ability to check whether a text message is authentic or not.
Developing the ability to protect oneself.

Social Engineering: Social engineering exploits psychological and behavioral aspects
of human nature [35]. It involves deceiving or manipulating people into revealing sensitive
information or performing actions that could jeopardize security. Almost every cybercrime
attack method is accompanied or supported by social engineering capabilities. The learning
objectives for social engineering are:

e  Building knowledge about the topic in general.
e Raising awareness of dangerous messages, emails, and calls from unknown people.
e Acquisition of relevant basic psychological knowledge.

The chosen approach for the training process, together with the set of identified
learning objectives, led to the decision to create a new game as none of the existing ones
(namely those previously revised) covered all the goals and/or learning objectives, and
their source code was not available; therefore, they could not be changed. The EyesOnCS
game (Available at: https:/ /www.eyesoncs.eu/results, accessed on 12 August 2024) follows
a narrative where the player takes on the role of a new employee in the security department
of a bank. During their work, they face various challenges related to the learning objectives
previously described.

Episode 1—The Test: The first episode begins with the selection of an avatar and a
name. To enter their new workplace, the player must enter an access code. They receive
their first clue from the security guard at the door (Figure 1). The player must combine the
letters used for the name of the bank, ECS (work place), with the alphabet to obtain the code
with which they can enter the bank. This task gives some notions about the cryptographic
process. After entering the bank, the player must set up their email account using their first
password. Hints are provided around the desk and once the correct password has been
used, the player can then select a new password. The player is asked whether the password
should be saved on a computer and whether the anti-virus software should be switched
off. The answer given then leads to further clues as to how the game could continue. The
next task is to check certain emails to see whether they are possible phishing e-mails or not.
The player can read and accept the emails as legitimate emails or reveal them as phishing
e-mails. If the player identifies all e-mails correctly as legitimate or phishing e-mails, they
will remain part of the game. If the player makes mistakes with the allocation of e-mails,
they lose time, which might make it difficult to complete the EER. The episode ends with a
summary of the topics learnt.
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Figure 1. Starting the first episode.

Episode 2—The Job: The second episode begins with a relatively simple task for the
player. The initial code for the building has been changed due to a hacker intervention. The
player is given a hint about a specific date related to cybersecurity. After a quick Google
search, the player can—with a little thought—enter the correct date as the new code. At
their workplace, the player now receives several messages from colleagues that introduce
them to the topics of phishing and vishing (Figure 2). The first e-mail leads to a suspicious
fake website where the player has to find three typical markers for a fake website. Once
the player has found these markers, they receive the next message. They are told to go
to their colleague and leave their workplace. The player must now fulfil the clean desk
policy (take their ID and smartphone with them, shut down their computer) before they
can leave the workplace. The next scene in this episode is a phone conversation between
the employee and their “supervisor” in which vishing markers are shown. It appears that
the bank has been compromised. After the dialogue, the player receives a new phishing
e-mail attempt (which they can also accept or reject). The next tasks focus on social media
awareness, as the player must find three crucial pieces of information on their supervisor’s
social media account. Here, they will have to find clues to the password the supervisor
uses for his e-mail account.

Figure 2. The player’s work environment in the bank.

Episode 3—The Hacker: The third episode is called “The White Hacker”. In this
episode the player role-switches to a so-called “white hacker” story, so that the player can
get to know the attacker’s point of view. The episode starts with the player receiving a
message from the CEO of the ECS bank. He tells us that he knows why the player was fired
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but he cannot do anything about it but he wants to use our expertise from the outside. As a
white hacker he wants us to test the security of the bank systems. We accept the task and
start investigating. The first job is to go to the Dark Web and find out what information
is available about the company. We are able to retrieve the list of emails addresses of
the company and phone numbers of the employees. With this information we prepare
and start phishing and smishing campaigns for the employees. While the campaigns are
running we start investigating the social media of the employees and realize that one of
them posts a lot of information online. With that information we try to discover his access
password. We contact again the CEO of the ECS bank and inform him that the information
of the company is available on the Dark Web and that some accounts are hackable just by
following the social media information of some employees. The CEO is then informed
about the procedures he should adopt to make the bank systems secure. He is also informed
about the importance of having a CSO (Chief Security Officer) that has full knowledge
about cybersecurity.

Episode 4—The Expert: This is a quiz-based challenge that players can take at any
moment. Therefore, it can be used for diagnostic purposes (if taken before playing a
scenario) or for self-assessment if taken after playing a scenario. The questions for each
round are randomly chosen from a large set of questions (more than 100 questions), which
ensures that players have a different challenge every time they play it. Questions are
associated with one or more of the three other episodes so that, if the player just finished
one of those episodes and takes the quiz, the questions will be chosen from those associated
with that episode.

2.2. Methodology

The validation of the game was done through a pilot testing process with primary
objectives including assessing the educational value of the game, its playability, and its
usability; identifying technical issues; and gathering user feedback to improve the game.
The pilot testing lasted for three months (October to December 2023) and was conducted in
three European countries: Germany, Italy, and Portugal. The participants were trainers and
trainees from vocational schools and SME staff in those countries, as we had the intention
of collecting data from both points of view. The selection of participants was done by
project partners of organizations (schools and SMEs) that volunteered to participate and
disseminated the information about the game internally. A hybrid implementation was
adopted, combining face-to-face sessions (only in the schools) with the autonomous online
playing of the game. In the face-to-face sessions, participants were informed about the
project and game, they received a brief tutorial on the gameplay, and then they were able
to play it themselves for about one hour. All participants were then allowed to play the
game independently and autonomously after the session for about a week. In total, 384
participants were involved in the testing, as depicted in Figure 3.

On average, players spent 46 min playing the game (Figure 4), which shows the
involvement of the players. Each scenario has a time limit of 30 min and the expected
average play time for each scenario is about 20 min. This means that the players were
involved, playing at least 3 scenarios on average.

Also, 84% of the players spent more than 1 min in the game, which shows that the
number of “false testers” (that is, testers that just entered out of curiosity and immediately
left) was quite reduced (Figure 5).

The total number of plays was 534, which means that each participant played the
game between 1 and 3 times.

After playing the game, participants were asked to participate in an anonymous online
survey. This meant that some players answered the questionnaire immediately after the
face-to-face session, and others only answered it after one week. Unfortunately, due to
the hybrid mode of the pilot testing, it was not possible to ensure that all the players did
provide an answer so, in the end, only 77 participants provided feedback and comments.
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Figure 3. Game players throughout the entire testing period with special emphasis in pilot testing
from October to December.

46 minutes per player
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Figure 4. Average playing time during the same period.
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Figure 5. Players with more than 1 min of playing time during the same period.

3. Results

The questionnaire addressed some demographic aspects of the participants, as well as
their perceptions of the usability, playability, and efficacy of the game.
Country of the respondents

Portugal (5)

Germany (23)

Italy (12)

Ukraine (7)—this group was part of the German pilot test.

The distribution of the players is slightly unbalanced between the different countries
involved (more in Portugal and Germany, less in Italy) but, as there was no intention
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of doing a country-based analysis, this distribution did not introduce any issues in the
analysis of the results.
Age

10-20: 38
20-30: 16
30+: 23

The age distribution also roughly shows the difference between trainees and train-
ers/SME staff, which can be established as 1/3 and 2/3 of the total participants. This
distribution was planned at the beginning of the project. In Italy, all the participants were
younger than 30 years old, while all the Ukrainian participants were older than 30 years.

Sex

e Male: 46
e Female: 27

There was some predominance of male participants among the trainees (34 vs. 17),
while for the older participants, the distribution was more balanced (13 vs. 10).
Professional occupation

Trainer, teacher, equivalent (19)
Student, trainee (51)
Educational manager (3)

Other (4)

These numbers reflect the distribution of students/trainees and teachers/trainers/SME
staff that was also observed across the age categories. In Italy there was only one trainer
and all the Ukrainian participants were either trainers or SME staff.

Usability of the game

Feedback on the usability of the game was collected using a standard System Us-
ability Scale (SUS) questionnaire where participants quantified their agreement with a
set of 10 statements [36]. Their answers were then normalized to the interval 1-5, with
1 representing strong disagreement and 5 representing strong agreement (Table 1).

Table 1. Usability of the game.

Statement Score (1-5)

I think that I would like to use this game frequently. 3.82

I found the game unnecessarily complex. 212

I thought the game was easy to use. 3.68

I think that I would need the support of a technical person to be able to use 212
this game.

I found that the various functions in this game were well integrated. 3.83

I thought there was too much inconsistency in 1.9
this game.

I'would imagine that most people would learn to use this game very quickly. 4.81

I found the game very cumbersome to use. 212

I felt very confident using the game. 3.71

Ineeded to learn a lot of things before I could get going with this game. 2.21

Final SUS score 76.7 (GOOD)

The SUS score is close to 80—this means that the usability of the game is GOOD
according to the standard analysis, but close to VERY GOOD (ratio: 80). For the trainees,
the SUS score was higher than the one reported by the trainers/SME staff (77.8 vs. 74.4),
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although this difference is not significative and is expectable as they had more game-
playing experience. Participants found the game easy to learn to use, with the functions
well integrated, and they would use it frequently. They felt the need to learn a lot, which
is connected to the learning nature of the game. Nevertheless, there are clearly some
improvements to be made in relation to the usability and learning curve of the game.

Playability of the game

The playability of the game was analyzed using the standard Game Experience Ques-
tionnaire (GEQ) [37,38]. A set of 14 statements was used and players indicated their
agreement with the statements through a Likert scale (5 levels), where 1 represented strong
disagreement and 5 represented strong agreement (Table 2).

Table 2. Playability of the game.

Statement Score (1-5)
I'was interested in the game’s story 4.05
I felt successful 3.77
I felt bored 2.12
I found it impressive 3.29
I forgot everything around me 2.66
I felt frustrated 2.16
I found it tiresome 2.01
I felt irritable 2.04
I felt skillful 3.61
I felt completely absorbed 2.88
I felt content 3.60
I felt challenged 3.87
I'had to put a lot of effort into it 3.82
I felt good 3.83

On the positive side, players were interested in the game’s story (4.05), they felt
challenged (3.87), and felt good while playing the game (3.83). They did not feel bored,
tired, or irritable. However, they were not totally absorbed by the game (2.85) to the point
of forgetting everything around them (2.66). Older participants (trainers and staff) had a
higher degree of interest in the game’s story (4.25 vs. 3.96), felt better playing the game (3.96
vs. 3.77), and felt much more absorbed (3.42 vs. 2.64). Younger players (trainees) did not
feel irritable (1.89 vs. 2.38) or bored (2.00 vs. 2.38) and felt more successful (3.85 vs. 3.58).
But in general, the differences between the two groups were not big.

Completing the game

Considering the participants that provided feedback, 59.7% (46) of them completed
the game (completing the game meant that players went through the three scenarios
and answered the quiz (one or more times)), which shows that most of the players were
able to receive all the information and training about cybersecurity. Naturally, the other
31 participants (40.3%) did not finish the game, which means that they did not get through
all the challenges and, therefore, were not able to acquire all the knowledge and skills.
This was to be expected as this is a game and should be challenging, but there was a
consensus that the hint system embedded in the game should be improved to ensure a
higher finishing ratio. On average, players took 25 min to complete a scenario. Players that
finished the game used five hints, on average, which was the expected number of hints for
a smooth progression.
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Players that did not finish the game considered it either too difficult (18) or too hard to
understand how to play (4). Just a few considered it boring (2) or not interesting (1), which
is a good ratio.

Qualitative feedback

Participants were asked to provide some qualitative comments about the game and
the pedagogical methodology, and also some suggestions to improve the game. In relation
to the game, the comments provided by the participants were very positive (in parenthesis
are the number of participants that made a certain statement):

A great idea, a positive game, it works very well (14).

A very interesting game, I liked the challenges that made me think (7).

I'like the graphics but they can still be improved (4).

I had fun (2).

It was easy to use (2).

A nice idea, it still needs some improvement but I would definitely use it with my
students (2).

o  The game was easy to use and I learned a lot. The part with the password was very
interesting.

I really liked the game but some puzzles are too difficult (9).

Give more freedom to the player so that we do not need to follow a predefined path (3).
More hints are needed at the beginning so you know what to do.

Equally positive feedback was received in relation to the learning process:

o Ilike the idea, it makes sense with our students, it is a nice and interesting way to

learn (15).

Very positive (13).

Adequate and effective (7).

I learned a lot about cybersecurity (7).

It is interesting to have the learning outcomes. It explains what we have learned (2).

Iliked the learning approach with the riddles (2).

I could use it in my classes to discuss concepts with my students (2).

It works very well, I enjoy learning with games (2).

It gave me some interesting guidance on creating a secure password. I think I will use

the game’s method in the future.

e Itis cool to see that some of the points we made are useful for everyday use, and you
remember the game if you are in a similar position at work.

4. Discussion

The SUS tool provided an overall score of 78.7, categorizing the game as “GOOD” and
bordering on “VERY GOOD” (score 80). This high score suggests that users generally found
the game easy to understand and use (4.81), with well-integrated functionalities (3.83).
This indicates that the game’s design facilitates a smooth learning curve and cohesive user
experience. However, some users felt the game was complex (2.12) and would occasionally
require technical support (2.12), suggesting areas where simplification could improve
accessibility. The confidence levels in using the game were reasonably high (3.71), although
there is still room for improvement to make the interface more intuitive.

The GEQ tool results offer insights into the emotional and cognitive aspects of the
game experience. The game effectively engaged users, with high scores for story interest
story (4.05) and feeling challenged (3.87). This engagement is crucial for educational games
where user interest directly impacts learning outcomes. Participants reported lower scores
for feeling absorbed (2.88) and forgetting surroundings (2.66) which suggests that the game
may struggle to maintain deep immersion, which could impact the sustained attention and
learning. Positive emotional responses such as feeling successful (3.77) and good (3.83)
outnumber negative reactions like frustration (2.16) and irritability (2.04), indicating a
generally positive user experience.
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About 59.7% of players completed the game, which is indicative of a well-balanced
challenge level. However, the completion time was shorter than expected, and the hint
system was noted as an area for potential improvement. Enhancements in these areas could
lead to increased completion rates and deeper engagement.

User comments highlighted the educational value of the game, with many appreciating
its challenge and the learning outcomes. Positive feedback emphasized the game’s potential
as a teaching tool in cybersecurity education. This follows the beliefs expressed by most of
the literature sources, which agree that EERs can be valuable didactic learning methods and
that they increase the students’ interest in the topics covered, as they not only allow a deeper
understanding of the course material already taught, but also help learners to understand
connections between these topics [24]. Furthermore, EERs have been shown to positively
influence confidence not only in academics, but also in the operational application of what
has been learnt, as they can help students see a broader picture of course material by
enhancing their understanding of additional interrelationships between topics [24-34].

5. Conclusions

Opverall, the game was well received, with substantial strengths reported for usability,
player engagement, and educational value. Improvements in game depth, immersion,
and interface simplicity could further enhance its effectiveness. This feedback serves as
a valuable guide for future development, ensuring the game not only entertains, but also
educates effectively in the realm of cybersecurity.

As stated in the reviewed literature, the escape room approach promotes soft skills in
general, increasing motivation and improving skills such as problem solving, as demon-
strated by the studies of Veldkamp et al., and Fotaris and Mastoras [12,39]. Team building,
out-of-the-box thinking, and critical questioning are also enhanced with EERs, as shown
by Cain, Clarke and Peel, and Eukel [40-42]. In addition to this, learning with the escape
room approach also creates an awareness of a specific topic or domain [43].

This is particularly desirable for the EyesOnCS project, which aims to support aware-
ness of the responsible handling of cybersecurity issues. The escape room approach
demonstrates significant pedagogical value, aligning with research that supports its use
as an effective educational method. The game’s ability to engage users with its high story
interest score and the feeling of being challenged is crucial in educational settings, where
sustained engagement directly impacts learning outcomes. By integrating these elements,
the game encouraged active participation and problem-solving, which are essential for
effective learning. Participants’ feedback highlighted the educational benefits of the game,
the game’s challenges, and the depth of learning outcomes, reinforcing its potential as
a teaching tool. This positive response is consistent with the aforementioned literature,
which suggests that escape rooms can significantly increase students’ interest in topics
by allowing them to explore course material in a dynamic and interactive way. Such an
approach not only deepens understanding, but also helps students identify connections
between different topics, promoting a more holistic view of the subject matter.

Moreover, based on the qualitative comments received, the game positively influenced
learners’ confidence levels in the practical application of cybersecurity knowledge. By
providing a platform for players to see the broader picture and understand the interrela-
tionships between topics, the game fosters a deeper comprehension and higher retention of
information. This aligns with studies indicating that Educational Escape Rooms enhance
students’ ability to apply learned concepts in real-world scenarios, thereby bridging the
gap between theoretical knowledge and practical skills.

Overall, the EyesOnCS EER game represents a promising pedagogical approach,
offering a unique blend of challenge, engagement, and educational value that can effectively
enhance learning experiences.
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