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Abstract: This paper introduces the hybrid population-based hill-climbing (HPHC) algorithm, a
novel approach for generating cryptographically strong S-boxes that combines the efficiency of hill
climbing with the exploration capabilities of population-based methods. The algorithm achieves
consistent generation of 8-bit S-boxes with a nonlinearity of 104, a critical threshold for cryptographic
applications. Our approach demonstrates remarkable efficiency, requiring only 49,277 evaluations on
average to generate such S-boxes, representing a 600-fold improvement over traditional simulated
annealing methods and a 15-fold improvement over recent genetic algorithm variants. We present
comprehensive experimental results from extensive parameter space exploration, revealing that mini-
mal populations (often single-individual) combined with moderate mutation rates achieve optimal
performance. This paper provides detailed analysis of algorithm behavior, parameter sensitivity, and
performance characteristics, supported by rigorous statistical evaluation. We demonstrate that popu-
lation size should approximate available thread count for optimal parallel execution despite smaller
populations being theoretically more efficient. The HPHC algorithm maintains high reliability across
diverse parameter settings while requiring minimal computational resources, making it particularly
suitable for practical cryptographic applications.

Keywords: S-box generation; cryptographic primitives; nonlinear substitution; hybrid optimization;
hill climbing; evolutionary algorithms; parallel computing; combinatorial optimization

1. Introduction

In modern cryptography, substitution boxes (S-boxes) serve as critical nonlinear com-
ponents in symmetric key algorithms, significantly influencing both security and perfor-
mance characteristics of cryptographic systems [1]. The generation of cryptographically
strong S-boxes, particularly those with high nonlinearity, remains a challenging optimiza-
tion problem that has attracted considerable research attention [2,3].

For 8-bit S-boxes, achieving nonlinearity of 104 represents a crucial threshold that
provides robust resistance against linear and differential cryptanalysis [4,5]. However, gen-
erating such S-boxes efficiently has proven computationally demanding, with traditional
approaches requiring millions of iterations and providing no guarantees of success [6]. The
search space is enormous (256! ~ 2168 possible permutations) and highly nonlinear, with
numerous local optima complicating the optimization process.

Previous approaches to this problem have employed various heuristic methods. Sim-
ulated annealing, as demonstrated by Clark et al. [7], could generate S-boxes with a
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nonlinearity of 104 but required approximately 30 million iterations. Genetic algorithms,
while showing promise in exploring the search space, often struggle with premature con-
vergence [8,9]. Traditional hill climbing methods [10,11], though computationally efficient,
frequently become trapped in local optima, failing to achieve the desired nonlinearity.

This paper introduces the hybrid population-based hill-climbing (HPHC) algorithm,
which combines the local search efficiency of hill climbing with the exploration capabilities
of population-based methods. Our approach significantly advances the state of the art in
several key respects.

First, we demonstrate that minimal populations, often single-individual configu-
rations, can outperform traditional larger population approaches when combined with
appropriate mutation strategies. These findings challenge conventional evolutionary com-
putation wisdom but prove highly effective for S-box generation.

Second, we achieve remarkable efficiency, requiring only 49,277 evaluations on average
to generate S-boxes with a nonlinearity of 104. This represents a 600-fold improvement over
traditional simulated annealing methods and a 15-fold improvement over recent genetic
algorithm variants.

Third, our parallel implementation, optimized for modern multi-core processors,
achieves practical execution times of 8-9 s with a 99% success rate, making the algorithm
suitable for real-world applications.

Fourth, we provide comprehensive analysis of algorithm behavior, parameter sensi-
tivity, and performance characteristics, supported by extensive experimental results and
statistical evaluation.

The remainder of this paper is organized as follows: Section 2 reviews related work
in S-box generation and relevant optimization techniques; Section 3 introduces the HPHC
algorithm, detailing its design principles and implementation; Section 4 analyzes the cost
function and its optimization; Section 5 presents comprehensive experimental results and
performance analysis; Section 6 examines the implications of this study and future research
directions; and finally, Section 7 concludes the paper.

Our research contributes not only to the specific problem of S-box generation but
also provides insights into the effective combination of local search and population-based
methods for complex combinatorial optimization problems in cryptography. The source
code and implementation guidelines are made available to facilitate the reproduction of
our results and to encourage further research in this area.

2. Related Work

The generation of cryptographically optimal S-boxes represents a fundamental chal-
lenge in symmetric-key cryptography, combining theoretical complexity with practical
implementation challenges [12]. Early research in S-box design was primarily theoretical.
Nyberg (1991) [13] established fundamental bounds on the nonlinearity of bijective nxn
functions. This work was extended by Carlet (2006) [12], who provided comprehensive
analysis of the cryptographic properties of Boolean functions. The theoretical framework
was further developed in the design of AES, where Daemen and Rijmen (2020) [14] demon-
strated that algebraically constructed S-boxes could achieve optimal nonlinearity.

The evolution of S-box generation methods has followed a trajectory from simple
to increasingly sophisticated approaches. Initial attempts at S-box generation relied on
random search (Millan, 1998 [15]; Burnett, 2005 [16]). However, the enormous search space
(256! for 8-bit S-boxes) made this approach impractical. Algebraic constructions, while
computationally efficient, often produce S-boxes with exploitable mathematical structures
(Courtois and Bard, 2007 [17]; Bard, 2009 [18]).

The first significant breakthrough in heuristic generation came from Clark et al.
(2005) [7], who introduced the Walsh-Hadamard spectral (WHS) cost function and demon-
strated S-box generation using simulated annealing. This work required approximately
30 million iterations but established the viability of heuristic approaches (McLaughlin,
2012) [19]. This breakthrough sparked the exploration of various evolutionary approaches,
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including genetic algorithms by Tesar (2010) [20] and Ivanov et al. (2016) [11], immune
algorithms by Ivanov et al. (2016) [12], and, more recently, particle swarm optimization by
Ahmad et al. (2020) [21].

Building on Clark’s WHS function, several researchers proposed improved spectral-
based measures. Picek et al. (2016) [22] introduced the PCF cost function, while Freyre-
Echevarria et al. (2020) [10,23] developed the Walsh-based cost function (WCF). Recent
work by Kuznetsov et al. (2024) [24] presented the WCFS function, further improving
optimization efficiency.

Modern research has increasingly focused on multi-criteria optimization, attempt-
ing to balance multiple cryptographic properties simultaneously. McLaughlin (2012) [19]
developed methods for balancing nonlinearity and differential uniformity, while Freyre-
Echevarria et al. (2020) [25] incorporated resistance to power analysis attacks. Recent algo-
rithmic advances have significantly improved efficiency, with Kuznetsov et al. (2023) [26]
optimizing simulated annealing parameters and Freyre-Echevarria and Martinez-Diaz
(2020) [10,23] enhancing hill climbing with the Walsh-based cost function. Parallel imple-
mentations by Kuznetsov et al. (2024) [27] have reduced the generation time to seconds.
Despite these advances, several significant challenges remain unresolved. Current methods
still require tens of thousands of iterations, and most algorithms demand careful parameter
tuning, whether for population size in genetic algorithms [8,9,28], cooling schedules in
simulated annealing [7,19,29], or step sizes in hill climbing [10,11,25]. The theoretical under-
standing of search space exploration remains incomplete, particularly for hybrid methods,
and efficient parallel implementations continue to present complex synchronization and
memory management challenges. Our work addresses these challenges through a novel hy-
brid approach combining minimal population sizes, adaptive mutation strategies, parallel
processing optimization, and parameter-free operation. This approach achieves state-of-
the-art performance while maintaining algorithmic simplicity and theoretical tractability.

3. Proposed Hybrid Population-Based Hill-Climbing Algorithm

In this section, we present a novel hybrid algorithm that combines the advantages of
hill climbing with population-based optimization techniques. Our approach effectively
addresses the local optima problem inherent in traditional hill climbing while maintaining
the fast convergence rates characteristic of local search methods.

3.1. Algorithm Overview

The proposed hybrid population-based hill-climbing (HPHC) algorithm introduces
a new paradigm for generating highly nonlinear S-boxes. Unlike traditional hill climb-
ing, which operates on a single candidate solution, HPHC maintains a population of
promising S-boxes and employs controlled mutation operations within a hill climbing
framework. This hybrid approach enables both the exploitation of good solutions through
local improvements and the exploration of the search space through population diversity.
The key innovation of HPHC lies in its balanced combination of the following:

Population-based search with adaptive size management;
Targeted mutation operations preserving bijectivity;
Elitist selection strategy with strict quality criteria;
Parallel evaluation of candidate solutions.

L

This design allows HPHC to achieve remarkable efficiency in generating cryptograph-
ically strong S-boxes while avoiding the computational overhead typically associated with
population-based methods.

3.2. Core Concepts and Innovations
3.2.1. Population Management

The algorithm maintains a population P of size Ko, comprising bijective S-boxes. Each
S-box S € P is a permutation of integers from 0 to 255, representing a bijective mapping
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S : F§ — F5. The population size Koy is a crucial parameter that balances computational
efficiency with search space exploration.

Our experimental analysis revealed that smaller population sizes (Kjop = 1 to 9)
yield optimal results, contrary to traditional genetic algorithms that typically employ
larger populations. This unexpected finding suggests that the algorithm’s strength lies
not in maintaining genetic diversity but in efficiently exploring local neighborhoods of
promising solutions.

3.2.2. Mutation Strategy

We introduce a carefully designed mutation operator y that preserves the bijectivity of
S-boxes while enabling effective exploration of the search space. For each S-box S in the
population, we generate K;;;;; mutations, where K, represents the mutation rate. The
mutation operator is defined as j(S) = S, where S’ is obtained by the following:

1. Randomly selecting distinct positions 7, j € [0,255];
2. Swapping values: S'[i] = S[j] and S'[j] = S]i];
3. Maintaining all other values: S'[k] = S[k] for k # i, j.
In the context of S-boxes, S[j] represents the output value of the substitution box S for
input j, where both input and output are 8-bit values ranging from 0 to 255.
This transposition-based mutation ensures the following:

Preservation of bijectivity;

Minimal perturbation of existing structure;
Efficient exploration of local neighborhoods;
Computationally lightweight operations.

3.2.3. Population Evolution Strategy

The population evolution in HPHC follows a novel hybrid approach that combines
elements of hill climbing with population-based optimization. Let P; denote the population
at iteration t. The evolution process for each iteration consists of the following:

1. Generation Phase: For each S IS P, generate K,y mutations:

M(S) - I’ll (S)/ ]’IZ(S)I tecy ]’leut (S)
2. Evaluation Phase: For each candidate S’ in the expanded population,

e  Compute nonlinearity Nf(S');

e  Calculate cost function value F:(S');
e If N¢(S') > 104, terminate with success.

3. Selection Phase: Form new population P; 1 via the following:

Piemp = P U {sgp,M(S)}’ 1)

P11 = selectpest(Premp, Kpop), (2)
where selectbest chooses the Ko, best S-boxes based on the following:

e  Primary criterion: higher nonlinearity;
e  Secondary criterion: lower cost function value.

This evolution strategy ensures monotonic improvement in solution quality while
maintaining sufficient diversity for escaping local optima. Our empirical results show
that this approach achieves superior performance compared to traditional methods, with
an average of only 49,277 objective function evaluations required to find an S-box with a
nonlinearity of 104 using optimal parameters Ko, = 1 and Kyt = 7.

3.3. Detailed Pseudocode
The complete HPHC algorithm can be formalized as follows (Algorithm 1).
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Algorithm 1: Hybrid Population-based Hill Climbing (HPHC)

Input:

Kpop—population size
Kyyr—mutations per individual
Kjtep—maximum iterations
Ninreags—number of parallel threads

Output:
S-box with a nonlinearity N = 104 or null

Function HPHC(Kpop/ Kinuts Kiters Ntnreads):
P < InitializePopulation(Kp,p) // Random bijective S-boxes

for t + 1 to Ky, do
P < ParallelEvolve(P, Ny ends)
if BestNonlinearity(P) > 104 then
return ExtractBestSbox(P)
return null

Function ParallelEvolve(P, Ny, pq0ds):
Phew <+ @
parallel for SinP do // Distributed across Nyjeqds
for k < 1 to Kyt do
i, j + RandomDistinctPositions(0, 255)
S" + Mutate(S, i, j)
N¢, Fe EvaluateSbox(S') if Ny > 104 then
return S’

Prew + Prew U {S/}

Peompined < P'U Prew
return SelectBest(Peoppined, Kpop)

Function SelectBest(P, k):
Sort P by (N descending, F. ascending)
return First k elements of P

3.4. Theoretical Analysis

The theoretical foundations of HPHC can be analyzed from several perspectives,
as follows.

3.4.1. Search Space Properties

The algorithm operates in the space of all possible 8-bit S-boxes, which has a size
of 256! (approximately 21%%) permutations. However, our mutation operator creates a
connected graph of the search space, where the following apply:

e  Each vertex represents a bijective S-box;
e  Each edge represents a single transposition;
e  The diameter of the graph is at most 256 transpositions.

3.4.2. Algorithm Convergence Analysis
The convergence properties of HPHC are influenced by two key factors:
1.  Local Search Behavior:

e  Each mutation has a probability p;,,, of improving nonlinearity;
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e  The probability decreases as better solutions are found;
e  For nonlinearity values near 104, p;;, becomes extremely small.

2. Population Diversity: The effective search radius R, after t iterations can be approx-

imated by R.¢f(t) = \/Kpop - Kiut - t.

3.4.3. Computational Complexity

The time complexity per iteration is
Titer = O(KPOP Kt - Teval/Nthreads)/ (3)

where:

o T, is the time for single S-box evaluation;
®  Ninreads is the number of parallel threads;
e Kpop - Kiyyt represents total evaluations per iteration.

3.5. Implementation Considerations
3.5.1. Parallel Processing

Our implementation leverages parallel processing to significantly reduce computation
time. The original hill-climbing algorithm is inherently sequential; however, our parallel
implementation effectively increases the population size by running multiple instances
concurrently, with the best solutions shared between threads at each iteration. The optimal
configuration was determined to be a population size Ko, approximating the number of
available threads Nyj,.4s and a mutation rate K;;; ranging from 10 to 16.

This approach achieves near-linear speedup up to the number of available CPU cores,
with speedup S, = T;/T), ranging from 7.2 to 7.8 (on eight cores) and parallel efficiency
E, = Sp/p being between 0.90 and 0.97, where T; is execution time on one core, T) is
execution time on p cores, and p is the number of cores. On modern hardware, this
configuration consistently achieves average search times of 8-9 s with efficient resource
utilization and near-linear speedup relative to thread count.

3.5.2. Memory Management
The algorithm maintains two key data structures:

e  Current population P of size Kp,p;
e  Temporary population Preyp of size Kyop - (Kiput +1).

Memory requirements remain modest even for larger populations, with the primary
memory consumption coming from parallel evaluation buffers.

These optimizations result in a practical performance that closely matches theoretical
expectations, with observed times of 8-9 s for finding S-boxes with a nonlinearity of 104 on
modern multi-core processors running at 3.49 GHz.

4. Cost Function Analysis and Optimization

The choice and configuration of an appropriate cost function is crucial for the efficient
generation of cryptographically strong S-boxes. This section presents a detailed analysis of
the Walsh-Hadamard spectral eeight (WHS) cost function, its optimization for our specific
use case, and its theoretical foundations.

4.1. WHS Function Description

The WHS cost function, originally proposed by Clark et al. [7], provides a comprehen-
sive measure of S-box nonlinearity through analysis of its Walsh-Hadamard spectrum. For
an 8-bit S-box S, the WHS function is defined as follows:

255 255
WHS(S) = Y Y [[WHT[b,i]| - X|*, (4)
b=1i=0
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where:

WHT|b,i] represents the Walsh-Hadamard transform coefficients;

b iterates over all non-zero linear combinations of component functions;
i iterates over all possible linear functions;

X and R are real-valued parameters that control the function’s behavior;
|| denotes the absolute value.

The Walsh-Hadamard transform coefficients WHTb, i] are calculated as follows:

255 .
WHT[b,i] = }_ (—1)0®0s0, (5)
x=0

where (-, -) denotes the scalar product of binary vectors.

4.2. Parameter Optimization

In our previous contributions [30,31], extensive optimization of the WHS cost function
parameters led to thorough analysis, revealing their optimal values considering both of the
parameters that control the function’s behavior.

Power parameter R is the strength at which large Walsh-Hadamard spectrum devia-
tions drive the optimization process. Our analysis determined that R = 12 strikes the best
balance in the search landscape. Indeed, for values of less than 10, the penalties for large
spectral coefficients are too weak, and for values of more than 14, the penalties become too
aggressive and lead to stagnation of the search.

The target value of X sets the reference for the minimization of the spectral coefficients.
As it turns out, the choice of X = 0 is optimal because it tends to shrink all coefficients
uniformly across the spectrum. This also means a smoother landscape of optimization
compared to alternatives with any other values, while empirical results have consistently
shown its superior performance.

These parameter values are extensively validated in [30,31] and provide the guarantee
that 99% of the generated S-boxes possess a nonlinearity of 104, while requiring an average
of only 49,277 evaluations. As explained in detail, references should be consulted for
detailed parameter sensitivity analysis and the optimization methodology.

4.3. Theoretical Foundations

The effectiveness of the WHS function with these parameters can be understood
through several theoretical perspectives.

4.3.1. Spectral Properties

For an 8-bit S-box with a nonlinearity of 104, the Walsh-Hadamard spectrum must
satisfy the following conditions:

e Maximum absolute value: max;,;|WHTI[b,i]|< 48;
e Distribution concentration around smaller values;
e Balanced positive and negative coefficients.

The WHS function with R = 12 and X = 0 effectively guides the search toward these
properties by carrying out the following:

1. Heavily penalizing large spectral coefficients ((WHT|[b,i]|> 48);
2. Providing gradual guidance for coefficient reduction;
3. Maintaining a smooth optimization landscape for efficient hill climbing.

4.3.2. Relationship to Nonlinearity
The nonlinearity Ny of an S-box is directly related to its Walsh-Hadamard spectrum:

1 .
Ny =128 — Emaxb/i|WHT[b, i]l. (6)
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Our optimized WHS function effectively guides the search toward S-boxes with high non-
linearity by minimizing max;;|WHT[b, i]| while maintaining other cryptographic properties.

5. Experimental Results and Analysis
In this section, we present comprehensive experimental results demonstrating the

effectiveness of the HPHC algorithm in generating highly nonlinear S-boxes. We analyze
both the algorithm’s efficiency and the quality of generated S-boxes.

5.1. Experimental Setup

5.1.1. Computing Environment

Processor: Multi-core CPU @ 3.49 GHz;

Threading: eight parallel threads (N eq4s = 8);

Memory: 16 GB RAM;

Implementation: Optimized C++ with SIMD instructions;
Compiler: GCC with -O3 optimization.

5.1.2. Parameter Space

We conducted extensive parameter sweeps across the following:
Population size: Kpop € [1,21] with step 2;

Mutation rate: Ky, € [1,31] with step 3;

Maximum iterations: Kj;,, = 150, 000;
Independent runs: 100 per configuration.

5.2. Convergence Research

To understand the challenges in S-box generation and motivate our hybrid approach,
we first analyzed the performance of a traditional genetic algorithm implementation. The
algorithm was executed with the WHS cost function using optimal parameters (R = 12;
X = 0), a population size of five, and five different mutation operators. Each run was
limited to 150,000 iterations, with measurements taken every 100 iterations.

The results reveal several critical insights (Figure 1):

Initial rapid improvement in nonlinearity during early iterations;
Premature convergence to suboptimal solutions;

Inability to achieve nonlinearity Ny > 100 in any of the 50 runs;
Consistent pattern of stagnation across multiple executions.

LN =

To better understand this behavior, we analyzed the distribution of nonlinearity values
(Figures 2 and 3).

Comparative analysis of Figures 2 and 3 reveals a striking similarity between the following:
1. The distribution of nonlinearity values achieved by the genetic algorithm;

2. The natural distribution of nonlinearity in randomly generated S-boxes.

This similarity indicates that the traditional genetic algorithm fails to effectively guide
the search toward higher nonlinearity values, essentially performing little better than
random sampling of the S-box space. Key observations are as follows:

1. Search space exploration:

e  Limited ability to escape local optima;

e Ineffective preservation of beneficial genetic material;

e  Poor exploitation of promising solutions.

2. Statistical evidence:

e  Mean nonlinearity: comparable to random generation;

e  Variance: consistent with natural distribution;

e  No significant shift toward higher nonlinearity regions.

3. Performance limitations:
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e Lack of directed search pressure;
o Inefficient recombination of beneficial properties;
e  Loss of promising candidates through population turnover.

These findings motivated our development of the HPHC algorithm, which specifically
addresses these limitations through the following:

Controlled population management;
Targeted mutation operations;
Preservation of elite solutions;

Balanced exploration—exploitation strategy.

The subsequent sections demonstrate how HPHC overcomes these limitations to
achieve consistent generation of S-boxes with a nonlinearity of 104 .
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Figure 1. Evolution of S-box nonlinearity during genetic algorithm execution: (a) single representative
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run showing typical convergence behavior; (b) overlay of 50 independent runs (highlighted in
different colors) demonstrating consistency of behavior across multiple executions.
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Figure 2. Histogram of nonlinearity values achieved during genetic algorithm execution (75,000 mea-
surements across 50 independent runs).
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Figure 3. Distribution of nonlinearity values for randomly generated S-boxes (108 samples).

5.3. Parameter Optimization Analysis
To systematically evaluate HPHC performance, we conducted extensive parameter
sweeps across the following:
e  Population size: K,y € [1,21] with step 2;
e  Mutation rate: Kyt € [1,31] with step 3;
e 100 independent runs per configuration.

5.3.1. Evaluation Efficiency Analysis

Table 1 gives an extensive comparison for the average number of S-box evaluations
required for different population sizes and different mutation rates to show the influence
of parameters on the efficiency of algorithms.

Key findings from evaluation analysis (Table 1):

1.  Optimal efficiency (Kgpox = 49,277) achieved with the following:
e  Minimum population size (Kyop = 1);
e  Moderate mutation rate (Kt = 7).
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2. Performance degradation with larger populations:
e Linear increase in evaluations with Ky,);
e  Up to4x more evaluations at Ko, = 21.
3. Robust performance across mutation rates:
e  Effective range: Kyut € [4,9);
e  Minimal variation in evaluation count.
Table 1. Average number of S-box evaluations (Kgp,) required to achieve Ny = 104.
Kinut Population Size (Kp,p)
1 5 9 13 21
1 58,213 72,830 101,726 112,718 149,339
7 49,277 77,848 103,154 122,382 165,918
13 56,042 83,216 101,073 124,466 171,756
19 56,532 82,883 105,144 129,718 175,531
25 50,066 79,596 115,462 135,294 183,087
31 53,709 91,827 109,625 143,233 192,493

5.3.2. Execution Time Analysis

For clarity on the practical implications of performance for different combinations of
parameters, Table 2 summarizes the typical execution times to find S-boxes of a nonlinearity

of 104 for different configurations.

Table 2. Average execution time (seconds) to find S-box with N =104

Kinut Population Size (Kp,p)

1 5 9 13 21
1 64 17 15 16 42
7 57 21 9 13 28
13 44 26 8 13 22
19 56 24 8 14 19
25 46 18 16 14 18
31 69 20 14 15 18

Analysis reveals (Table 2):

1.  Optimal execution time (8-9 s) with the following:

Suboptimal for Kpop < Nipreads;
Diminishing returns for Kyop > Nipreads-

5.3.3. Statistical Reliability Analysis

For detailed analysis, we performed additional experiments with Ky,, = [1,2] and
Kt € [1,30] (step 1). With the purpose of providing deeper insight into algorithm
behavior in the case of utilizing few populations, Figure 4 shows the relation of mutation
rates to evaluation counts with small population sizes, hence revealing important patterns

about algorithm efficiency.

Population size matching thread count (K,op = 9);
Mutation rate Ky, € [13,16].

2.  Thread utilization effects:
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K
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Figure 4. Average number of S-box evaluations required for Ny = 104 with small population sizes.
Key statistical findings (Figure 4):
1. Success rate:

e  99% overall success rate;

e 2% failure rate only with Kop = 1, Kyt = 1;

e 1% failures with K,y = 1, Kiyut € {6,8,11}.
2. Variance analysis:

e  Standard deviation: 22,500 for Kpop = 1;
e Increased variance (44,500) for Ky, = 21.

5.4. Parallel Performance Analysis

The parallelization scales well for a variety of hardware platforms. Using the test
environment setup based on the multi-core CPU running at 3.49 GHz, optimal performances

for population size Kpop = 9 and thread count Nyjeq4s = 8 achieve execution times of 8-9 s
(Figure 5).

tSbox
100

80
60
40
20
10

K 13 15 28 Kmut

pop 17

19 51

Figure 5. Average execution time versus population size for different mutation rates.

The parallel speedup shows an almost linear scaling up to the number of available
cores. For two cores, one obtains S, = 1.95, corresponding to E; = 0.97. Using four cores,
one has 5S4 = 3.82 with E4 = 0.95; whereas for eight cores, Sg = 7.44 gives Eg = 0.93.
These results hint at very effective parallelization because the overhead due to thread
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synchronization, as well as the communication of data between successive iterations,
is negligible.

These scaling characteristics show that the speedup is near-linear until thread satura-
tion; optimal performance is achieved when population size approximates the available
number of threads: Kyop & Nyjreads- FOr Kpop < Nijyreads, performance becomes suboptimal
because of underutilization of the available cores. For K;op > Nirends, we see diminished
returns because of increased synchronization overhead.

We conducted additional, more fine-grained experiments focusing on small popu-
lation sizes, investigating, in detail, the region of optimum performance detected in the
exploratory experiments. The analysis for Ky, € [1,2] with mutation rates Ky € [1,30]
(step 1) over 100 independent runs showed that single-individual populations reach aver-
age evaluations of about 53,000 for optimal mutation rates between 4 and 9, exhibiting a
very consistent performance, with low variance in the number of evaluations (Figure 6).

70,000

65.000

60,000

K

123456738 9I101112131415161718192021222324252627282930

mut

Figure 6. Average number of S-box evaluations (Ksp) required to achieve Ny = 104 for population
sizes Kpop = 1 and Kpop = 2. The dotted lines show trend lines.

On the other hand, the populations of size two came back with somewhat higher
evaluation counts yet proved much more stable in terms of mutation rates. Therefore,
though increasing the computational overhead, performance became much more robust.
Comparing these, we can confirm that K;,,, = 1 gains the best overall efficiency in terms
of raw evaluation count, which slightly weakens for larger mutation rates. The success
rate for both configurations remains at 99%, clearly trading off between computational
efficiency and stability.

5.5. Cost Function Evolution

Figure 7 shows the evolution of the WHS cost function values over some runs (high-
lighted in different colors) of each approach, allowing for an overview of its optimization
dynamics, convergence pattern, and characteristics concerning the search landscape.

Analysis of the cost function trajectory reveals (Figure 7):

e Consistent convergence patterns;
e  Strong correlation with a nonlinearity improvement;
e  Smooth optimization landscape.
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Figure 7. Evolution of WHS cost function values across multiple runs.
5.6. Comparative Analysis
Table 3 gives a detailed comparison between HPHC and the state-of-the-art methods
to position our work within the current state of the art, as well as to highlight the benefits
that might validate the efficiency and success rate enhancement.
Table 3. Comparison with state-of-the-art methods.
Method and Reference Cost Function Algorithm Nonlinearity =~ Success Rate = Average Iterations
Clark et al. (2005) [7] WHS SA 102 1/200 -
McLaughlin (2012) [19] WHS SA 104 - 30,000,000
Tesar (2010) [20] WHS GaT 104 - 3,239,000
Picek et al. (2016) [22] PCF Ga 104 - 741,371
Picek et al. (2016) [22] PCF LSA 104 - 172,280
Picek et al. (2016) [22] PCF GaT 104 - 167,451
Freyre-Echevarria et al. (2020) [10,23] WCF LSA 104 - 89,460
Freyre-Echevarria et al. (2020) [10,23] WCF HC 104 11/30 65,933
Our HPHC WHS HPHC 104 99% 49,277

HPHC demonstrates the following significant advantages (Table 3):
1.  Efficiency improvements:

e  600x faster than original SA methods;
e 15X faster than original SA GA-based approaches;
e  Lowest reported evaluation count (49,277).

2. Reliability metrics:

e  Highest success rate (99%);
e  Consistent performance;
e  Robust convergence behavior.

3.  Practical benefits:

e  Fast execution (8..9 s);
e  Scalable parallel implementation;
e  Resource-efficient operation.
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These results establish HPHC as a significant advancement in S-box generation, com-
bining theoretical efficiency with practical usability.

6. Discussion

The development and analysis of the HPHC algorithm provide significant insights
into both theoretical and practical aspects of cryptographically strong S-box generation.
Our extensive experimental results demonstrate that this hybrid approach successfully
combines the advantages of hill climbing and population-based methods while mitigating
their respective limitations.

The most striking finding is that smaller populations, particularly single-individual
configurations, outperform traditional larger population approaches. This contradicts
conventional wisdom in evolutionary computation but aligns with the specific nature
of the S-box generation problem. When combined with an appropriate mutation rate
(Kmut = 7), this minimal population approach achieves remarkable efficiency, requiring
only 49,277 evaluations on average to generate an S-box with a nonlinearity of 104 .

The parallel implementation strategy reveals another counterintuitive insight: while
minimal populations provide the best sequential performance, configurations with popula-
tion size matching the available thread count (K,op & Nyjrea45) achieve optimal real-world
execution times. This demonstrates the importance of considering hardware architec-
ture in algorithm design, as theoretical efficiency does not always translate directly to
practical performance.

Our success rate of 99% significantly exceeds previous approaches, with failures oc-
curring only in specific parameter configurations. This reliability, combined with execution
times of 8-9 s on modern hardware, makes HPHC practical for real-world applications.
The algorithm’s performance represents a substantial improvement over existing meth-
ods, with a 600 x reduction in iterations compared to traditional simulated annealing and
15x improvement over recent genetic algorithm variants.

Although our experiments reported considerable advances in generating S-boxes,
some important limitations and concerns need to be discussed. Similarly, the performance
of the algorithm is also dependent on hardware, especially the number of CPU cores
and memory bandwidth. For such scenarios, even though it can be greatly optimized
by a number of parameters, it introduces extra complexity in deploying them across
different computing environments. The future work can investigate hardware-agnostic
implementation or devise adaptive adjustment of parameters.

One of the other challenges is the theoretical insights regarding hybrid techniques,
such as HPHC. While in practice, we can observe significant improvements in performances,
designed algorithm connections are only partially understood in regard to its connections to
search space exploration. This fact finds particular reflection in our ability to prove rigorous
theoretical bounds with regard to convergence time or solution quality. Closing the gap
between empirical success and mathematical justification will call for more theoretical
research in the future.

While very important in practice due to their widespread usage in modern crypto-
graphic schemes, the focus on 8-bit S-boxes constitutes a limitation regarding the gen-
eralizability of our approach. Preliminary experiments with other S-box sizes indicate
that the basic principles of HPHC carry over to this setting, though the optimum param-
eter settings, as well as the performance characteristics, are likely different. Study of the
applicability of HPHC to different sizes and types of S-boxes is thus of interest to the
cryptographic community.

The other crucial issue is the selection of the cost function. Although, in light of our
goals, the WHS function behaves really well, one cannot avoid fitting to this particular
metric. Usually, in cryptographic applications, there is a set of various aspects that need
to be optimized via S-boxes. It seems quite unlikely that all of them are captured by
the optimization for one cost function. Other directions involve various techniques of
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multi-objective optimization, or alternative cost functions reflecting better the set of all
desired properties.

7. Conclusions

This paper has introduced the hybrid population-based hill-climbing (HPHC) algo-
rithm for generating cryptographically strong S-boxes. Our approach achieves state-of-the-
art performance in both theoretical efficiency and practical execution time, consistently
generating S-boxes with a nonlinearity of 104 in under 50,000 evaluations.

The key contributions of this work include the following:

e A novel hybrid algorithm combining hill climbing efficiency with population-
based exploration;
Demonstration that minimal populations can outperform traditional evolutionary approaches;
Efficient parallel implementation achieving 8-9 s execution times;
Comprehensive empirical analysis of parameter effects and performance characteristics.

Our findings challenge several conventional assumptions about evolutionary com-
putation and demonstrate the value of problem-specific algorithm design. The HPHC
algorithm achieves a 99% success rate while requiring significantly fewer computational
resources than existing methods, making it particularly suitable for practical applications
in cryptographic system design.
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