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Abstract: The advancement and acceptance of new technologies often hinges on the level of under-
standing and trust among potential users. Blockchain technology, despite its broad applications
across diverse sectors, is often met with skepticism due to a general lack of understanding and
incidents of illicit activities in the cryptocurrency domain. This study aims to demystify blockchain
technology by providing an in-depth examination of its application in a novel blockchain-based
card game, centered around renewable energy and sustainable resource management. This paper
introduces a serious game that uses blockchain to enhance user interaction, ownership, and gameplay,
demonstrating the technology’s potential to revolutionize the gaming industry. Notable aspects
of the game, such as ownership of virtual assets, transparent transaction histories, trustless game
mechanics, user-driven content creation, gasless transactions, and mechanisms for in-game asset
trading and cross-platform asset reuse are analyzed. The paper discusses how these features, not
only provide a richer gaming experience but also serve as effective tools for raising awareness about
sustainable energy and resource management, thereby bridging the gap between entertainment and
education. The case study offers valuable insights into how blockchain can create dynamic, secure,
and participatory virtual environments, shifting the paradigm of traditional online gaming.

Keywords: blockchain; blockchain game; gaming; serious game; smart contract; Dapp; NFT; meta
transaction; gasless transaction; soulbound token

1. Introduction

In the rapidly evolving domain of digital gaming, blockchain technology emerges as a
transformative force, offering novel paradigms for player interaction and game design [1].
At its core, blockchain serves as a decentralized digital ledger, recording transactions in a
secure, transparent, and immutable manner [2,3]. This technology, foundational to the new
wave of web3 games, redefines the traditional boundaries of gaming, introducing concepts
of true digital ownership, trustless environments, and decentralized governance [4]. As
the gaming industry grapples with challenges around security, transparency, and player
agency, blockchain presents itself as a compelling solution, heralding a new era of gaming
experiences [5,6].

Blockchain’s efficacy in gaming is rooted in its unique technological underpinnings.
Central to this are consensus mechanisms like Proof of Work (PoW), Proof of Stake (PoS),
and Delegated Proof of Stake (DPoS), each playing a crucial role in transaction validation
and network security [7]. PoW, known for its robust security but high energy cost [7], con-
trasts with PoS and DPoS, which offer more energy-efficient alternatives [8]. Moreover, the
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advent of smart contracts—self-executing contracts with the terms of the agreement directly
written into code—revolutionizes game mechanics [9]. These contracts autonomously man-
age and enforce game rules, in-game asset ownership, and player interactions, ensuring
a trustable, automated gaming environment [2]. In addition, the peer-to-peer nature of
blockchain networks enhances the resilience and security of games by distributing data
storage, thus mitigating risks associated with centralized servers [9]. This inherent features
allow blockchain to be used efficiently in many different use-cases [10,11].

The GENERA Web3 Game, developed as part of our research, harnesses these blockchain
attributes to create an immersive educational experience centered around renewable energy
and sustainable practices [12,13]. By employing blockchain’s decentralized ledger, the game
ensures data integrity and fosters trust among players, crucial for an educational tool [14]. The
use of smart contracts in the game automates key aspects of gameplay and asset management,
aligning with our objectives of providing a seamless, engaging educational experience [15].
Furthermore, the decentralized, peer-to-peer architecture of blockchain not only empowers
players with true ownership of their in-game assets but also mirrors the collaborative and
distributed nature of sustainable energy solutions, making it an apt metaphor for the game’s
thematic focus. Thus, blockchain technology is not just a backend feature of the GENERA
Web3 Game; it is integral to its educational mission, enhancing both the authenticity and the
pedagogical value of the gaming experience [16].

This paper presents a dual-faceted exploration into the intersection of blockchain
technology and serious gaming, a genre that transcends mere entertainment to include
educational and training objectives [17]. Our study is situated firmly within the research
genre of applied technology in gaming, utilizing a mixed-methods approach that integrates
development and evaluative research methodologies.

We begin by introducing a blockchain-based card game designed to educate on renew-
able energy and sustainable resource management. This game is not merely an application
of technology but also an experimental design endeavor in which the development process
itself is examined and reflected upon. The genre of our work, therefore, can be classified as
applied research in informatics with a strong component of software engineering, as we
document the creation of a serious game from conception to realization, assessing both its
technological underpinnings and its pedagogical efficacy [15].

Addressing the rapid advancements in blockchain, our study includes an analysis
of the current state of blockchain games, aiming to provide an up-to-date snapshot of
the sector’s landscape. This element of the study aims to refresh available research data,
responding to the dynamic nature of blockchain technology and its applications.

Our objectives are threefold: First, we investigate the potential enhancements blockchain
technology offers to the gaming industry at large. Second, we explore how these enhancements
can be specifically leveraged in serious games to improve educational outcomes and user
engagement. Third, we assess whether and how the incorporation of blockchain technology
in our game facilitates player understanding of and engagement with both the game’s content
and the underlying blockchain technology itself.

The rest of the document is structured as follows: In the ‘Related Works’ section,
we explore the existing literature on blockchain gaming, establishing the foundation and
context for our research. This leads into the ‘A Serious Game for Energy Transition’
section, where the design, development, and educational goals of the GENERA Web3 Game
are thoroughly detailed, emphasizing its focus on renewable energy and sustainability.
The ‘Results and Discussion’ section presents our key findings, including analyses of
blockchain applications in gaming and insights gathered from player surveys. Finally, the
document concludes with the ‘Conclusion and Future Plans’ section, summarizing the
major contributions of our study and discussing its implications for the future of blockchain
in serious gaming, as well as potential avenues for further research in this dynamic and
evolving domain.
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2. Related Works

The rapid evolution of blockchain technology has sparked a multisided exploration
into its applications in various domains, one of them being the gaming industry [18]. As
blockchain games expand in popularity and diversify in form and function, several pio-
neering studies have emerged to unpack the intricacies and potentials of this synergy [19].
These studies delve into the categorical variations [20], player perceptions [21], technical
functionalities [22], and educational aspects of blockchain games [16].

A few studies have been conducted to investigate the landscape of blockchain games,
categorizing them based on their characteristics and user interactions. For example, Tian
Min, Hanyi Wang et al. [22] executed a comprehensive survey that focused on identifying
the unique categorizations within the realm of blockchain games. They examined the
market trends and classified the games into four categories: Rule Transparency, Asset
Ownership, Asset Reusability, and User-Generated Content (UGC). Their observations
revealed that while the Ethereum network sees a higher number of average active users in
general, when it comes to blockchain games, the EOS network is more popular due to its
ability to offer higher transaction volume at a significantly lower cost.

On another note, Iikka Paajala et al. [21] sought to investigate the factors that con-
tribute to player retention and engagement in blockchain games. Their focus was on
understanding the player’s perceptions and how they are influenced by blockchain’s inher-
ent characteristics. They concluded that the nature and quality of the game significantly
impact player retention. Additionally, the study raised concerns about the transparency
and potential misuse of data in blockchain games. Despite these concerns, participants
were enthusiastic about user-generated content and the concept of true asset ownership.

Venturing into the territory of Serious Blockchain Games, Yunifa Miftachul Arif
et al. [23] came up with a unique approach by devising a tourism-based serious game
powered by blockchain technology. Their focus was on how blockchain could handle trans-
actions, providing a more immersive and educational experience for users. They conducted
a series of experiments to evaluate the speed, efficacy, and precision of transactions in
a blockchain environment, observing how factors such as gas price, gas limit, and data
size impact these attributes. The velocity of transactions is affected by gas price, chain
length, and data weight, with gas price being the primary adjustable factor for transaction
speed [23]. When studying transaction success rate, the gas limit emerged as the most
impactful factor. An increase in the gas limit from 40,000 to 50,000 units doubled the success
rate from 40% to 80%. Regarding transaction accuracy, a series of thirty assessments were
conducted, comparing estimated expenses against actual costs, and the estimations were
found to be accurate 80% of the time.

Given these insights, the integration of blockchain technology into serious games, like
the one developed in this study, represents an innovative leap in gaming. The current game,
leveraging blockchain technology, offers a distinctive educational experience by allowing
players to use renewable energy sources to power their towns. The online, multiplayer
aspect of the game, developed using web technologies, makes it widely accessible and
presents a unique opportunity for scientific exploration. Its educational focus is further
enhanced by future updates that will introduce more features to engage players and deepen
their understanding of renewable energy transitions. The game also promotes collaboration
through a marketplace feature, and its research component includes a questionnaire to capture
player perceptions, contributing to broader research efforts in the field like the one Iikka
Paajala et al. [21] sought to investigate. The use of DappRadar for obtaining fresh data about
blockchain games provides an updated perspective, adding to the research initiated by Tian
Min, Hanyi Wang, and others. This game stands as a promising example of the educational
and collaborative potential of serious games powered by blockchain technology.

In a similar way, Ansh Mittal et al. [24] developed an innovative online blockchain-
focused serious game, known as CEBT, intending to educate the public about the fun-
damentals and benefits of blockchain technology. Rather than being hosted on a typical
blockchain network, this game was hosted on Firebase, a cloud service offered by Google.
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This game served as an effective pedagogical tool, providing interactive blockchain training
through an adversarial sandbox-based serious game, encouraging the widespread adoption
and understanding of blockchain technology.

In summary, the fusion of blockchain and gaming is a growing field, exhibiting vast po-
tential in diversifying gameplay, enhancing player experience, and expanding educational
horizons. Critical studies, as reflected above, have underscored the variations of blockchain
games, shedding light on the categorizations, the pivotal role of networks like EOS, the
significance of player perceptions, and the technologically driven challenges and triumphs
within transactional mechanisms. Furthermore, the development of educational blockchain
games highlights the potential for this technology to transcend mere entertainment, forging
pathways for enhanced public understanding and appreciation.

Building upon the exploration of educational blockchain games, it is essential to delve
into the domain of serious games, which represent a significant evolution in the gaming
industry. Serious games, defined as games designed primarily for purposes other than
entertainment [25], represent a significant discipline within the gaming industry. They
are distinguished by their objectives that extend beyond mere entertainment, focusing on
areas such as education, training, or information dissemination. They are designed not
only to engage but also to impart knowledge or induce behavioral changes in players,
making them a perfect match for the capabilities offered by blockchain technology. The
principles of serious games revolve around the integration of educational strategies within
the game design, ensuring that the gameplay mechanics and narrative support and enhance
the learning experience. This approach aligns with the broader vision of the fusion of
blockchain and gaming, wherein the technology not only diversifies gameplay but also
amplifies the educational potential of games.

Research in this field highlights the importance of aligning game design with ed-
ucational goals, ensuring that gameplay mechanics and narrative elements support the
intended learning outcomes. For instance, the work of Michael and Chen [26] and the
‘Game-Based Learning’ theory of Prensky [27] provide foundational insights into how
games can be structured to enhance learning and engagement. These studies emphasize
the need for a balance between entertainment and educational content, ensuring that the
game is both enjoyable and informative.

In the context of our project, the GENERA Web3 Game is developed with these
principles in mind. The game integrates educational content about renewable energy and
sustainable practices into its core gameplay mechanics. By doing so, it not only provides an
engaging gaming experience but also educates players on important environmental topics.
The game’s design reflects the principles of serious games by incorporating interactive
learning scenarios, where players make decisions that have real-world parallels, such as
managing resources and developing sustainable energy solutions.

Furthermore, the inclusion of blockchain technology in the GENERA Web3 Game
adds an innovative layer to the serious game genre. It allows for transparent and secure
tracking of players’ progress and achievements, aligning with the educational aspect of
the game. This integration demonstrates how emerging technologies can be utilized to
enhance the efficacy and appeal of serious games, paving the way for future research and
development in this field.

As blockchain games continue to evolve, these foundational studies provide invaluable
insights, guiding the direction for future research and development in this multifaceted
intersection of technology and recreation.

3. A Serious Game for Energy Transition

In the development of this blockchain serious game, a unique methodology was
employed. Contrary to the unanimously followed approach by the researchers mentioned
earlier, who used the Unity Game engine for graphic design and deployed their smart
contracts on preexisting blockchain networks, this project chose a different path.
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Firstly, the game is rendered in 2D, is browser-based, and supports multiple players,
making it more accessible and fostering player interaction. Additionally, a custom-made
blockchain network was deployed to hold the game’s smart contracts. Lastly, the game
provides a comprehensive experience of a Dapp by necessitating players to set up, configure,
and navigate a cryptocurrency wallet to gain entry into the game. The players are offered
the choice of transferring the in-game gold tokens through their crypto wallet.

Henceforth, this blockchain-based serious game will be termed “GENERA Web3 Game”.
It was conceived as a component of GENERA [28], a European-founded project with a dual
aim. Firstly, to institute a set of energy transition strategies in municipalities, guiding them
from agenda formulation to the execution of measures and public engagement in tourist
islands, consistent with the Covenant of Mayors. Secondly, to advocate for the adoption of
energy transition monitoring tools that facilitate the evaluation of their progress.

Aligned with GENERA’s goals, the game’s intention is to offer users an engaging
means to grasp the significance of embracing novel energy solutions. This includes pressing
energy concerns, such as dependency on fossil fuels, elevated electricity expenses, and
significant environmental repercussions.

3.1. Architecture of Blockchain Games

The GENERA Web3 Game, exemplifying the application of blockchain in serious gam-
ing, is built on a sophisticated architecture that integrates traditional gaming elements with
the novel capabilities of blockchain technology as illustrated in Figure 1. This architecture
is composed of four key components: the game client, the game server, the blockchain
network, and smart contracts.
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Starting from the game client, an interface through which players interact with the
GENERA Web3 Game. The client is designed to be user-friendly and intuitive, masking the
inherent complexities of blockchain. It serves as the visual and interactive layer, providing
players with a seamless experience akin to traditional games while facilitating interactions
with blockchain-based features.

Next is the game server, unlike conventional games where a server contains most
of the game logic and data, the GENERA Web3 Game’s server plays a more nuanced
role. It manages essential game logic, session management, and real-time updates, while
also interfacing with the blockchain network for transaction processing and data retrieval.
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Critical game data, however, such as player achievements and game states, are not stored
on this server but on the blockchain to ensure integrity and security.

The blockchain network, the core of the GENERA Web3 Game’s architecture, is the
third component. It is the place where important records of game assets, player statistics,
and other crucial data are immutably stored. This decentralized storage ensures the
authenticity and permanence of in-game items, achievements, and currency.

The final component is the smart contracts, these self-executing contracts are encoded
with the game’s rules and transactional protocols, thereby fostering trust and transparency.
They ensure decentralized, immutable gameplay, which is vital for the game’s educational
goals. Smart contracts manage in-game assets, execute transactions, and regulate player
interactions, enabling autonomous and secure gameplay.

3.2. Technologies and Components

For the creation of the client component, React [29] was utilized, a well-established
web development library produced by Meta (Facebook). This library is commended for its
capacity to develop detailed and highly responsive user interfaces for web applications.
Through the application of React, the game can be operated within a browser environ-
ment, thereby enhancing its accessibility to anyone in possession of a device with Internet
browsing capabilities, eliminating the necessity for hardware with intense graphical pro-
cessing capacity.

As for the game server, it leverages Node.js [30], the Express.js framework [31], and a
MySQL database [32], intending to optimize the game’s performance. These technologies
can bolster the other components by processing and storing data that are not considered
critical. Nevertheless, these elements are vital for performing various other tasks, such as
confirming a user’s digital signature using the ethers.js library [33], enabling the use of
gasless transactions [34] and generating randomness in the form of a number produced
by the crypto module [35] from Node.js. Regarding the gasless transactions, also known
as meta-transactions, these are transactions that have the gas fee paid for by a third party
instead of the transaction sender. Thirdweb [36], a modern web3 development framework,
was utilized as it provides an SDK solution to insert this functionality into an application
through the OpenZeppelin Defender [37] provider.

In this project, we selected GETH [38], a widely used Ethereum implementation, for its
robustness and comprehensive documentation, which facilitated the development process.
We employed GETH’s Proof-of-Authority (PoA) consensus protocol, ‘Clique’ [39], for its
energy efficiency and ability to expedite transaction processing compared to Proof of Work
(PoW) and Proof of Stake (PoS). This protocol operates with a limited number of validators,
allowing for fast transaction finality and reduced resource requirements. However, it is
important to note that PoA’s increased centralization [40,41], due to control residing with a
few validators, can pose challenges such as potential bias or censorship.

Lastly, concerning the smart contracts, the necessary logic was divided into three
separate contracts.

The first, dubbed TokenManager, is given the task of generating, preserving, and
transferring the game tokens. This decentralized application employs two distinct types
of tokens: the in-game gold, analogous to an ERC-20 [42] compatible token due to its
resemblance to conventional currency, and the in-game cards, possessing attributes similar
to an ERC-721 [43], widely referred to as NFT [43]. To manage both types of tokens within
a single contract, the ERC-1155 [43] token standard was selected. This standard has become
a contemporary choice across numerous other blockchain sectors due to its enhanced
performance, reduced gas-related expenses, and the capability to transact multiple distinct
token types in a single transaction [43].

Subsequently, there is the GameManager contract, which is responsible for maintaining
all the game logic from the blockchain’s perspective. For example, a function labeled
‘createPlayer’ is invoked when a new player is generated.
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Finally, the Marketplace contract, which, as the name suggests, houses all the logic
pertinent to the game’s marketplace.

The contracts in this study were developed using the Solidity programming lan-
guage [44], the most popular choice for developing smart contracts on Ethereum Virtual
Machine (EVM) [45] compatible blockchain networks. For the testing and deployment, the
Hardhat framework [46] was employed, which uses JavaScript or TypeScript.

3.3. Decentralization and Centralization: Balancing Blockchain and Game Server

In the GENERA Web3 Game, we have strategically balanced the principles of blockchain
decentralization with the practicalities of using a centralized game server. This integration
is crucial for optimizing game performance while maintaining the integrity and benefits of
blockchain technology [22,47].

• Decentralization through Blockchain: The core of the game’s decentralization lies in
its use of blockchain technology for managing critical game data. This includes player
achievements, in-game asset ownership, and transaction histories. By leveraging
blockchain’s immutable ledger, we ensure the integrity and permanence of these
elements, which is vital for player trust and the game’s educational purpose.

• Centralized Game Server Role: While the blockchain handles crucial data, the central-
ized game server manages real-time game logic, session management, and non-critical
data processing. This setup allows for a more efficient and responsive gaming experi-
ence, as the server can quickly process and update game states without the latency
associated with blockchain transactions.

• Combining Centralization and Decentralization: The game architecture smartly
integrates these two aspects. The game server handles dynamic in-game interactions
and updates, while the blockchain component ensures the security and authenticity
of key game elements. This dual approach allows us to utilize the strengths of both
centralized and decentralized systems. For instance, real-time player interactions and
game state updates are managed by the server for immediacy and responsiveness. In
contrast, blockchain is used for secure, transparent, and tamper-proof storage of assets
and achievements.

• Educational Aspect: This hybrid approach also plays a critical role in the game’s
educational objectives. Players experience firsthand how blockchain technology can
be integrated into real-world applications, understanding the balance between de-
centralized security and centralized efficiency. The game thus serves as a practical
example of how blockchain can complement traditional systems, rather than com-
pletely replacing them.

In summary, the GENERA Web3 Game demonstrates a pragmatic use of blockchain
technology in gaming, where decentralization for critical data integrity coexists with
centralized systems for efficient game dynamics. This balance exemplifies a realistic and
effective implementation of blockchain in gaming, providing valuable insights into its
potential applications in various domains.

3.4. Story and Gameplay

The narrative of the game unfolds chronologically in 2045 and is set amidst the
Mediterranean Sea islands. In this hypothetical scenario, Europe faces an energy crisis that
profoundly disrupts people’s everyday lives. Government bodies, despite their utmost
efforts, find it challenging to meet the energy demands of sprawling urban areas and to
remedy the power shortage in more isolated regions.

The player’s role is to navigate this situation as the mayor of a small Mediterranean
island town, seeking to improve the residents’ daily lives by building renewable energy
generators (REGs) and using them to supply power to buildings such as hospitals, eateries,
and workshops.
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Players manage the townsfolk by designating them professional roles. Four are available:
private sector (which generates gold), concrete gathering, metal mining, and crystal harvesting.
These resources are indispensable for the creation or enhancement of REGs and Buildings.

REGs supply electrical power, while Buildings offer a range of effects. These effects
span from passive ones, such as improving residents’ quality of life, to active ones, such as
enabling players to upgrade the workers’ tools to accelerate resource collection. Figure 2
depicts the REGs and Buildings, which are in-game assets and are symbolized as cards.
There is also a Special Effect Card type with a more abstract presence. This type of card,
once activated, yields a 12 h effect boosting specific player statistics, like enhancing resource
gathering rates by a percentage based on its rarity.

Computers 2024, 13, x FOR PEER REVIEW 8 of 25 
 

profoundly disrupts people’s everyday lives. Government bodies, despite their utmost 
efforts, find it challenging to meet the energy demands of sprawling urban areas and to 
remedy the power shortage in more isolated regions. 

The player’s role is to navigate this situation as the mayor of a small Mediterranean 
island town, seeking to improve the residents’ daily lives by building renewable energy 
generators (REGs) and using them to supply power to buildings such as hospitals, eater-
ies, and workshops. 

Players manage the townsfolk by designating them professional roles. Four are avail-
able: private sector (which generates gold), concrete gathering, metal mining, and crystal 
harvesting. These resources are indispensable for the creation or enhancement of REGs 
and Buildings. 

REGs supply electrical power, while Buildings offer a range of effects. These effects 
span from passive ones, such as improving residents’ quality of life, to active ones, such 
as enabling players to upgrade the workers’ tools to accelerate resource collection. Figure 
2 depicts the REGs and Buildings, which are in-game assets and are symbolized as cards. 
There is also a Special Effect Card type with a more abstract presence. This type of card, 
once activated, yields a 12 h effect boosting specific player statistics, like enhancing re-
source gathering rates by a percentage based on its rarity. 

 
Figure 2. The in-game virtual assets. 

The game’s most significant Building is the “Town Hall”, displayed in Figure 3, pre-
sent from the start, which is irremovable and unsellable. It serves as a hub for players to 
assess the town’s current state, such as population size, growth rate, energy production, 
and is the place where the job assignment is performed as shown in Figures 4 and 5. Up-
grading (or leveling up) the Town Hall extends the town’s capacity, allowing more REGs 
and Buildings to be created and more residents to be accommodated.  

Figure 2. The in-game virtual assets.

The game’s most significant Building is the “Town Hall”, displayed in Figure 3, present
from the start, which is irremovable and unsellable. It serves as a hub for players to assess
the town’s current state, such as population size, growth rate, energy production, and is the
place where the job assignment is performed as shown in Figures 4 and 5. Upgrading (or
leveling up) the Town Hall extends the town’s capacity, allowing more REGs and Buildings
to be created and more residents to be accommodated.

A pivotal game element is the living standards score, mirroring the town’s population
growth rate. This score has an inverse relationship with the population; the larger the
population, the more difficult further growth becomes. Specialized Buildings can enhance
the living standards score, enabling sustainable population growth.

Incorporating multiplayer online features, a competitive aspect was introduced to
boost player engagement. The ultimate player objective is to ascend the ranking ladder
as the Ranking Score is calculated based on the town’s population and green energy
output. The game’s leaderboard is presented in Figure 6. Higher leaderboard positioning
yields greater rewards. In the context of our narrative, this translates to governments
acknowledging the mayor’s efforts and achievements by bestowing random in-game
rewards like gold, resources, or cards.
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Additionally, the Marketplace, shown in Figure 7, constitutes another multiplayer
feature promoting player interaction. It offers a platform for players to engage in buying
and selling cards amongst themselves. This functionality adds depth to the gameplay by
enabling the development of more intricate and inventive strategies.
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3.5. Game Mechanics

In this section, details about the essential mechanisms driving the application are
presented. We will introduce these key components and also undertake a detailed analysis,
exploring their functionalities, their interconnections, and their roles in ensuring the overall
smooth operation of the application.

Commencing with the User Interface (UI), the game loop emerges as the most signifi-
cant code piece, acting as the core of the UI. This perpetual loop recalculates all new values
to update the player’s statistics every 5 s and also performs safety verifications. These
updates are initially stored in the device’s memory and are only moved to the blockchain
after a full minute has elapsed. This design mitigates potential scaling issues, as a shorter
duration would result in a rapid expansion of the network’s storage and increased process-
ing power demand. The game is structured such that any potential loss of a few minutes
due to connection errors would have an unnoticeable impact on the player’s progress.
Moreover, the structure of the game does not necessitate players to keep their devices
operational without interruption. After every synchronization process, a timestamp is
also recorded on the blockchain. Another task of the game loop, dubbed “catch up”, is
to determine the elapsed time from the player’s last session and compute the resources
to be added. This functionality is embedded in the game client’s code due to its high
computational demand, which could potentially lead to scalability issues if integrated into
the blockchain. However, this is generally not considered a best practice, given that the
game client is highly susceptible to data manipulation attacks.

User authentication forms the next vital and intriguing aspect. The login and sign-up
page are displayed in Figure 8. The authentication process in decentralized applications
(Dapps) strikingly contrasts with that of traditional ones. Usernames and passwords are
replaced by public and private keys. During authentication, the application dispatches a
message containing relevant text and a randomly generated number, shown in Figure 9,
which is sourced from the game server, to the user’s crypto wallet. The wallet prompts the
user to read and, if willing, sign the message. This signed message, coupled with the user’s
public address, is then relayed back to the game server. Through intricate cryptographic
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verification methods, it can be ascertained that the public address’s possessor is indeed
the account owner, thereby eliminating the need for any personal or sensitive information.
Moreover, this procedure offers convenience as users require a single wallet to access all
Dapps. Blockchain essentially shifts the user entity from the application’s control to the
user’s hands.
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Although decentralized applications (Dapps) allow users to log in without creating
an account, there are numerous instances where the application may request users to do
so, typically to enhance the User Experience (UX) [48]. In the context of this project, the
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only requested information is an alias, which serves to address the player in a more user-
friendly way, as opposed to their public address. Technically, the sign-up process entails
the user selecting a username, which is then mapped to the user’s address within the smart
contract. Moreover, the sign-up process is leveraged to transfer some of the network’s
native currency to the player, enabling them to execute transactions that alter the state of
the blockchain network.

Another significant feature is the architecture facilitating gasless transactions. This
mechanism enables an external entity, typically a web server, to transmit transactions on the
user’s behalf. This arrangement is crucial for two reasons. First, it automates the process of
updating player statistics; without it, players would need to manually synchronize their
data from the device’s memory with the smart contract. Second, it enables a user to execute
the aforementioned process without spending any of their own ETH, the native currency
of the network.

A pivotal feature of the game lies in the creation of uniquely ownable virtual assets.
These assets are embodied in the form of in-game cards that represent the Renewable
Energy Generators (REGs), Buildings, and Special Effect cards. The ownership of these
digital items is managed passively through the use of the ERC-1155 contract. To ensure the
uniqueness of each asset, every card token is treated as a Non-Fungible Token (NFT). In the
context of an ERC-1155 contract, uniqueness is achieved by minting only a single token for
a specific token ID. This strategy guarantees that even if two cards share identical metadata
attributes such as type, rarity, and level, their distinct IDs make each card unique.

Before wrapping up this sub-section, it is worth delving into the handling of the
ranking score and the marketplace.

The ranking score is stored as a property within the user object in the GameManager
contract. Here, too, the gasless transaction approach is applied; nonetheless, an option is
available for users to manually update this value if they wish. Should a player not update
their ranking score within a period of five days, they stand to lose their accumulated
progress. This method is designed as a form of disciplinary action to prompt the player to
engage with the game consistently. This is achieved by bypassing the game loop’s “catch
up” function.

As for the marketplace, a purchase is finalized through three main steps. The first
involves the seller putting the card up for sale, which is accomplished by updating the
forSale and price properties of the card in the GameManager contract. Furthermore, a refer-
ence is maintained in the Marketplace contract to circumvent the need for computationally
expensive loop operations. The subsequent step is to display the card on the Marketplace’s
UI for potential buyers to browse. Lastly, once a buyer has been found, three sub-actions
are carried out. Firstly, the in-game gold tokens are transferred from the buyer to the seller
by utilizing the ERC-1155′s functionality. Following that, the ownership of the card is
similarly transferred, and finally, the forSale and price properties of the card are reset.

4. Results and Discussion

This section aims to present recent data gathered from the top 150 games and highlight
the benefits of incorporating blockchain technology into both serious and non-serious games.
Furthermore, the feedback received from the distributed questionnaires will be examined.

4.1. Analysis of Game-Related Blockchains

Tian Min [22] and colleagues carried out an extensive survey in 2019, exploring the
trends in the DApp market and gathering a wealth of useful information. In the particular
research endeavor, the focus was shifted into the blockchain platforms rather than the games
themselves. Due to the rapid evolution of blockchain technology, it was deemed necessary
to collect more recent data; therefore, data from the top 150 most popular games were
drawn using the same source as Tian Min [22], namely, the DappRadar [49] web application.

DappRadar provides four key data points for each game: the supported blockchains,
balance, Unique Active Wallets (UAW), and volume. ‘Balance’ refers to the total value
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of assets in a DApp’s smart contracts. ‘UAW’ is the number of unique active wallets
interacting with or performing a transaction with a DApp’s smart contracts over a given
period, in this case, one month. Lastly, ‘volume’ indicates the dollar value of incoming
token transfers from unique active wallets to the DApp’s smart contracts over a set period.

Data analysis was conducted to process the gathered information and present it
visually in four figures.

The insights drawn from Figure 10 indicate that among 26 popular networks, BNB
Chain [50], Polygon [51], WAX [52], and Ethereum enjoy the highest number of games.
Among the four, WAX is the only one specializing in gaming and employs a DPoS consensus
algorithm, while the others leverage various forms of PoS algorithms.
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As shown in Figure 11, BNB Chain takes the lead in terms of unique active players
as well. By examining the unique active wallets (UAWs), the presence of some emerging
blockchains is revealed, particularly considering their limited availability of games. To
illustrate, both Near and Hive support only two games each, yet they boast approximately
120 thousand UAWs.

Regarding the aggregate balance and volume, Ethereum tops the chart with Ronin [53]
following closely behind as depicted in Figures 12 and 13. Interestingly, Ronin supports
just a single game, yet it ranks second in both categories. The sole game, Axie Infinity,
launched in 2018, pioneered the “Play to Earn” concept [54] and is considered a landmark
in the discipline’s history. This approach incentivizes players with token rewards for partic-
ipating in diverse in-game activities. Initially, the Ronin platform operated using a PoA
mechanism, but in response to users’ demands for more decentralization, it transitioned to
a DPoS model.

The primary objective of this investigation was to equip readers and fellow researchers
with up-to-date information about the current landscape of blockchain gaming, with a
specific emphasis on the platforms in use. In the case of the GENERA Web3 game, the
results of this study initially encouraged the development of a blockchain-based game to be
used as a means to educate people about energy transition techniques. Additionally, as the
popularity of Ethereum was also depicted in the game’s development field, alongside the
simplicity of having a wallet and connecting to Ethereum’s MainNet, this led us to decide
to use this platform for our game.
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4.2. Blockchain Benefits in Gaming and Their Prospective Integration in the GENERA Web3 Game

Blockchain’s inherent characteristics seem to match the needs of the gaming industry,
making this technology a very promising one for game developers. Here is a list of the
benefits that blockchain technology brings to game developers:

• Auditability and Immutability: The GENERA Web3 Game’s codebase and transaction
history are permanently inscribed on the blockchain, providing players with trans-
parent access to the game’s rules and mechanics. This enhances trust in the game’s
ecosystem, ensuring that the developers’ promises are verifiable and immutable.

• Fraud Prevention: The unique token system of blockchain, essential in preventing in-
game asset duplication and fraud, will be a central point in the game’s next iterations.
By ensuring each asset’s uniqueness, we aim to create a more secure and fair gaming
ecosystem. A good comparison could be made to Counter-Strike: Global Offensive [55],
where item duplication scams have been a persistent issue.

• Extendibility: The open nature of the game’s blockchain allows for extendibility,
where developers can create new decentralized applications (DApps) that interact
with the game’s assets. In our game, this capability is envisioned to extend its lifespan
and educational impact by enabling additional functionalities like visualizing the
in-game economy or transferring educational achievements to new contexts.

• Ownership of Digital Assets: Our game embodies true digital ownership, a stark
contrast to traditional games where ‘ownership’ is subject to the game provider’s
continued service. Blockchain ensures that players retain control over their assets,
which is an essential feature for educational tools that may include certifications or
digital credentials. Additionally, those assets only cease to exist if the whole blockchain
shuts down, unlike traditional games where the game’s database can be deleted once
the provider does not make any profit.

• Complex Economy: Subsequent versions of the game will introduce more sophisti-
cated economic models, using blockchain to simulate real-world economic interactions
and teach players about advanced financial concepts. The game’s existing marketplace
will be used as a host for this feature. Examples of these are the automated market
maker (AMMs) [56] systems. In a popular genre of games, MMORPGs [57], gamers
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struggle with the prohibition on trading in-game and real currencies. Blockchain offers
players the autonomy to control their digital assets as desired.

• Elimination of Personal Data Storage: We leverage blockchain to minimize personal
data collection, addressing privacy concerns. Players engage with the game using only
their crypto wallet addresses, which provides a level of anonymity and security not
typically found in traditional online services.

For serious games, these blockchain benefits present unique opportunities for future
development:

• Credential Verification: Future iterations of the game will incorporate blockchain for
tracking and validating player achievements, potentially offering digital credentials
that can be recognized by educational institutions or employers.

• Soulbound Tokens for Personalized Learning Experiences: We are looking to im-
plement soulbound tokens [58] in upcoming versions to create personalized learning
experiences based on players’ in-game achievements.

• Incentivization and Engagement: The next phase will introduce token-based incen-
tives for educational milestones, aiming to further motivate players through tangi-
ble rewards.

• Research and Data Integrity: As the game evolves, we intend to utilize blockchain
to ensure the integrity of research data collected, contributing to studies on learning
methods and behavioral change.

• Interoperability: We aim to enable progress tracking across multiple educational
games, facilitating a seamless and continuous learning experience for players.

• Fraud Prevention and Security: Enhancing the game’s security and the legitimacy
of in-game achievements through blockchain will be a key focus in our continued
development, especially for educational and professional applications.

GENERA Web3 Game is designed as a practical and engaging tool to help users become
familiar with the operation of blockchain-based applications. By immersing players in
interactive gameplay, it guides them through the nuances of blockchain navigation and
functionality, making the learning process both informative and enjoyable. Players are
requested to perform the following tasks before accessing the game:

1. Download, install, and set up one of the most widely used cryptocurrency wallets,
MetaMask [59].

2. Insert the project’s PoA blockchain network and in-game tokens into their wallet.
3. Connect their wallet to the game client, to allow the web application to communicate

with the user’s wallet.
4. Create an in-game account, by simply providing an alias and initiating a transaction

to update the blockchain’s state. The gasless transaction technique is employed as the
user does not yet possess any of the network’s ETH to perform the transaction.

5. Login using their wallet’s private key to sign a message that is used to prove the
user’s ownership over the particular public address.

Additionally, through the game’s marketplace, players are able to familiarize them-
selves with one of the most popular use cases of blockchain-powered applications, the
NFT exchange.

By integrating these blockchain benefits into the GENERA Web3 Game, we not only
bolster the game’s educational value but also contribute to the evolving discussion on
blockchain’s multifaceted role in enhancing serious gaming experiences.

4.3. Survey Analysis

In order to measure the level of public awareness and understanding of blockchain
technology, a survey was conducted as part of this study. The survey aimed to assess
participants’ familiarity with blockchain concepts, their perceptions of the technology’s
applications, and their views on its potential impact on various industries. Additionally, it
draws upon related research, including the study conducted by Iikka Paajala et al., which
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focused on player retention and engagement in blockchain games, to provide a compre-
hensive overview of the relationship between public awareness and gaming experiences
in blockchain-based environments [28]. By analyzing the survey’s results and comparing
them to existing studies, this section offers valuable insights into the role of education
and awareness in fostering broader acceptance and utilization of blockchain technology in
gaming and beyond.

The survey comprises 19 questions and includes sections that provide background
knowledge for participants unfamiliar with blockchain technology. The corresponding link
can be found in the Supplementary Materials Section. It is divided into two parts: the first
part aims to assess participants’ awareness of blockchain and their willingness to learn and
engage with the technology, while the second part focuses on their experience with the
GENERA Web3 Game. A total of 15 responses were collected, with 10 participants having
no prior acquaintance with blockchain technology, 3 possessing some basic knowledge,
and 2 displaying a high-level understanding of its functionalities.

Upon inquiring about their familiarity with the term “cryptocurrency”, 80% of the
participants responded affirmatively. However, when asked about their knowledge of
“crypto-wallets” or “public and private keys”, only 33.3% of the respondents answered
positively. This discrepancy suggests that while a significant portion of the participants
may have heard of cryptocurrencies, their understanding of the technical aspects, such as
crypto-wallets and key management, appears to be limited. This finding underscores the
importance of providing educational resources and explanations in the survey’s sections to
enhance participants’ comprehension of blockchain technology and its associated concepts.

The subsequent four questions inquired about the fundamental traits of blockchain
technology, aiming to determine which aspects of the technology deter the general public
from considering its usage. The gathered data, as depicted in Table 1, provide valuable
insights into participants’ perceptions.

Table 1. General public’s sentiment evocation from blockchain technology usage.

Produced
Feeling Decentralization Enhanced

Security Transparency Privacy and
Trustlessness

Excitement 6 (40%) 14 (93.3%) 5 (33.3%) 14 (93.3%)

Fear 0 (0.0%) 0 (0.0%) 5 (33.3%) 0 (0.0%)

Indifference 7 (46.7%) 0 (0.0%) 1 (6.7%) 0 (0.0%)

Insecurity 2 (13.3%) 0 (0.0%) 4 (26.7%) 0 (0.0%)

Security 0 (0.0%) 1 (6.7%) 0 (0.0%) 0 (0.0%)

Happiness 0 (0.0%) 1 (6.7%) 0 (0.0%) 1 (6.7%)

From the data, it is evident that when it comes to decentralization, the majority of
the participants expressed indifference toward whether the network is decentralized or
not. Two participants reported feeling insecure about this feature, while the remaining
respondents exhibited enthusiasm and excitement for the concept of decentralization.

The data collected on blockchain’s enhanced security reveal a unanimous positive
sentiment among all participants. This widespread positive perception highlights the
recognition of blockchain’s robust security features, which are often considered one of its
main advantages.

On the other hand, when it comes to transparency, the data portray a more complex
scenario. Only five participants viewed transparency as a positive trait, while the majority
of respondents either expressed fear or insecurity about it.

Privacy and trustlessness share the same level of positive appreciation as enhanced
security, which also indicates a noteworthy aspect of blockchain technology. However, the
contrasting response regarding transparency suggests that there might be a misconception
or misunderstanding surrounding the term itself, rather than its actual benefits or effects.
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This observation underscores the importance of educational efforts to bridge the gap
in public understanding and perception of transparency. By providing clear and accessible
explanations of how transparency can enhance security, accountability, and data integrity, the
general public can gain a more informed perspective on the benefits it brings. Additionally,
highlighting real-world-use cases where transparency has proven advantageous can help
dispel any unfounded fears or insecurities associated with the concept.

The rest of the questions are presented as figures, from Figures 14–16, directly extracted
from the Google Forms survey. Each figure displays a graph of the collected results as well
as the original question located at its caption.

With the assessment of participants’ understanding and perceptions of blockchain
technology completed, the survey now delves into the second part, focusing on the devel-
oped game. The rest of this section aims to gather insights into participants’ experiences
and interactions with the blockchain-based card game centered around renewable energy
and sustainable resource management. By exploring their feedback and observations,
we can gain a deeper understanding of the game’s impact and potential in bridging the
gap between entertainment and education, as well as its role in showcasing blockchain’s
applicability in the gaming industry.
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Based on the information displayed in Figure 17, it becomes evident that the majority
of the participants spent less than 10 min playing the developed game, while the rest
dedicated around 30 min to it. These findings indicate a need for significant improvements
to enhance player retention and engagement within the game. The data presented in
Figure 18 highlight participants’ dissatisfaction with aspects such as the lack of high-quality
graphics, in-game features, and available content. These results corroborate the findings of
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Iikka Paajala et al. [21], emphasizing the importance of not solely focusing on blockchain
integration but also giving substantial attention to game graphics and mechanics in the
development of a blockchain game.
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The following figures (Figures 19–21) offer valuable insights into participants’ experi-
ences with the game as a Dapp. These figures provide a comprehensive overview of their
experience with the Dapp, including the process of setting up a crypto wallet, managing
custom tokens and networks, and user authentication using digital signatures.
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The data reveal that participants found the procedure of setting up a crypto wallet
to be relatively easy compared to the management of custom tokens and networks. This
observation aligns with the expected behavior, as crypto wallets are external stand-alone
applications designed to handle digital assets, and they often provide APIs for Dapp
developers to enhance user experience. However, the efficiency of utilizing these APIs and
integrating them seamlessly into the Dapp’s user interface largely depends on the Dapp’s
development team.

Regarding the aspects of true asset ownership and fraud prevention, all candidates
expressed a positive response, evoking a sense of enthusiasm among them.

In the final two questions of the survey, participants were asked about their interest in
two potential developments for the game. The first question inquired about their interest
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in the incorporation of AI-powered features in the forthcoming game update, while the
second question asked about their interest in the development of another Dapp that would
provide a rewarding system for other Dapps to utilize. The responses from all participants
were overwhelmingly positive, indicating a keen interest in both potential developments.

5. Conclusions and Future Plans

As this research study draws to a close, the authors aim to communicate their in-
terpretations from the feedback obtained via surveys. They also recommend potential
upgrades and uses that could widen this project’s reach and contribute significantly to the
progression of the field under exploration.

In relation to the game, the respondents suggested that an improvement in the game’s
graphical components could potentially enhance player involvement and retention. To
address this, the authors recommend the adoption of an AI tool for image generation, such
as Dall-e 2 [60] from OpenAI [61] or Midjourney [62], to elevate the game’s visual elements.

Survey participants voiced their concern over the limited array of cards and in-game
features, which, in their view, restricts the time they can spend engaging with the game.
Plans are underway to tackle the issue of card variety. For the dearth of in-game features,
once more, generative AI tools can be used to tackle the issue. Tools like OpenAI’s Chat-
GPT [63] and Google’s BARD [64] can help in creating AI-generated game content. The
authors propose using these tools to formulate questions aimed at enhancing awareness
about renewable energy and resource management. The system should be designed in
such a way that users should use their critical thinking skills to respond. Once submitted,
the AI would score the response from 0 to 10, and the game would then use this score to
reward or penalize the player accordingly.

Regarding the discipline of blockchain gaming as a whole, launching the game’s smart
contract on diverse blockchain networks with varying features could shed light on the
factors influencing the game’s overall performance and experience. A comprehensive list
of popular blockchain platforms utilized for gaming has been provided in the previous
section. A quite unique and underexplored consensus protocol, the Proof-of-Play (PoP) [65],
would be an intriguing subject for research.

Moreover, taking advantage of the blockchain’s capability to extend a DApp’s func-
tionality by creating new DApps, the authors propose the development of a rewards
application. This application would allow other DApps, such as this game, to interact
with it. It would manage its own tokens, with their utility only limited by the creator’s
creativity. Some suggestions could include rewarding players when they create a new
card, upgrading the TownHall building, or completing a card exchange in the marketplace.
Furthermore, the rewards DApp could enable the conversion of its tokens into in-game
gold tokens, offering a real-world simulation of cryptocurrency exchange.

This research illuminated the profound implications of blockchain technology and
DApps on gaming engagement and innovation. Participant feedback confirmed the vast
potential for growth in this domain. As blockchain and AI evolve, they will continue to
revolutionize gaming. We extend our thanks to the participants and the broader gaming
and blockchain communities, whose contributions were vital for this research. We are eager
to further investigate this exciting field.

Supplementary Materials: Readers interested in participating in or viewing the questionnaire
related to this research can access it at: https://docs.google.com/forms/d/1_YyLLX1zGdvXesovUm-
vcAQGSyAhzkE1Jo-IEHp-cl8.
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