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Abstract

:

The concept of the health wallet, a digital platform that consolidates health-related information, has garnered significant attention in the past year. Electronic health data storage and transmission have become increasingly prevalent in the healthcare industry, with the potential to revolutionize healthcare delivery. This paper emphasizes the significance of recognizing and addressing the ethical implications of digital health technologies and prioritizes ethical considerations in their development. The adoption of health wallets has theoretical contributions, including the development of personalized medicine through comprehensive data collection, reducing medical errors through consolidated information, and enabling research for the improvement of existing treatments and interventions. Health wallets also empower individuals to manage their own health by providing access to their health data, allowing them to make informed decisions. The findings herein emphasize the importance of informing patients about their rights to control their health data and have access to it while protecting their privacy and confidentiality. This paper stands out by presenting practical recommendations for healthcare organizations and policymakers to ensure the safe and effective implementation of health wallets.
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1. Introduction


In today’s digital age, e-health data has become an essential part of healthcare services. E-health data comprises health-related information that is electronically stored and transmitted through various electronic devices and networks, including medical records, diagnostic results, and patient information [1]. Digital health is a rapidly growing field that promises to revolutionize healthcare by providing innovative solutions to long-standing problems. In recent years, there has been a significant shift towards digital health information storage, with the increasing adoption of electronic health records [EHRs] and other digital health technologies. With the rapid advancement of technology, it is crucial to recognize the ethical implications of digital health and ensure that ethical considerations are at the forefront of this field’s development [2]. Health information storage refers to the secure electronic storage of personal health records, while a health wallet is the concept of an integrated digital platform that allows individuals to manage and control their own health information [3].



The idea behind the health wallet is to empower individuals to take control of their health by giving them access to their medical records, lab results, prescription information, and other health-related data. The purpose of a health wallet is to provide individuals with more control over their own health information, making it easier for them to access and share their information with healthcare providers, family members, or other relevant parties [4]. Some health wallets may also allow for the integration of data from wearable devices and other health-related apps, providing a more comprehensive view of an individual’s health. The health wallet concept also aims to make it easier for individuals to share their health information with healthcare providers, researchers, and other relevant parties. This can improve the coordination of care and ultimately lead to better health outcomes [5].



Several companies and organizations are currently developing health wallets, and some governments are exploring the concept as part of their national healthcare strategies [6]. One that piqued interest is The Electronic Identification, Authentication, and Trust Services (eIDAS) Regulation, which is legislation adopted by the European Union (EU) in 2014 that provides a framework for secure and reliable electronic transactions across the EU [7].



We have investigated health wallets’ specific features and capabilities, which may vary depending on the provider. Still, they generally involve a secure, encrypted platform for storing and accessing health-related data.



Cross-border identity verification also plays a critical role in patient identification and authentication. In cross-border healthcare, patients may receive medical treatment from healthcare professionals who are unfamiliar with their medical history, making accurate identification and authentication of patients even more crucial. Verifying the identity of patients is essential to ensure that they receive the right treatment and medication, prevent medical errors, and protect patients’ privacy and confidentiality [8].



While this has many potential benefits, such as improving patient care and reducing medical errors, it also raises concerns about data security, privacy, and access. As such, the debate over digital health information storage has become a hot topic in the healthcare industry, pointing out the advantages and practicability of personalized medicine, reducing medical errors, and empowering patients while protecting privacy.



This topic is critical for understanding the future of healthcare and the implications of adopting digital health technologies. One of the major aims of this work was to explore the arguments for and against digital health information storage and to understand the potential impact of these technologies on healthcare delivery and patient outcomes. Our research aimed to find a solution for the challenging problem of ethical considerations in developing digital health technologies like health wallets.



One novel aspect of this paper is its focus on the potential impact of health wallets on patient rights, particularly the Right to Free Choice and the Right to Privacy and Confidentiality. By highlighting these issues, this paper adds to the growing body of literature on the ethical implications of digital health technology and encourages healthcare providers and policymakers to consider the broader societal implications of these technologies.



This study contributes by providing insights into the ethical considerations, challenges, and potential benefits of digital health information storage.



This paper offers a unique perspective on health wallet implementation, emphasizing a risk-based approach to identify and prioritize security threats while highlighting the significance of patient rights, data security, system interoperability, cross-border healthcare challenges, data accuracy, and standardization, thereby enhancing the understanding of the future of healthcare and the implications of digital health technologies.



This approach provides a practical framework for healthcare organizations to allocate resources effectively and efficiently, ensuring that patient data remain secure and private.




2. Problem at a Glance


The relationship between doctors and patients is built on mutual trust and respect, which are essential components of effective healthcare. The quality of the relationship and trust between a doctor and a patient can significantly influence the patient’s treatment plan and overall health outcomes. When patients trust their doctors, they are more likely to adhere to treatment plans, follow medical advice, and engage in shared decision-making. Trust and good communication between doctors and patients can also improve patient satisfaction and lead to better clinical outcomes. The trust between doctors and patients is built on medical ethics, and when it comes to making decisions about giving access to personal health records, confidence is essential.



2.1. Ethics


Medical ethics provides the framework for ethical behavior in healthcare and establishes the standards for appropriate conduct and decision-making [9]. Doctors who follow ethical principles and guidelines are more likely to earn their patients’ trust and confidence as they demonstrate a commitment to professionalism, integrity, and patient-centered care. Medical ethics plays a key role in addressing ethical issues and conflicts that can arise from data sharing and health wallets. Medical ethics is a complex and evolving field that deals with a wide range of ethical dilemmas and issues related to healthcare. It also involves developing and applying ethical standards and guidelines to ensure that healthcare practices are conducted in a manner that is consistent with professional and societal expectations. Medical ethics aims to promote respect for patients’ autonomy, dignity, and well-being while balancing competing interests and values.



One of the primary ethical considerations in digital health is the protection of patient privacy and data protection in accordance with the universal right to healthcare. The use of electronic health records, health apps, and other digital technologies requires that sensitive patient data be collected and stored securely [10].



It is essential to ensure that patients have control over their data, including the ability to access and review their information, correct inaccuracies, and determine who has access to their data and that it is not used or shared without their consent, as well to ensure that patient data is securely stored and that data is only accessed and used for its intended purpose [10]. This control on personal information also includes the right to be forgotten, meaning that any person has the ethical and legal right to erase personal health information from the digital system, as long as the rights of third parties are not unethically compromised [11].



The development of digital health technology must, therefore, include strong privacy protections and safeguards to prevent data breaches.



Another important ethical consideration is the potential for digital health technologies to exacerbate existing health disparities. It is critical to ensure that the benefits of digital health are accessible to everyone, regardless of their socioeconomic status or geographic location. Digital health should be designed with an equity lens and should strive to reduce, rather than perpetuate, existing health disparities [12].




2.2. Data Privacy and Access


While e-health data has many benefits, its use can also affect two crucial patient rights: the Right to Free Choice and the Right to Privacy and Confidentiality [13].



The Right to Free Choice is a fundamental right of every patient to choose their healthcare provider and receive treatment that aligns with their personal values and preferences. E-health data can affect this right because it may limit a patient’s ability to choose a provider or receive the type of treatment they prefer. For example, if a patient’s medical records indicate that they have a pre-existing condition, some insurance providers may deny them coverage or only offer limited treatment options, which may limit the patient’s ability to choose the best care for themselves [14]. The Right to Privacy and Confidentiality is another essential patient right that can be affected by using e-health data. This right ensures that patients have control over their health-related information, and healthcare providers cannot disclose it without their explicit consent. E-health data can affect this right because it is often stored on electronic devices that are vulnerable to hacking and unauthorized access. Additionally, some healthcare providers may share a patient’s health-related information with other providers or third parties without their consent, which can compromise their privacy and confidentiality [15]. The problem is even more complex because some digital infrastructures are geographically localized in countries with different laws and different ethical backgrounds.



One of the main problems with digital health, when all healthcare professionals can see the history of all treatments in the same hospital, is the issue of patient privacy and data protection. While having a shared electronic health record can improve the coordination and quality of care, it also raises concerns about who has access to a patient’s sensitive health information and how it is being used [16]. Inappropriate access to patient health records can lead to breaches of patient confidentiality, which can have serious consequences for patients and healthcare providers. Additionally, if patient data is not properly secured, it may be vulnerable to cyberattacks and data breaches, which can compromise the privacy and security of a patient’s health information [17].



The abuse of patient data in hospital computer systems can have serious consequences, including breaches of patient privacy, discrimination, and other harms. Such abuse may occur if hospital staff or others with access to patient data use it for purposes beyond those authorized by the patient or for their own personal gain.



To prevent such abuses of patient data, hospitals and healthcare providers must have strong data protection policies in place, including secure computer systems and appropriate access controls to limit access to sensitive patient information. Staff should receive regular training on the importance of protecting patient data and the consequences of breaching privacy rules, namely from a criminal perspective.



One example of abuse of patient data is identity theft, where personal and medical information is stolen and used for fraudulent purposes. In some cases, patient data may also be used to discriminate against patients based on their medical history or other characteristics, such as race or gender [18].



Another potential issue is the sale or unauthorized sharing of patient data to third parties, such as insurance companies, marketers, or other healthcare providers. This can result in patients being targeted for marketing or other purposes without their knowledge or consent.



Furthermore, there may be practical challenges associated with implementing a shared electronic health record system, such as ensuring that all healthcare professionals have access to the system and are trained in how to use it effectively. There may also be challenges related to standardizing data and ensuring that information is entered accurately and consistently.



Overall, while a shared electronic health record system can have many benefits, including improved coordination of care and better outcomes for patients, it is important to carefully consider the potential risks and challenges associated with such a system, particularly in terms of patient privacy and data protection [19]. Healthcare providers and organizations must implement robust security measures and ensure that all users of the system are trained in the best practices for maintaining patient confidentiality and protecting patient data.




2.3. Cross Border


The use of digital health technologies in cross-border healthcare presents several challenges and problems that need to be addressed to ensure that patients can benefit from these technologies while also protecting their safety, privacy, and rights [20] (Table 1). Addressing these challenges will require collaboration and coordination between different countries, healthcare providers, companies, and regulators.



However, both the approval of the General Data Protection Regulation ((GDPR) [21]) as well as the Proposal for a Regulation of the European Parliament and of the Council on the European Health Data Space [22], are huge steps for a more comprehensive and harmonized data space, at least in the European Union.




2.4. Data Security and Accuracy


One of the biggest concerns with digital health information storage is data security. Medical records contain sensitive information that can be used for identity theft or fraud. Protecting this data from cyber-attacks and breaches is crucial, and healthcare providers must implement strong security measures to ensure patient privacy.



Health data must be accurate and up-to-date to be useful. However, errors can occur during data entry, which can affect the accuracy of the data. Data quality can be affected by the lack of standardization in data collection and storage across different systems and providers. Quality assurance programs must be implemented by health organizations to guarantee appropriate levels of security and accuracy.




2.5. System Complexity and Interoperability


Digital health information storage systems can be complex and difficult to use, especially for healthcare providers who are not familiar with the technology. This can lead to errors and frustration and may prevent some providers from using the systems to their full potential. It follows that programs on digital health targeted at healthcare professionals should be implemented, namely for the acquisition of digital skills and inclusion.



Digital health information storage systems are often not interoperable, meaning they cannot easily share information with other systems. This can lead to the fragmentation of health data and make it difficult for healthcare providers to access complete and accurate patient information.





3. Discussion


Digital health, e-health, and health wallets are rapidly growing fields that promise to revolutionize healthcare by providing innovative solutions to long-standing problems.



While the use of health wallets is still relatively new, they have the potential to significantly improve the efficiency and effectiveness of healthcare delivery while also improving patient empowerment and engagement. However, it is important to note that the security and privacy of personal health information should be carefully managed and protected in the context of health wallets [23]. To overcome challenges, there is a need for increased collaboration between healthcare providers, policymakers, patients, and other stakeholders. This collaboration can help to identify and address the barriers to health data-sharing while also ensuring that patient privacy and data protection are maintained. Additionally, technological solutions such as common data formats, standards and protocols, and digital platforms can help to facilitate health data-sharing. This suggests that collaborations between healthcare providers and policymakers can help overcome barriers to health data-sharing through technological solutions, such as common data formats, standards, and digital platforms.



The use of data in healthcare has the potential to revolutionize the industry and improve patient outcomes in numerous ways. By analyzing patient data such as genetics, lifestyle, and medical history, healthcare providers can create personalized treatment plans for each patient, which is a key opportunity for personalized medicine and for the development of precision medicine. By analyzing large amounts of data, namely stratified genetic information, healthcare providers can identify trends and patterns that may signal potential health risks in specific patient populations. This information can be used to develop targeted disease prevention and early detection strategies. To improve operational efficiency by analyzing data on patient flow, resource utilization, and supply chain management, healthcare organizations can identify areas where they can increase efficiency and reduce costs. In clinical research, by leveraging data from electronic health records [EHRs] and other sources, researchers can conduct large-scale studies that generate new insights and advance medical knowledge. For improving patient outcomes by collecting and analyzing data on patients, healthcare providers can identify areas for improvement and implement evidence-based practices that improve patient care.



Privacy and data protection are crucial aspects of digital health, particularly when it comes to managing health information in hospital computer systems. It is important to ensure that patients’ health data is securely stored and managed in compliance with relevant data protection regulations, such as the EU General Data Protection Regulation.



Patients should also be informed about their rights to control their own health data and have access to it, as well as the potential risks associated with sharing their data with others. By providing patients with greater control over their health data and ensuring that hospitals and healthcare providers protect patient privacy and prevent data abuse, we can help to build trust in the digital health system and improve patient outcomes [24].



Our data showed that while health wallets hold promise for improving healthcare access and outcomes, there are still challenges to address, such as ensuring data accuracy and reliability and patient trust in the technology.



Hospital computer systems should have robust security protocols in place to prevent unauthorized access to patient data, as well as secure methods for transferring data between different systems or healthcare providers. Patient data should be encrypted during transmission and storage to ensure that it remains confidential and secure.



It is interesting to note that patients should have control over their own health data, including the ability to access and review their information, correct inaccuracies, and determine who has access to their data. Hospitals and healthcare providers should obtain explicit consent from patients before collecting or sharing their data and ensure that patients understand how their data will be used.



Healthcare providers also have a responsibility to ensure that patient data is only used for its intended purpose and that data is not shared or used inappropriately. This is particularly important when investigating how the regular monitoring of hospital computer systems and implementing data access controls limit access to patient data to only those who need it to provide healthcare services [25]. Eventually, stringent national and EU legislation is necessary so that patient rights are not violated.



Ensuring the privacy and security of patient data in digital health systems is critical to maintaining patient trust and confidence and improving the overall quality of healthcare delivery.



Without effective cross-border identity verification, it may be difficult to ensure that only authorized individuals can access sensitive medical information and provide healthcare services. This can result in medical errors, security breaches, and risks to patient safety and privacy. Therefore, it is important to have robust cross-border identity verification processes in place to safeguard the integrity of the healthcare industry and protect the well-being of patients.



Nevertheless, we found that there are still challenges that need to be addressed for health wallets to become widely adopted. These include addressing interoperability issues, ensuring data accuracy and reliability, and ensuring patient trust in the technology and the healthcare system as a whole. It remains an ongoing challenge to answer: what to do if Information and Technology [IT] systems or companies are unreliable; what if they close the company and the data is no longer available?



We have shown that health wallets have the potential to transform the way healthcare is delivered and empower patients to take control of their health data. As the technology continues to evolve and improve, it will be important for healthcare providers and policymakers to work together to ensure that health wallets are implemented in a safe, secure, and effective manner.



The solutions presented in this paper contribute to the body of scientific knowledge by emphasizing the ethical implications of digital health technologies and prioritizing ethical considerations in the development of the health wallet concept.



Balancing patient privacy and patient safety for sharing e-health data requires careful consideration of several factors, including the sensitivity of the data, the potential benefits and risks of sharing the data, and the legal and ethical requirements for data protection. One possibility is to adopt a principle-based approach to medical ethics. This involves identifying and applying ethical principles, such as respect for patient autonomy, beneficence, non-maleficence, and justice, to guide decision-making in the context of sharing e-health data. Respect for patient autonomy means that patients have the right to control their personal health information and decide who has access to it [26]. In the context of sharing e-health data, this principle requires obtaining the patient’s informed consent before sharing their data with third parties. Patients should be informed about the purpose of data sharing, who will have access to their data, and the potential risks and benefits of sharing their data [27]. Beneficence and non-maleficence require healthcare providers to act in the best interests of their patients and to avoid harm. These principles require balancing the potential benefits of data sharing, such as improved healthcare outcomes, against the potential risks, such as breaches of patient privacy. Justice requires that healthcare resources be distributed fairly and equitably and that no patient is unfairly disadvantaged by the sharing of their data. Another possibility is to adopt a risk-based approach. Under certain assumptions, this can be construed as assessing the potential risks of data sharing, such as the risk of unauthorized access, data breaches, and misuse of patient data, and implementing appropriate security measures to mitigate those risks [5]. Examples of security measures include data encryption, access controls, regular security audits, and also passing robust legislation in the area.



3.1. Challenges of Digital Health in the Future


Technical interoperability: Health data is often stored in different formats and in various IT systems, making it difficult to share and combine data between different healthcare providers. This lack of interoperability can result in incomplete or fragmented data sets, limiting the usefulness of the data for research and healthcare delivery.



Data ownership: Health data is typically owned by the patient, but healthcare providers also collect and use this data. The question of who owns the data and who has the right to access and use it can be a contentious issue, particularly when it comes to sharing data between different healthcare providers or across national borders. The creation of huge, organized collections of big data and lake data should also be regulated.



Cultural differences: The cultural and social norms of different countries can also create challenges to health data sharing. For example, some EU member states have a strong cultural emphasis on privacy, which can create resistance to data sharing, while others may be more willing to share data for the common good.



Trust and transparency: Trust and transparency are key to enabling health data sharing, and there are concerns among some individuals and groups about the potential misuse of health data or the loss of control over their data. Building trust and ensuring transparency around data-sharing practices is critical to overcoming these challenges.



Key findings that emerge from these challenges include the concept of the health wallet, ethical considerations in digital health, potential benefits and concerns of digital health information storage, a risk-based approach for implementing health wallets, the impact of health wallets on patient rights, challenges in cross-border healthcare, data security and accuracy, and system complexity and interoperability. These findings highlight the importance of addressing ethical implications, such as patient rights and privacy, in the development and implementation of digital health technologies as well as the need to increase health literacy in this area. Furthermore, they emphasize the need for robust data security measures, accurate information storage, and seamless interoperability across healthcare systems. By understanding and addressing these key findings, we can enhance the future of healthcare and ensure the responsible and effective use of digital health technologies.




3.2. Recommendation


Healthcare organizations can improve the safety and security of e-health data, which can enhance patient trust and confidence in electronic healthcare services (Figure 1), by implementing the following recommendations:




	
Implement strong data security measures: Healthcare organizations should implement strong security measures to protect e-health data from unauthorized access, theft, and cyberattacks. This may include encryption, multi-factor authentication, and regular security audits;



	
Educate staff on best practices: Healthcare staff should be trained on best practices for handling e-health data, including how to securely store, transmit, and access electronic records. This can help prevent human errors and data breaches;



	
Ensure compliance with regulations: healthcare organizations should ensure compliance with regulations and standards, such as the Health Insurance Portability and Accountability Act [HIPAA] and the General Data Protection Regulation [GDPR], to protect patient privacy and confidentiality;



	
Regularly update software and systems: healthcare organizations should keep their software and systems up to date with the latest security patches and updates to reduce the risk of vulnerabilities and data breaches, namely in the face of a sudden rise or artificial intelligence;



	
Foster a culture of safety and transparency: healthcare organizations should create a culture of safety and transparency around e-health data use, including encouraging staff to report any suspected security incidents or breaches [whistleblowing];



	
Use a risk-based approach: Healthcare organizations should use a risk-based approach to identify potential security threats and prioritize their response based on the level of risk. This can help allocate resources more effectively and efficiently.








These recommendations contribute to scientific knowledge by addressing the challenges associated with e-health data security. Other experts can use these results to inform healthcare research and development and improve the safety and security of electronic healthcare services.





4. Conclusions


This study suggests that the development of digital health technology holds great promise for the future of healthcare. It is essential to recognize the ethical implications of these technologies and ensure that ethical considerations are at the forefront of development. We must strive to protect patient privacy, ensure equitable access, and avoid perpetuating existing biases in healthcare. By allowing patients to control access to their health data, health wallets can help improve data privacy and security, which casts a new light on enabling patients to take a more active role in their healthcare. Our data indicate that health wallets also have the potential to improve healthcare outcomes by facilitating the exchange of health data between patients and healthcare providers. This can lead to more informed and personalized healthcare decisions, as well as more efficient and effective healthcare delivery.



Our data suggest that we still have a long way to go to fully realize the potential benefits of health wallets and digital health technology. While these technologies hold promise for improving healthcare access and outcomes, further research is needed to ensure their effectiveness and security. It will be important that future research investigates how digital health technology can impact clinical trials and their outcomes.
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Figure 1. Recommendations for improving safety when using e-health data. 
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Table 1. Challenges and problems associated with the use of digital health in cross-border healthcare.






Table 1. Challenges and problems associated with the use of digital health in cross-border healthcare.





	Fragmented regulatory environment:
	The regulatory environment for digital health technologies is fragmented across the EU, with different countries having different rules and regulations for the use of digital health technologies. This can make it difficult for companies and healthcare providers to navigate the regulatory landscape and comply with all the necessary requirements.



	Interoperability issues:
	Digital health technologies often rely on interoperability to function effectively, but different countries and healthcare systems may have different technical and data standards. This can create challenges for sharing data and information across borders and can limit the effectiveness of digital health technologies.



	Privacy and data protection:
	The use of digital health technologies raises important issues around privacy and data protection. Patients’ personal health information is often sensitive and must be handled carefully, but different countries have different legal requirements and approaches to privacy and data protection. This can make it difficult to ensure that patient data is protected when it is shared across borders.



	Reimbursement and funding:
	Different countries have different reimbursement and funding systems for healthcare services and technologies, which can make it difficult for companies to commercialize and sell digital health technologies across borders.



	Patient safety and quality of care:
	The use of digital health technologies in cross-border healthcare can raise concerns about patient safety and the quality of care. Without proper regulations and standards in place, there is a risk that patients may receive suboptimal care or be exposed to safety risks.
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