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Abstract: Deep learning models have been widely applied to synthetic aperture radar
(SAR) target recognition, offering end-to-end feature extraction that significantly enhances
recognition performance. However, recent studies show that optical image recognition
models are widely vulnerable to adversarial examples, which fool the models by adding
imperceptible perturbation to the input. Although the targeted adversarial attack (TAA)
has been realized in the white box setup with full access to the SAR model’s knowledge,
it is less practical in real-world scenarios where white box access to the target model is
not allowed. To the best of our knowledge, our work is the first to explore transferable
TAA on SAR models. Since contrastive learning (CL) is commonly applied to enhance a
model’s generalization, we utilize it to improve the generalization of adversarial examples
generated on a source model to unseen target models in the black box scenario. Thus,
we propose the contrastive learning-based targeted adversarial attack, termed CL-TAA.
Extensive experiments demonstrated that our proposed CL-TAA can significantly improve
the transferability of adversarial examples to fool the SAR models in the black box scenario.

Keywords: synthetic aperture radar (SAR); targeted adversarial attack (TAA); transferability;
contrastive learning; generalization

1. Introduction
With the development of deep learning, it has been widely applied across various

fields, including synthetic aperture radar (SAR) target recognition [1,2]. Unlike tradi-
tional SAR target recognition [3,4], which typically relies on a two-step process of manual
feature extraction followed by the classification, deep learning methods [5–8] offer an
end-to-end approach with automatic feature extraction, providing significant advantages
in target recognition. Recently, deep convolutional neural network (DCNN) models, such
as AlexNet [9], VGGNet [10], ResNet [11], and AMS-CNN [5], have been widely used for
SAR target recognition. Convolutional kernels allow models to extract features effectively,
thus significantly improving performance. Notably, AMS-CNN combines convolutional
kernels with an attention mechanism and multi-stream feature extraction, enabling it to
capture features effectively.
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While deep learning has surpassed traditional methods and achieved remarkable
success in target recognition, multiple studies [12–14] have demonstrated that these models
are highly susceptible to adversarial attacks, where even subtle, imperceptible perturbations
added to the input can fool the model. In addition, in the targeted adversarial attack (TAA),
the model’s predicted label can be manipulated to match a specific target label. A non-
targeted adversarial attack (non-TAA) is considered successful if the model predicts a label
different from the original, assuming the initial prediction was correct. However, for a TAA
to succeed, the model must predict the exact target label, making it a more challenging task
than a non-TAA. Moreover, transferable TAA is yet more challenging because it lacks white
box access to the target models, with the adversarial examples generated on a source model.

Despite numerous research on transferable TAA mainly conducted on optical images,
it remains unclear whether SAR target recognition models are vulnerable to targeted
adversarial attacks. To address this, we conduct the first comprehensive study investigating
whether adversarial examples can fool SAR target recognition models to a specified target
class in the black box scenario. Unlike three-channel color images, SAR images are single-
channel grayscale. Therefore, it is easier to train adversarial perturbations that overfit on the
source model, but this makes it harder for the generated adversarial examples to transfer
effectively to other target models. Additionally, SAR images tend to have more noise,
further complicating the challenge of achieving a transferable adversarial attack. In other
words, what makes transferable TAA particularly challenging is the poor generalization of
adversarial examples, which struggle to transfer from the source to unseen target models
effectively. Contrastive learning (CL) [15], a widely used pre-training technique, has
demonstrated its ability to improve the model’s generalization across various tasks by
encouraging the anchor sample to attract the positive sample and repel the negative samples.
This helps the model capture essential features more effectively and improves its ability to
handle hard samples. Since CL can improve the model’s generalization to hard samples, we
conjecture that it can also benefit the generalization of adversarial examples. Therefore, we
incorporate CL into our training process to enhance the transferability of TAA. Specifically,
we use the InfoNCE [16], one of CL’s most effective loss functions, to optimize adversarial
examples. By leveraging the model’s logits, which are demonstrated to represent the
feature of the image, we calculate the InfoNCE loss based on the logits of anchor, positive,
and negative samples.

Overall, with the increasing importance of SAR target recognition, it is essential to
understand the robustness of these models. Previous research [5–7] has shown that these
models are susceptible to adversarial attacks, primarily in a white box setting where full
access to the model’s structure and weights is available. In contrast, this work focuses on
evaluating the adversarial robustness of SAR target recognition models in a more practical
and challenging black box setting. Our contributions are summarized as follows:

• To understand the transferability of SAR target recognition models, to the best of our
knowledge, our work conducts a first yet comprehensive investigation on them.

• We identify the challenges of transferable TAA as the limited generalization of adver-
sarial examples and mitigate it by leveraging contrastive learning during the training.

• Extensive experiments verify that our proposed CL-TAA can significantly enhance the
performance of transferable TAA.

The rest of the paper is organized as follows: Section 2 discusses related work on
adversarial attack and contrastive learning. Section 3 presents the methodology, including
classical recognition models, seminal black box attack methods, and our proposed CL-TAA.
Section 4 details the experiments, and Section 5 concludes the paper.



Remote Sens. 2025, 17, 146 3 of 20

2. Related Work
2.1. Adversarial Attack

Deep neural networks are vulnerable to adversarial examples, as revealed in [12,17–20],
where even imperceptible perturbations to the input can fool the model into predicting
wrong results. With the revelation of this intriguing property, numerous studies [21–25]
have been conducted on the model’s robustness, where these studies can be classified
based on the knowledge of the attacker and the goal of the attacker. From the perspective
of the attacker’s goal, adversarial attacks can be divided into non-targeted and targeted
adversarial attacks [26–33]. Non-targeted adversarial attacks (non-TAAs) aim to fool the
model by predicting the wrong label, which is different from the ground truth one [21,22,34].
Targeted attacks, however, pursue a specific output and are considered successful only
when the model’s output matches a predefined target label [23,24]. Regarding the attacker’s
knowledge, adversarial attacks can be divided into white box and black box attacks [35–37].
In the white box setup, the attackers can fully access the model’s structure, parameters,
and gradient information, enabling them to exploit the models’ specific vulnerabilities
and craft highly tailored attacks [26]. By contrast, the black box setting, which is more
practical for real-world scenarios, limits attackers to only the model’s output, leaving
them without any information about the model itself [38]. The Fast Gradient Sign Method
(FGSM) [23] and Projected Gradient Descent (PGD) [24] method, known for their effec-
tiveness in generating adversarial examples, are widely used for the white box setting.
Iterative-FGSM (I-FGSM) [39], as the extension of FGSM, adopts multiple steps to generate
the perturbation to enhance the attack’s success rate. It should be noted that PGD is also
sometimes referred to as I-FGSM [39]. Carlini and Wagner (C&W) attack [40], another more
sophisticated white box attack method, generates highly effective adversarial examples
with minimal perturbations. Although these methods are effective in a white box setting,
their performance is poor in a black box scenario. Therefore, multiple works [13,14,41] have
been proposed to improve the transferability of adversarial examples with the black box
setup. Momentum-Iterative FGSM (MI-FGSM) [13] incorporates momentum to update the
adversarial examples and significantly improve its transferability across different models.
Similarly, Translation-Invariant FGSM (TI-FGSM) [14] introduces translation invariance
to generate more transferable adversarial examples, further enhancing their effectiveness.
Diverse-Input FGSM (DI-FGSM) [41] applies random transformations to the input, such
as scaling and cropping, to improve the generalization of the adversarial examples across
different models. In our work, we focus on the more challenging targeted adversarial attack
under the black box setting for SAR target recognition models.

2.2. Contrastive Learning

Contrastive learning (CL) [15,42], the milestone technology for self-supervised learn-
ing, is used to learn the augmentation-invariant representation. The core idea of CL is
to pull together positive pairs while pushing apart negative pairs, enabling models to
learn effective representations. In [43], it leverages a set of source labels via data aug-
mentation, allowing the network to capture the effective features of images. Unlike the
method mentioned above, which utilizes the parametric form, another work [44] adopts
a non-parameter by using the apparent visual similarity among categories. In addition,
it introduces a memory bank to store representations of individual instances, allowing
a more efficient comparison of each sample against a wide array of negatives. Similar
to using a memory bank, MoCo [45] introduces a momentum encoder with a queue and
moving-averaged dynamic dictionary, which enables the maintenance of a large and con-
sistent dictionary of negative samples. Besides utilizing the memory bank, leveraging
in-batch negative samples can also avoid additional storage, simplifying the training pro-
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cess. SimCLR [46] sample negative examples implicitly using the other sample and its
augmented views in the same batch, effectively learning the meaningful representation.
Another work [47] enhances the feature representation of contrastive models by exploring
the importance of local and global feature alignments, resulting in the good capture of
fine-grained and high-level information. Given the strong generalization capabilities of CL,
it has been successfully applied in various tasks, such as image classification [43], object
detection [45], segmentation [46], and 3D representation [16]. In this work, we utilize CL
techniques to improve the generalization of adversarial examples.

3. Methodology
3.1. Background and Related Models

Transferable targeted adversarial attack. We first introduce the targeted adversarial
attack for the classification task and define ft as the target model. Let D represent the
labeled image dataset with an image label pair (x, y) ∈ D, where x represents the image
and y is the corresponding ground truth label. The image x has the dimensions H ×W × C,
with H being the height, W the width, and C the number of channels. Let δ denote the
perturbation; the optimization goal is to generate the adversarial example xadv = xclean + δ,
which can fool the model ft to predict a specific label yt. Given the target model is a black
box, the purpose of a targeted transfer attack is to generate the adversarial example with
a white box source model fs. Instead of generating an adversarial example by directly
optimizing xadv to minimize the output of the target model and the target label, transferable
targeted attack focuses on minimizing the output of the source model and target label to
create adversarial examples, which can be formulated as follows:

δ∗ = max
δ∈S

LCE( fs(xclean + δ), yt). (1)

δ ∈ S is used to constrain the maximum perturbation magnitude, ensuring that the pertur-
bation is imperceptible. LCE is the cross-entropy loss function. After generating adversarial
examples xadv by using the source model, it can directly attack the target model with the
goal of ft(xadv) = yt. To enhance the transferability of targeted adversarial attacks by
generating adversarial examples, we propose to improve it, as detailed in Section 3.2.

Advances in transferable attack. Transferable attack involves iterative optimization
on a single image based on the source model without requiring model training or additional
data. As mentioned in Section 2.1, attacks can be classified into non-targeted and targeted
depending on whether the target label is specific. We first introduce the classical methods
for transferable targeted attacks. The Iterative Fast Gradient Sign Method (I-FGSM) [48],
widely used for transferable targeted attacks, is an extension of the Fast Gradient Sign
Method (FGSM) [23] for generating adversarial examples by employing multiple steps
times with small step sizes instead of using a single step. After each step, the pixel values are
clipped to ensure they remain within an ϵ-neighborhood of the original image. The attack
optimization of I-FGSM can be expressed as follows:

x′0 = x, x′i+1 = x′i − α · sign(∇x J(x′i, yt)), (2)

where x′i is the perturbed image of the i-th iteration, and J(·, ·) is the loss function. To ensure
that the perturbation is imperceptible, the maximum allowed magnitude is limited, i.e., it
satisfies ∥x′ − x∥p ≤ ϵ.

Momentum Iterative–FGSM (MI-FGSM) [13], built upon the I-FGSM, is proposed
to utilize a momentum iterative gradient-based method to improve the transferability of
generated adversarial examples. The momentum method [49] is a technique that accu-
mulates a velocity vector in the gradient direction of the loss function across iterations
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to accelerate the gradient descent. The previously accumulated gradients are facilitated
to barrel through narrow valleys to stabilize update directions and reduce the chances of
becoming stuck in poor local minima [50,51]. The attack optimization of MI-FGSM can be
expressed as follows:

gi+1 = µ · gi +
∇x J(x′i, yt)

∥∇x J(x′i, yt)∥1
, x′i+1 = x′i − α · sign(gi), (3)

where gi and µ refer to accumulated gradients at the i-th and decay factor, respectively.
Another similar technique that uses Nesterov instead of momentum to enhance the perfor-
mance of transferable attacks is explored in [52].

Translation Invariant–FGSM (TI-FGSM) [14] is proposed to boost the transferability of
adversarial examples for the target model. It addresses the issue of adversarial examples
overfitting to a specific model by optimizing them using randomly translated input images,
where it draws inspiration from data augmentation techniques that are typically used
to prevent overfitting during model training. Since calculating gradients for multiple
translated images is computationally intensive, the author proposes an efficient approach:
instead of repeatedly translating the images, it applies a convolutional kernel to the original
image to compute locally smoothed gradients. The attack optimization of TI-FGSM can be
expressed as follows:

x′i+1 = x′i − α · sign(W ∗ ∇x J(x′i, yt)), (4)

where W represents the convolutional kernel used in the TI-FGSM. It has been demon-
strated in [53] that the transferability of TI-FGSM benefits from using a smaller kernel size
to optimize adversarial examples.

Diverse-Input FGSM (DI-FGSM) [41], similar to TI-FGSM, is also inspired by data aug-
mentation [9,10,54], where DI-FGSM improves the transferability of adversarial examples
by creating a diverse input pattern through resizing, cropping, and rotating. Unlike the
TI-FGSM, which adopts the fixed augmentation parameter over iterations, DI-FGSM per-
forms different augmentations on the input data to increase the diversity of input images.
The attack optimization of TI-FGSM can be expressed as follows:

x′i+1 = x′i − α · sign(∇x J(T(x′i, p), yt)), (5)

where T(·, ·) is the stochastic transformation function. T(x′i, p) can be formulated as follows:

T(x′i; p) =

T(x′i) with probability p

x′i with probability 1 − p.
(6)

T(·) is implemented by resizing the input images to a random size and applying random
padding, where zeros are added around the images in a randomized way [55].

Models of deep neural network. AlexNet [9] is a milestone in improving classifica-
tion accuracy for neural networks. Unlike traditional machine learning algorithms [56],
which rely on multiple stages to extract the feature, AlexNet proposes a neural network
that performs automatic, end-to-end feature extraction composed of five convolutional
layers and three fully connected layers. The success of AlexNet is largely attributed to its
innovative structure, which includes using the dropout layer, shifting from the Sigmoid
function to ReLU for the activation layer, and replacing average pooling with max pooling.
Since AlexNet is excellent at extracting the features of examples, it has also been applied to
the SAR automatic target recognition task [57].

VGGNet [10], proposed by the Visual Geometry Group (VGG) of Oxford University,
is a convolutional neural network algorithm based on AlexNet. It demonstrated that
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deeper neural networks can improve performance to some extent. One key difference
from AlexNet is that VGGNet removes the LRN layer, as it was found to have a minimal
impact on network performance. Additionally, instead of using larger 5 × 5 convolutional
kernels, VGGNet opts for smaller 3 × 3 kernels. This choice maintains the same receptive
field but allows for more linear variations, and it also reduces the number of parameters in
the convolutional layer by about 45%. VGGNet has also been applied to the SAR target
recognition and achieves competitive results [58].

ResNet [11], a seminal model for deep neural networks (DNNs), is proposed to
address the issue of hard training when increasing the depth of neural networks. Unlike the
AlexNet and VGGNet with a more shallow layer, the ResNet model can reach 152 layers.
While deeper neural networks theoretically excel at capturing complex and detailed image
features, they become increasingly difficult to train for gradient vanishing and explosion.
ResNet mitigates the issue by using residual blocks with shortcut connections, where the
low-level feature map z (a certain mapping in the network)) is directly used for the input of
the high level.

EfficientNet [59] proposes to improve image classification performance by applying
scale strategy to all dimensions of CNN, including depth, width, and resolution. The scal-
ing strategy relies on a compound coefficient that adjusts depth, width, and resolution
uniformly, ensuring a balanced expansion of the network while optimizing performance.
Additionally, EfficientNet scales proportionally in all dimensions based on predefined
constants, with the computational resources increasing, maintaining its efficiency and
effectiveness. This combination of a scalable design and systematic scaling methodology
has set new benchmarks in CNN performance, demonstrating its adaptability and high
performance across diverse tasks.

MobileNet [60] is a lightweight CNN model using depth-wise separable convolutions.
The implementation of split a standard convolution into two operations: depth-wise convo-
lution for spatial filtering and point-wise (1 × 1) convolution for combining features. This
design dramatically lowers computational complexity and reduces model size without
compromising accuracy. MobileNet enables two adjustable hyperparameters for enhanced
flexibility. The width multiplier uniformly reduces the number of channels in each layer,
while the resolution multiplier decreases the input image resolution, thus lowering compu-
tational demands. These parameters allow the model to be tailored to specific application
requirements, making it well-suited for resource-constrained environments.

The AMS-CNN (attention-based multi-stream CNN), as introduced in [5], represents
the pioneering work being carried out to leverage CNNs for SAR image recognition.
The model is structured into three key components: the convolutional module, the stream
module, and the classification module. The convolutional module, consisting of convolu-
tional layers, pooling layers, a spatial attention layer, and a channel attention layer, aims to
extract low-level features. By using these simple yet effective structures, the AMS-CNN
considerably improves the performance of SAR image recognition while reducing the
number of parameters compared with those in ResNet.

ConvNeXt [61] is a CNN developed in recent years designed to bridge the performance
gap between traditional CNN and Vision transformers. It integrates innovative design
principles inspired by vision transformers, such as large kernel sizes, layer normalization,
and inverted bottleneck blocks, while maintaining the simplicity and efficiency of tradi-
tional ConvNets. It utilizes GELU activation functions and employs larger convolutional
kernels to expand the receptive field, which mimickes the global self-attention capabilities
of transformers. Layer normalization is used in place of batch normalization, and the
architecture adopts a simplified design with fewer activation and normalization layers for
streamlined efficiency.
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3.2. Our Proposed Method

Performing an adversarial attack on a white box model is easier because the attackers
can access the model’s structure and weights. Without access to this information, a transfer-
able adversarial attack relies on a source model, where the adversarial example generated
on the source model directly applies to the black box models. In this work, we attribute
the challenge of this task to the poor generalization of the generated adversarial examples.
CL [15] is a widely used pre-training technique for improving the model’s generalization
capability before training the model for the target task. Inspired by its success in improv-
ing the model’s generalization capability, we aim to apply it to the generation process of
adversarial examples so that they can transfer better to unseen models.

The illustration of the difference between traditional CL and our proposed CL-TAA is
shown in Figure 1. Contrastive learning is widely used in unsupervised learning to increase
the model’s generalization to the unseen hard sample. In essence, contrastive learning
is sophisticated in improving the model’s generalization by comparing the similarity
between key and positive features and the differences between key and negative features.
We conjecture that contrastive learning can also enhance the generalization of adversarial
examples by comparing the similarity between key and positive features and the differences
between key and negative features. Unlike previous works [46], which utilize CL for visual
representation to enhance the model’s generalization of the hard examples, our work
specifically focuses on improving the generalization of adversarial examples. In other
words, we aim to utilize CL to generate adversarial examples trained on a source model
to attack a range of different black box models effectively. Another key distinction in our
approach compared to previous studies is that we incorporate CL during the training
process to optimize adversarial examples. Earlier works usually employed CL in the
pre-training phase. Typically, CL is used in self-supervised settings, where models are
trained on unlabeled data and then fine-tuned for downstream tasks. In our case, CL
serves as a technique to improve the generalization of adversarial examples rather than
for pre-training.

CL-based TAA Method. In the classical CL, three types of samples are typically
involved: the anchor sample, positive sample, and negative samples, where these samples
typically utilize the feature from the encoder. The anchor sample is sample of interest,
and the positive samples are variations or augmentations derived from the anchor sample,
while the negative samples are other randomly selected samples. We adopt the same
practice in our work to generate the targeted adversarial examples, and what makes it
different from the classical CL is the choice of these samples.

The common consensus is that DNNs are for feature extraction where logit values
indicate the presence of the feature in the image, and the highest value in the logit is
used for identifying the ground truth classes. The logit refers to the output feature of the
model before the final softmax layer [29]. In [29], the authors demonstrate that the logit
can be viewed as the features of the images. Since classical DNN models are typically
designed without an encoder, we adopt logit for our CL. Specifically, we utilize the logit
of the image as the anchor sample because it is the input of interest in this context. It has
been demonstrated that the effect of adversarial examples is attributed to the governing of
perturbation [29]. To improve the perturbation dominance, we create the positive sample
by blending a random clean image with the adversarial example. The InfoNCE [16] loss
has been used in multiple works and has become a de facto standard loss for CL; thus,
we utilize InfoNCE in our work. Following the notation in [45], we represent the logit of
the anchor sample, positive sample, and negative sample as q, k+, and k−, respectively.
To eliminate scale discrepancies, these logits are typically L2-normalized. Utilizing these
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normalized logits, InfoNCE loss applied in the contrastive learning-based TAA generation
can be formulated as follows:

Lin f once = −log
exp(q · k+/τ)

exp(q · k+/τ) + ∑K
i=1 exp(q · ki

−/τ)
, (7)

where τ is the temperature controlling the sharpness or smoothness of the similarity
distribution between feature vectors and thus affects how the model weighs positive and
negative pairs when computing the loss. Unlike the classical CL method that generates the
negative samples once and then saves them, we adopt the different negative samples for
each iteration to increase the generalization of adversarial samples. In other words, k− in
Equation (7) for each iteration is different for each iteration.

Figure 1. Illustration of traditional contrastive learning (CL) and our proposed contrastive learning-
based targeted adversarial attack (CL-TAA). There are two main differences between traditional CL
and our method. First, traditional CL aims to improve the model’s generalization to hard samples,
while our CL-TAA focuses on enhancing the generalization of adversarial examples across different
black box models. Another difference is that traditional CL is typically used during the pre-training
stage, whereas our CL-TAA is applied during the training.

Practical Implementation. Contrastive learning requires a large number of SAR
images for positive and negative samples, while SAR images are limited and expensive to
obtain. To address this issue, we use the patches randomly cropped from the to-be-attacked
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clean image to generate the positive sample. For the negative samples, we randomly select
the negative samples once and also use patches randomly cropped from these samples for
each iteration. For these patches, we perform RandomResizedCrop in touchvision without
considering the parameter of the random aspect ratio. We term our proposed method as
CL-based targeted adversarial attack (CL-TAA); this method drastically reduces the usage
of clean images. CL-TAA is summarized in Algorithm 1 and builds on the basic TAA
method by incorporating a regularization term, which helps improve the generalization
of adversarial examples. Following [62], we set the maximum allowable perturbation
magnitude to 16/255, with a step size of 2/255.

Algorithm 1 CL-TAA

Input: Source model fs; input image x; images for negative samples Xneg = {x1
neg, x2

neg, . . . , xM
neg};

target label yt; allowed maximum perturbation magnitude ϵ; total number of iterations T; step
size α; hyperparameter of loss function λ; cross-entropy loss function LCE(·, ·).

Output: Adversarial example x∗ with ∥x∗ − x∥∞ ≤ ϵ.
1: x∗0 = x;
2: for t = 0, 1, 2, ..., T − 1 do
3: xadd = RandomResizedCrop(x); xpos = xadd + x∗t ;
4: Xneg = RandomResizedCrop(Xneg);
5: logitpos = fs(xpos);
6: logitadv = fs(x∗t );
7: logitneg = fs(Xneg);
8: Calculate the loss as

Ltotal = LCE( fs(x∗t ), yt) + λLin f once(logitadv, logitpos, logitneg); (8)

9: Obtain the gradient by
gt = ∇x Ltotal ; (9)

10: Update x∗t+1 as
x∗t+1 = Clipϵ

x{x∗t − α · sign(gt)}; (10)

11: end for
12: return x∗ = x∗T .

4. Experiments
4.1. Experimental Setup and Dataset

We conduct our experiments on the moving and stationary target acquisition and
recognition (MSTAR) dataset [63,64], with a resolution of 0.3 m. The MSTAR dataset,
provided by the Air Force Research Laboratory (AFRL) and Defence Advanced Research
Projects Agency (DARPA), is widely used for SAR image recognition and includes ten
military targets. These SAR images are obtained by radar operating in the X-band under
HH polarization conditions, with the imaging depression angle set at two configurations:
15◦ and 17◦. As shown in Figure 2, the MSTAR dataset contains ten different military targets,
2S1, BMP2, BTR60, BTR70, D7, T62, T72, ZIL131, and ZSU234, with their corresponding
optimal images also provided.

We crop the MSTAR SAR images as 128 × 128 and obtain a total of 5093, where each
image is labeled as one of the ten types of targets. In addition, we normalize the image to
the range of [0, 1] for the stable training. To evaluate the proposed method, we adopt the
SAR images with different imaging depressions for the training and test sets, with a 17◦

imaging depression angle for the training set and a 15◦ imaging depression angle for the
test set. The details of ten types of targets are shown in Table 1, with a total number of 2741
for the training set and 2346 for the test set.
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Figure 2. SAR images for ten classes in MSTAR dataset and their corresponding optical images.

Table 1. Sample number of training and test sets for ten types of military targets.

Training Set Test Set

Classes Number CLasses Number
2S1 299 2S1 274

BMP2 233 BMP2 195
BRDM2 298 BRDM2 195
BTR60 256 BTR60 195
BTR70 233 BTR70 196

D7 299 D7 274
T62 299 T62 273
T72 232 T72 196

ZIL131 299 ZIL131 274
ZSU234 299 ZSU234 274

To generate reliable adversarial examples and evaluate the effectiveness of our pro-
posed method, we trained several classical and SAR-based recognition models, including
AlexNet, VGG16, ResNet, AMS-CNN, EfficientNet, MobileNet, and ConvNeXt, on the
MSTAR dataset. The training and test accuracies of these models are shown in Table 2. We
can observe that the test accuracy of all models exceeds 80%, providing a solid foundation
for our follow-up experiments.

Table 2. Training and test accuracy of deep learning models (%).

Model Dataset Training Accuracy Testing Accuracy

AlexNet MSTAR 100 96.78
VGG16 MSTAR 100 97.36

ResNet18 MSTAR 100 96.57
EfficientNet MSTAR 100 94.84
MobileNet MSTAR 100 83.80
ConvNeXt MSTAR 100 88.66
AMS-CNN MSTAR 100 98.14
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4.2. Results on Transferable Targeted Attack

As shown in Section 3.1, we introduced seven different model architectures, including
AlexNet, VGG16, ResNet18, AMS-CNN, EfficientNet, MobileNet, and ConvNeXt, for SAR
image recognition. Given that AMS-CNN outperforms other models, with an accuracy of
98.14 %, we adopt it as the source model and report its results on all other models. The setup
for all these experiments is as follows: the weight of CL loss is set to 0.01, the number
of negative samples is 50, the size of the perturbation budget is 16/255, the step size is
2/255, and the number of iterations as 20. We randomly select 1000 images in the MSTAR
dataset to conduct the experiments. In addition to evaluating our proposed method on the
MSTAR dataset, we also provide the results on the CARABAS-II, the other open-source
SAR image dataset. The results of CL-TAA on these two different datasets are detailed in
the following tables: Table 3 for MSTAR and Table 4 for CARABAS-II. We can observe that
CL-TAA achieves better performance than TAA by a large margin on these two different
SAR datasets. Taking the AlexNet model as an example, CL-TAA achieves an accuracy
of 17.9% on the MSTAR dataset, compared to 14.9% with I-FGSM. This indicates that our
proposed CL loss significantly improves the performance of TAA. We also present the I-
FGSM and CL-TAA confusion matrix, shown in Tables 5 and 6, respectively. I-FGSM makes
the predicted labels cluster in BRDM2, which leads to decreased performance. In contrast,
CL-TAA is more effective at predicting the target label.

Table 3. Quantitative evaluation of black box targeted attack by using the AMS-CNN as the source
model on the MSTAR dataset (%).

Target Models

Attack AlexNet VGG16 ResNet18 EfficientNet MobileNet ConvNeXt

FGSM 10.9 10.5 10.3 10.9 11.2 10.9
I-FGSM 14.9 15.5 13.6 13.2 11.7 15.2
CL-TAA 17.9 20.0 17.3 14.3 15.2 17.5

Table 4. Quantitative evaluation of black box targeted attack by using the AMS-CNN as the source
model on the CARABAS-II dataset (%).

Target Models

Attack AlexNet VGG16 ResNet18 EfficientNet MobileNet ConvNeXt

FGSM 10.46 10.28 11.25 7.14 14.28 15.87
I-FGSM 14.67 11.90 16.67 10.31 18.42 28.73
CL-TAA 15.87 12.69 19.04 11.11 20.63 30.95

Table 5. Confusion matrix of I-FGSM (%). We present the result using AMS-CNN as the source model.

Target Labels

Predicted Labels BTR70 ZSU234 ZIL131 BMP2 BRDM2 BTR60 2S1 T62 T72 D7

BTR70 0.4 0.2 0.4 0.3 0.0 0.8 0.4 0.4 0.2 0.6
ZSU234 1.6 2.3 1.7 1.0 0.8 0.4 1.4 1.2 0.6 0.7
ZIL131 1.1 2.1 0.5 1.5 0.6 0.4 0.7 0.7 0.6 0.5
BMP2 0.3 0.1 0.5 0.6 0.0 0.6 0.2 0.1 0.8 0.3

BRDM2 3.4 2.4 2.6 4.3 4.9 2.5 2.7 2.2 3.7 2.9
BTR60 1.5 0.3 0.3 0.0 0.4 0.6 0.7 1.0 0.6 0.3

2S1 0.7 1.7 2.7 1.0 0.7 2.0 1.9 1.0 1.8 2.1
T62 1.2 0.6 2.4 0.6 1.5 1.7 1.0 2.7 1.2 1.6
T72 0.0 0.3 0.1 0.0 0.0 0.1 0.0 0.1 0.1 0.2
D7 0.2 0.3 0.4 0.9 0.5 0.0 0.5 0.0 0.4 0.9
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Table 6. Confusion matrix of CL-TAA (%). We present the results using AMS-CNN as the source
model.

Target Labels

Predicted Labels BTR70 ZSU234 ZIL131 BMP2 BRDM2 BTR60 2S1 T62 T72 D7

BTR70 1.5 0.3 1.0 1.1 0.1 1.1 1.4 0.8 0.5 0.8
ZSU234 1.6 3.6 2.3 1.3 1.0 0.7 1.7 1.6 1.1 0.3
ZIL131 1.4 1.2 1.3 1.5 1.4 0.9 1.2 1.0 0.7 0.5
BMP2 1.1 0.1 0.5 1.4 0.6 1.0 0.2 0.8 1.7 0.2

BRDM2 1.6 1.3 0.7 1.7 2.7 0.9 0.9 1.1 1.3 1.7
BTR60 1.6 0.2 0.3 0.1 0.3 1.1 1.2 0.7 0.6 0.1

2S1 0.2 1.7 2.7 1.0 1.3 1.6 1.9 1.2 1.9 1.9
T62 0.9 0.6 1.1 0.4 0.7 1.3 0.2 1.9 1.2 1.5
T72 0.1 1.0 1.0 0.7 1.0 0.5 0.5 0.3 0.8 0.2
D7 0.4 0.5 0.8 1.1 0.7 0.1 0.4 0.1 0.3 1.7

Visualization results. Figure 3 presents side-by-side comparisons of attacks across
different target models. It shows that our proposed CL-TAA significantly outperforms
I-FGSM on various target models. The heatmaps generated by grad-cam [65] for both
clean and adversarial images are shown in Figure 4. This indicates that the adversarial
perturbation can significantly change the focus areas across different models. We also
visualize the logits used in CL, shown in Figure 5. We can observe a clear distinction: the
negative sample logits have a very different distribution from the key logits, while the
positive sample logits closely resemble the key logits. In addition, we randomly select four
adversarial examples for visualization, shown in Figure 6, where xadv = xclean + xperturbation.
Since the perturbation magnitude is limited to 16/255, we scale it to (0, 255) for better
visualization. We notice that it is challenging to distinguish between the clean images
and their adversarial counterparts, suggesting that the adversarial examples generated by
CL-TAA are not easily detectable.

Figure 3. Targeted transfer success rates (%) on different models.
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Figure 4. Visualization of the heatmap for different models.
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Figure 6. Adversarial examples generated by CL-TAA.

4.3. Comparison with SOTA Techniques

Transferable targeted adversarial attacks (TAAs) have long been considered challeng-
ing in computer vision. The difficulty lies in crafting adversarial examples that can both
fool a specific model and other unseen models. This challenge is further amplified when
the goal is to predict a specific target label rather than mislead the model. As mentioned in
Section 2.1, several works [13,14,41,66] have explored ways to improve the transferability
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of generated adversarial examples, where the seminal methods include MI-FGSM [13]
TI-FGSM [14], and DI-FGSM [41]. Essentially, our proposed CL loss is similar to these
three methods because they all regularize the input gradient. We experiment with these
three methods, with results shown in Table 7. Surprisingly, we find that the benefits of
MI-FGSM and TI-FGSM for improving transferability to black-box models are negligible.
For DI-FGSM, we observe a noticeable improvement in black box transferability. While
all these three methods are effective for optical images, their performance varies when
applied to SAR images, with DI-FGSM yielding the best results. We propose the reason to
be that MI-FGSM and TI-FGSM primarily modify the gradients, offering less of an impact
on over-fitting for SAR images. Conversely, DI-FGSM directly enhances the diversity of the
input SAR images, resulting in reduced over-fitting on the source model. A more detailed
investigation of this phenomenon is left for future work. For DI-FGSM, we observe a
noticeable improvement in black box transferability, though it is less significant compared
to the enhancement achieved by our proposed CL loss.

Table 7. Targeted adversarial attack on MSTAR dataset. We present the results by using the AMS-
CNN (%) as the source model.

Target Models

Attack AlexNet VGG16 ResNet18 EfficientNet MobileNet ConvNeXt

I-FGSM 14.9 15.5 13.6 13.2 11.7 15.2
MI-FGSM 15.2 13.1 13.5 11.6 9.2 16.0
TI-FGSM 15.2 14.8 13.4 12.7 12.4 14.9
DI-FGSM 16.8 15.9 13.9 13.2 12.6 15.5
CL-TAA 17.9 20.0 17.3 14.3 15.2 17.5

4.4. Ablation Study

Weight of CL loss. The weight of CL loss is a crucial parameter in determining its
contribution to the total loss. Adjusting this weight directly impacts how the CL loss
influences the model’s training process. A well-balanced weight can enhance performance,
while an improper setting may negatively impact it. To identify the optimal weight for
maximizing the effectiveness of the CL loss, we conduct an ablation study on this parameter,
shown in Table 8. We can observe that the performance of TAA first increases and then
decreases with the weight of CL loss increased from 0 to 100. Specifically, the performance
gradually increases with the weight from 0 to 0.01 and then decreases from 0.01 to 100. This
indicates that a higher weight parameter has a negative impact on the optimization goal,
resulting in reduced performance. In our paper, we set the weight of CL loss to 0.01.

Table 8. Effect of CL loss weight. We report the results with different values of regularization
parameters λ in the black box setting.

λ AlexNet VGG16 ResNet18 EfficientNet MobileNet ConvNeXt

0 14.9 15.5 13.6 13.2 11.7 15.2
10−2 17.9 20.0 17.3 14.3 15.2 17.5

1 16.4 18.8 15.7 13.4 13.8 15.7
10+2 15.5 16.9 14.7 12.4 13.3 14.5

Size of negative sample. The negative sample in contrastive learning is designed to
push the anchor away, creating a repelling effect, whereas the positive sample attracts the
anchor closer. This means that the anchor focuses more on the independent features shared
with the positive samples, and the diverse negative sample can ensure the anchor learns
a more generalized feature representation. Therefore, we conduct an ablation study on
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various negative samples (1, 10, 50, 100), shown in Table 9. We observe that increasing the
number of negative samples significantly improve the performance of targeted adversarial
attacks (TAAs). It indicates that incorporating diverse negative sample representations
benefits TAA training. The variety in negative samples likely helps the adversarial examples
to focus on independent features, strengthening their generalization ability. To further
increase the diversity of negative sample representations, we adopt the different negative
samples for each iteration.

Table 9. Effect of the number of negative samples. We report the results with different numbers of
negative samples N under the black box setting.

N AlexNet VGG16 ResNet18 EfficientNet MobileNet ConvNeXt

1 15.0 16.6 14.9 12.0 12.8 15.5
10 17.6 19.6 16.2 13.1 14.2 16.7
50 17.9 20.0 17.3 14.3 15.2 17.5
100 18.2 20.9 17.9 14.5 15.4 17.7

Temperature. It has been demonstrated that temperature has a significant influence
on the performance of contrastive learning [67,68]. An ablation study on the different
temperatures was conducted, as shown in Table 10. We observe that the performance of
TAA decreases when the temperature is set to a small value. A lower temperature causes
the model to focus more on hard negative samples [67,68]. As noted in [68], a smaller
temperature equals a smaller number of negative samples. Consequently, using a lower
temperature is expected to negatively impact performance when a large number of negative
samples is needed, as it reduces the diversity of negative samples. In our work, we set the
temperature to 0.1.

Table 10. Effect of the temperature of InfoNCE. We report the results with different InfoNCE
temperatures T in the black box setting.

T AlexNet VGG16 ResNet18 EfficientNet MobileNet ConvNeXt

0.01 16.6 17.7 14.7 12.4 13.7 15.0
0.05 16.7 19.3 16.0 13.4 14.2 16.3
0.1 17.9 20.0 17.3 14.3 15.2 17.5
0.5 16.8 19.9 17.2 14.2 14.5 17.3

Size of perturbation budgets. The perturbation budget is crucial in determining
the maximum allowable magnitude. It limits how much the input can be modified while
keeping the perturbation imperceptible. Following [48], we experiment with four different
perturbation budgets, 4/255, 8/255, 12/255, and 16/255, with the results presented in
Table 11. As expected, larger perturbation budgets lead to better performance, but this
comes at the cost of the increased visibility of perturbations. It is worth noting that many
previous works [14,41] commonly use a perturbation budget of 16/255 as it strikes a
balance between effectiveness and subtlety. For this reason, we adopt the same budget
in our work to ensure comparability and maintain imperceptibility while maximizing
attack performance.

Step size. Our CL-TAA method builds on I-FGSM to update the perturbation, lever-
aging the benefits of a multi-step attack. The step size plays a critical role in this process,
as it significantly impacts the effectiveness of the attack. A larger step size can lead to faster
convergence, but it is also hard to find the optimal point. On the other hand, a smaller step
size allows for finer adjustments, but it requires more iterations and increases the risk of
getting stuck in a local optimum. Therefore, a proper step size is essential for balancing
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attack efficiency and accuracy. The results of different step sizes are shown in Table 12,
where the step size of 2/255 performs best. By default, we set the step size to 2/255.

Table 11. Effect of perturbation budget. We report the results with different values of the maximum
perturbation ϵ under the black box setup.

ϵ AlexNet VGG16 ResNet18 EfficientNet MobileNet ConvNeXt

4/255 11.8 12.3 11.0 11.8 12.2 11.9
8/255 13.9 16.1 13.0 13.1 12.8 13.6
12/255 16.7 17.3 15.1 14.1 15.0 15.6
16/255 17.9 20.0 17.3 14.3 15.2 17.5

Table 12. Effect of step size. We report the results with different step sizes α under the black
box setting.

α AlexNet VGG16 ResNet18 EfficientNet MobileNet ConvNeXt

1/255 16.0 18.2 16.3 14.1 15.0 17.0
2/255 17.9 20.0 17.3 14.3 15.2 17.5
4/255 17.2 19.4 16.5 13.2 13.8 17.0
6/255 17.0 19.0 15.6 12.6 13.0 16.5

Number of iterations. We investigate the impact of the number of training iterations
on the performance of adversarial examples. For this, we experiment with various training
iterations and present the results of adversarial examples against AlexNet, VGG16, ResNet,
EfficientNet, MobileNet, and ConvNeXt, depicted in Figure 7. It helps us understand
how training duration influences the effectiveness of adversarial attacks across different
model architectures. We can observe a clear improvement in performance as the number
of iterations increases from 1 to 20. However, beyond this point, the performance of
transferable TAA saturates or slightly decreases with additional iterations. Since the number
of iterations of 20 yields the best performance, we adopt this setting in our experiments.

Figure 7. Effect of the number of iterations. We report the results of different iterations under the
black box setting by using AMS-CNN as the source model.
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5. Conclusions
This work offers the first comprehensive study on TAA against SAR target recognition

models in a black box setting, where the attacker has no access to these models. Given the
limited generalization of adversarial examples generated by the classical I-FGSM method,
we propose leveraging CL to enhance their generalization and improve their effectiveness.
Unlike the classical CL used for pre-training, we apply it during the training stage by
leveraging the logits of different samples. Specifically, we use the logit of the anchor sample
to attract the positive sample while repelling the negative sample, significantly improving
the transferability of adversarial examples. Extensive experiments have confirmed the
high transferability and effectiveness of the proposed CL-TAA for TAA. The success of our
attack method highlights the importance of developing adversarially robust SAR target
recognition models.
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