remote sensing

Article

A Parameter Estimation-Based Anti-Deception Jamming Method
for RIS-Aided Single-Station Radar

Shanshan Zhao *{7, Jirui An !, Biao Xie ! and Ziwei Liu 2

check for
updates

Citation: Zhao, S.; An, J.; Xie, B.; Liu,
Z. A Parameter Estimation-Based
Anti-Deception Jamming Method for
RIS-Aided Single-Station Radar.
Remote Sens. 2024, 16, 4453.
https://doi.org/10.3390/

rs16234453

Academic Editor: Antonio Iodice

Received: 15 October 2024
Revised: 20 November 2024
Accepted: 25 November 2024
Published: 27 November 2024

Copyright: © 2024 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

College of Electronic and Optical Engineering, Nanjing University of Posts and Telecommunications,
Nanjing 210023, China; 1023020622@njupt.edu.cn (J.A.); 1021020929@njupt.edu.cn (B.X.)

School of Communications and Information Engineering, Nanjing University of Posts and Telecommunications,
Nanjing 210023, China; lzw@njupt.edu.cn

Correspondence: zss@njupt.edu.cn

Abstract: Multi-station radar can provide better performance against deception jamming, but the
harsh detection requirements and risk of network destruction undermine the practicability of the
multi-station radar. Therefore, it is necessary to further explore the anti-deception jamming per-
formance of a single-station radar. This paper introduces a novel method, based on parameter
estimation with a virtual multi-station system, to discriminate range deceptive jamming. The system
consists of a single-station radar assisted by the reconfigurable intelligent surfaces (RIS). A unified
parameter estimation model for true and false targets is established, and the convex optimization
method is applied to estimate the target location and deception range. The Cramer—Rao lower bound
(CRLB) of the target localization and the measured deception range is then derived. By using the
measured deception range and its CRLB, an optimal discrimination algorithm in accordance with the
Neyman-Pearson lemma is designed. Simulation results demonstrate the feasibility of the proposed
method and analyze the effects of factors such as signal-to-noise ratio (SNR), deception range, jammer
location, and the RISs station arrangement on the discrimination performance.

Keywords: reconfigurable intelligent surface (RIS); deception jamming; radar anti-jamming;
parameter estimation

1. Introduction

Since the Second World War, radar technology has been developed in an all-round
way, and its application scenarios have been extended to meteorological monitoring, target
imaging, resource surveying and other fields [1-6]. And the application of radar military
field is still the top priority. Radar jamming and anti-jamming technology are promoting the
development of each other. With the rapid development of modern electronic warfare (EW),
various types of interference are continuously being combined and applied. Radar, as an
important detection method for obtaining information, is greatly limited in its operational
efficiency under complex electromagnetic conditions [7,8]. To achieve target detection,
the research focus in the radar field has shifted towards multi-station radar cooperative
detection technology [9-11]. A multi-station radar system consists of multiple spatially
distributed transmitting stations, receiving stations, or transceiver stations. This system
links multiple radars together through communication means and centrally processes all
the information from the targets in each sensor at the system fusion center [12]. Based
on this definition of a multi-station radar system, the currently widely studied types of
multi-station radar systems include networked radar [13,14], multi-base radar [15,16], and
distributed multiple-input multiple-output (MIMO) radar [17-19]. In a multi-station radar
system, each radar station can have different systems, frequency bands, and data rates, and
they can independently complete the measurement and tracking processes, sharing only
the target information at the system fusion center.
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Multi-station radar collaboration can also effectively improve anti-jamming capabil-
ities by using multi-view detection and information fusion processing, which has been
proven to have more significant advantages than single-station radar [11,20-22]. However,
in actual scenarios, the required detection conditions are relatively harsh, and the risk of
radar network destruction is inevitable. So, it is still necessary to explore the anti-jamming
ability of single-station radar. Reconfigurable intelligent surfaces (RIS), which are widely
used in wireless communications, can reconfigure the signal propagation environment and
construct distributed detection conditions. It provides a new solution for single-station
radar anti-jamming.

RIS, first proposed and validated by CUI et al. in 2014, adopts the idea of binary digital
coding to characterize metamaterials, and controls electromagnetic waves by changing the
spatial arrangement of “0” and “1” digital coding units [23]. It can be flexibly placed in
indoor and outdoor scenarios. Each reflective unit can control the incident signal, and the
parameters that can be changed include phase, amplitude, frequency, and even the direction
of polarization. The most discussed and practicable one is to change the phase. As a new
type of artificially tunable reflector array, each reflector unit of the RIS can independently
control the phase and/or amplitude of the reflected signal. The RIS can reconstruct the
channel between the transmitting station and the receiving station by skillfully adjusting the
phase and amplitude response of each unit, thus providing reconfigurable services with low
energy consumption and adaptive communication environment [24]. It is considered to be
one of the key technologies to promote future wireless communication systems, especially
6G and subsequent networks [25,26]. In recent years, it has received wide attention in
the field of next-generation mobile communication and sensor systems [24,25,27-30], and
has been widely used in the field of wireless communication. Many methods have been
proposed to improve the performance of communication systems by combining the RIS
with traditional communication technologies [31-36]. For example, [31-33] introduced the
RIS into MIMO communication systems to improve system performance. RIS-assisted
UAV secure communication is discussed in [34]. Refs. [35,36] studied the application of the
RIS in uplink and downlink communications, respectively. Refs. [37-39] studied the RIS
phase shift and multi-parameter joint optimization algorithm. In [40—42], the RISs were
used to improve the direction of arrival (DOA) estimation performance. In addition, the
RIS-assisted dual-function radar communication system has also been studied [43—46].

Due to the excellent feature of adjusting channel parameters and its great potential
in localization [47-49], the RIS has attracted wide attention in the field of radar research.
In the field of radar target detection, Buzzi et al. proposed for the first time the use of the
RIS auxiliary radar for target detection [50], Lu et al. used the RIS to improve the detection
performance of MIMO radar [51], and [52,53] studied how introducing the RIS into the
radar system can effectively improve the radar detection performance in non-line-of-sight
(N-LoS) scenarios. In the field of radar localization, Zou et al. built a dual RIS-assisted radar
system to achieve centimeter-level location measurement accuracy and decimeter-level
speed measurement accuracy [54]. Ref. [55] used the RIS to solve the joint localization
and synchronization problems of mobile stations in millimeter wave multiple-input-single-
output (MISO) system. RIS is introduced to a 2D radar to realize target three-dimensional
localization [56]. Ref. [57] proves that the RIS-assisted radar system is more robust to target
obstruction than the conventional radar systems.

However, to the best of our knowledge, there are relatively few studies on how to use
the RIS for radar anti-range deception jamming. Inspired by [58], this paper proposes a
novel method to resist deceptive jamming based on parameter estimation. The RIS is used
to construct a virtual multi-station radar system, enabling a single-station radar to obtain
multi-view spatial diversity gain. Then, based on the measurement information equation
of the RIS-assisted radar system, the convex optimization method is applied to estimate
the target location and deception range. And the corresponding Cramer—Rao lower bound
(CRLB) is derived. Finally, the estimated value of the deceptive range parameter and its
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corresponding CRLB is used to design the optimal discriminator to distinguish true and
false targets.

The remaining parts of this article are arranged as follows. Section 2 establishes a vir-
tual multi-radar system model assisted by RISs and provides the measurement equation of
the target. Section 3 proposes an optimization problem for deception range estimation, and
then derives the CRLB for the deception range. Section 4 builds an optimal discriminator to
discriminate between true and false targets. Section 5 presents the simulation experimental
results. Finally, the conclusion is drawn in Section 6.

2. System Model

The virtual multi-station radar system comprises a radar station and the RISs, with
the radar station and the RISs, respectively, located at g, = (xr, Yr, zr), R,y = (Xm, Ym, Zm),
m=1,2,..., M, where M is the number of the RISs. There is a target within the detection
range, located at g = (x,y,z). According to the conclusion of [50], the gain from using
the RIS in the receiving channel is always better than that from using the RIS in the
transmitting channel. Therefore, the auxiliary channels constructed by the RISs are used to
receive the echo. When a beam is transmitted by the radar system towards the target, the
receiving beams of the RISs will sweep within the range of the radar transmitting beam
to receive the echo signal and then reflect to the radar. Therefore, the transmit beam of
the RISs are always pointed to the radar, and a multi-beam receiving mode is utilized in
the radar to simultaneously receive the target echoes from the direct channel and all RIS
reflection channels. The distributed deployment of the RISs and radar stations ensures
that a significant field of view difference is maintained between the direct channel and the
RIS auxiliary receiving channels when the target is observed. This ensures that sufficient
distinction is achieved in the target measurements by different receiving channels.

To protect the target, range deceptive jamming is implemented by the self-defense jammer
within the range of the radar main transmission and reception beams. This causes deceptive
jamming signals to be received by both the direct channel and the RIS auxiliary channels. The
deception range is assumed as Ad, and the generated active false targets in each channel are
shown in Figure 1, where a single jammer is taken as an example. For the scenario of multiple
jammers, the modeling and analysis of each single jammer are the same.

= | =2s .
\ e Active false targets
Z‘\ Ad \ /I / /%, Qa

Target with self-
defense jammer

auxiliary channel

= i
Radar -
\ / -
\dR,m / / =

X RIS

Figure 1. Virtual multi-station radar model.
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The target echo signal that the radar receives is the overlapping signal of the echo
signals from both the direct channel and all RIS reflection channels. As a result, a target
will manifest M + 1 times within the radar echo, leading to M + 1 distinct measurements.
For discriminating the measurement channel corresponding to each radar-acquired mea-
surement, a specific coding sequence is designed for each RIS [56].

The target echo r(t) received by the radar is divided into two parts, namely

r(t) = ralir<t) + ruux(t)' 1)

where r;, (t) = as(t —ty —tay) + wy;r(t) is the echo signal in the direct channel, « represents
the amplitude of the target, s(t) is the transmitted signal of the radar, t; = 2drt/c refers to
the time delay, dt = ||g — g, || represents the range between the target or the jammer and
the radar, fAr = 2Ad/c is the time delay caused by deception jamming, c is the speed of
light, and wy;, (t) is the noise following a Gaussian distribution. When the deception range
Ad = 0, the received echo signal is the true target echo signal. In this way, the signal model
is valid for both true and false targets with different values of Ad, which is the reason that
the deception range Ad can be used to discriminate true and false targets.

In the direct channel, the measured range, azimuth, and elevation of the target are d, 6
and ¢, respectively, which can be expressed as

d=dr+Ad+ny, 2)
_ Y—Yr
Q—arctan(x_Xr)Jrne, 3)
z—z
Q= arCCOS(dTr) + nqj ’ (4)

where ||o|| represents the Euclidean norm. 1,4, ng and n,, are, respectively, the measure-
ment noise of range, azimuth, and pitch angle, which obey normal distribution. Namely,
ng ~ N(0, 0“%), ng ~ N(0, (Tg'), ny ~ N(O, 0’5,). The 0,4, 09, and 0y, respectively, represent
the measurement errors in radar range, azimuth, and pitch determined by the signal-to-
noise ratio (SNR) of the target. The relational equation is given by [59],

o 1.4c 5)
4~ B/SNRy;,

1.64/25NR;,”
0348
Op=——77—>—+—, 7
? " 1.6y/2SNRy;, @
where B is the bandwidth, 03,5 is the 3dB beamwidth, and SNRy;, is the target SNR in the
direct channel.

M
Yaux () = 21 rm(t) is the target echo signal of the auxiliary channels, r,,(t) is the echo
o

signal received b_y the m-th auxiliary channel,

L
P (t) = Yt @0 D (1) + wp(8), (8)
=1

where! =1,2,...,L, L is the number of subwavelength size surface elements of the RIS.
&y, 1 is the target amplitude of the [-th element from the m-th RIS. 1, and g ; are the target
phases of the target-RIS and RIS-radar channels, respectively. ¢;" is the adjustable phase
of the I-th reflector of the m-th RIS. When ¢, = —1; — g ;, the resolution unit under test
reaches the highest SNR [56]. t,, = (d1 + d1m + dr m)/c refers to the time delay in the RIS

auxiliary channel, dt,, = Hq —qdRrm H is the range between the target and the m-th RIS, and
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drm = qu — IR m H is the range between the radar and the m-th RIS. Gaussian noise w;, (t)

is independent of wy;, (t).

In the auxiliary channel, since the range between the radar and the RIS is known, the
sum of the measured range d,, represent the total range from the radar to the target and
then to the m-th RIS, which can be expressed as

dym =dr + dT,m +2Ad + g m, 9)

where n4,, ~ N(0, O'im) represents the measurement noise, 0y, = 1.4c/(Bv/SNRy,)
represents the ranging error. SNR,;, refers to the target SNR in the m-th auxiliary channel,
and its relationship with the SNR of the direct channel can be written as

(SNRy) 5 = 101g(d% /(A1 + dR,m)z) + (SNRgiy) 5. (10)

Define the parameters to be measured of the radar direct channel and auxiliary chan-

nels as a vector Z = [d,0,¢,dq,...,d M]T, then the target measurement equation can be
expressed as

fd] [ m(X) ]
6 hy (X)
¢ h3(X)
Z= di | = | h(X) +w, (11)
[dml vy (X) ]
from Equations (2)-(4) and (9), it follows that
h (X) =dr+ Ad, (12)
h(X) = arctan%, (13)
— Ar
h3(X) = arccos (Z o ) , (14)
dt
hi(X) =dr+dri3+20d,4 <i<M+3, (15)
T
w = [0’5, a3, aq%,aﬁrl,. . ,UC%M} . (16)

Then, the anti-deception jamming problem involves discriminating true and false
targets based on the measurement vector Z in the virtual multi-station radar system, which
is realized by the deception range estimation along with the target localization.

3. Deception Parameter Estimates
3.1. Deception Parameter Estimation Method

In this section, the measured values r, 8, and ¢ of the direct channel are combined with
the measured values d,;,, m = 1,2,..., M in the auxiliary channels to estimate the target
location and deception range. When target localization and deception range estimation are
implemented, § = (£, 7, 2) is the estimated coordinate value of the target in the Cartesian
coordinate system, and Ad is the estimated value of the deception range. Using the
measured value of the radar range in the direct channel and the measured value of the
radar range in the auxiliary channel, the objective function of the system can be referred to

R 2 M . 2
F(%,9,2, Ad) = (7’ —Ad — RTﬁr) + Y (dm —2Ad — Rr—RiS,m — RTﬁr) (17)

m=1

where Rty = ||§ — 4, |, Rr—rism = H‘? —dRm
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Further considering the measured target azimuth angle 6 and elevation angle ¢, the
following constraints can be obtained,

0 — A0 < arctan(y yr) <8+ A0, (18)
- Ar

p—Ap < arccos( — Zr) < @+ Ag, (19)
RT%r

where A0 and A¢ are, respectively, determined by the radar azimuth and elevation angle
measurement errors. Set the confidence interval to 99.7% according to the three-sigma rule,
then A0 = 30y, Ap = 30,.

Therefore, the estimation of target location and deception range can be modeled as the
following optimization problem,

min  F(%,9,%,Ad),
9,2)eQ
.

60— A0 < arctan( ) < 6+ A6, (20)

¢ — Aqo<arccos<Z Zr) < ¢+ Ag.

I—xr

where () represents the three-dimensional space in which the target may exist.

Next, it is proved that the optimization problem (20) is convex, and then the convex opti-
mization method is used to find the minimum value of its estimated parameter (%, ,2, AEZ).

First, it is proved that the optimization function F(%, 7, 2, Ad} is convex. Rr_,g and
Rr_Rr1s,m are the square root of the Euclidean range, so they are both convex functions
about (£,7,2). As shownin (17), F(%, 7,2, AﬂD is the sum of several square terms, and each
square term is a convex function. Therefore, F(%,7, 2, Ad) is also a convex function.

Second, it is proved that the constraints shown in (18) are convex sets. (18) shows
that the target is in a sector-shaped area, where the measured azimuth angle 0 is the
central angle and the incremental angle around 6 is Af. For any linear combination of
any two points A = (x1,¥1,21) and B = (x2, 2, 22) in the sector area, a new point with
coordinates (Ax1 + (1 — A)xp, Ayg + (1 — A)ya, Azg + (1 — A)zp) will be generated. Since A
and (1 — A) are non-negative, according to the properties of the arctangent function, it can
be concluded that the arctangent value of this new point will also be between § — A and
8 4 AB. Therefore, based on the definition of convex sets in geometry, this set is convex.

Finally, by the same token, it can be proved that (19) is also a convex set.

For the convex optimization problem (20), the interior point method (IPM) is used
here. Compared with other optimization algorithms, the IPM offers numerous advantages
for constrained optimization problems. It is less sensitive to the selection of the initial point
and can effectively avoid getting trapped in local minima.

3.2. CRLB

CRLB is the lower bound of the root mean square error of any unbiased estimator in
estimating location parameters. For the location parameter vector 8 and the corresponding
unbiased estimator 0, it satisfies

E[(0-0)0-0)"] = J,", @)

where E[e] represents the expectation, [y is the Fisher information matrix (FIM), and its
(i,j)-th element is

a dlnp(x|6) olnp(x|6)
Ueli __E[ 26; 26; ] (22)

where p(x|0) is the likelihood function of random variable x under condition 6. The inverse
of FIM, J, !, is the CRLB matrix of 0.
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In the Gaussian observation scenario x ~ N(u(0), R(0)), then the FIM of 6 is given
by the following formula [60],

T
Uolij = {852(19)] R7'(0) lagé?) + %tr

dR(0) .. OR(0)
20; (6) 96;

R1(9) (23)

M RISs-assisted radar detects one target. The target carries a self-defense jammer
to deceive the radar. The deception range is Ad and the target’s location is [x,y, z]. De-
fine the parameters to be estimated as vectors X = [x,y,z, Ad]T L [x1,x2, X3, x4]T, let
H(X) = [I(X),h2(X), ..., hpas (X)]T, the Equation (11) can be written as

Z = H(X) +w. (24)
At this time, Z ~ N(H(X),R(X)), R(X) = wl, according to (23), and the FIM of

parameter X whose variance has nothing to do with the estimated parameters can be
simplified to

oH(X)]T oH(X M+3 1 9n, oh,
Uxlij = [8);)} R 1(X)[ a}((j>1 = ; o2 9x; 9% (25)

Therefore, the CRLB matrix of X is Cx = Jy' 2 Jea) 4x4, among them, the main
diagonal elements of Cx are, respectively, the CRLB of x, y, z and Ad, namely

2 _ 2 _ 2 _
0y =c11, 0y =cxn, 0 =Cs3, (26)

(Tid = C44. (27)

Respectively, the CRLB of the standard deviation of target localization and the decep-
tion range are 0, = /0% + 07 + 07 and 04

CRLB is a theoretical limit to measure the accuracy of an estimation, which gives the
minimum theoretical value of the estimation error considering all possible observations
and target parameter estimation methods. This is a crucial performance indicator that
reveals the optimal performance achievable based on the observed values. When RIS
assists radar to detect targets, the actual performance of the system can be understood
more comprehensively by studying the CRLB of radar localization and deception range.
This knowledge can be used to further optimize the system design and enhance the overall
performance of the radar system.

Next, the performance of the proposed parameter estimation algorithm will be evalu-
ated through simulation experiments, geometric dilution of precision (GDOP) is simulated
to compared with the CRLB. The GDOP is a measure of the quality of target localization [61].
The lower the GDOP value, the more accurate the location estimation. A high GDOP value
means that the accuracy of the location estimate is reduced, and therefore the position
uncertainty is increased. Assume that the virtual multi-station radar consists of two RISs
and one radar. The coordinate of the radar is [0, 0, 0] km, the coordinate of the first RIS
is [40, 0, 0] km, and the coordinate of the second RIS is [—40, 0, 0] km. The forwarding
jammer as a target is located at [20, 40, 12] km and generates active false targets with a
deception range of 2 km.

Figure 2 illustrates the variation in the GDOP with SNR, while Figure 3 depicts the
variation in the mean square error (MSE) of the deception range measurements with
SNR. The parameter estimation method achieves the optimal solution through convex
optimization and conducts 10* Monte Carlo simulation experiments for each SNR value.
The statistical average is then used to determine the estimation accuracy. As observed from
Figures 2 and 3, the parameter estimation method exhibits a nearly unbiased estimation
accuracy. Furthermore, under high SNR conditions, the GDOP and MSE approaches
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the limit of the CRLB. This demonstrates that the CRLB provides a sufficiently tight
performance lower bound for the proposed estimation method and can be accurately
utilized to describe its estimation accuracy.

12,000

= B =CRLB
—— GDOP

10,000

6000

4000

Target localization accuracy/m

2000

SNR/dB

Figure 2. Target localization accuracy.
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0 ’ :
—20 15 -0 -5 0 5 10 15 20
SNR/dB

Figure 3. Deception range estimation accuracy.

4. Active False Target Discrimination

Using the estimated value Ad and CRLB in (27), the optimal discriminator can be
designed to discriminate true and false targets. The target discrimination problem can be
modeled as a hypothesis testing problem, which contains two hypotheses: null hypothesis
(Ho : Ad = 0) and its alternative hypothesis (H; : Ad # 0). Under the null hypothesis, the
detected target is a true target; under the alternative hypothesis, it is an active false target
generated by forwarding jammers. Due to the existence of estimation error, the estimated
value of deception range Ad is regarded as a random variable, namely, Ad ~ N(Ad, 03,)-
According to the Neyman-Pearson criterion, the optimal discriminator is

Ad’? HO
— S1. (28)
Ophd Ha
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If the discrimination statistic exceeds the discrimination threshold 7, the target is
discriminated as an active false target, otherwise, it is discriminated as a true target. The
distribution function of the discriminant statistic under Hy and Hj is

{ tor a1t = )

Hy : Ad? /o3, ~ xi(Ad?/03,) 7

where x? is the chi-square distribution with 1 degree of freedom, x3(Ad?/07% ;) is the non-
central chi-square distribution with 1 degree of freedom, and the non-central parameter is
Ad? /0%, [62].

The false target is discriminated on the premise that the expected true target discrim-
ination probability Ppr = P{Hy|Hp} is definite. According to (29), the discrimination
threshold can be obtained as 7 = Fx_%l (Ppr). The theoretical discrimination probability of

active false targets is
P{H]lH]} =1 _FX%(AdZ/Uid)(TI)’ (30)

-1 . . . s s . . 2 .
where FX% () is the inverse cumulative distribution function of x7, and FX%( A /o) (o) is

the cumulative distribution function of x3(Ad?/03% ;).

5. Numerical Experiments

Based on the above model, a virtual multi-station radar system was built, and a
simulation experiment was conducted on the active false target discrimination algorithm.
The simulated parameters are the same as that in Section 3.2. An expected true target
discrimination probability Pp = 99.9% was preset in the experiment.

First, the simulation is conducted to determine the active false target discrimination
probability Prr under different configurations of SNR and deception range. The perfor-
mance of the proposed method is then compared with an existing data fusion based false
target discrimination method in [58], and the difference is that only the range measure-
ments of auxiliary channels are used here to ensure that it is in the same scenario as the
proposed algorithm. Next, the performance of the proposed discrimination algorithm
is discussed when the jammer is placed in different spatial locations. Furthermore, the
impact on discrimination performance of the virtual multi-station radar system under
different layout schemes was evaluated. Finally, the effect of radar-to-RIS distance on
performance is discussed, and the simulation gives the maximum distance threshold for
the proposed method.

5.1. Simulation Analysis of Active False Target Discrimination Probability

Figure 4 depicts the trend of active false target discrimination probability changing
with SNR. The multiple curves in the figure represent simulation results at different de-
ception ranges Ad, specifically the case of Ad = 1 km, 2 km, 3 km. The simulation results
indicate that with an increase in SNR or deception range, the probability of effectively
discriminating active false targets also increases. This can be attributed to the fact that
higher SNR enhances estimation accuracy, making the proposed discrimination algorithm
more sensitive to variations in deception range under higher SNR conditions. Additionally,
a larger deception range strengthens the differentiation between true and false targets,
thereby enhancing the likelihood of successfully discriminating false targets. As shown in
Figure 4, based on comparing the probabilities of different methods, under the same Ad
conditions, the discrimination probabilities of the proposed method are all higher than the
existing method [58]. Under the conditions of Ad = 3 km and SNR = 10 dB, the existing
methods improve the discrimination probability up to 90%. Simulation experiments show
the advantage of the proposed method over existing data fusion-based method in terms of
target discrimination probability.
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Figure 4. Active false target discrimination probability.

5.2. Analysis of the Influence of Jammer Location

The possible location area of the jammer is set to [-50, 5, 12] = [50, 80, 12] km, and
it is assumed that the SNR of the direct channel of the jammer at [20, 40, 12] km is 10 dB,
The deception range Ad is 3 km, the location of the first RIS is [20, 0, 0] km, and the
location of the second RIS is [-20, 0, 0] km. For each location that a jammer may occupy,
the CRLB of the deception range estimation is calculated and the results are shown in
Figure 5. Then, the proposed discrimination method is applied to discriminate the active
false targets generated by the jammer, and the distribution of the discrimination probability
is displayed in Figure 6. It can be observed from Figure 5 that as the range form the jammer
to the virtual multi-station radar system increases, the estimation accuracy of the deception
range gradually decreases, which directly impacts the ability to discriminate false targets.
This phenomenon aligns with the changing trend of false target discrimination probability
in Figure 6. When the jammer is near to the radar system, the proposed discrimination
algorithm can effectively discriminate false targets generated by a smaller deception range.
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Figure 5. Deception range estimation accuracy under different jammer locations.
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Figure 6. Active false target discrimination probability under different jammer locations.

5.3. Analysis of the Impact of Multi-RIS Site Deployment

In order to explore the impact of the RISs deployment location in the virtual multi-
station radar on the performance of the active false target discrimination algorithm, four
different RIS deployment configurations were additionally considered, as shown in Table 1.
Among them, the first station layout configuration is consistent with the simulation con-
ditions in Figure 6 and serves as a benchmark comparison experiment. Compared with
the first deployment configuration, the range between the RISs and the radar in the second
configuration is closer, showing a higher concentration of deployment. The latter two
configurations reflect changes in the number of the RISs in the virtual multi-station radars.

Table 1. Virtual multi-station radar parameter information table.

The RISs Location/km

[20, 0, 0], [—20, 0, 0]
2 2 [10, 0, 0], [10, 0, 0]
3 4 [—40, 0, 0], [-20, 0, 0], [20, 0, 0], [40, 0, 0]
4 4 [—20, 0, 0], [-10, 0, 0], [10, 0, 0], [20, 0, 0]

Configuration Number of the RIS
1 2

Under the different RIS site configuration conditions in Table 1, the active false target
discrimination probabilities are obtained, as shown in Figures 6-9.

Comparing Figure 7, Figure 8, and Figure 9 with Figure 6, respectively, it can be
observed that the smaller the range between the RISs and the radar, the greater the impact
on active false targets, and the worse the discrimination performance. This is because
when the RISs is closer to the radar, the difference in viewing angles provided is smaller,
leading to a significant reduction in the area where false targets can be better discriminated.
Therefore, when the RIS is deployed relatively far away, it can detect targets from more
and wider angles, effectively improving the estimation accuracy of the deception range
and enhancing the discrimination performance of false targets. This conclusion aligns with
the view on optimizing the RIS site deployment mentioned in [58].

Further comparing Figure 6 with Figure 8, it is evident that the greater the number of
RISs in the virtual multi-station radar, the better the performance in discriminating false
targets, since more RISs allows for more target information to be utilized in estimating the
deception range, thereby improving the ability to discriminate active false targets.
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5.4. Analysis of the Impact of Distance Between RIS and Radar

As can be seen from the previous section, the distance between the RIS and radar
will affect the discrimination probability of the virtual multi-station radar system. The
discrimination probability of a virtual multi-station radar system is a complex function of
multiple parameters such as SNR, target range, deception range, and the distance from the
radar to the RIS. In a fixed scene, the impact of the distance from the radar to the RISs on
the discrimination probability can be obtained through numerical simulation.

Assume that the virtual multi-station radar consists of two RISs auxiliary radars. The
coordinates of the radar are [0, 0, 0] km, the coordinates of the RIS1 are [dg,,0,0] km, and
the coordinates of the RIS2 are [—dgy, 0,0] km. The forwarding jammer is located at [20,
40, 12] km. The SNR is set as 10 dB. The simulation shows the discrimination probability
of active false targets varies with the dg, under different deception range, specifically the
cases of Ad =1 km, 2km, 3 km.

Figure 10 illustrates the variation in discrimination probability with the distance
between the radar and the RISs. As the distance increases, the diversity gains and the
discrimination probability also increase. It is assumed that the discrimination performance
is considered ineffective, when the discrimination probability falls below 0.8. In the simu-
lated scenario, the threshold distance dg, s, corresponding to the three deception ranges
are 40 km, 25 km, and 20 km, respectively. When the distance from RIS to radar is lower
than the threshold dg, 4, the discrimination performance of the virtual multi-station radar
system will be less than 0.8. It should be noted that the simulation is performed with a
fixed signal-to-noise ratio. The practical situation will be more complex than that. Ex-
cessively large dg, will cause the SNR to decrease and will also lead to the decrease in
the discrimination probability. All these factors need to be considered when laying out
the system.
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Figure 10. Active false target discrimination probability changing with distance from RIS to radar.

6. Conclusions

This paper proposes a novel anti-deception jamming method that utilizes the RISs
assistance and the parameter estimation. The RISs is integrated into a single-station radar
system to leverage its unique characteristics in reconstructing the signal propagation envi-
ronment. A virtual multi-radar system is established, and a parameter estimation-based
approach is employed to discriminate active false targets. Simulation experiments demon-
strate that this method can approach the CRLB at higher SNR, confirming the effectiveness
of this method. The paper also analyzes the variation pattern of the discrimination proba-
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bility of active false targets with respect to the SNR. It is observed that the discrimination
probability is sensitive to the deception range, particularly within the 0-5 dB range. Higher
deception ranges correspond to higher discrimination probabilities, under the same SNR.
Meanwhile, the proposed algorithm is compared with the existing algorithms. Under the
same conditions, the proposed algorithm has higher discrimination probability than the
algorithm based on data fusion. In addition, the estimation accuracy of the deception
range and the discrimination probability of active false targets under different jammer
locations are investigated, yielding results consistent with the change in the false target
discrimination probability with SNR. Then, the impact of different RIS station locations, the
numbers of RISs and the radar-to-RIS distance on the discrimination probability of active
false targets is analyzed. Both the number of RISs and the degree of dispersion of the RIS
locations affect the discrimination probability. A larger number of the RISs and a larger
aperture of the virtual multi-radar result in more diversity gain to improve the discrimi-
nation probability. It is worth noting that the method proposed in this paper belongs to
data-level processing and may face a high information loss rate. Future research will focus
on developing anti-jamming methods that leverage RIS-assisted signal-level processing, in
which the target echoes can be directly used for anti-jamming with the amplitude and even
phase information.
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