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Abstract: Attacking a naval vessel with multiple missiles is an important way to improve the hit
rate of missiles. Missile-borne radars need to complete detection and antijamming tasks to guide
missiles, but communication between these radars is often difficult. In this paper, an optimization
method based on multi-agent reinforcement learning is proposed for the collaborative detection and
antijamming tasks of multiple radars against one naval vessel. We consider the collaborative radars
as one player to make their confrontation with the naval vessel a two-person zero-sum game. With
temporal constraints of the radar’s and jammer’s recognition and preparation interval, the game
focuses on taking a favorable position at the end of the confrontation. It is assumed the total jamming
capability of a shipborne jammer is constant and limited, and the shipborne jammer allocates the
jamming capability in the radar’s direction according to the radar threat assessment result and its
probability of successful detection. The radars work collaboratively through prior centralized training
and obtain a good performance by decentralized execution. The proposed method can make radars
collaborate to detect the naval vessel, rather than only considering the detection result of each radar
itself. Experimental results show that the proposed method in this paper is effective, improving the
winning probability to 10% and 25% in the two-radar and four-radar scenarios, respectively.

Keywords: radar antijamming; multi-agent reinforcement learning; game theory

1. Introduction

Missile-borne radar is an important sensor for leading the missile to attack an enemy.
When the radar detects non-cooperative targets, it often confronts various jamming from
the defense system of the target. For example, a missile-borne radar will face a complex
three-dimensional shipborne jamming system when detecting naval vessels [1]. Due to the
platform, the power and volume of the shipborne jammer are almost unlimited, resulting in
a solid jamming capability. However, the power and volume of the missile-borne radar are
limited, resulting in relatively weak antijamming capability. Therefore, it is very difficult
for one single radar to complete the detection and antijamming task when detecting a naval
vessel, and it is also difficult to ensure the reliability and accuracy of the detection results.
To improve the success probability of the detection task, multiple collaborative radars
can be used to solve the problem [2]. Multiple radars can collaborate to form a detection
network, effectively improving the antijamming capability [3], promoting the recognition
ability of the target [4], and achieving the integration of target detection, reconnaissance,
guidance, and evaluation [5].

These radars can collaborate in distributed and centralized ways, which both need
continuous communication during the flight. In the distributed way, each radar carries out
preliminary echo processing and obtains initial features before conducting information fu-
sion. Targets may be located first and then validated by cross-calculation and checking [6-8].
In the centralized way, each radar submits the original echo directly to the fusion terminal
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for processing, which provides the target location in the end [9-11]. The differences mainly
lie at the signal processing level. Centralized fusion processing has a large workload, which
places high requirements on communication between radars. Distributed collaboration may
result in the loss of some information before fusion, adversely affecting its effectiveness.
These collaboration methods optimize detection performance but when multiple radars are
transmitting and receiving signals simultaneously, there can be problems with space-time
alignment, clutter suppression, coherent processing, and other aspects, which make it
difficult to apply in practice [12,13]. When the communication is not stable, the radars
will take action by only considering their benefits, which will result in the deterioration of
detection performance.

Radar functions as a typical agent that detects, senses, processes information, and
responds, which makes the theory of multi-agent a possible solution to enhance radar
capabilities in detection and antijamming. Many studies focus on multi-agent cooperation
involving multi-weapon and multi-UAV, which can be classified into two aspects. The
first aspect is based on spatial analysis, path planning, and so on. It aims to improve
radar accuracy by addressing the complex geometric relationship between each agent
and the detection target, eliminating false targets, and then solving the problem of target
tracking. In [14], a diffusion Kalman filtering algorithm based on the covariance intersection
method was proposed under the condition of multi-sensors, resulting in a stable estimate
for each agent regardless of whether the system is uniformly observable locally by the
measurements of its neighbors. In a study of [15] the decentralized detection problem with
N sensors and a central processor, it was concluded that using decentralized detection, as
opposed to centralized detection with CFAR processing, may lead to better performance in
a homogeneous background. A general scheme of SRC-based centralized target detection
in multistatic radar was proposed by [16], which examined the symbiosis relationship of
neighboring SRCs in exceeding the test threshold during centralized target detection. These
research topics often involve filtering in signal processing environments and predicting the
future state of the target using current state information, which requires a relatively stable
target state.

The second is to optimize the detection performance of collaborative radar by allocat-
ing resources more reasonably and taking target detection probability (Pd) and the echo
signal-to-noise ratio (SNR) as optimization goals. Ref. [17] investigated a game theoretic
power allocation scheme based on the estimate of the signal-to-disturbance ratio (SDR) and
performed a Nash equilibrium analysis for a multistatic MIMO radar network. Ref. [18]
proposed a game theoretic waveform allocation algorithm of a MIMO radar network,
which used potential games to optimize the performance of radars in the clusters. Ref. [19]
proposed a hybrid Bayesian filter that operated by partitioning the state space into smaller
subspaces and thereby reducing the complexity involved with high-dimensional state
space, and jointly estimated the target state by comprising the positions and velocities
of multiple targets. However, little consideration is given to the jamming behavior of
non-cooperative targets, and the optimization condition assumes that the non-cooperative
target will maintain its current state without altering its behavior, which is inconsistent with
actual scenarios. Additionally, each collaborative sensor must communicate information
or partial communication during the detection process, sharing observed data with the
decision-making terminal, which then optimizes the information before commanding each
agent. This is difficult to guarantee in practical confrontational environments.

It is a great challenge for radars to collaborate without communication. Multi-agent
reinforcement learning (MARL) is an effective tool to complete the collaborative detection
and antijamming task of multiple radars. MARL is a method applicable to multi-agent-
based reinforcement learning (RL) [20,21]. Ref. [22] proposed a MARL-based method in
target tracking, which analyzed static collaborative detection by a UAV swarm. However, it
did not consider the antijamming process. RL is an important method of machine learning,
which takes environmental feedback as the input target and uses a trial-and-error method
to find the optimal behavior strategy [23]. RL has been widely used in handicraft manu-
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facturing, robot control, optimization and scheduling, and other fields [24]. Collaborative
detection among multiple radars is a process of interacting with the environment, making
the evaluation, exchanging information, and making feedback. MARL can be used to
optimize collaborative detection. Compared with RL, one agent’s action will also become
the state of other agents after it takes actions according to the strategy in MARL, which
will lead to complex state space and convergence difficulty [25]. One of the important
research contents of MARL is how to optimize the behavior of each agent without explicit
communication among agents. By applying deep learning theory to MARL and using a
deep neural network to simulate its value function or strategy function, the problem that
the state space of RL is too large to calculate can be solved and the optimization result is
easier to convergent.

MARL can be implemented in many ways. Ref. [26] is a method based on value func-
tion, which proposed the value decomposition networks (VDNs) method to centrally train
a joint value network (Q network), which is obtained by the sum of the local Q networks
of all agents. It can deal with the problems caused by the non-stationary environment
through centralized training, decoupling the complex interrelationships between agents
and realizing the decentralized execution of all agents. It follows the centralized training
decentralized execution (CTDE) framework. Ref. [27] is an actor-critic method, which
proposed multi-agent deep deterministic policy gradient (MADDPG) algorithm to extend
the deep deterministic policy gradient (DDPG) to a multi-agent environment. The MAD-
DPG algorithm assumes that each agent has its own independent critic network and actor
network, and that each agent has its own independent utility function, which can solve the
multi-agent problem of a cooperative environment, competitive environment, and mixed
environment. Ref. [28] is a method based on experience replay (ER), which used ER to
increase the stability of training a Q-function and break the correlation between data. It is
based on Q-learning and also follows the framework of CTDE. The confrontation between
collaborative radars and the jammer is a dynamic game process. Ref. [29] proposed a
game confrontation model based on the non-real-time characteristic of radar and jammer
behaviors, which can be used to make decisions during the confrontation. The collaborative
detection and antijamming process of multiple radars for a naval vessel can be regarded
as the process of multi-agent and target interaction, which can be optimized with MARL.
By assuming the reasonable response of a naval vessel to the detection of multiple radars
and setting the reward of radars for the detection results at different rounds, the CTDE
framework MARL algorithm can be used to improve the tacit cooperation ability of various
radars during training. When working in the actual scenario, the corresponding actions
can be automatically executed by using the experience of training, and the behaviors can
be directly optimized by skipping the information communication process to improve the
collaborative detection and antijamming capability.

To solve the above problems, this paper proposes an antijamming strategy optimiza-
tion method based on MARL to depict and model the dynamic confrontation between
missile-borne radars and shipborne jammers. The proposed method improves the collabo-
rative detection and antijamming capability of multiple radars without communications.
The main contributions of this paper are as follows:

e  Constructing a game model by considering multiple radars as one player rather than
many players makes the confrontation between collaborative missile-borne radars
and shipborne jammers be regarded as a two-person zero-sum game. The synthetic
result of radars” detection of the naval vessel can be calculated by the jamming effect
of shipborne jammers against each radar, which is easier to obtain. By using the game
model with temporal constraints, the condition that the radars win the game is that at
least one radar detects the naval vessel in tracking mode when the confrontation ends.

e Inthe game model, it is assumed the total jamming capability of the shipborne jam-
mer is constant and limited and is allocated in each radar’s direction by solving the
optimization problem with the restraints of the radar threat assessment result and its
probability of successful detection. The radars work collaboratively through prior cen-
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tralized training and obtain a good performance by decentralized execution without
communication.

e  The simulation experiments contain the comparison with the DDPG algorithm, by
which each radar only considers the result of itself, which proves that the success
probability of radars’ detection and antijamming optimized by the proposed MARL
method is significantly improved. Our method achieves radar collaboration without
communication in a confrontation scenario.

The remainder of this paper is organized as follows. Section 2 presents a model of the
collaborative detection process of multiple radars, including the game confrontation model
of multiple collaborative radars and a shipborne jammer, the settings for radar detection
and antijamming capabilities, and the jamming capability settings for the shipborne jam-
mer, as well as the calculation method of successful detection probability. In Section 3, the
decision-making process of the shipborne jammer under the MARL model is considered,
and appropriate rewards are set for the behavior of collaborative radars. Section 4 carries
out simulation experiments and compares the results with the effect of radar without collab-
orative training. The results demonstrate that the success probability of radar collaborative
detection and antijamming is greatly improved, verifying the effectiveness of the algorithm.
The experimental results are discussed in Section 5, and the conclusions of this study are
presented in Section 6.

2. Materials

The behavior of a single radar adopts the model of [28], in which the temporal con-
straints of both the radars and the jammer are considered as they consume time to recognize
the other player’s behavior and the preparation for their behavior. A round of the game is
divided into four parts, including the recognition of jamming on the radar, preparation of
antijamming actions, the recognition of radar actions by the jammer, and the preparation of
jamming.

In the past, modeling the behavior of jammers was often relatively simple. The alloca-
tion method of jamming capability in the radars’ direction is not seriously discussed, and
the influence of the radar’s operating mode on the allocation of jamming capability is not
considered. We consider the decision-making of the shipborne jammer as an optimization
problem, with the restraints of the radar threat assessment result and its probability of
successful detection.

For a single radar, it is hoped to increase the proportion of radar dominance interval
in a confrontation round as much as possible to win the game. For all collaborative radars,
it is expected that at least one radar can complete the detection and antijamming task at the
end of the game, without specific requirements for a single radar.

2.1. Game Model between Multiple Radars and a Single Jammer

When launching multiple missiles for coordinated attacks on the naval vessel at the
same time, the radars often carry the same type and have the same capabilities. It is often
difficult to communicate between these radars when collaborating to detect targets. To
ensure that the research is consistent with the real scenario, it is assumed that there is no
communication between the radars. Therefore, it can be considered that the collaborative
detection and antijamming process of multiple radars is a composite of game confrontation
between a single radar and a shipborne jammer.

The elements of game theory generally include players, strategy sets, and utility
functions. Players are the participants in the game, the strategy sets are the sets of actions
that can be taken by each player, and the utility function corresponds to the benefits of the
actions taken by the radar and naval vessel, respectively [30].

In this game, multiple radars are considered as a single player, while shipborne
jammers are considered as the other player. Real-time changes in detection and antijamming
for each radar pose difficulty in calculating the synthetic result of their detection on the
naval vessel. As the confrontation between collaborative missile-borne radars and the
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shipborne jammer is a two-person zero-sum game, the synthetic result of radar detection
on the naval vessel can be calculated based on the jamming effect of shipborne jammers on
each radar, which is easier to obtain. The confrontation between missile-borne radars and
the shipborne jammers is shown in Figure 1.

v

Radars Execute Tracking Mode
Decentralized Detection Radar

without Communication

Search Mode

Radar QG 77— Each Radar Confronts with
/ :4\/ Shipborne Jammer in the

N & Game Model considAering
N // Temporal Constraints
Radars get Centralized \\\ //
Training to get AN
Collaboration Experience AN More Jamming
before Detection N Capability is Allocated

in High Threat

Less Jamming )
Radar’ Direction

Capability is Allocated
in Low Threat
Radar’ Direction

Shipborne Jammer Assesses
Threat of each Radar and
Allocates its Jamming Capability
in Radars’ Direction

Shipborne Jamm,

Figure 1. A schematic of the detection of a naval vessel by collaborative radars.

2.2. Radar Detection and Antijamming Capability Setting

In the confrontation between radars and shipborne jammers, the strategy set and
utility function are unknown generally, but the specific revenue value can be estimated and
evaluated by prior information.

The strategy set and utility functions of one player are generally unknown to the other.
However, in the confrontation between radar and naval vessels, they can be estimated by
prior knowledge.

The utility matrix is the matrix of benefits that the players can obtain when they
take different actions. It is assumed that the radar and the naval vessel both know the
utility matrix of the opponent. The actions of the naval vessel include barrage noise (BN),
responsive spot noise (RSN), doppler noise (DN), range false targets (RFT), and velocity
gate pull-off (VGPO) or other jamming attacks. The actions of the radar are simply regarded
as anti-BN, anti-RSN, etc. The numbers of actions of radar and naval vessels are m and n.
The utility matrix of the radar is expressed by:

€11 €12 €1n
€21 €22 €2

E= ) ) ) (1)
eml €m2 ' Cmn

where the rows represent the radar’s actions and the columns represent the naval vessel’s
actions, and ¢;; is the benefit of the iy, action of the radar to the jy; action of the naval
vessel. It represents the success probability of antijamming. A large value ¢;; means radar
antijamming actions have a higher probability of effectiveness. The game between a single
missile-borne radar and a shipborne jammer adopts the model in [28].

2.3. Jamming Capability Setting of a Shipborne Jammer

When missiles attack a naval vessel, they often launch attacks in as many directions as
possible simultaneously, and missile-borne radars detect the naval vessel in corresponding
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directions. Therefore, the naval vessel also needs to allocate jamming capabilities accord-
ingly. It is assumed that the total jamming capability of the jammer is fixed, and it can be
allocated in accordance with the demand. This means the jamming capability integration
between 0° and 360° is constant. The integration of the allocated jamming capability in
each radar direction is:

27t
J= /O L(6)d9 @)

where ] is the total jamming capability of the shipborne jammer and L(0) is the distribution
function of jamming capability.

To describe the jamming effect of shipborne jammers, the following definitions need
to be made.

Threshold 1: If the jamming capability allocated by the shipborne jammer at a specific
direction exceeds threshold 1 (Th;), the missile-borne radar in that direction cannot perform
effective detection. In the nearby area Ly(«), the jamming capability is depicted as:

Lo() = Arsine(-) ®

Ap

where « is the angle of deviation from the direction of the missile-borne radar and the
shipborne jammer, A; is the peak value of the jamming capability allocated in the direction,
and A; is the adjustment coefficient for the peak decline speed. Here, it is assumed that the
jamming capability at the connection between the missile-borne radar and the shipborne
jammer is at a peak, and the other angles away from the peak are reduced according to the
sinc function, and only the first zero point is considered.

If the radar’s perceived jamming capability is lower than Thj, the probability of
jamming against the current direction radar decreases exponentially, which is expressed as:

1, when Al > Thl
Pe= {eA3(A1Th1), when A1 < Thy @

where Aj is the adjustment coefficient for the descending speed of the jamming success
probability.

Threshold 2: If the radar’s perceived jamming capability exceeds Th and the duration
in this condition exceeds threshold 2 (Thy), the radar will lose its detection and tracking
ability for a while and change its state from tracking mode to searching mode. Th; is a
limiting condition for optimizing radar antijamming strategies.

Threshold 3: Threshold 3 (Th3) is the period in which the radar cannot track and detect
after switching to search mode. During the duration of Th3, the shipborne jammer can
allocate the jamming capability from one radar direction to another.

If the antijamming performance of radar collaborative detection is insufficient, ship-
borne jammers can use a strategy of sequential jamming. They can concentrate resources
to first jam the radar with the greatest threat, followed by the radar with the next greatest
threat. However, this could limit the effectiveness of multi-radar collaborative detection.
To improve detection ability, radars can intentionally decrease their threat level so as not to
become the primary target of shipborne jammers. Alternatively, considering the constant
total jamming capability of the radar, one radar can attract the main attention of shipborne
jammers, while allowing for detection in other directions.

The success of antijamming toward one missile-borne radar is related to the jamming
capability allocated by the shipborne jammer in the radar direction, and the benefits of
antijamming actions. After the shipborne jammer allocates a jamming capability in a
certain direction that exceeds Thj, the radar will be defeated in that confrontation round.
If the missile-borne radar does not take reasonable antijamming actions, it is difficult for
the missile-borne radar to implement effective detection. The formula for the success
probability of missile-borne radar antijamming P, is as follows:

P, =1-P(1—e¢;) ©)
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where ¢;; indicates the benefits obtained from Equation (1) when the current radar takes
the iy, action and the shipborne jammer takes the j, action, P represents the jamming
capability allocated by the shipborne jammer to the allocation of the k;;, missile-borne radar.

2.4. Decision Process Setting for the Shipborne Jammer

The decision-making process for setting shipborne jammers includes four steps: data
collection, threat assessment, decision-making, and jamming capability allocation.

Step 1: Data collection. The objects of data collection include information such as the
distance between the missile-borne radar and the naval vessel, the velocity of the radar, the
state of the missile-borne radar (search mode or tracking mode), and the pulse descriptor
word (PDW) of the missile-borne radar.

Step 2: Threat assessment. It aims to assess the threat level of each radar against the
naval vessel based on the collected data. The result of threat assessment to the radar is
obtained by weighting based on the distance between the radar and the naval vessel and
the radar operating mode as follows:

(Y
Dk = mkzi (6)

where dy is the distance between the missile-borne radar and the naval vessel, vy represents
the velocity of the radar, and my is the coefficient which is corresponding to the radar
operating mode.

Step 3: Decision making. It aims to solve the optimization problem with the constraints
of radar threat assessment results and successful detection probability to determine how to
allocate the jamming capability to each radar based on the result of the threat assessment
of each radar, while the total jamming capability of the shipborne jammer is constant.

Step 4: Jamming capability allocation. In this step, the shipborne allocates the jamming
capability of the shipborne jammer in the radars’ direction according to the optimization
result.

2.5. Setting the Success Probability of Composite Jamming for the Shipborne Jammer

After obtaining the distribution of jamming capabilities of shipborne jammers in one
radar direction, the corresponding jamming success probability at this time can be obtained
according to Equation (5).

When allocating total jamming capability, it is generally difficult to fully jam all radars.
At this time, the probability of successful detection of each radar and their threat assessment
result to the shipborne jammer are the constraints for optimization. Therefore, the overall
optimization goal for shipborne jammers is expressed as:

n
max( Y. TAy * Pry)
Ak k=1

n [ O+Axm (7)
subjectto =Y [ Aysinc(-L)do
k ek—AzTE 2

where TA; is the threat assessment result of the k;;, radar.

First, based on the current action of the radar and jammer, the utility is obtained
by Equation (1). Then, compared with the threshold Th;, the jamming capability of the
shipborne jammer allocated in the current missile-borne radar direction is calculated
according to Equation (5).

It is assumed that Py represents the jamming probability to the k;;, missile-borne radar,
and then the success probability of shipborne jammer composite jamming to all radars is:

P=]]P (8)
k=1
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where P is the success probability of shipborne jammer composite jamming to all radars,
which means the shipborne jammers must ensure that the success probability of jamming
to each missile-borne radar is very high to ensure the overall low probability of detection
of the naval vessel.

3. Methods

RL faces two challenges in a multi-agent environment. The first is that the strategies
of each agent are constantly changing in the training process, causing the environment
observed by each agent to be unstable, and unstable policies cannot be applied during exe-
cution. Second, the multi-agent system should consider not only the individual intelligence
degree but also the autonomy and sociality of the whole system. The combination of the
optimal strategy of each agent may not necessarily be the optimal strategy of the whole
system.

To obtain the optimal strategy of multi-radar collaborative antijamming, we express
the multi-radar collaborative detection model as a Markov decision process (MDP) and use
the MADDPG algorithm to choose the optimal strategy.

3.1. Markov Decision Process

In the process of MARL, each agent collects environmental information, makes action
decisions, and evaluates the effectiveness of action decisions by calculating corresponding
rewards in the next round. Through MARL, agents gradually learn optimal strategies
through past experiences.

In order to use MARL to solve the optimal strategy, the model established in the
above chapter needs to be restated in the Markov process. The typical MDP is a tuple
{S, A, P,R, v}, which contains the necessary elements in the MDP. S is the environment
observed by the agent, including missile-borne radar antijamming method, the jamming
style and jamming capability of the jammer, the current radar operating mode, and the
distance between the radar and the jammer. A is the antijamming action set and its
operating modes of the radar. R is the action reward of the radar. The collaborative goal
of all radars is that at least one radar can complete the detection and antijamming task.
Although one radar’s probability of successful detection may be low when it attracts the
main jamming capability of a shipborne jammer, its behavior is meaningful. Therefore,
no additional reward is needed for the single radar. If a missile-borne radar is in tracking
mode when the game comes to an end, it is considered that the radar accurately locates the
naval vessel and completes the detection task, and then all radars are rewarded. 7 is the
discount factor. The smaller < is, the more attention is paid to instant rewards; the larger y
is, the more attention is paid to the possible future rewards.

The Markov decision process requires determining actions before performing state
transitions. The state transition process is as follows. At the time step ¢, assuming the
environment is in the state S;, the RL agent observes the state S; and performs action a;
according to its strategy. This action causes the environment to move to the next state
st41 ~ P(.|s¢,a¢) according to the transition probability function and returns a scalar
reward value R(sy, a¢,5¢.41) to the agent according to the reward function. The objective
of RL is to find an optimal strategy to maximize the cumulative reward of the expected
discount obtained by the agent during the above interaction with the environment.

Based on the above optimization objective, given a strategy 7, we can define the state-
action function (i.e., Q-function, representing the expected discount cumulative reward
that the agent can obtain if it continues to follow the given strategy 7 after taking action
o under state s), and the value function (i.e., V-function, representing that under state s,
the cumulative reward of the expected discount that an agent can obtain by following the
given strategy ) is:

Qﬂ(s,a) =Ff Z 'th(st,at,stH) |ag=a,so=s|,Vs€S,a €A, )

t>0
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VT(s) =E"| Y v'R(st,at,5¢1) | so =s|,Vs €S (10)
>0
In Equation (9), the expected reward is based on the state transition function P,
composed of an infinitely long state-action trajectory locus T = (s, ag, 51,41), and Py is
derived from the state transition probability P, strategy 7, initial state s, and initial action «
(only for the Q- function). The best strategy can be expressed as:

" (s,a) = argmax Q" (s, a). (11)

3.2. MADDPG Solution Procedure

The MADDPG algorithm is an extension of the DDPG in multi-agent systems, which
makes the traditional RL more suitable for multi-agent environments. Different from DQN,
which uses a greedy strategy to select actions, the DDPG algorithm uses the actor-critic
network to select actions. Specifically, it selects agent actions for actor networks. The critic
network scores the actions [31], and the two networks work together to learn the optimal
strategy. In the multi-agent environment, each agent is trained by the DDPG. Changes in
agent strategies during training lead to unstable environments, making it difficult for the
critic network and actor network to converge. To solve this problem, [26] puts forward
the MADDPG network, the core part of which is to adopt the framework of centralized
training and decentralized execution. During training, strategies are allowed to use the
information from other agents to simplify the process, but the information is not used
during testing, and each agent performs decentralized execution. The central idea of the
MADDPG algorithm is as follows. For a multi-agent system, the strategy set of all agents is
= {m, . nin}, and the gradient of the expected reward of agent k can be written as the
following formula:

ng](ﬂk) = Eswpu,akwﬂk [Vek log nk(ak | Ok)Q;(T(X, Al eeenn. , aN)] (12)

where Q is a value function in a multi-agent set and x is composed of observed values of all
agents x = (O, ...,0n).

Extend the above idea to deterministic strategies and consider N consecutive strategies
te,, and then the gradient is written as:

Vo J(1r) = Exa~D [Vf)kﬂk(ak | oK) Va Qf (a1, ... ,an) | ag = #k(Ok)] (13)

The main motivation in the MADDPG is that if we know the actions taken by all
the agents, the environment is still stable under the condition that their strategies change.
Because for any strategy 715 # 71, there is:

P(s'|say,...,an) =P(s' |sa,...,an, 7], ..., 1Y) (14)

According to the principle of the MADDPG, we train the collaborative antijamming
strategy of multi-missile-borne radars. By taking the modeling process in Section 3.1, each
missile-borne radar chooses the corresponding antijamming strategy and operation mode
transition strategy based on its observed information. After accumulating certain training
experiences, the experience replay is started and the parameters of the actor network and
critic network are updated. Different from other RL scenarios, multi-missile-borne radar
coordination does not reset the environment with a fixed step size but chooses the moment
when the missile hits the naval vessel and calculates whether the missile-borne radar
detects the naval vessel in the game. If it detects the naval vessel, it is a radar victory, and
then it resets the environment and starts a new round of the game.

Ideally, multi-radar should collaborate to complete the detection task in the time
domain. Time collaboration means that the detection is carried out in steps from a similar
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direction so that when a shipborne jammer jams with the missile-borne radar in track mode
with a high threat level, other missile-borne radars can turn to track mode to locate the
naval vessel when it is approaching so that the shipborne jammer has no time to implement
the jamming. Then, the radars complete the detection task and take over the guided missile
to attack the naval vessel. Through the MARL method, the missile-borne radar can learn
the ideal collaborative strategy and accomplish the detection task.

By using the framework of CTDE, the critic part of each agent can obtain the action
information of all the other agents during the training and introduce a critic that can
observe the global situation to guide actor training. While engineering, we can only take
action by using the environmental information observed locally by a single agent. Each
agent maintains a separate critic network and actor network. In the application, only the
parameters of the actor network of the agent are needed, which conforms to the condition
that is difficult for the missile-borne radars to communicate when performing tasks. The
training pseudo-code is shown in Algorithm 1.

Algorithm 1: Multi-agent deep deterministic policy gradient for N agents.

for episode =1 to M do

Initialize a random process N for action exploration

Receive initial state x

for t =1 to the End of the game do
for each agent i, select action a; = pp, (0;) + N w.r.t. the current policy and exploration
Execute actions a = (ay,...,ay) and observe reward r and new state x’
Store (x,a,7,x") in replay buffer D
X x'

foragenti=1to N do

Sample a random minibatch of S samples (x/,a/, 7/, x" j ) from D
j=r 4+ Q" (¥,al,...,4, .
Sety =r; + vQ; (x ,al,...,aN> "
Update critic by minimizing the loss
, o P\ 2
L(6;) = %Z <y] — Q?(x],ujl,...,a] >>
]
Update actor using the sampled policy gradient:

Vo] ~ %? Vglyi<o{>VHiQf‘ (xf,a]l',...,ai,...,agv>

ai=p;(0})
end for
Update target network parameters for each agent i:
0] < 16; + (1 — 1)6;
end for
end for

To improve the efficiency of missile-borne radar collaborative detection and antijam-
ming, it is necessary to optimize the collaborative mode with the algorithm. The ideal
condition of radar coordination is that real-time communication can be carried out in the
process of detection and antijamming. In this way, real-time action adjustments can be
made in the process of detection and antijamming in flight to improve the probability of
radar successful detection. However, it is often difficult for the missile-borne radar to
communicate during the implementation of detection and antijamming. Therefore, the
absence of communication during collaborative antijamming can be regarded as the work-
ing condition of multi-radar cooperation. Based on the characteristics of the MADDPG
algorithm for CTDE, the optimal strategy can be obtained through centralized training,
and the optimal action can be given by using only local information in the application. The
flowchart of the proposed algorithm is shown in Figure 2. The left part shows the radars
performing centralized training to learn appropriate strategies for choosing operating
modes and antijamming actions. They can obtain status information on other radars during
the training stage. The right part shows the decentralized execution stage. The radars
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perform the jamming recognition and then choose antijamming actions and operating
modes. Then, it comes to the jammer round. It collects radar information and assesses the
radar’s threat to the jammer. Then, it selects jamming actions, obtains the radar’s detection
success probability and allocates jamming capabilities to each radar. We should judge
if the confrontation has come to an end. If so, the experiment shows the confrontation
result; otherwise, the experiment goes on to jamming recognition. Repeat this loop until
the confrontation comes to the end of the game.

Jamming Recognition Antijamming Action and Operating Mode Choosing
( \ Bach radar recognizes Each radar selects antijamming actions and operating
. . jamming actions and modes based on the training strategy when facing the
Centrallze.d Training. obtains recognition current jamming actions after getting the jamming
follaboratlve ra@a:s results recognition results
earn appropriate
strategies for choosing
operating modes and . . .
antijamming  actions Radgr ULLCHZ L D Jamming Action Se!ectmg Jamming Capability Allocation
through centralized The jammer cqllects ra}dar After . the jammer T et NG e it
training. waveff)rm mformatlon, recogmizes the rada.r actl.on, capabilities to each radar under
During training stage, Gl T gl _selects the jamming —» the constraints of radar threat
each radar can obtain speed, and other action based on softmax assessment results and radar
—— O information to obtain radar and gets radar detection L
e A _— threat assessment results success probability
No Has the
confrontation

ended?

Show the
confrontation
result

Centralized Training  Decentralized Execution

Figure 2. Flowchart of the MADDPG algorithm in multi-missile-borne radars vs. the shipborne
jammer.

4. Results

In this section, we evaluated the performance of the MADDPG in the constructed
game model between radars and jammers with the DDPG (each agent individually adopts
the DDPG algorithm in training), regular strategy (each agent adopts the strategy with the
best antijamming effect), and random strategy (each agent selects its strategy randomly).
To show the advantage of the MADDPG in the selection of a multi-agent collaborative
strategy, we carried out the simulations with two radars and four radars, respectively.

4.1. Two-Radar Experiment

There are five strategies for setting up a radar and four strategies for jammers to
choose from. The initial distance of the missile is 80 km, and the radar velocity is 1 km/s.
When the missile reaches the naval vessel, the game ends. According to Section 2.2, the
radar antijamming probability matrix in the simulation is as follows:

1 01 02 02 09
02 1 01 01 038
02 03 1 01 038
02 02 0 1 09

E =

Due to the existence of the preparation interval and jammer recognition interval for
radar actions, the actions with the best antijamming effect may not necessarily be the best.
For example, when radar takes the first antijamming against the first jamming style, it
has achieved a good antijamming effect at the current time. However, when the jammer
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changes its jamming strategy, the antijamming effect will decrease when the radar is in
recognition time. In this situation, adopting other strategies may bring greater rewards and
it requires radars to learn to obtain the optimal combination strategy.

The collaboration between the two radars is mainly reflected in the collaboration of
operating modes, in which each radar can choose whether to switch to tracking mode from
search mode. In the case of multi-agent cooperation, the missile-borne radar can approach
the naval vessel and switch to tracking mode when the jammer focuses on the jamming
capability to attack another radar, accurately positioning the naval vessel’s position and
breaking through defense.

The network parameters involved in the simulation are shown in Table 1.

Table 1. Simulation parameter table.

Parameter Value
Total time steps 16,000,000
Actor network learning rate 0.0001
Critic network learning rate 0.001
Batch size 256
Reward discount factor 0.95
Motion exploration rate 0.9
Reduced exploration rate 0.000005
Initial distance of agent 80 km
Agent speed 1km/s
Radar operating mode Search mode, track mode
Search mode weight 10
Tracking mode weight 20
Radar acceptance jamming threshold (Th1) 0.5
Tracking mode jamming interval threshold (Th2) 5
Minimum duration of search mode (Th3) 5

The simulation results are shown in Figure 3.

Rewards under Different Strategies Winning Probability under Different Strategies
0.2
— MADDPG spsbrmrstet ¥t s bbby yontriinst vy
—-= DDPG
—-=-- Regular 0.5
0.04 Random
v p P Z04 - N il i
- =029 | rt “.’ \‘ -{\Lfl"‘-"v"l 5 ! \‘\ /.. —— MADDPG
s lifa 4 R 4 e { K -7 —-- DDPG
= A Y, ., e & / \ /
2 L[ 1% Vi g P 03 7 ~o ==~ Regular
H \ 3 . € . Rand
041 otk Mottt cn I ) =
ny B |
0.2 } \\ A ,-W/\\
-0.6 \ ! \\ H _f’ A
nag S ~
v <o
0.1 Y i
\
-0.8+ i
0 100 200 300 400 500 0.0 2.5 5.0 7.5 100 125 150 175
Algorithm Iterations Algorithm Iterations
(a) (b)

Figure 3. A comparison of different strategies in the two-radar scenario. (a) Reward in the two-radar
scenario. (b) Winning probability in the two-radar scenario.

As can be seen in Figure 3a, for the MARL problem, the reward value of the fixed
optimal antijamming strategy is relatively constant and higher than the random strategy.
The DDPG algorithm cannot learn the stable strategy due to the change in other agent
strategies, and the reward value fluctuates in a large range. The highest reward can exceed
the regular strategy, while the lowest reward is lower than the random strategy. There
is no convergence trend in the simulation. When each radar optimizes its antijamming
strategy without collaboration, the result will not be good enough. By learning other agent
strategies, the MADDPG algorithm learns a stable strategy with a higher reward value than
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the strategy trained by the DDPG algorithm and the fixed strategy. It reaches convergence
soon after the training and has better performance than the DDPG. To remove the influence
of some singular results on the experiment, 1000 rounds of the game are conducted for
the models trained at different stages to eliminate the randomness. As can be seen in
Figure 3b, the strategy trained with the MADDPG can bring a higher average winning
probability, representing that the missile-borne radars have better performance, while the
average winning probability of the other three strategies is lower than the MADDPG. The
winning probability of the MADDPG algorithm can reach 50% in the confrontation, which
is 10% higher than the DDPG algorithm, demonstrating the effectiveness of collaboration
optimization. The winning probability of the regular strategy and random strategy is very
low, and we cannot see any trend of better performance. When the radars win the game at
a percentage of less than 20%, the task can hardly be conducted.

In Figure 4a, we can find the jamming capability allocated by the shipborne radar
to the two radars changing during the game. In Figure 4b, the trend can be observed
more intuitively. This proves that the two radars have realized collaborative detection by
changing their operation mode to alternate the threats to the shipborne jammer.

Jamming Capability Jamming Capability

— agentl py

agent2 i I

i’

Jamming Power

I
i
i
i
i
i
i

d

200

400 600 800

Time Step
(a)

Figure 4. Jamming capability allocated to the two radars. (a) During the whole game. (b) In typical
time steps.

1000 1200 1400 1600 740 700 780
Time Step

(b)

700

The experimental results show that the two missile-borne radars can collaborate by
actively controlling their operating modes and antijamming actions, breaking through the
jammer defense at weak points of the jammer’s capability, and completing collaborative
detection tasks.

4.2. Four-Radar Experiment

In the simulation, except for the fact that Thy is 0.25, the radar parameters and training
parameter settings are the same as in the simulation in Section 4.1. The simulation results
are in Figure 5.

It can be seen in Figure 5a that, due to the increased environmental instability brought
by the change in agent strategy, it is more difficult for the DDPG algorithm to learn the
stable strategy; the reward value fluctuates in a large range and the highest point is smaller
than the MADDPG algorithm. Similarly, the reward of the MADDPG algorithm also
exceeds that of the fixed strategy and random strategy, and it is convergent. The simulation
also carries out 1000 rounds of games on the model trained at different stages to eliminate
randomness. As can be seen in Figure 5b, the strategy trained with the MADDPG algorithm
can bring a higher average winning probability, which means that the missile-borne radar
learns the collaborative detection method and completes the detection task better. The
average winning probability of the other three strategies is lower than the MADDPG. The
winning probability of the MADDPG algorithm can reach 70% in the confrontation, which
is 20% higher than the DDPG algorithm, demonstrating the effectiveness of collaboration
optimization. The winning probability of the regular strategy and random strategy is very
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low, and we cannot see any trend of better performance. When the radars win the game at
a percentage of less than 30%, the task can hardly be conducted.
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Figure 5. A comparison of the different strategies in the four-radar scenario. (a) Reward in the

125

four-radar scenario. (b) Winning probability in the four-radar scenario.

5. Discussion

The stability of the rewards for regular and random strategies indicates that they have
not been optimized and are fixed, which can be predicted before we really knew the result.
Based on the previous two experiments, it can be observed that stable strategies can be
learned through the MADDPG in our proposed multi-missile-borne radar collaborative
detection model. During training, we observe that the reward initially increases and then
stabilizes.

The MADDPG algorithm trains to obtain optimal multi-agent collaboration strate-
gies that maximize overall rewards in the MDP. Experiments demonstrate that using the
MADDPG enables radars to collaborate and generate operational synergy, simplifying the
environment. Jamming capability allocation in the model shows that tracking mode radars
receive more jamming capability. Experimental results indicate that the MADDPG-derived
strategies actively weaken radar jamming in specific directions, allowing other radars
to complete detection tasks more effectively. This collaborative approach outperforms
individual intelligence strategies obtained via RL and traditional antijamming methods,
increasing the probability of successful detection.

When more radars are used to complete the detection task, we can obtain a larger
winning probability. Meanwhile, radars have a greater optimization space, as we can see
from the experimental results that the gap between the MADDPG algorithm and the DDPG
algorithm in the four-radar experiment is larger than the two-radar experiment.

We should compare this proposed method with other methods to see its performance.
However, few methods have been applied in similar scenarios. That is why we set up
the experiment by comparing it with the regular strategy, random strategy, and radars
and jammers with the DDPG algorithm. MARL has been used in radar collaboration for
planning the path [21] and other aspects. However, an antijjamming strategy that considers
the dynamics in the confrontation between radars and the jammer has not been widely
studied.

In this study, the radars keep changing their actions and operating modes to win
the game according to their strategy based on MARL. We need plenty of information on
antijamming actions to obtain features that are used in the game if we want to verify the
rationality of the proposed algorithm with real data, which is very difficult to achieve.
Therefore, a simulation experiment that uses typical parameters is the best way to verify
the rationality of the proposed algorithm, which has credibility to some degree.

Radars are guided when facing various jamming actions and detection probabilities
through centralized training, and they know how to select their antijamming actions and
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operating modes. By actively changing the operating mode of each radar and retaining the
ability to quickly switch, the radar can change its threat level to the jammer, thereby causing
the jammer to passively change the distribution of jamming capability. This mobilization
process is continuous and dynamic, and each radar is constantly engaged in this process
in the game, resulting in a constantly changing distribution of jammer capabilities. In
the radar/jamming confrontation model, multiple radars can synergistically adjust the
actions of jammers, finally resulting in weaknesses in the allocation of jamming capabilities,
creating conditions for the radars to complete detection tasks.

The collaborative detection task of multiple radars is similar to the “hit and run” tactics
in real-time strategy games. After the intelligent agent attacks, it leaves the attack range of
the target and attracts the attention of the target. Other collaborative intelligent agents take
the opportunity to attack and repeat the process until they win. The collaborative detection
task of multiple radars needs to be completed without communication, making it much
more difficult than “hit and run” tactics.

When applying this method in the confrontation between multi-missile radars and the
shipborne jammer, the radars should change their operating mode actively. Then, they can
easily change from search mode to track mode. Otherwise, they will have to search for the
target and cannot obtain the target information within the interval of Ths, which means
the radar will lose the condition to collaborate with other radars. Then, other radars will
withstand more jamming capability and will be easier to move to search mode passively.
The situation will get worse and worse and finally lead to an unsuccessful collaboration.

In this article, we assume that the beam width of the radars is very narrow, and that
the jammer uses a phased array antenna to form multiple beams adaptively in the direction
of the radars, countering multiple radars simultaneously. However, if the missile-borne
radars come from the same launch site, they will be jammed by one beam at the same
time, rendering the proposed method ineffective. When analyzing the problem, we can
separate it into two aspects. If the territory of the party launching the missiles is large
and has many launch sites that are far away from each other, then the problem will not
arise. However, if the territory of the launch party is not large enough, or even if all the
missiles need to be launched from the same site, they can achieve the purpose of detecting
from different directions through trajectory planning and launch time control. The missiles
will not fly along a straight line between the launch site and the target but will maneuver
in all directions separately and attack from different directions. By combining trajectory
planning and launch time control, it is possible to achieve a focused strike when the missiles
reach the target. This can avoid all missiles being jammed simultaneously, but it requires
sacrificing a certain degree of timeliness. The flight interval of the missiles will become
longer, leaving more reaction time for the target but greatly improving the synergy between
the missiles. Therefore, the proposed method can work through reasonable planning in
advance.

Multi-radar collaboration is often linked to multi-missile collaboration. In the past,
research on multiple missiles attacking a naval vessel believed that as long as a large
number of missiles simultaneously attacked ship targets from different directions, the
detection task could be completed. However, insufficient consideration was given to the
collaboration between missile-borne radars. We may determine the number of missiles to be
launched based on prior knowledge, but we may also wonder if these missiles have a high
enough probability to complete the attack mission. A sufficient number of missiles may
indeed complete the mission, but this would result in a significant waste of cost. We may
question whether even fewer missiles can also complete the mission. Alternatively, based
on the method proposed in this article, we can conduct various simulation experiments in
the model to obtain the probability of completing detection with different radar numbers,
compare them with the expected minimum hit rate, determine the number of missiles
and missile-borne radars used, and strike a balance between task completion rate and the
number of missiles consumed. This can greatly improve the efficiency of a single radar in
completing tasks.
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6. Conclusions

This paper examines the optimization method of collaborative detection and anti-
jamming of a naval vessel by multiple missile-borne radars. It constructs a two-person
zero-sum game between the radars and a shipborne jammer and assumes a limited total
jamming capability that is allocated to each radar direction by solving the optimization
problem. The game focuses on securing a favorable position while considering temporal
constraints. Using the MADDPG, a MARL method with CTDE framework, the study
optimizes the collaborative detection and antijamming results without communication.
The simulation confirms the effectiveness of the proposed method, which improves the
winning probability of multiple radars.

This paper models the decision-making process of the jammer, but there is no public
data available for reference. Therefore, there is a possibility that the modeling may not be
consistent with the actual decision-making process of the jammer, which may affect the
optimization results of the method. However, this method is not specific to one decision-
making process of the jammer. After obtaining enough information to update the model,
this proposed method is still applicable.
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