remote sensing

Article

Visual/Inertia/GNSS Integrated Navigation System under GNSS
Spoofing Attack

Nianzu Gu 12, Fei Xing >* and Zheng You 23

check for
updates

Citation: Gu, N.; Xing, F.; You, Z.
Visual/Inertial/GNSS Integrated
Navigation System under GNSS
Spoofing Attack. Remote Sens. 2022,
14,5975. https://doi.org/10.3390/
rs14235975

Academic Editors: Yangquan Chen,
Subhas Mukhopadhyay,
Nunzio Cennamo, M. Jamal Deen,

Junseop Lee and Simone Morais

Received: 9 October 2022
Accepted: 23 November 2022
Published: 25 November 2022

Publisher’s Note: MDPI stays neutral
with regard to jurisdictional claims in
published maps and institutional affil-

iations.

Copyright: © 2022 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

Department of Precision Instrument, Tsinghua University, Beijing 100084, China

State Key Laboratory of Precision Measurement Technology and Instruments, Tsinghua University,
Beijing 100084, China

Beijing Advanced Innovation Center for Integrated Circuits, Beijing 100084, China

*  Correspondence: xingfei@mail.tsinghua.edu.cn; Tel.: +86-10-62776000

Abstract: Visual/Inertial /GNSS (VIG) integrated navigation and positioning systems are widely used
in unmanned vehicles and other systems. This VIG system is vulnerable to of GNSS spoofing attacks.
Relevant research on the harm that spoofing causes to the system and performance analyses of VIG
systems under GNSS spoofing are not sufficient. In this paper, an open-source VIG algorithm, VINS-
Fusion, based on nonlinear optimization, is used to analyze the performance of the VIG system under
a GNSS spoofing attack. The influence of the visual inertial odometer (VIO) scale estimation error
and the transformation matrix deviation in the transition period of spoofing detection is analyzed.
Deviation correction methods based on the GNSS-assisted scale compensation coefficient estimation
method and optimal pose transformation matrix selection are proposed for VIG-integrated system
in spoofing areas. For an area that the integrated system can revisit many times, a global pose
map-matching method is proposed. An outfield experiment with a GNSS spoofing attack is carried
out in this paper. The experiment result shows that, even if the GNSS measurements are seriously
affected by the spoofing, the integrated system still can run independently, following the preset
waypoint. The scale compensation coefficient estimation method, the optimal pose transformation
matrix selection method and the global pose map-matching method can depress the estimation error
under the circumstances of a spoofing attack.

Keywords: GNSS spoofing; visual/inertial/GNSS integrated system; scale estimation; global pose
map matching; GNSS spoofing experiment

1. Introduction

Positioning and navigation are basic problems in the autonomous operation of un-
manned ground vehicles (UGVs), unmanned aerial vehicles (UAVs) and other intelligent
systems. Positioning and navigation technology is an ancient and modern technology.
With the development of sensor technology, a variety of navigation sensors with different
physical principles have been utilized. One of the most important reasons that there are
so many kinds of navigation sensors is that each kind of navigation sensor has particular
technical advantages and disadvantages, so it is often necessary to combine different kinds
of sensors to achieve complementary advantages. With the gradual maturity of each kind
of navigation sensor technology and the reduction in costs, intelligent systems such as
UVs and UAVs are often equipped with various navigation sensors to form integrated
navigation and positioning systems. The most commonly used positioning and naviga-
tion technologies mainly include the Global Navigation Satellite System (GNSS), Inertial
Navigation System (INS) [1], etc. With the development of computer vision, visual Simulta-
neous Localization Additionally, Mapping (SLAM) technology has gradually become an
important positioning and navigation technology for intelligent systems [2].

GNSS is still the most important absolute positioning technology. The main advantage
of GNSS systems is that they provide all-weather, high-precision, high-stability positioning
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results in outdoor environments in most parts of the world and most situations [3]. GNSS
has stable long-term positioning accuracy, high technology maturity, low-volume power
consumption and an extremely low cost for the navigation receiver of the client, and has
a wide range of applications. However, most GNSS receivers are vulnerable to spoofing
attacks [4]. The deviation errors of the localization results caused by spoofing will lead the
system to a pre-set wrong location [5]. The positioning signal of the GNSS system is easy
to imitate, so its security is worth attention. Shepard et al. [6] successfully demonstrated
the spoofing of drones. Noh et al. [7] proposed a method of hijacking drones using GPS
spoofing. GNSS spoofing could also influence the integrated positioning system of GNSS
combined with other sensors, such as INS [8]. As the influence of GNSS spoofing on
VIG systems has not been discussed in depth, this paper focuses on the performance of
VIG-integrated systems under GNSS spoofing.

Inertial sensor is another important kind of sensors in the VIG system. Inertial mea-
surement does not depend on external information, nor does it radiate energy to the
outside [9]. It has high security, high short-term accuracy, and a high data update rate,
and can be applied to some special environments, such as underground and underwater.
The disadvantage of INS is that, because the navigation information is generated through
integration, it can only provide relative positioning information, not absolute information.
Moreover, the integration process will inevitably lead to the accumulation of positioning
errors over time, resulting in poor long-term accuracy and high costs for high-precision
inertial sensors. Visual SLAM also has the problem of accumulating positioning errors,
but it does not have the problem of zero bias, and the errors are mostly accumulated due
to motion. Therefore, the long-term accuracy of integrated systems can be significantly
improved by combining an inertial sensor with a SLAM sensor. The combined use of
visual/inertial odometry (VIO) can achieve the accuracy level of high-cost inertial sensors
at a low cost [10].

The VIG system can combine the advantages of the three kinds of sensors, and these
can complement each other to achieve absolute positioning with high accuracy, a high
update rate and no cumulative error. Studies that combine visual SLAM technology with
inertial and GNSS technology include VINS-Fusion [11] and GVINS [12]. Although many
kinds of integrated algorithms have been discussed, the performance of these algorithms
in some critical circumstances, such as GNSS spoofing, need further research. Spoofing has
gradually become a research hotspot for satellite navigation interference technology [13].

GNSS spoofing signals are designed to mislead GNSS receivers [14]. References [15,16]
utilized INS information to monitor GPS spoofing for aircraft. Reference [17] used tightly
coupled INS/GNSS algorithms to counter GNSS spoofing. Reference [18] used the in-
formation of GNSS/IMU/odometry systems to detect GNSS spoofing. These pieces of
research did not involve visual measurements and were not designed for nonlinear VIG
systems. Reference [19] proposed a GPS spoofing detection method based on cameras, but
this was also not designed for nonlinear VIG systems and did not discuss the positioning
performance after GNSS spoofing identification.

In the previous study [20], the problem of the VINS-Fusion algorithm being induced by
spoofing signals is discussed for the first time, and the vulnerability of the VIG-integrated
algorithm without a specific anti-spoofing design is proven. Reference [21] also studied
the characteristics of a visual SLAM/GNSS system under spoofing attack and proposed a
Time-Localization Verification and Smoothing Localization Method (PTC-SLM) method to
identify the spoofing and smooth the positioning solution. The PTC-SLM method analyzed
the joint error offset from the GNSS from the dimensions of time and localization using
visual SLAM estimations to identify GNSS spoofing, and selected the corresponding back-
end optimization strategy to obtain a smoothing localization result. Dataset experiments
were carried out with the KITTI dataset [22] in that study. Compared with the study in [21],
the previous study [20] not only carried out KITTI dataset experiments, but also carried out
a spoofing detection experiment in a real spoofing environment. Compared with the study
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in this paper, Reference [21] did not evaluate the SLAM/GNSS system in a real spoofing
environment after GNSS spoofing detection.

Some methods related to this study have been discussed. Reference [23] discussed the
robust initialization and online scale estimation of the visual/inertial odometry, but did not
have GNSS measurements to correct the scale. Reference [24] proposed a method that used
a map with weak GPS priors to correct the localization results of a repetitive UAV flight.
Reference [25] treated the localization problem as a rigid base-frame alignment problem
between a local map and a reference map. However, none of this research referred to the
influence of spoofing.

The main purpose of study [20] is to verify the effectiveness of a GNSS spoofing detec-
tion algorithm assisted by visual/inertial information. The research on the characteristics
and problems of VIG-integrated systems under spoofing is not sufficient. Experiment with
VIG-integrated system in the spoofing environment are also not sufficient. The study in this
paper will use the GNSS spoofing detection method proposed in a previous study [20], and
discuss the performance and key problems of the VIG system based on the identification of
GNSS spoofing.

The VIG system proposed in this study combines sensor hardware and a positioning
algorithm. The positioning algorithm used in this study has three modules. One is a
nonlinear optimization and positioning module, including the scale estimation methods
and optimal transformation matrix selection method proposed in this paper. The second
is the key frame global pose map-creating and matching module, also proposed in this
paper. The final module is the spoofing detection module introduced in study [20]. The
input of the system is visual/IMU/GNSS data and key frame data from the database. The
framework structure of the VIG system in this paper is illustrated in Figure 1.
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Figure 1. An illustration of the proposed algorithm and the visual/inertial /GNSS integrated naviga-
tion system.

The main contributions of this paper can be summarized as follows:

(1) To solve the problem of inaccurate scale estimation of the VIO under spoofing at-
tack, a real-time scale compensation coefficient estimation method in a nonlinear
optimization framework is proposed for the first time. GNSS measurements are
used to estimate the scale compensation coefficient, helping to solve the problem of
inaccurate pose estimation caused by inaccurate scale estimation when VIO is applied
in a large-scale outdoor scenario.

(2) For a revisit area, a VIG-integrated positioning algorithm, based on global pose
map-matching, is proposed to accurately determine the pose of the system in a
spoofing environment.

(8) The experiment compares the difference in positioning accuracy between the two con-
ditions without and with scale real-time estimation, and the two conditions without
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and with spoofing attack. It is proved that the real-time and high-precision estima-
tion of the scale is the basis of the optimization-based VIG system operating in the
spoofing environment.

(4) Experiments under spoofing conditions show that the VIG navigation algorithm based
on global pose map-matching has autonomous navigation and positioning abilities.

The rest of the paper is organized as follows. In Section 2, the scale compensation
coefficient estimation method in the optimization-based VIG algorithm is introduced. Then,
the key frame global pose map-matching method of the integrated navigation system in the
revisit area under GNSS spoofing attack is introduced in Section 3. In Section 4, the optimal
pose transformation matrix under the influence of spoofing is introduced. In Section 5, the
algorithm proposed in this paper is tested and evaluated. Sections 6 and 7 discuss and
conclude this paper.

2. Scale Estimation of Visual/Inertial/GNSS-Integrated Algorithm

Scale factor refers to the scaling relationship between the VIO body coordinate system
and the ENU world coordinate system. Under the ideal initialization conditions, the scale
factor could be accurately recovered from the initialization process of the VIO [26], and
directly used to obtain the transformation matrix from any frame to the world system in
the subsequent estimation and localization. Therefore, the issue of scale was not taken
into consideration when VIO and GNSS were fused in the VINS-Fusion algorithm [11] and
other fusion algorithms. The problems in the theory analysis and experiment show that the
precision of the VIO scale estimation will seriously affect the integrated positioning result
under spoofing circumstances. In this section, the influence of VIO scale estimation errors
on positioning accuracy is discussed, and a real-time estimation method is proposed for the
nonlinear optimization of scale compensation coefficients in the fusion of VIO and GNSS.

2.1. The Influence of VIO Scale Estimation Errors on the Positioning Accuracy

In the optimization-based integrated algorithm such as VINS-MONO [26] and ORB-
SLAMB3 [27], the estimation of the scale factor is obtained by optimizing the cost function
of the VIO. However, the scale of monocular VO could not accurately be determined,
such as ORB-SLAM [28] and ORB-SLAM2 [29]. When the initialization of VINS-MONO is
completed, the scale factor is also determined, so the estimation accuracy of the scale factor
depends on the initialization conditions. When binocular image and IMU data are used
for inijtialization, if the initial motion excitation of the system is sufficient, the situation is
similar to that of a monocular image and IMU data. However, when the initial motion
excitation of the system is insufficient, or even in a completely static state at the initial
stage, the initialization of VIO degenerates so that the binocular image is only used to
initialize scale. According to the discussion on binocular image scale estimation in the
literature [28], the initialization condition is related to the baseline, which represents the
distance between two cameras of the binocular camera. When the distance between the
feature points in the binocular image and camera is less than 40 times that of the camera
baseline during initialization, relatively ideal initialization results can be obtained [27].
Therefore, using only binocular images to initialize VIO’s scale is affected by the baseline
length of the binocular camera, and the actual distance between the extracted feature points
and the binocular system. The main application scenario of visual SLAM and VIO is an
indoor scenario, which can generally easily satisfy the relationship between image key
points and binocular camera baseline. However, as the VIG system is generally used in
outdoor scenarios, for small-size UV and UAYV, the baseline of the binocular camera does
not generally exceed the size of its body; therefore, the distance between the extracted
feature points and the binocular system may generally be hundreds of times the baseline
length. A small baseline size requires a uniform distribution and an abundant number of
feature points within a few meters during initialization, which is a strict requirement for
unmanned systems applied in outdoor open areas. Therefore, compared with indoor scenes,
the initialization and scale estimation of outdoor scenes are worse, and the scale estimation
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accuracy is lower. In addition, the calibration accuracy of the external parameters of
binocular camera will directly affect the determination of the baseline length, and seriously
affect the estimation accuracy of scale factors.

For the VIG-integrated algorithm based on nonlinear optimization adopted in this
paper, the scale factor is fixed after VIO initialization. In this case, only translation and
rotation exist between the VIO body coordinate system and ENU coordinate system during
the nonlinear optimization of VIO and GNSS measurements. The transformation from
VIO body coordinate system to an ENU coordinate system can be completely described by
the pose transformation matrix, and there is no scale-scaling relationship between these
two systems. When there is no spoofing, the integration of VIO and GNSS is essentially
based on the characteristics of high short-term accuracy and a high update rate of VIO to
correct GNSS measurements with a low update rate and positioning errors at the several
meters level. Since the update rate of GNSS measurements is generally greater than 1 Hz,
the higher the update rate, the lower the impact of VIO cumulative errors on the accuracy
of the integrated results; therefore, the scale error has the greatest impact when the GNSS
update rate is 1 Hz. In this case, the positioning error caused by the VIO scale factor mainly
exists during the lag of two optimizations within 1 s. This error is related to the speed of
the system, the accuracy of the initial estimation of the scale, and the time. Without loss of
generality, the experiment results in Section 5.4 are used to clarify the influence of the scale
estimation error. The scale compensation coefficient is about 1.1-12 in Section 5.4, which
means that the relative error of the scale factor ranges from about 10% to 20%. That is, the
error caused by the accumulated estimation deviation in the scale factor within 1 s is about
from 10% to 20% of the system movement distance. For the unmanned system with a lower
speed than 10 m/s, the error caused by the estimation deviation of scale factor ranges from
about 1 m to 2 m in 1 s, which is still better than the accuracy of GNSS measurements.
Therefore, for the outdoor environment with only real GNSS signals, due to the continuous
correction effect of GNSS measurements, the impact of scale factor estimation deviation on
the integrated results is within an acceptable range.

However, VIO cannot obtain an effective correction from GNSS measurements when
GNSS spoofing occurs. At this time, the error caused by the scale estimation deviation
will become the most important part of the VIO cumulative error, so the integrated results
will continuously be affected by the scale factor error after spoofing is detected, and is
also proportional to the system motion speed, motion time, etc. Additionally, a relative
estimation accuracy of 10% is estimated; even if the unmanned system runs at a low speed
of 1 m/s, it will accumulate more than 10 m cumulative errors within 2 min. Based on the
above analysis, when GNSS spoofing exists, the estimation accuracy of the VIO scale factor
will seriously affect the output accuracy of the integrated results after spoofing is detected.
In addition to the scale factor estimation in the VIO initialization stage, it is necessary to
further optimize the scale compensation coefficient by using GNSS measurements in the
VIG nonlinear optimization [30].

2.2. Estimation of Scale Compensation Coefficient Based on Nonlinear Optimization

The estimation of scale factors in VIO initialization may have inherent errors due to
poor initialization conditions and other factors. A real-time optimization estimation algo-
rithm of the scale compensation coefficient was proposed for VIG-integrated positioning
algorithm with GNSS measurement correction information.

The outputs of the VIG-integrated algorithm are the pose and position global estima-
tions of the system. According to the previous study [20], the parameters that are to be esti-
mated in the nonlinear optimization include a set of global estimations x = [Xp, X1, ..., Xx],
inwhich k = 0,1, ...,n represents the serial number of global estimations in the optimize
window. Xy = [p{, ;] is the global estimation of key frame number k. p’ is the positioning
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result in ENU system. g’ is the attitude quaternion in ENU system. The cost function of
the navigation algorithm can be described as follows:

* . 2
v = argmin o (1410 = B0 0o + 2855 — WENSG0) s ), ()

in which ||| s=rIs1r [|z/10 —h/1O(x )||§v10 is the normalized residual of the VIO factor,

which represents the residual between the VIO measurement and the global estimation of
key frame k. [|zZNS5 — RENSS (x') chNss is the normalized residual of GNSS factor, which
represents the residual between the GNSS measurement and the global estimation of key
frame k. SVIO is the error covariance matrix of the VIO factor, and SGNSS s the error
covariance matrix of the GNSS factor. «; is the GNSS confidence factor [20].

When ignoring the scale estimation error of the VIO, there is no scale-scaling rela-
tionship between the VIO body coordinate system and ENU co-ordinate system, and only
translation and rotation exist between these two systems. The residual of VIO factor can be
described as:

Z]YIO *h}(”o(?() — }X(/IO hVIO(xk 1;xk)
99! gl’lylo Pi‘cmlj) { [P (Pk Pk 1) , @
q; _O 1%\(/10 T Ay
where pVIO is the positioning result of VIO in body system, qVIO is the attitude quaternion

of VIO in the body system, and © represents the quaternion subtraction that is used to
calculate the residual.

Considering the scale estimation error, pVIO, ql‘(/lo and py/, g are in two coordinate
systems with different scales. It is not proper to directly calculate the residual. Therefore,
the scale compensation coefficient s, is set to correct the scale estimation error of VIO, and
the scale compensation coefficient is added to the parameters that are to be optimized
for each node, in addition to the three-dimensional positioning information and attitude
quaternion. The parameters to be optimized are modified to Xy = [Py, 4}, Sa |-

The residual of VIO factors is involved in quaternion multiplication and other opera-
tions. Adding the scale compensation coefficient into VIO factors will greatly increase the
computation burden of nonlinear optimization. Therefore, an equivalent transformation
is carried out, so that the residual of GNSS factor with a relatively simple structure is
adjusted, instead of adjusting the structure of the residual of the VIO factor. A pseudo-
world coordinate system is defined, whose origin and axes exactly coincide with the ENU
coordinate system, but whose scale is the same as the VIO body system. This pseudo-world
coordinate system and the real ENU system differ only in the scale-scaling caused by the
scale estimation error. GNSS factor adjustment means that the optimization strategy of
minimizing the cost function in the ENU coordinate system is adjusted to minimize the
cost function in the pseudo-world system containing the scale factor error. Then, based on
the optimized scale compensation coefficient, the optimized pose solution consistent with
the scale of VIO system is transformed into the real ENU system.

In this case, the parameters to be optimized are J?]fw = [ﬁfw,}ﬂfw S, |, which con-

tain the pose solution in pseudo-world system and the scale compensation coefficient
from the pseudo-world system to the ENU system. The set of global pose estimations is

xPW = {fg W ff o, ~pW} The residual of the GNSS factor in the pseudo-world system
can be described as

A B () = g () = g, ®
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in which pGN 58 = = [x{ GNSS, y]?N 58 GN SS] is the GNSS measurement at the moment of key

frame k, which has been transformed from latitude and longitude coordinates to ENU
coordinates. Superscript pW stands for pseudo-world system.
The residual of the VIO factor in the pseudo-world system can be described as

VIO VIO (+ oW ,VIO VIO ~pW =W
. v z 0 = T Xy X
~pW _1 (~pW  ~pW
[qwo 1(PVIO P;YI?) 9x 1 (Pk _pkfl) ] )
vIio-1,VIO ~pW _1~pW :
qG-1 4k ‘hf 1 1‘1;3

The residual of the GNSS factor and the residual of the VIO factor are both calculated
in a pseudo-world system. The cost function of VIG integrated algorithm can be described
as follows:

o = argmin Ty (1470 =170 () o + el =1 () ). 9
X

in which §P"V = LN,

The solution of this cost function is a graph-based optimization problem. The iteration-
based Google Ceres Solver [31], which uses Gaussian-Newton and Levenberg-Marquadt
approaches, was used to solve this optimization problem in this study. The global pose

estimation xk obtained from the optlmlzahon of the cost function is in the pseudo-
world system. The positioning information p}’ and attitude quaternion g;’ of the global
pose estimation in the real ENU system can be calculated by the scale compensation
coefficient as:
=S A = ©
In the nonlinear optimization, the global pose estimation and the scale compensation
coefficient from the pseudo-world system to the ENU system are optimized and estimated
at the same time. Finally, the global pose estimation in the ENU system is obtained through
the scale compensation coefficient. In this way, even if the initialization conditions are not
good and the VIO scale factors have errors, the errors in the scale factors can be compensated
in the nonlinear optimization of GNSS fusion. The error from the VIO local system to
the world system transformation matrix caused by the scale factor error is eliminated,
guaranteeing high accuracy in the global pose obtained by VIO recursion during the two
optimization intervals.

3. Integrated Navigation System in Revisit Area under GNSS Spoofing Interference

It is difficult to obtain the absolute pose information of the system under GNSS
spoofing interference because of the loss of GNSS measurements. Although, in a spoofing
environment, the VIG system can still continuously output the pose estimation in the
ENU coordinate system by transforming the pose solution from the VIO body system into
an ENU world system, the positioning solutions can only be calculated by relative pose
estimation. A GNSS positioning solution for absolute position correction is lacking, since
the GNSS positioning solution has been affected by spoofing and is not available. The
cumulative errors of VIO will affect the accuracy of positioning, and gradually become too
large to be used.

In some application scenarios, the VIG system can be run in the same area many times,
such as the UAV, which can enter a certain area for repeated reconnaissance many times.
When the system enters an area, it encounters a spoofing attack and needs to return along
the original path. In these cases, the system will pass through the same area many times, so
the principle and technology of loop detection in SLAM can be applied to the system in
the revisiting area under GNSS spoofing interference. A keyframe global pose map related
to the visual image was constructed based on the global integrated results without GNSS
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spoofing interference. After the spoofing was detected, the absolute pose of the system was
corrected through matching with the keyframe global pose map.

3.1. The Construction of the Keyframe Global Pose Map of Revisiting Area

The keyframe global pose map is a dataset based on visual images, which is established
on the basis of a feature point extraction and feature point description of visual images in
VIO. The algorithm in this study is based on VINS-MONO [26], which contains a loopback
detection module, in which the DBoW?2 [32] model is used for feature description and the
storage of visual images. In the algorithm, for each key frame of the visual image, the key
points of FAST [33] are extracted first. The extraction process selects a Breseham circle
with a radius of 3 around each pixel of the visual image, selects part of the above pixels,
and conducts a gray comparison with the initial pixel to find the corner with a large gray
difference, which is the key point of FAST. After the key points are extracted, BRIEF [34]
descriptors are used to describe the characteristics of each key point. A BRIEF descriptor is
a binary string. When calculating a BRIEF descriptor, the key point of FAST is taken as the
origin and marked as p. An area of fixed size is selected, and the length and width of the
area are set to S;,. The descriptor B(p) can be calculated by

iy JVifI(p+a;) <I(p+bi) .

Bp) = {0 otherwise Vi€ (L Lyl @
in which Bf(p) is the ith bit of the BRIEF descriptor B(p). I() s the pixel gray level of the
image processed by Gaussian smoothing. 4;, b; is the two-dimensional deviation of the ith

point from the center of the region. The value ranges of a;, b; are both [— %, %} X {— %, %} ,

and the values of a;, b; are randomly selected from this value range in advance. L; is the
length of the descriptor. In DBoW?2, L is 256 and S, is 48. This means that the BRIEF
descriptor in DBoW?2 is a binary string of length 256, and the computational area of each
descriptor is a 48 x 48 pixel area centered on the key point.

After obtaining all FAST key points and their corresponding BRIEF descriptors on
each key frame image, DBoW2 will use the k-Means ++ [35] clustering method to cluster
these key points and their descriptors to form a vocabulary tree. The k-means ++ method
is used to cluster ky, classes from the root node, and then cluster them again for each node
below to ky, classes, clustering Ly, layers in total to form W leaf node words. In addition
to forming a vocabulary tree, a direct index and reverse index will be generated to form
an image database. The reverse index stores the weight value of leaf node words in the
image, and the direct index stores the image features and nodes associated with these
features. The DBoW2 model transforms the visual image into a sparse numerical vector for
description and generates a word package, so the similarity problem of the visual images is
transformed to calculate the similarities in the word package.

Different from the loop detection in SLAM, the keyframe global pose map of the revisit
area should contain not only the word package and index of the visual image, but also the
absolute position and pose in the ENU coordinate system of the VIG system at the key
frame image shooting time. When there is no GNSS spoofing, the absolute position and
pose can be estimated by VIG-coupled optimization, and the global pose solution can be
obtained by Equation (6), considering the scale compensation coefficient. DBoW2 model
conversion is carried out for each selected keyframe visual image, and the corresponding

absolute pose { } of the system is recorded, which can form the keyframe global

p ;ﬂu p’ qlmap
pose map of the current region. This global pose map contains the word package, index and
database of the system pose. As this map stores sparse value vectors rather than images, its

size will be orders of magnitude smaller than that of the storing images.

3.2. Global Pose Map-Matching and Pose Correction for Key Frames under Spoofing Conditions

When a GNSS spoofing attack is detected according to the method in [20], the VIG
system in the revisit area will correct the absolute pose by matching with the global pose
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map of the keyframe. When matching with the keyframe global pose map, it is also
necessary to convert the current visual image into a word pack according to the DBoW2
model, and calculate the similarity between the word pack of the current frame image
and the word pack in the global pose map, to judge whether the current frame image is
similar to the image corresponding to the data in the global pose map. The image-matching
method of DBoW?2 is referred to in [32].

The similarity scores between the current frame word package and the word package
from global pose map are calculated. When the similarity scores beyond the threshold,
after a reverse index score for normalization, and other series of actions [32], the similarity
between the current frame and a keyframe from the global pose map is judged. The basic
matrix Tr between two images can be calculated by the relative relationship between key
points. The absolute pose in the global pose map can be converted to the absolute pose
corresponding to the current frame by the basic matrix TF as follows:

|:pitnutch:| =Tr p;ﬂﬂp ,
1 1 (8)
anatch = RFRiﬂﬂP’

in which p! ., is the three-dimensional position solution corresponding to the current
frame. R! . is the attitude matrix corresponding to the attitude quaternion g . of
the current frame. R is the attitude matrix in the basic matrix Tf. Ri,mp is the attitude
matrix corresponding to the attitude quaternion g, ap Of the matching frame from the global
pose map.

As the absolute pose of all keyframes in the global pose map is obtained in the absence
of spoofing, the absolute position is not affected by the current GNSS spoofing attack, and
the position and the posture can be corrected through the current frame and global position

map-matching. The posture transformation matrix could be corrected at the same time.

4. Optimal Pose Transformation Matrix under Spoofing Interference

To slowly induce spoofing [4], spoofing deviation is gradually added into the GNSS
measurements. For the Chi-square-based spoofing detection or nonlinear optimization
residual-based spoofing detection [20,21], it is necessary to accumulate multiple sets of
GNSS measurements to complete the spoofing detection. In fact, ithas a transitional process
from the appearance of the spoofing signal to the identification of spoofing. That is,
although the positioning deviation of the system from the real position is small during
this period, the GNSS measurements in the transition period already contain spoofing
deviations. This part of the GNSS measurements enters the global optimization and has
an impact on the global pose solution and the pose transformation matrix. In this section,
the influence of the spoofing transition is discussed. The spoofing deviation correction
method based on an optimal pose transfer matrix is proposed to eliminate the influence of
the spoofing transition period.

4.1. Effect of Spoofing Interference on Pose Solution before Spoofing Been Detected

When the simulated position of the spoofing signal generally starts from the current
real position of the integrated navigation system in inducing spoofing, and slowly pulls
the output of the GNSS receiver in a certain direction. This is a continuous change from
the real position to the spoofed one, not a sudden, sharp jump. As the receiver does not
appear to lose lock or have a sharp jump in outputs, the inducing spoofing is more hidden
and difficult to detect by the receiver or the whole system. It takes time to successfully
detect spoofing. During the transition time of spoofing detection, the receiver is affected by
spoofing signals, and the GNSS measurements contain some spoofing deviations.

There are two main effects on the global results that the GNSS measurements are
affected by spoofing deviations in transition. On the one hand, it affects the estimation
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of the global pose through global optimization. On the other hand, it affects the pose
transformation matrix TEYY from the VIO body system to the ENU system. When no GNSS
measurement is updated, the integrated navigation system needs to transform the pose
estimation by VIO into the ENU system through T“E,I}]Ou . The optimization and updating of
the pose transformation matrix derive from the nonlinear optimization process of VIG pose
estimation; therefore, the coordinate system transformation will also include errors when
GNSS spoofing errors in the transition process enter the global optimization process.

If pose transformation matrix contains deviations, then the pose estimation of VIO
cannot be accurately transformed into the ENU system. This will seriously affect the global

estimation results in the spoofing environment.

4.2. Spoofing Deviation Correction Based on Optimal Pose Transformation Matrix Selection

When spoofing attacks exist, the GNSS confidence factor has been used, as in [20], to
greatly reduce the weight of the spoofed GNSS measurements in nonlinear optimization,
but the influence on the pose transformation matrix of the spoofed GNSS measurements
in terms of transition time has not been taken into account. After each optimization, the
pose transformation matrix TENY will be updated according to the optimized global pose
solution and VIO pose estimation. This optimization update is necessary under normal
conditions. However, during the spoofing transition, the optimization and updating of
TENY will be affected by the spoofing deviation.

When TENY is updated after optimization, the nonlinear optimization residual &,
can be used as an indicator parameter to characterize whether the distribution of VIO pose
estimation and GNSS measurements is reasonable in this nonlinear optimization. When the
GNSS measurement contains spoofing bias, the deviation between the GNSS measurement
and the ground truth will deviate from the reasonable range of normal distribution, so the
nonlinear optimization residual J,p; will abnormally increases.

The optimal pose transformation matrix can be selected based on nonlinear optimiza-
tion residual Jopr. When GNSS spoofing detection is finished, the pose transformation
matrix TENY is no longer updated according to the optimized global pose estimation and
VIO pose estimation. Instead, the pose transformation matrix with the minimum nonlinear

L . . . . . % ECEF
optimization residual 6, is found to be the optimal pose transformation matrix T"Eﬁo . Op-
timization under this selection principle means that when the pose transformation matrix

is T VI;IOU , the deviation between the VIO pose estimation, the GNSS measurements and the
global optimization pose estimation is at a minimum. The minimum nonlinear residual
indicates that the pose transformation matrix obtained from VIO pose estimation and global
optimization pose estimation is the most accurate. The optimal pose transformation matrix

can be expressed as follows:
FENU __ -ENU

vio = Tyo ‘min(ﬁopt)' )
After GNSS spoofing interference is detected, the transformation of VIO pose estima-
tion from a VIO body system to an ENU coordinate system can be completed through the
optimal pose transformation matrix, as follows:
pW _ ENU p)1o
1 VIO 1 ’ (10)

W _ pENULVIO
R;' = Ry;o R,

in which p,LN, R,‘(N is the positioning estimation and the rotation matrix of VIO pose estimation

in the ENU system. Rf,%F is the rotation matrix of optimal pose transformation matrix 7 V%F.

In the case of GNSS spoofing, the GNSS confidence factor ay approaches 0 in the
nonlinear optimization of Equation (1), and the GNSS measurement is seduced by spoofing
interference, so it is practically unavailable. The output of the VIG-integrated positioning
system basically depends on the VIO pose estimation, which is transformed into the ENU
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coordinate system. Therefore, for the VIG system under spoofing interference conditions,
the estimation accuracy of VIO itself and the pose transformation matrix between the
VIO body system and the ENU system are the two most important aspects that affect the
accuracy of global pose estimation. The pose estimation accuracy of VIO itself is guaranteed
by the VIO algorithm, and the pose transformation matrix avoids the influence of spoofing
deviation through the selection of the optimal pose transformation matrix.

5. Navigation and Positioning Experiment in Spoofing Environment
5.1. Experiment Setup

To verify the methods proposed in this paper under spoofing conditions, the VIG
system was built with an unmanned vehicle as the carrier. The sensors of the integrated sys-
tem include a Mynteye binocular camera with a built-in BOSCH BMI088 IMU, a three-axis
16-bit gyroscope and a three-axis 16-bit accelerometer. The output noise of the gyroscope
is 0.1° /s, and the zero offset stability is +1°/s. The noise density of the accelerometer is
160 pg/+/Hz. The IMU is a consumer-grade sensor with low accuracy. The GNSS receiving
unit is a commercial Ublox M8T GPS/BEIDOU multimode receiver. The computing unit is
DJI Manifold 2C microcomputer, and the CPU is Intel Core i7, equipped with an Ubuntu
16.04 system. All modules of the algorithm run on Robot Operating System (ROS) on this
computing unit. The ROS system is widely used in SLAM, autonomous driving and other
robot-related fields, where data are transmitted in real-time in the form of nodes and topics,
with good real-time performance and scalability. The spoofing environment based on a
GNSS spoofing jammer was constructed in the outer field.

The GNSS spoofing jammer is used to broadcast spoofing signals synchronized with
real signals, which is characterized by the ability to simulate the signals of all visible
satellites using one device. Each set of signals is clock-synchronized with the real signals of
the corresponding satellite. All the spoofing signals point to the preset spoofing position or
follow a preset trajectory. The signal-to-noise ratio (SNR) of all spoofing signals is adjusted
to be slightly higher than the real satellite signal at the receiver, so that the real signal
of the same satellite is covered by spoofing signals. The spoofing signal is synchronized
with the real signal so that the characteristics of frequency shift and phase are the same as
the real ones. For ordinary commercial receivers, when the spoofing signal appears, the
tracking loop of the receiver will naturally switch from locking the real signal to locking
the spoofing signal, whose characteristics are exactly the same as the real signal. Based
on this spoofing jammer, a spoofing environment is constructed in the experimental site
outside of the lab. When the UV runs in the real GNSS environment for a period of time,
the spoofing jammer is turned on to test the performance of the integrated navigation and
positioning algorithm of the UV in the spoofing environment. Figure 2 shows the GNSS
spoofer and the UV platform with a VIG-integrated system.

In the experiment, there are two kinds of control mode for UV: remote control and
algorithm automatic control. In the remote-control mode, the output of an integrated
positioning system can be recorded in the absence of GNSS spoofing interference and in
the presence of GNSS spoofing interference. This is mainly used to analyze the influence of
the scale compensation coefficient and optimal pose transformation matrix on positioning
results in a spoofing environment. In the second control method, the pose estimation results
of the UV are given in real-time by the integrated navigation solution, and the motion states,
such as the direction and speed of the UV, are corrected after comparison with the preset
path. The automatic control experiment mainly verifies the fully autonomous creation of
the global pose map and the fully autonomous navigation and positioning based on the
matching of the global pose map under spoofing conditions.
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Figure 2. (a) GNSS spoofer used in the experiment; (b) the integrated positioning system with
cameras, an IMU, and a GNSS receiver in the experiment UV platform.

5.2. VIG System Testing in Normal and Spoofing Environment

Firstly, the navigation and positioning ability of the VIG system without spoofing signals
is verified. The UV is in remote-control mode and moves following the selected path in the
experiment area to confirm the normal data transmission of various sensors, such as camera,
IMU and GNSS receivers. The global pose output of the integrated system is recorded and
compared with the positioning results of the GNSS receiver, as shown in Figure 3.
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vio/gnss fusion output
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Figure 3. The output of VIG-integrated algorithm and the positioning result of GNSS receiver: (a) The
positioning results of the UV with VIG fusion output in red and GNSS output in black; (b) the part of
another path of UV.

40.0539 40.054 40.0541 40.05406

The black line is the path of GNSS measurements, and the red line is the path of the
VIG-integrated results. According to Figure 3, the VIG system can output high-frequency
and high-precision positioning solutions when GNSS measurements are normal. Compared
with the GNSS measurements with the saltus step, the integrated solution is relatively
smoother and more stable.

The autonomous navigation and positioning experiment of UV was also carried out.
In the experimental site with preset waypoints, the global pose estimation results of the UV
are given in real-time by the integrated algorithm. UV moved autonomously according
to the pose estimation and the preset waypoints, ensuring that the UV could conduct
a real-time positioning solution and maneuver according to the control instructions in
real-time. The results of this experiment are shown in Figure 4.
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Figure 4. The autonomous navigation and positioning experiment: (a) the estimation of the UV
motion path; (b) the motion path in google map.

The black line in Figure 4 represents the path of GNSS measurements, and the red line
represents the path of VIG-integrated results. The green line in Figure 4a is the path of VIO
estimations with no scale compensation and no alignment with ENU coordinate system.

In the following experiment, the GNSS spoofing jammer was used to test the per-
formance of the jammer and the VIG system. The UV was controlled in remote-control
mode, and the motion track is the same as that in Figure 4. The UV started moving with no
spoofing signals for a moment, and then the GNSS spoofing jammer was turned on. The
output of the integrated positioning result was recorded. In this experiment, the spoofing
detection module [20] was not enabled, and the algorithm did not judge whether the GNSS
measurement is credible. The integrated positioning result is shown in Figures 5 and 6.

(a) (b)

Figure 5. The pose estimation of the UV (red) without spoofing detection compared with the GNSS

measurements (black) (a) in scenario 1; (b) in scenario 2.
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Figure 6. The comparison of the integrated positioning results (red) without spoofing detection and
the GNSS measurements (black) (a) in scenario 1; (b) in scenario 2.

The green line in Figure 5 is the path of VIO estimations with no scale compensation
and no alignment with ENU coordinate system. The black line is the spoofed GNSS
measurements from the GNSS receiver, and the red line is the global positioning results of
the integrated positioning system. The reference path is the same as the path in Figure 4b.
It can be seen that, when the spoofing detection module is not enabled, the positioning
solutions that are output by the integrated system will be induced by spoofing signals. If
the system controls the motion state according to the global positioning results, the whole
system will be spoofed. In this case, the integrated positioning algorithm of the system
provides incorrect global positioning results, which verifies the effectiveness of the GNSS
spoofing jammer and illustrates the necessity of a spoofing detection algorithm.

The spoofing detection module in the algorithm comes from previous studies [20].
The same experimental process as above is repeated, then the spoofing detection module is
run in the integrated positioning algorithm, and the GNSS spoofing jammer is turned on
the process of UV movement. The results of this experiment are shown in Figures 7 and 8.

(a) (b)

Figure 7. The output of the integrated positioning system (red) with spoofing detection compared
with the GNSS measurements (black) (a) in scenario 1; (b) in scenario 2.
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Figure 8. The comparison of the integrated positioning results (blue) with spoofing detection and the
GNSS measurements (black) (a) in scenario 1; (b) in scenario 2.

Compared with Figure 6, the red line in Figure 8 shows that, under the same spoofing
conditions, the spoofing detection module detects the existence of spoofing and the inte-
grated positioning results have not been spoofed in this case. In [20], the spoofing detection
algorithm is mainly verified through the KITTI [22] dataset. Experimental verification of
the spoofing detection algorithm is only carried out in an indoor static state, which is easy
to implement. This research contains a further experiment regarding the spoofing detection
module of the integrated positioning algorithm in an outfield and a dynamic state. It can
be seen from the experimental results in Figure 8 that the VIG system can continue to
output global positioning results according to the actual motion track to avoid the system
being continuously induced by spoofing signals. However, the comparison between the
positioning results and the reference path shows that the integrated positioning system
operating in the spoofing environment is affected by the inaccurate estimation of VIO scale.

5.3. The Effects of Scale Estimation Compensation on Global Positioning Results under
Spoofing Conditions

Considering that an inaccurate scale derived from VIO initialization will have a serious
impact on the global positioning results under the spoofing conditions shown in Figure 8,
the scale factor should be estimated and compensated. According to Section 2.2, in the
nonlinear optimization of the algorithm, the scale compensation coefficient is optimized
and estimated in real-time, and the compensation coefficient of the VIO scale is obtained,
along with the global pose. The scale compensation coefficient estimated by optimization
in the repeated experiment with the same data as Figure 4 is shown in Figure 9.
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Figure 9. (a) The scale compensation coefficient estimated by optimization in the repeated experiment
of the same data; (b) the positioning results with scale compensation compared with the positioning
results without the scale compensation with no spoofing interference.
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Figure 9a shows that, even for the same set of data, VIO’s scale initialization is
unstable, so the scale compensation coefficient is different in each experiment. The scale
compensation coefficient is about 1.1, meaning that the relative error of the scale estimate
is about 10%, resulting in a relative positioning error about 10% of the positioning results.
Figure 9b shows that when there is no spoofing, since the VIG integrated positioning results
are continuously corrected by GNSS measurements, the scale problem between the two
coordinate systems caused by inaccurate VIO scale estimation has little influence on the
global pose estimations, and only affects pose estimation in the time interval between the
two optimizations. However, when there are no GNSS measurements or GNSS spoofing
interference is detected, the global pose estimations cannot be continuously corrected by
GNSS measurements, the global pose estimations highly depend on VIO pose estimation,
and an inaccurate VIO scale will greatly affect the accuracy of the global pose estimation,
as shown in Figures 10 and 11. Error statistical summary of Figure 11 after GNSS abnormal
is shown in Table 1.
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Figure 10. (a) The comparison of the global positioning results without GNSS correction in the latter half
of the process, with scale factor compensation and without compensation; (b) the comparison of global
positioning results with scale factor compensation and without compensation under GNSS spoofing.
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Figure 11. (a) The error analysis with and without scale factor compensation when there is no
GNSS correction in the latter half of process; (b) the error analysis with and without scale factor
compensation under GNSS spoofing using vio/gnss results when there is no spoofing as a reference.
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Table 1. Error statistical summary of Figure 11 after GNSS abnormal.

(a) No GNSS Correction (m) (b) under GNSS Spoofing (m)
Maximum Mean Standard Maximum Mean Standard
Error Error Deviation Error Error Deviation
With scale 168 0.67 0.37 127 0.67 0.32
compensation
Without scale 6.96 3.55 192 5.67 3.05 127
compensation

Figure 10 shows that the positioning results of the same experimental dataset with
and without scale factor compensation are significantly different. In Figure 10a, there are
no GNSS measurements in the latter part of the motion. By comparing the blue line with
the red line, it can be seen that the maximum positioning error caused by scale can reach
7 m in this case. GNSS spoofing interference exists in the latter part of Figure 10b, which
is detected by the integrated navigation and positioning algorithm. Pose estimation is
performed independently, without GNSS correction. Figure 11a shows that the errors of
the integrated positioning results is restricted when scale factor have been compensated
when there is no GNSS correction in the latter half of process. Figure 11b use vio/gnss
results when there is no spoofing as a reference. As shown in Table 1, if the scale factor has
not been compensated, the maximum errors of these two conditions will up to 6.96 m and
5.67 m, and the mean errors after GNSS abnormal are 3.55 m and 3.05 m. These errors are
mostly from the inaccuracy of scale estimation, and will be approximately proportional
to the distance UAV traveled. Longer distance the UAV travels from the start point, more
obviously the error of scale. After scale compensation, the maximum positioning errors
are reduced to 1.68 m and 1.27 m, and the mean errors after GNSS abnormal are reduced
to 0.67 m.

5.4. Influence of Optimal Pose Transformation Matrix on Global Positioning Results under
Spoofing Conditions

When the VIG system operates in a spoofing environment, it can be seen from
Section 4.1 that the transition process of spoofing detection will have an impact on the
subsequent integrated positioning results. Although there no real GNSS measurements are
used as a reference in the experiment under GNSS spoofing conditions, the experimental
track under the real GNSS condition can be used as a reference, because the running tracks
of these experiments are similar. The integrated global positioning results achieved without
selecting the optimal pose transformation matrix are shown in Figure 12.
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Figure 12. The overall migration of the integrated global positioning results without selecting the
optimal pose transformation matrix: (a) spoofing scenario 1; (b) spoofing scenario 2.
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40.05375

The black line in Figure 12 shows the GNSS measurements induced by spoofing inter-
ference, the cyan line is the reference trajectory, and the blue line is the pose estimation of
the integrated positioning system. Although GNSS spoofing is detected, the positioning
result was not completely induced by GNSS spoofing, but the transition process of inter-
ference influenced the pose transformation matrix from VIO to the world frame, so that
the estimated trajectory has an overall deviation from the reference trajectory and deviates
from the real experimental area.

The influence of the transition process of spoofing on the subsequent global positioning
result can be eliminated by selecting the optimal pose transformation matrix introduced in
Section 4.2. The same set of data in Figure 12 is utilized to estimate the global positioning
results, as shown in Figures 13 and 14. Error statistical summary of Figure 14 after GNSS
spoofing is shown in Table 2.
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Figure 13. The integrated global positioning results with selecting the optimal pose transformation

matrix: (a) the estimation of the global results; (b) the motion path in google map.
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Table 2. Error statistical summary of Figure 14 after GNSS spoofing.

(a) Spoofing Scenario 1 (m) (b) Spoofing Scenario 2 (m)
Maximum Mean Standard Maximum Mean Standard
Error Error Deviation Error Error Deviation
With selecting 125 0.68 0.32 137 0.56 0.37
optimal matrix
Without selecting 434 351 0.35 423 235 0.80

optimal matrix

The optimal pose transformation matrix was selected according to the principle of
the minimum residual of nonlinear optimization. The minimum residual of nonlinear
optimization indicates that the pose transformation matrix is not affected by spoofing
interference deviations. In Figure 13, the blue line is the positioning result, obtained
without selecting the optimal pose transformation matrix, the red line is the result when
the optimal matrix is selected. Since there are no real GNSS measurements that can be
used as a reference under the condition of spoofing interference, the vio/gnss results when
there is no spoofing is using as a reference to analyze the positioning error. Figure 14
shows that the positioning errors after selecting the optimal pose transformation matrix are
decreased obviously, compared with the positioning errors that did not select the optimal
pose transformation matrix. As shown in Table 2, if the optimal pose transformation
matrix has not been selected, the maximum errors of these two spoofing scenarios will
up to 4.34 m and 4.23 m, and the mean errors after GNSS spoofing are 3.51 m and 2.35 m.
After optimal pose transformation matrix selection, the maximum positioning errors are
reduced to 1.25 m and 1.37 m, and the mean errors after GNSS spoofing are reduced
to 0.68 m and 0.56 m. In addition to analyzing the positioning error, the results show
that the estimated positioning results indicate global deviation when the optimal pose
transformation matrix is not selected. The global deviation can be corrected by selecting
the optimal pose transformation matrix.

5.5. Navigation and Localization of Revisit Area under GNSS Spoofing Interference

For the VIG system running in the revisit area, the key frame global pose map of this
area is first established when there is no spoofing interference according to Section 3.1. The
basic parameters of the global pose map are shown in Table 3.

Table 3. Basic parameters of the global pose map.

The Scope of the Area The Number of Key Frames  The Number of Feature Points
About 10 m x 100 m 157 3112

After the keyframe global pose map of the area is established, when UV enters the same
area again, the global pose-matching module can be enabled to correct that the absolute
pose occurs under GNSS spoofing interference conditions. Firstly, the correction effect of
global pose map is verified in the data, showing that there are no GNSS measurements
after 100 s of the motion, as shown in Figure 15.

The blue line in Figure 15a shows that the positioning results will deviate from the
true value due to inaccurate estimations of scale or for other reasons when there is no GNSS
measurments to correct VIO. The jump in the red line shows the correction of the pose
estimation after matching with the global pose map. The blue line in Figure 15b shows the
positioning error in the case of no correction, and the error in the latter part accumulates
with motion. The red line indicates that the positioning error reduced to less than 1 m after
matching with the global pose map.
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Figure 15. Verifying the correction effect of global pose map in GNSS-denied environment: (a) the
global positioning results; (b) the errors in the results.

Under the same experimental conditions, the UV was made to run autonomously
according to the preset waypoints, and GNSS spoofing jammer was turned on during
the movement. When spoofing interference was detected, the global pose map-matching
module is started to correct the absolute pose of the system. The positioning result is shown
in Figure 16. Error statistical summary of Figures 15b and 16b is shown in Table 4.
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Figure 16. (a)The integrated global positioning results comparison with and without keyframe global
pose map-matching in spoofing environment; (b)the error analysis of positioning results with and
without keyframe global pose map-matching.

Table 4. Error statistical summary of Figures 15b and 16b.

Figure 15b (m) Figure 16b (m)
Maximum Mean Standard Maximum Mean Standard
Error Error Deviation Error Error Deviation
With global 137 0.40 0.28 0.85 0.25 0.19
pose matching
Without global 5.77 2.56 172 597 421 0.80

pose matching

Figure 16 shows the positioning results with global pose map-matching when GNSS
spoofing interference is detected. The blue line indicates that, under GNSS spoofing inter-
ference conditions, the integrated positioning system lacks reliable absolute pose correction
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information and drifts with no correction. The red line shows the positioning results
during global pose map matching, which basically coincide with the preset waypoints. In
Figure 16b, the positioning error is analyzed by using vio/gnss results when there is no
spoofing as a reference. As shown in Table 4, without the correction of global pose map
matching, the maximum errors of these two conditions will up to 5.77 m and 5.97 m, and
the mean errors after GNSS abnormal are 2.56 m and 4.21 m. After the correction of global
pose map matching, the maximum positioning errors are reduced to 1.37 m and 0.85 m,
and the mean errors after GNSS abnormal are reduced to 0.40 m and 0.25 m in a 56.6 m
journey. The global pose map matching could provide absolute positioning correction for
a large-scale application which beyond the error correction ability of scale compensation
method and optimal pose transformation matrix selection method.

6. Discussion

According to the experiment results, when the spoofing detection module proposed
in [20] is not enabled, the positioning solutions output by the integrated system will be induced
by spoofing signals. This means that the risk of VIG-integrated positioning system in GNSS
spoofing scenarios actually exists and requires more attention. The VIO scale estimation error
and the transformation matrix deviation in the transition period of spoofing detection proved
to be harmful to the global pose estimation of integrated systems under GNSS spoofing. The
experiment firstly verifies the effectiveness of the spoofing detection algorithm. Focusing on
the problem of inaccurate scale estimation in VIO initialization, a real-time estimation method
of scale compensation coefficients for nonlinear optimization framework is proposed in this
paper. GNSS measurements are used to estimate the scale compensation coefficients from
the VIO local system to the ENU coordinate system. The results of the scale compensation
experiment under spoofing show that the relative positioning error of the integrated system
can be reduced by an order of magnitude. To eliminate the influence that the spoofing GNSS
measurements that enter nonlinear optimization during the spoofing transition process have
on the subsequent integrated positioning results, a deviation correction method based on
optimal pose transformation matrix selection is proposed in this paper. The experiment results
show that the global deviation caused by the influence of the spoofing transition process can
be corrected by selecting the optimal pose transformation matrix. For some special areas
that the integrated system can revisit many times, a global pose map-matching method is
proposed for VIG-integrated algorithms. The experimental results show the effectiveness of
the proposed matching method. The relative positioning error of the integrated system and
the accumulated error could be reduced by matching the key frames with global pose. The
experiment area is limited because of the restrictions of the power of a GNSS spoofer so that
it does not influence others. The performance of the integrated system in a large area under
spoofing could be further studied.

7. Conclusions

In this paper, the performance of a visual/inertial/GNSS integrated system under
GNSS spoofing attack is discussed. The spoofing detection method is based on previous
studies [10] and is not the focal point of this study. The focal point is the key problems
that mainly affect the positioning accuracy after GNSS spoofing detection. Two of these
key problems are discussed: VIO scale estimation errors and errors in the transition period
of spoofing detection. Three methods, scale compensation coefficient estimation, optimal
pose transformation matrix selection and global pose map-matching, were proposed in this
paper to depress the positioning errors due to GNSS spoofing attacks.

For the first time, the VIG-integrated system is evaluated in a real-world GNSS spoof-
ing scenario. The three methods proposed in this paper are tested and compared in spoofing
scenarios. All three methods proved that this could be used to improve the performance of
the VIG-integrated system operating in a GNSS spoofing environments or under GNSS
spoofing threats. Based on this work, the robustness and reliability of the integrated system
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under GNSS spoofing will be further discussed, and further research will be carried out
concerning more complex spoofing scenarios such as intelligence-induced spoofing.
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