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Abstract: The global satellite navigation system represented by global position systems (GPS) has
been widely used in civil and military fields, and has become an important cornerstone of space-time
information services. However, the frequency band of satellite navigation signals is open, and the
frequency points overlap with some radars and communication systems, which brings challenges to the
application of satellite navigation. Time-domain adaptive filtering technology is a typical anti-jamming
method which can suppress the narrow-band interference faced by satellite navigation. However, in
the process of suppressing narrow-band interference, the navigation signal will be distorted, which
is mainly reflected in the distortion of the spectrum of the navigation signal, which will lead to the
enhancement of the side lobes in the correlation function. In this paper, we focus on time-domain
adaptive anti-jamming, study the mechanism of correlation function sidelobes lift caused by narrow-
band interference suppression, and propose a correlation function sidelobes suppression method
based on time-domain adaptive anti-jamming, which can be realized without losing anti-jamming
performance. The simulation experiment verifies the validity of the mechanism analysis of the sidelobes
lift of the correlation function and the effectiveness of the proposed method. The analysis results and the
proposed method are of great significance, which is reflected in the improvement of the anti-jamming
performance and acquisition performance of satellite navigation receivers.

Keywords: GPS; time-domain adaptive anti-jamming; sidelobes suppression; signal reconstruction;
correlation function

1. Introduction

The Global Navigation Satellite System (GNSS) is satellite-based all-weather naviga-
tion, positioning, and timing system [1,2]. At present, the satellite navigation systems in
the world mainly include the GPS (Global Positioning System) of the United States, the
Beidou satellite navigation system of China, the GLONASS (Global Navigation Satellite
System) of Russia, and the Galileo system of Europe [3-6]. With the deterioration of the
electromagnetic environment and the escalation of the intensity and complexity of inter-
ference, the concepts of electronic warfare and navigation warfare have received much
attention with regard to modern combat systems, and higher standards are put forward for
the anti-jamming ability of the navigation receiver [7-9]. Thus, the navigation equipment
must have a strong anti-jamming ability.

Diverse space electromagnetic environments and man-made electromagnetic interfer-
ence are the main sources of interference faced by satellite navigation receivers. Man-made
electromagnetic interference includes intentional interference and unintentional interfer-
ence [10,11]. The L band in unintentional interference coincides with the terrestrial radar
band, and the navigation system is susceptible to jamming [12]. The most typical jamming
scenarios in intentional jamming are narrowband jamming and broadband jamming, both
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of which will affect the performance of the navigation system and even lead to system
paralysis in severe cases [13-16]. From the perspective of the entire navigation system, since
the optimization of the signal system and the improvement of the transmission power have
been determined in the early stage of the construction of the navigation system, the task
of improving the anti-jamming performance at this stage falls on the satellite navigation
receiver of the receiving terminal [17-20].

Common anti-jamming technologies can be divided into time-frequency domain anti-
jamming technology based on the single antenna, space-domain anti-jamming technology
based on the antenna array, and anti-jamming technology combining space-time and space-
frequency [21-23]. Antenna array anti-jamming technology uses multiple antenna array
elements and uses vector weighting to cancel interference according to the different signal
direction angles and interference direction angles [24,25]. Different from single-antenna
anti-jamming technology, it can suppress broadband interference [26]. Compared with
antenna array anti-jamming technology, the single antenna has irreplaceable advantages
in some application backgrounds. It is mainly reflected in the small size of the single
antenna, which can be customized according to the shape of the installation platform [27].
It has fewer receiver channels, a simpler hardware structure, low power consumption,
and high-cost performance. The ranging error caused by mutual coupling and channel
mismatch between array elements does not require complex channel correction. Therefore,
the single antenna is widely used in most high-precision receivers.

Anti-jamming in the time-frequency domain will cause the sidelobes of the correlation
function to rise [28]. In 2016, Fan Guangteng analyzed the principle of sidelobes lift of the
correlation function from the frequency domain [29]. It equals the anti-jamming filter as an
ideal band-stop filter and decomposes it into the difference between the all-pass filter and
the band-pass filter. From the perspective of the frequency domain, the splitting of the signal
spectrum after anti-jamming will inevitably lead to the rise of the sidelobes of the correlation
peak. The rise of the sidelobes is directly related to the interference characteristics, but
the interference characteristics are uncertain. However, the effects of frequency domain
and time domain anti-jamming are both analyzed in the frequency domain, and the time-
domain anti-jamming is the analysis of the time domain filter equivalent to the frequency
domain, and the effect of the anti-jamming algorithm on the correlation peak is the same as
that of the interference frequency and bandwidth. The sidelobes lift mechanism caused by
the traditional time-domain anti-jamming algorithm still needs further theoretical analysis
and elaboration.

The rise of the correlation peak sidelobes will affect the capture of the navigation
signal, so the correlation peak sidelobes suppression under the anti-jamming condition
in the time-frequency domain has become a research direction [30-32]. Scholars such as
Blinchikoff and Park proposed two types of sidelobes suppression filters, discrete and
combined [33]. The difference is that the former is a cascade of anti-jamming filters and
sidelobes suppression filters, while the latter is designed as a filter that takes into account
both anti-jamming and sidelobes suppression needs. Based on the above technologies,
Dr. Li Zhengrong proposed a sidelobes suppression filter method based on constant
interference loss and applied this method to the sidelobes suppression of anti-jamming
receivers [34]. However, in the above-mentioned paper, the sidelobes suppression filters of
various structures are designed to suppress the sidelobes under the premise of sacrificing
the anti-jamming performance, and the suppression level is limited.

In this paper, under the background of time-domain adaptive anti-jamming, the
reasons for the sidelobe’s rise of navigation signal caused by time-domain adaptive anti-
jamming are deeply analyzed, and the method of sidelobes suppression is proposed. The
structure of this paper is as follows. Section 2 introduces the mathematical models studied
in this paper, including the signal model and the time-domain adaptive anti-jamming
model. The third section analyzes the mechanism of the sidelobes lift of the navigation
signal caused by anti-jamming. Section 4 proposes a method for suppressing sidelobes lift
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caused by anti-jamming. Section 5 verifies the analysis results and the sidelobes suppression
method in this paper by simulation. Finally, the conclusion of this paper is given.

2. Mathematical Model
2.1. Signal Model

Time-domain adaptive anti-jamming technology uses the strong correlation charac-
teristics of narrowband interference. The navigation signal is a spread spectrum signal
and belongs to a wideband signal, and the weak correlation is not easily estimated. The
narrowband interference is estimated from the received signal and then canceled from the
received signal in a canceling manner. The discrete expression for the received signal is:

x(k) = S(k) + I(k) + N(k) 1)

wherek=---, -2, -1, 0, 1, 2, ---.S(k), I(k)and N(k) represent the navigation
signal, interference signal and noise signal, respectively.
The expression for the navigation signal is:

S(k) = AD(k)e(k) @

Among them, A is the amplitude, and D (k) is the modulated navigation signal. The
subsequent analysis in this paper is all carried out within one bit of relevant accumulation
time, so it can be assumed that D (k) = 1, ¢(k) is a pseudo-random noise code.

N (k) is white Gaussian noise and its complex form is expressed as:

N(k) = Nj(k) +1 - Ng(k) ®)

where, N;(k) and N, (k) are Gaussian white noise with a bilateral power spectral density
equal to Ny, N;(k) and N, (k) are independent of each other.

Under ideal conditions, the pseudo-code autocorrelation function Ry(7) of BPSK
(Binary Phase Shift Keying) signal is a triangular wave A(t/T,), and its expression is as
follows [35]:

Rre(7), [T < T

Ro(7) = {0, ST @)

where, R1.(7) =1— | L

Taking the Beldou BSI signal as an example, the spectral relationship between noise,
signal and interference is shown in Figure 1. Figure 1a shows the spectrum of noise, signal,
and interference, and Figure 1b shows the synthesized spectrum.
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Figure 1. Spectrum comparison of interference, signal and noise. (a) Independent shown,
(b) Synthetic shown.



Remote Sens. 2022, 14, 5609

40f 15

The code rate of the Beidou B3I signal is 10.23 MHz, and its signal bandwidth is
20.46 MHz. The autocorrelation characteristics of the navigation signal are shown in Figure 2.
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Figure 2. Autocorrelation characteristics of navigation signals.

2.2. Time-Domain Anti-Jamming Model

The structure of the single-antenna-based time-domain adaptive anti-jamming filter is
shown in Figure 3.

+
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Figure 3. Time-domain anti-jamming filter structure.

Common adaptive algorithms for time-domain anti-jamming include the Least Mean
Square (LMS) algorithm based on the Minimum Mean Square Error (MMSE) criterion and
the Least Squares (LS) algorithm based on the Recursive Least Squares (RLS) algorithm.
Among them, the LMS algorithm proposed by Widrow and Hoff in 1957 has the advantages
of simple principle and no need for complex matrix inversion and is widely used [36].
The LMS algorithm is a classical anti-jamming processing algorithm and also a commonly
used one. This algorithm is widely used in satellite navigation receivers. This article only
analyzes the LMS algorithm.

Let the output signal be y(n), the output data of the filter be y(k), then we can get:

y(k) = wH (k)x(k) ®)

Among them, w(k) represents the filter weight vector at time k. x(k) represents the
sampled data vector input by the filter.
Let d(k) be the desired signal of the filter, then the error of the filter can be expressed as:

e(k) = d(k) — y(k) = d(k) — wH (k)x(k) ®)
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The iterative formula for the weight coefficient of the LMS algorithm is as follows:
w(k+1) =w(k)+ pux(k)e*(k) )
Among them, y is the step factor, and its value must satisfy:
0 < ¢ <2/Amax 8

where, Amayx is the maximum eigenvalue of the correlation matrix between the navigation
signal and the local pseudocode, and the algorithm can only be converged when the step
factor satisfies Equation (8).

The filter structure used in this paper is a commonly used odd-order bilateral tap
transversal filter, that is, a filter with an interpolation structure. Constraining the full coeffi-
cient of the middle tap to always be 1 is to ensure that the weight vector does not converge to
all zeros. The filter architecture is shown in Figure 4, where [ |* represents the conjugation.
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Figure 4. Architecture of the time-domain anti-jamming filter.

In the interference scenario shown in Figure 1, the time-domain adaptive anti-jamming
technology is used, and the spectrum after anti-jamming is shown in Figure 5.
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Figure 5. Spectrum after anti-jamming in the frequency domain.
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3. Mechanism Analysis of Sidelobes Lift

From the perspective of the frequency domain, much literature has analyzed the
reasons for the raised sidelobes of the correlation peak. The classic model used is usually
equivalent to an ideal band-stop filter, which is obtained by subtracting the band-pass filter
from the all-pass filter, as shown in Figure 6.

| Anti-jamming Filter :
I

n
} > All Pass Filter yI( ) :
I
| + I
| |
I 4

x(n) | ‘ | ¥(n)

| I
| I
I

n I
: » Band Pass Filter y2( ) = [
| |

Figure 6. Schematic diagram of anti-jamming filter decomposition.

For an all-pass filter, its discrete impulse response is §(1), and the time-domain discrete
impulse response expression of an ideal band-pass filter is %e’j“’o”, where w, is the
single-sideband bandwidth and wy is the interference center frequency.

The discrete impulse response of the band pass filter is subtracted from the discrete
impulse response of the ideal all pass filter, and the discrete impulse response of the

anti-jamming filter is obtained as follows [37]:

_ ﬂl n=20
huntifjam(n) = {sir;[c;)lcnz—jwon, n+#0 ©)

However, the effects of frequency-domain and time-domain anti-jamming on sidelobes
are both analyzed in the frequency domain, and the time-domain anti-jamming is the
analysis of the time-domain filter equivalent to the frequency domain. Therefore, this
paper will further analyze the mechanism of the correlation peak sidelobes lift caused by
the traditional anti-jamming algorithm in the time domain. From the perspective of the
correlation domain, the correlation function is expressed as follows:

M
R(t)= ¥ wRu(t+k 1)
k=-M

= w,MRxs(T_M'TO)‘I‘""I‘ (10)

w_1Rys(T — T0) + wyRus (T)+
wles(T + TO) +---+ wMRxs(T + M- TO)

As can be seen from the above formula, under the time-domain anti-jamming al-
gorithm, the formation of sidelobes of the correlation function is also formed by the
superposition of delayed correlation functions at different times. The sidelobes peak value
of the correlation peak is related to the anti-jamming filter coefficient. The delay correlation
functions at different times formed under the real weights are shown in Figure 7.
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Figure 7. Correlation peak sidelobes formation diagram in traditional LMS algorithm.

The lifting mechanism of time-domain anti-jamming on correlation peak sidelobes is
attributed to the superposition of signals at different time delays. Due to the change of the
anti-jamming filter coefficient under different interference frequencies and bandwidths, the
correlation peak sidelobes will have different effects under these conditions. Under the
condition of anti-jamming, the relationship between the power spectrum of the navigation
signal and the correlation function is as follows [38]:

00
R()= [ H(P)S(F)eP/df G)

Among them, H(f) is the frequency domain expression of the anti-jamming filter, and
S(f) is the power spectral density function of the signal.

From the above formula, it can be concluded that under the conditions of different
interference bandwidths and interference frequencies, the correlation function will be af-
fected. The influence of anti-jamming on the correlation function under different conditions
is shown in Figures 8 and 9.

I I
—oe— None Interference

—&— 10% Bandwidth
—%—20% Bandwidth |
—*— 30% Bandwidth

08F -t "‘

Correlation Function

CodePhase (Chips)

Figure 8. Influence of correlation function under different interference bandwidths.
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Figure 9. Influence of correlation function at different interference frequencies.

4. Sidelobes Suppression Technology
4.1. Correlation Peak Model

From the perspective of the correlation domain, the core idea of the algorithm is to
use the coefficient w; and estimated amplitude Ay of the anti-jamming filter to reconstruct
the delay correlation function with the local signal. Subtract the reconstructed local signal
components §(n + i) at different delay times from the signal y(n) after the anti-jamming
module to obtain a new output signal (1), and then perform secondary acquisition of the
signal. When /' (n) is correlated with the local pseudocode signal, the delay component of
the correlation function superimposed by the adaptive anti-jamming algorithm is canceled
in order to achieve the purpose of sidelobes suppression. The correlation function Rg;s(T)
after bypass inhibition can be expressed and shown as:

Rsis(r) = £ {ly(n) ~8(n+)s"(n—7 - A7)}

E {ly(n) — Ar % wgs(n —k — AT)]s*(n— 17— AT) }

n=—oo k= -M
k+#0
= E y(n)s*(n—t— A1) — ozoj [AR I\Z/Ij wis(n —k — AT)]s*(n — T — A1) (12)
n=—oo n=—oo k=-M
k0
= R(T+AT) — AR )% kao(T+kTo)
k=—-N
k40

where, N is the number of single-side reconstructed signal components, in the bilateral
tap transversal filter, the total number of reconstructions is 2N, and the value range of
is N < M. Ry(7) is the ideal pseudocode autocorrelation function A(7/T;). Ag can be
estimated as the peak value R(0) of the correlation function between the output signal
after anti-jamming and the local signal each time, and At is the code phase delay deviation
between the received signal and the local replica signal during acquisition.

The y'(n) correlation with the local signal is equivalent to the correlation function
of the anti-jamming output signal and the local signal minus the delay components of
the correlation function at different times in the correlation domain. Its equivalent effect
diagram is shown in Figure 10. Since the sidelobes suppression algorithm processes the
correlation function in the correlation domain in the acquisition stage, it will not affect the
anti-jamming performance.
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4.2. Sidelobes Suppression

The block diagram of sidelobes suppression is shown in Figure 11.

Reconstruct |\ q———— | ocal Signal
W > Signal ‘ s(n) '
’ ART s(n+i) S(”)l
—_ '
x(n) n o y'(mr—g Ry (7)
—» Anti-Jamming y( ) > E S‘1gna.l —p Slgna'l ‘_>SLS
stimation Processing

S(H)T +

Local Signal

Figure 11. Block diagram of sidelobes suppression.

In Figure 11, according to Equation (12), the sidelobe is caused by the superposition
of multiple correlation peaks, which are caused by the anti-jamming filter. Therefore, the
sidelobe can be suppressed through the anti- jamming filter and the local signal. To put it
simply, the signal components caused by anti- jamming are reconstructed and deducted
in signal processing. The reconstructed signal component includes two factors, one is the
weight coefficient of the anti- jamming filter, and the other is the amplitude estimation of
the signal.

The estimation of the signal amplitude adopts the result of the acquisition stage, and
the signal search and acquisition algorithm adopts the parallel code phase search [39,40],
as shown in Figure 12. After the carrier signal is mixed, the Fourier transform is directly
performed on the mixing result, and then the transform result is multiplied by the conjugate
of the C/ A code Fourier transform, and the correlation value in the time domain is obtained
by using the inverse Fourier transform. When the correlation value exceeds the preset
threshold, it is determined that the acquisition is successful, and the correlation value at
this time is the estimated amplitude of the signal.
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Figure 12. Schematic diagram of the acquisition process of the parallel code phase algorithm.

As shown in Figure 12, the parallel code phase search acquisition algorithm mainly
includes the following steps:

(1) According to the frequency grid division, multiply the anti-jamming digital interme-
diate frequency signal by the frequency carrier to complete the mixing.

(2) Perform N-point Fast Fourier Transform (FFT) on the mixed signal (if the number of
points is less than N, it needs to be filled with zeros).

(38) Perform complex conjugate processing on the FFT transformation result of the locally copied
pseudocode, and multiply it with the FFT transformation of the mixing output signal.

(4) Perform Inverse Fast Fourier Transform (IFFT) on the result of step (3) to obtain the cross-
correlation result between the received signal and the local spread spectrum signal.

(5) Perform absolute value judgment on the result of (4). If it exceeds the threshold, it
is considered that the acquisition is successful, and the code phase and frequency
estimation value are outputted, otherwise steps (3), (4), and (5) are repeated, and the
new frequency is searched until the search is complete.

5. Simulation Experiment
5.1. Effect of Reconstruction Number on Sidelobes Suppression

As shown in Equation (10), the rise of the side lobes of the correlation function is due
to the superposition of the delay components of the correlation function at different times
during the iterative process of the time-domain anti-jamming algorithm. Therefore, the
degree of sidelobes suppression is closely related to the number of signal reconstructions.

Under the simulation condition that the interference bandwidth is 20% of the signal
bandwidth and the frequency is located at the center frequency of the navigation signal, the
sidelobes suppression process of the correlation function is shown in Figure 13. Correlation
functions after sidelobe suppression are compared. It can be seen that with the increase in
the reconstruction number of delayed signal components, the first side lobe and the second
side lobe are gradually suppressed, the bandwidth of the main lobe is broadened, and the
energy is enhanced. When the code phase deviation between the received signal and the
local signal is zero when the reconstruction number of the signal component is increased to
the same order as the anti-jamming filter, the sidelobes can be suppressed to the noise level,
and the correlation function can be restored to the level without interference.
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Figure 13. Comparison of sidelobes suppression effects under different reconstructed numbers.

5.2. Effect of Interference Bandwidth on Sidelobes Suppression

When the number of unilateral signal reconstructions is 10, sidelobes suppression is
performed for the interference of different bandwidths, and the same navigation signal and
noise signal are used for it, and the delay error between the received signal and the local
pseudocode signal is not considered. Figures 14 and 15 show the received signal spectrum
before and after anti-jamming, respectively. The results before and after the suppression of
different interference bandwidths are shown in Figure 16. It can be seen from the figure that
the anti-jamming processing achieves effective interference suppression, and the correlation
function sidelobes under different bandwidth interferences can be effectively suppressed.
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Figure 14. Spectral characteristics before anti-jamming in difference interference bandwidths.



12 0f 15

Remote Sens. 2022, 14, 5609

1MHz

JammerBand

0.5MH:z

JammerBand

(ap)asd

(ar)asd

Frequency(MHz)

Frequency(MHz)

2MHz

JammerBand

1.5MHz

JammerBand

(ap)asd

-30

-20 -10

-30

Frequency(MHz)

Frequency(MHz)

-jamming in difference interference bandwidths.

0.5MHz|

Undone

----'B

anJeA UOIIBOLIO))

Figure 15. Spectral characteristics after anti

Sampling Point

Sampling Point

2MHz |

Undone

---'B

Y=
\
\

I I I I
I I I I \
I I I I 1
1 1 1 1 1
— o © < N =}
o o o o
AMN[eA UONE[RLI0)

Undone
===="B=1.5MHz[|

an[eA UOIIB[OLIO))

Sampling Point

Sampling Point

Figure 16. Sidelobes suppression results under different interference bandwidths.
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5.3. Effect of Amplitude Estimation Accuracy

As shown in Equation (12), the accuracy of the estimated amplitude also affects the
sidelobes suppression results. In this simulation, under the interference of 20% of the signal
bandwidth, the interference frequency is aligned with the center frequency of the signal,
and the sidelobes are suppressed under the unbiased code phase. The suppression results
are shown in Figure 17. As can be seen from Figure 17, under the sidelobes suppression
algorithm proposed in this paper, as the accuracy of the estimated amplitude decreases, the
sidelobes suppression level also decreases.

Correlation Value

Correlation Value
Correlation Value

Correlation Value

Correlation Value
Correlation Value

Correlation Value

Correlation Value
Correlation Value

Sampling Point Sampling Point

Sampling Point

Figure 17. Sidelobes suppression results under different amplitude estimation accuracy.

6. Discussion

In the case of narrow-band interference, time-domain adaptive anti-jamming can
effectively suppress narrow-band interference, but spectrum splitting occurs in the process
of interference suppression, which leads to the rise of the sidelobes of the correlation func-
tion. According to the sidelobes suppression method proposed in this paper, the problem
of sidelobes boosting can be solved by the method of signal reconstruction. The signal
reconstruction order is closely related to the order of the anti-jamming filter. According to
the simulation experiment, the reconstruction order does not need to be accurate as long as
it meets a certain range. In the simulation scenario of this paper, the reconstruction order is
greater than 5. Effective suppression of the side lobes of the correlation function is achieved.
The interference bandwidth affects the splitting degree of the navigation signal spectrum,
which in turn affects the lifting degree of the side lobes of the correlation function. From
the simulation results, when the reconstruction order is 10, the method proposed in this
paper can effectively suppress the sidelobes, and the suppression performance is good. The
amplitude estimation of the navigation signal is the core of the method in this paper. The
accuracy of the amplitude estimation directly determines the performance of the sidelobe
suppression. According to the simulation results, the sidelobe suppression performance
is closely related to the accuracy of the amplitude estimation. When the magnitude is
small, the inhibition effect becomes greater, and the influence is slightly smaller when the
magnitude estimate is too large, so the magnitude estimate can be appropriately enlarged
in practical applications.

7. Conclusions

In this paper, a navigation signal correlation function sidelobe suppression method
based on time-domain adaptive anti-jamming processing in satellite navigation receivers
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is proposed, which solves the problem of the degradation of acquisition performance
caused by the rise of the correlation function sidelobes. The narrow-band interference
suppression based on time-domain adaptive anti-jamming will cause the side lobe of the
navigation signal to rise, resulting in the degradation of the acquisition performance. This
paper analyzes the mechanism of the side lobe lift of the correlation function caused by the
time-domain adaptive anti-jamming and proposes a method to suppress the side lobe of
the correlation function according to the mechanism. Simulation experiments show that the
theoretical analysis mechanism is correct, and the proposed method can effectively solve the
sidelobes suppression caused by time-domain anti-jamming. According to the simulation
results, when the reconstruction value is greater than 5 and the accuracy of signal amplitude
estimation is between 0.8 and 1.6, the sidelobe can be significantly suppressed. The sidelobe
suppression method proposed in this paper improves the sidelobe suppression ratio, eases
the difficulty of acquisition in navigation signal processing, and can improve the acquisition
performance of navigation signals without sacrificing anti-jamming performance.
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