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Abstract

:

The global navigation satellite system has achieved great success in the civil and military fields and is an important resource for space-time information services. However, spoof interference has always been one of the main threats to the application security of satellite navigation receivers. In order to further improve the application security of satellite navigation receivers, this paper focuses on the application scenarios where narrowband and spoofing interference exist at the same time, studies the problem of spoofing interference detection under mixed interference conditions, then proposes a spoofing interference detection method based on the tracking loop identification curve. This method can effectively deal with the detection of spoofing interference under the conditions of narrowband interference and, at the same time, it can effectively detect the spoofing interference of gradual deviation. Simulation experiments verify the effectiveness of the spoofing interference detection method, based on the tracking loop discrimination curve. In typical jamming and spoofing scenarios, when the spoofing signal is about 7.5 m away from the real signal, the method used in this paper can achieve effective detection. The proposed detection method is of great significance for improving the anti-spoofing capability of satellite navigation receivers.
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1. Introduction


The global navigation satellite system (GNSS) is the core infrastructure for providing spatiotemporal information services; it plays an irreplaceable role in all aspects of human activities [1,2]. From the financial system, power system, communication system, transportation, agriculture, forestry and fishery, hydrological monitoring, meteorological forecasting, disaster relief and mitigation, public safety, smart wear, etc., in the civilian realm to the military one, for the individual soldier, mobile combat platforms, and weapons guidance systems. It can be argued that satellite navigation systems and application terminals play an important and even core role [3,4,5,6]. Its all-time, all-weather, high-precision, low-cost, and other characteristics make it an important choice for navigation and timing tasks [7,8,9]. All major satellite navigation systems are in the process of continuous upgrading and continuous development, improving their performance of spatiotemporal information services in terms of accuracy, integrity, continuity, and availability in different application scenarios [10,11,12].



However, since the format of civil satellite navigation signals is an open one, it is not difficult for unofficial organizations and unauthorized individuals to forge and generate civil satellite navigation signals [13,14,15]. Authorized signals where the signal format is not disclosed can be forged by forwarding, and the power of the satellite navigation signals is weak when they reach the surface. By suppressing interference, deceiving interference, etc., an attacker can reduce or destroy satellite navigation without spending too much money [16,17,18]. Among the interference methods adopted by the attacker, the transmission power is lower than the suppression interference; therefore, the attack method must be more subtle. Deception interference is a greater threat and has more serious consequences, so the legitimate user needs to take strict precautions against it by reducing or even avoiding the threat of spoofing interference [19,20,21]. To combat the major threat of deception interference against satellite navigation applications, deception confrontation has always been a research hotspot in the field of satellite navigation in terms of fierce confrontation game scenarios and the pursuit of high-security and high-reliability spatiotemporal information services [22,23,24,25].



The purpose of spoofing interference detection is to identify the presence or absence of spoofing interference. When spoofing interference is detected, the use of GNSS signals can be stopped, which can effectively avoid actions being induced by false signals and resulting in more serious consequences [26,27]. Under normal circumstances, there is only one correlation peak in the signal search range, but when there is a spoofing signal, multiple correlation peaks may appear [28,29]. Therefore, the detection of spoofing interference can be performed using the number of correlation peaks. Existing satellite navigation receivers usually have the ability to resist narrowband interference; the suppression of narrowband interference is based on the time-frequency domain method. The interference is suppressed by the spectrum difference between the interference and the signal. This difference causes signal distortion, mainly manifesting as an elevation of the correlation peak sidelobes [30,31]. Therefore, when narrowband and spoofing interferences coexist, after narrowband interference is suppressed, the rise of the correlation peak sidelobes will trigger the spoofing jamming detection method, based on the number of correlation peaks to fail.



This paper proposes a spoofing interference detection method based on the tracking loop discrimination curve, to monitor the symmetry of the correlation peak. Even in the case of narrowband interference, the correlation peak is distorted but its symmetry remains unchanged. This method can deal efficiently with the detection of spoofing interference under the conditions of narrowband interference, and at the same time, it can effectively detect the spoofing interference of gradual biasing.



This paper is organized as follows. In Section 2, a mathematical model for narrowband interference suppression and correlation peak-based spoof interference detection is presented. Section 3 analyzes the impact of a spoofing interference detection method, based on the detection of the number of correlation peaks under narrowband interference conditions. Section 4 proposes a spoofing interference detection method, based on the tracking loop discrimination curve. In Section 5, simulation experiments are carried out. Finally, Section 6 discusses our findings, and our conclusions are given in Section 7.




2. Mathematics Model


2.1. Narrowband Interference Suppression


The architecture of a single-antenna satellite navigation receiver is shown in Figure 1. In single-antenna receivers, the time-domain and frequency-domain anti-jamming algorithms are the most widely used algorithms. Compared with the time domain anti-jamming algorithm, the frequency domain anti-jamming algorithm has the following advantages: it can suppress multiple single-frequency interferences at the same time; when the interference bandwidth is greater than 5%, the frequency domain anti-jamming algorithm has better performance; when the quantization word length is sufficient, the dynamic range is large; the principle is simple, and a mature fast Fourier transform (FFT) algorithm can be used, which is easy to implement in engineering; the algorithm has good adaptive ability for data segmentation processing. For these reasons, the frequency domain anti-jamming algorithm is the most commonly used anti-jamming algorithm in engineering, and this paper takes the frequency domain anti-jamming algorithm as the research object [32,33,34].



Frequency domain anti-jamming is a common processing method for satellite navigation receivers. The received data is converted to the frequency domain through FFT; the interference spectrum is identified and suppressed, then converted from the frequency domain to the time domain through an inverse fast Fourier transform (IFFT) [35]. A block diagram of the basic principle of frequency domain anti-jamming is shown in Figure 2.



The spectra before and after anti-jamming in the frequency domain are shown in Figure 3. The suppression of narrowband interference is realized by setting the interference spectral line to zero.




2.2. Spoofing Jamming Detection


Correlation peak detection technology is effective for both generatedand forwarding spoofing interference. This paper takes forwarding spoofing interference as an example for analysis. Relay deception interference works by first receiving the real GNSS signal, then transmitting it after a certain delay and amplification, so as to deceive the target GNSS receiver. These forwarded navigation signals are called spoofing signals. Compared with real signals, spoofing signals only differ in terms of delay and power and do not change the navigation text [36]. In order for the relay-type spoofing interference to successfully enter the GNSS receiver acquisition stage, the spoofing party usually increases the power of the spoofing signal to a level higher than that of the real satellite signal [37]. Therefore, GNSS receivers without any anti-spoofing measures are easily spoofed by repeater jammers. After the target GNSS receiver captures the relayed spoofing interference signal, it will calculate the wrong pseudo-range and cannot obtain a correct position solution [38]. The generation mechanism of forwarding spoofing interference is shown in Figure 4. There are two implementation methods for forwarding spoofing interference, according to the complexity of their implementation. In the first method, all real satellite signals are received, delayed, amplified, and retransmitted using a single receiving antenna. If the delay is short enough to be considered synchronous with the real satellite signal, this kind of repeater interference can force the GNSS receiver to acquire and track it. The second method is to use array antennas to form high-gain narrow beams for each real satellite, receiving all real satellite signals separately, adding different delays, then forwarding them. This kind of forwarding interference can deceive the receiver into giving up the setting and the purpose of the location.



In the process of signal transmission, noise is usually introduced, usually Gaussian white noise with a mean value of 0. The baseband complex signal    s  IF     can be expressed as:


   s  IF    t  = s  t  + j  t  + w  t   



(1)




where   s  t    represents the real signal,   j  t    represents the spoofing signal, and   w  t    represents the noise, which is a normal random process independent of the signal.



The real signal can be expressed as:


  s  t  = A d   t − τ   χ   t − τ   c   t − τ    e  j   2 π Δ f   t − τ   +  θ s       



(2)




where  A  is the signal amplitude,   d  t    is the navigation message data,   c  t    is the pseudo-random code,  τ  is the pseudo-code delay,   Δ f   is the carrier Doppler, and    θ s    is the initial carrier phase. The pseudo-random code of the received signal is known to the receiver.



The forwarding spoof-jamming model is as follows:


  j  t  = k A d   t − τ −  τ 0    c   t − τ −  τ 0     e  j   2 π Δ  f ′    t − τ −  τ 0    +  θ j       



(3)




where  k  is the power amplification factor,    τ 0    is the time delay added by spoofing,   d   t − τ −  τ 0      is the navigation message data contained in the spoofing signal, and   c   t − τ −  τ 0      is the pseudo-random code of the spoofing signal. In addition,   Δ  f ′    is the carrier Doppler of the spoofing signal and    θ j    is the initial carrier phase of the spoofing signal.



The correlation peak detection algorithm is to search for each visible satellite in the entire Doppler frequency and code phase interval in the receiver acquisition stage, then determine whether it is deceiving according to the number of captured correlation peaks. In the absence of spoofing interference, when an appropriate acquisition threshold is set, there is only one correlation peak greater than the threshold; if there is spoofing interference, there will be multiple correlation peaks that are greater than the threshold. Therefore, when it is detected that there are multiple correlation peaks greater than the threshold, it can be assumed that there is spoofing interference in the current received signal; when only one correlation peak greater than the threshold is detected, it is assumed that there is no spoofing.



The specific steps of the correlation peak detection algorithm are as follows:




	(1)

	
Multiply the received signal with the locally generated in-phase and quadrature signals to obtain the baseband complex signal   x  n  = I  n  + j Q  n    and perform the FFT on the complex signal   x  n    to obtain   X  k   ,  n = k = 0 , 1 , 2 , … , N − 1  .




	(2)

	
Perform a fast Fourier transform on the local pseudocode    s  s i    n    to obtain    H  s i    k   , then take the conjugate value of    H  s i    k    to obtain    H  s i  *   k   , where  s  is the step of the search frequency and  i  is the number of channels.




	(3)

	
Multiply   X  k    and the point-to-point to    H  s i  *   k    to obtain the output result    L  s i    k   .




	(4)

	
Perform an    L  s i    k    IFFT to obtain    l  s i    n    with a time-domain value, then take the    l  s i    n    modulo to obtain      l  s i    n     ; at this time, there are a total of   s × N   values of      l  s i    n     .




	(5)

	
Perform a two-dimensional search on the value of      l  s i    n      and compare it with a predetermined threshold. If there are two or more peaks higher than the threshold, it is considered that there is forwarding spoofing interference, and an alarm is issued to the receiver; if there is only one peak higher than the threshold, it is considered to be a real signal, and the tracking link is entered normally.









The correlation peaks with and without spoofing interference are shown in Figure 5, respectively. Whether there is spoofing interference can be easily detected by the number of correlation peaks.





3. Analysis of the Influence of Interference


3.1. Analysis of the Influence of Narrowband Interference Suppression


Several studies in the literature have analyzed the influence of frequency-domain anti-jamming on the correlation peak of the navigation signal and reported that its influence is related to the interference frequency, bandwidth, and other factors [39,40]. The frequency of the anti-jamming will cause the rise of the sidelobes of the correlation peak of the navigation signal. From the frequency point of view, when the interference is located at the center frequency of the signal, the sidelobe lift is the most serious. From the perspective of bandwidth, the wider the interference bandwidth, the more serious the sidelobe lift. Under the conditions of anti-jamming, the relationship between the power spectrum of the navigation signal and the correlation function is as follows [41]:


  R  τ  =    ∫  − ∞   + ∞    H  f  S  f   e  j 2 π f τ   d f     



(4)




where   H  f    is the frequency domain expression of the anti-interference filter and   S  f    is the power spectral density function of the signal.



From the above formula, it can be concluded that under conditions of different interference bandwidths and interference frequencies, the correlation function will be affected. Taking the Beidou B3I signal system as an example, the main lobe bandwidth of the signal is 20.46 MHz; the influence of anti-interference on the correlation function under different interference bandwidth conditions is shown in Figure 6. With the increase in the interference bandwidth, the distortion of the correlation function of the navigation signal intensifies, accompanied by the rise of the sidelobes. When the interference bandwidth is greater than 4 MHz, the height of the sidelobes reaches half of the main lobe.



In the case of narrowband interference suppression, multiple correlation peaks will appear, and the method of identifying spoofing interference by detecting the number of correlation peaks will fail.




3.2. Analysis of the Influence of Spoofing Interference


Deception-based spoofing interference is a common deception method; in this case, the delayed spoofing interference is gradually separated from the real signal. This method does not require the navigation receiver to re-acquire the signal and can achieve distortion-free switching from the real signal to the deception signal. The mechanism of interference is to adjust the delay difference between the deceptive interference and the real signal. The time delay between the spoofing interference and the real signal has different effects on the correlation function; these effects are shown in Figure 7. The smaller the delay, the harder it is to detect spoofing interference. When the time delay is greater than 1.5 chips, the spoofing interference and the real signal can be clearly distinguished by the correlation peak. Therefore, when the delay between the spoofing interference and the real signal is less than 1.5 chips, it is difficult to detect the spoofing interference by judging the number of correlation peaks.




3.3. Analysis of the Influence of Mixed Interference


Narrowband and spoofing interference may coexist. Assuming that the narrowband interference bandwidth is 4 MHz and the center frequency of the interference is located at the center frequency of the navigation signal, when taking the above decoy interference as the research object, in the presence of narrowband interference, the delay difference between the spoof interference and the real signal is related to the correlation function, as shown in Figure 8. Regardless of the delay, multiple correlation peaks will appear. When the time delay is greater than or equal to 1.2 chips, more than 3 correlation peaks will appear. The traditional method of detecting spoofing interference using the number of correlation peaks will identify all correlation peaks as spoofing interference.





4. Detection Method Based on Correlation Peak Symmetry


A previous study [42] showed that narrowband interference does not destroy the symmetry of the correlation peaks. However, spoofing interference will destroy the symmetry of the correlation peak when the delay difference from the real signal is small. In the satellite navigation signal channel index system, an S-curve deviation is usually used to measure the symmetry of the correlation peak, so that the symmetry can be quantitatively evaluated. In this paper, SCB bias is used as a new method to detect spoofing interference. The definition of SCB is as follows:


   τ  S C B   =  τ 0  −      τ 1  −  τ 2     2   



(5)




where    τ 0   ,    τ 1   , and    τ 2    satisfy the following constraints:


         τ 0  = arg max R  τ        R    τ 1    = R    τ 2             τ 1  −  τ 2    = Δ        



(6)







In the above formula,   R  τ    is the correlation function between the received signal and the local signal, and  △  is the interval of the correlator.



Using the experimental scenario given in Figure 7, the SCB deviation can be obtained according to the correlation function, as shown in Figure 9. It can be seen from the figure that under the conditions of narrowband interference suppression, the maximum deviation of SCB is less than 0.1 chip, while the fluctuation of SCB deviation has a certain randomness, and it is difficult to describe its changing trend.



Using the experimental scenario shown in Figure 7, the SCB deviation can be obtained according to the correlation function, as shown in Figure 10. It can be seen from Figure 10 that under the conditions of spoofing interference, the maximum deviation of SCB reaches about 0.3 chips, the symmetry of the correlation peak is destroyed, and the deviation of SCB appears to increase with the increase in the correlation interval.



Taking the experimental scenario shown in Figure 8, the SCB deviation can be obtained according to the correlation function, as shown in Figure 11. It can be seen from the figure that under conditions of mixed interference, the maximum deviation of SCB also reaches about 0.3 chips, and the symmetry of the correlation peak is destroyed, in a similar way to the scenario in Figure 10. It is further verified that the narrowband interference suppression will not destroy the symmetry of the correlation peak, but the spoofing interference will destroy the symmetry.




5. Experimental Verification of the Software Receiver


5.1. Experimental Platform


The simulation verification platform simulates a real navigation receiver signal-processing terminal; its block diagram is shown in Figure 12. The software receiver was designed by our group and was processed using MATLAB software. The signal adopts the pseudo-random noise code 1 (PRN1) of the Beidou-3 B3I signal. In the anti-jamming simulation, the interference is Gaussian noise of 2.046 MHz, while the simulation channel combines the signal, the interference, and the noise. The narrowband interference power is 50 dB higher than the noise, while the real signal power is 20 dB weaker than the noise. The anti-jamming method uses frequency-domain anti-jamming to detect deception interference in signal processing.




5.2. Simulation Experiment


In this simulation, the duration is set to 1 s. In order to verify the effectiveness of the method proposed in this paper, the method of dynamic interference is adopted. When the software receiver starts to work, there is no narrowband interference or spoof interference. When the software receiver runs to 200 ms, the narrowband interference is added. At 400 ms, the spoof interference is added. The deception interference power is 3 dB higher than the real signal, and the signal structure is the same as the real signal. The deception interference at 400 ms is false. The distance is the same as the real signal. At 600 ms, the spoofing interference is dynamically added, and the deflection is started at a speed of 0.005 chips/ms until the software receiver runs out.



The software receiver tracks the signal and outputs pseudo-range measurements. Figure 13 shows the comparison of the pseudo-range measurement value output by the software receiver, the pseudo-range value of the real signal, and the pseudo-range value of the spoofing interference. When the software receiver runs to 600 ms, the tracking is deceived by the interference, the receiver is deceived by the deception interference, and starts to output the wrong pseudo-range value.



The correlation function waterfall chart represents the change in the correlation function over time. It is essentially a three-dimensional graph. The x-axis represents the code phase, the y-axis represents the time, the z-axis represents the correlation value, and the z-axis is represented by different colors. It is difficult to accurately detect spoofing interference using the waterfall plot of the correlation function. A waterfall diagram of the correlated peaks is shown in Figure 14.



In Figure 14, if the traditional spoofing jamming detection method is adopted, the sidelobe of the correlation peak is raised due to the narrowband jamming suppression and the spoof jamming will be detected at 200 ms, which is an example of incorrect spoof jamming detection.



The SCB deviation curve is drawn according to the correlation function, and the SCB waterfall chart is shown in Figure 15. Spoofing interference can easily be detected from the SCB waterfall chart.



Using the traditional detection method of the number of correlation peaks and the SCB curve threshold method, the thresholds are set to 0.12/0.14/0.16/0.18, respectively, to detect the spoofing interference; the detection results are shown in Figure 16.





6. Discussion


In the traditional method, the number of correlation peaks can determine whether there is spoofing interference. In the absence of spoofing interference, there is only one correlation peak, while with spoofing interference, there will be multiple correlation peaks. In addition, in the case of narrowband interference, the interference suppression method in the time domain or frequency domain will distort the shape of the correlation peak, resulting in an elevation of the sidelobe of the correlation peak. Therefore, when narrowband interference occurs, it is assumed that there is deception interference with the traditional method; that is, a false alarm of detection is triggered.



Although the suppression of narrowband interference will cause the distortion of the correlation peak, it will not destroy the symmetry of the correlation peak, and the existence of spoofing interference will not only change the number of correlation peaks but also cause the symmetry of the correlation peak to change. In the case of the coexistence of narrowband and spoofing interference, the traditional method that only relies on the number of correlation peaks will trigger serious false alarms. However, this paper proposes a method based on correlation peak symmetry detection, which can effectively improve the detection performance of spoofing interference. Under the typical scenario conditions of the simulation experiments, using the SCB curve threshold method, when the threshold is set to 0.12, the spoofing interference is detected at a time of 651 ms, and the difference between the spoofing interference and the real signal is about 7.5 m at this time.




7. Conclusions


In this paper, we analyze methods for detecting spoofing interference based on the number of correlation peaks in the scenarios of narrowband interference, spoofing interference, and their hybrid interference. A spoofing interference detection method, based on the symmetry of the correlation peak is proposed, and a simulation verification is carried out on the software receiver platform.



The outcomes of the study are the following:




	(1)

	
The suppression of narrow-band interference will cause the rise of the sidelobes of the correlation peak. If the detection method of spoofing interference based on the number of correlation peaks is adopted, this will cause false alarms in the detection of spoofing interference.




	(2)

	
When the delay between spoofing interference and the real signal is less than 1 chip, the displayed correlation function is still a correlation peak, and the spoofing interference detection method based on the number of correlation peaks will be invalid.




	(3)

	
When narrowband interference and spoofing interference coexist, the number of correlation peaks will be complicated, and the detection of spoofing interference cannot be achieved solely by the number of correlation peaks.




	(4)

	
Narrowband interference will not destroy the symmetry of the correlation peak, whereas spoofing interference will destroy the symmetry of the correlation peak. Using the symmetry of detecting deception interference can effectively realize the detection of deception interference.









In the scenario mentioned in the simulation experiment, when narrowband jamming and spoofing jamming coexist and the delay difference between the real signal and the spoofing signal is 7.5 m, the method proposed in this paper can effectively identify the spoofing signal, which solves the problem of spoofing interference identification under mixed jamming conditions.



Spoofing interference detection and spoofing interference is a game between the attacker and the defender, and new forms of spoofing will need new methods of detection. The spoofing interference detection method in this paper provides a new solution for the detection of spoofing interference.
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Figure 1. Satellite navigation receiver architecture. 
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Figure 2. The basic principle of frequency domain anti-jamming. 
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Figure 3. Spectrum before and after anti-jamming: (a) before anti-jamming, (b) after anti-jamming. 
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Figure 4. Generation principle of forwarding spoofing interference. 
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Figure 5. Detection results of spoofing interference: (a) without spoofing interference, (b) with spoofing interference. 
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Figure 6. Correlation peak distortion caused by narrowband interference suppression. 
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Figure 7. The effect of spoofing interference on correlation peaks. 
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Figure 8. The effect of mixed interference on the correlation peaks. 
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Figure 9. SCB distortions caused by narrowband interference suppression. 
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Figure 10. Impact of pull-off spoofing interference on SCB. 
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Figure 11. The impact of mixed interference on SCB. 
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Figure 12. Software receiver simulation block diagram. 
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Figure 13. Pseudo-range measurements in interference scenarios. 
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Figure 14. Waterfall diagram of the correlation function in an interference scenario. 
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Figure 15. SCB waterfall diagram in the interference scenario. 
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Figure 16. Deception interference detection results in interference scenarios. 
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