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Abstract: Unmanned aerial vehicle (UAV) and reconfigurable intelligent surface (RIS) methods are
promising techniques for improving the energy and spectrum efficiency of Fifth Generation/Beyond
Fifth Generation (5G/B5G) networks. In order to take advantage of both techniques, we propose an
RIS-assisted UAV secure communication scheme, where an UAV is equipped with RIS to facilitate
secure transmission. To maximize the average secrecy rate, we jointly optimize the beamforming
power, reflect phase shift, and UAV’s trajectory. For this non-convex problem, we decompose
it into the power beamforming problem, the phase shift optimization problem, and the UAV’s
trajectory design problem, and proposed an efficient iterative algorithm to solve the problem. The
numerical results verify the superiority of the proposed scheme that can improve the average secure
transmission rate by about 20% compared to that of Eavesdropping elimination methods.

Keywords: reconfigurable intelligent surface; security; unmanned aerial vehicle

1. Introduction

The unmanned aerial vehicle (UAV) technique has the advantages of high mobility,
line of sight (LOS) transmission and low cost [1,2], which is promising for the Fifth Gener-
ation/Beyond Fifth Generation (5G/B5G) networks [3]. Assisted by UAVs, the network
coverage can be greatly extended. In addition, by the collaborative optimization of UAV’s
trajectory and transmit power, the performances of the wireless networks, such as the
throughput, information delay, and energy efficiency, can be improved [4,5]. The recon-
figurable intelligent surface (RIS) is composed of a large number of energy-saving and
economical reconfigurable reflectors [6–8], which can reflect the incident electromagnetic
wave by inducing a controlled phase shift [9–12]. Adjusting the phase shift of all com-
ponents together and utilizing the coherence of electromagnetic waves, the signals from
different transmission paths will be aligned at the desired receiver to improve the achiev-
able rate and energy efficiency. Combining the advantages of UAV and RIS can greatly
improve the UAV’s energy efficiency [13–15]. Moreover, the RIS is easy to implement, since
the hardware cost of RIS is lower and there is no signal forwarding equipment. Currently,
there is limited research on the RIS-assisted UAV communications. In [16–20], the RIS
relayed the UAV downlink signals to maximize the transmission rate or minimize the bit
error rate through optimal power allocation and phase shift designing [21]. In addition,
the non-orthogonal multiple access (NOMA) was adopted in [19] to improve the spectrum
efficiency, where multiple groups of ground users were serviced. In [22,23], the UAV was
equipped with RIS to assist the transmission between the transmitter and receiver.

Remote Sens. 2021, 13, 4286. https://doi.org/10.3390/rs13214286 https://www.mdpi.com/journal/remotesensing

https://www.mdpi.com/journal/remotesensing
https://www.mdpi.com
https://orcid.org/0000-0001-9981-3623
https://orcid.org/0000-0003-0030-6758
https://doi.org/10.3390/rs13214286
https://doi.org/10.3390/rs13214286
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.3390/rs13214286
https://www.mdpi.com/journal/remotesensing
https://www.mdpi.com/article/10.3390/rs13214286?type=check_update&version=2


Remote Sens. 2021, 13, 4286 2 of 13

Due to the openness of the wireless communication environment, the wireless signal is
vulnerable to eavesdropping. Recently, physical-layer security (PLS) has become a research
hotspot [24], which achieves perfect information security encrypted by the wireless channel
characteristic. Assisted by the RIS, the authors in [25] proposed an RIS-aided secure
transmission scheme considering the hardware impairments. In [26], the jamming scheme
was utilized to further improve the secrecy rate for RIS-aided networks. In [27], the
quantized phases were introduced in the secure transmission, where the phase shift was
optimized based on the quantized phase. However, to the best of the authors’ knowledge,
the secure transmission for the RIS-aided UAV network has not yet been researched in
sufficient detail, which will be studied in this paper.

Motivated by the above challenges, we propose an RIS-aided UAV secure transmission
scheme, where an UAV carries RIS to assist the secure transmission between the UAV and
the ground user (GU). In the proposed scheme, the signals transmitted by BS are reflected
to GU through an UAV equipped with RIS, and UAV flies along its optimized trajectory.
For this scenario, we maximize the average secure rate by jointly optimizing the UAV
trajectory, passive beamforming and phase shift under the constraints of RIS phase shift
and actual UAV mobility. Different from the existing works that assumed fixed RIS, we
utilize UAV carrying RIS that can utilize the flexibility of RIS and mobility of UAV to
further improve the secrecy performance. Moreover, we formulate an average secrecy
rate optimization problem to allocate the beamforming power, and design the phase shift
and UAV’s trajectory. For this non-convex problem, we decompose it into the power
beamforming problem, the phase shift optimization problem, and the UAV’s trajectory
design problem, and proposed an efficient iterative algorithm to solve the problem. The
numerical results verify the superiority of the proposed scheme, which can improve the
average secure transmission rate by about 20% compared to that of the baseline method.

The rest of this paper is organized as follows. Section 2 describes the communication
system model of the proposed scheme. In Section 3, we formulate the optimization problem
and optimize the transmit power, phase shift and UAV’s trajectory. In Section 4, we present
the extensive simulations, and Section 5 concludes the paper.

2. System Model

Figure 1 demonstrates the RIS-aided UAV secure transmission model, which consists
of a base station (BS), an RIS-aided UAV (U), an eavesdropper (EVE) and a ground user
(GU). In this model, the RIS is equipped on the UAV. The BS securely transmits the
confidential information to the GU assisted by the RIS on UAV. Owing to the obstacles
blocking the LOS channel, EVE and GU can only obtain the signal from the RIS. The privacy
information is threatened by the EVE. Assisted by the RIS, we optimally designed the phase
shift, allocated the transmit power and the UAV’s trajectory to maximized the secrecy rate.

In the considering model, all channels experience quasi-static Rayleigh flat-fading. The
BS is equipped with Nt antennas. GU and the eavesdropper are equipped with only one
antenna. Assisted by the RIS, the system can create a programmable wireless environment
with reconfigurable passive elements to reduce the signal to interference plus noise ratio
(SINR) at the eavesdropping node, and enhance SINR of legitimate receiving users.

It can be seen from [6,28] that in order to optimize the phase shift of RIS, the system
needs to obtain high-precision channel state information. This problem was solved by [29]
through a large amount of statistical CSI data. Depending on the characteristics of the LoS
link, the channel from BS to UAV at nth time slot is denoted as W[n].

W[n] =
√

NtNrd−κ
BU,nηαr,n(ϕr,n)α

H
t,n(ϕt,n), (1)

where Nt and Nr are the number of antennas for the BS and the GU, respectively; η is the
fading coefficient of the LoS link [6]; κ is the corresponding path loss exponent related to
the BS to RIS link; dBU [n] denotes the distance between BS and UAV in the nth time slot;
αr,n(ϕr,n) is the array steering vector between the azimuth angles from BS to RIS; αt,n(ϕt,n)
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are the array steering vector between the azimuth angles from RIS to GU. Since we assume
that the RIS is parallel to the uniform linear array (ULA) transmitting antenna, the effect
of the incident electromagnetic wave on each row of reflected elements on the RIS are the
same and ϕt,n = ϕr,n. In addition, the array steering vector is denoted as follows:

αr,n(ϕr,n) =

√
1
N

[
1, ej 2π

λ d sin(ϕr,n), . . . , ej 2π
λ d(N−1) sin(ϕr,n)

]T
.

The array steering vector αt,n is defined in the same way as αr,n [30], where d is the dis-
tance between the antennas at the transmitter and λ is the electromagnetic wave wavelength.

User

Eve

BS

Start

End
UAV

z

y

x

Figure 1. The RIS-aided UAV secure transmission model.

Due to UAV’s high altitude location, the probability of the LoS path is increased. Since
we set the transmitter to use directional beam tracking, and consider the large-scale fading
of other paths, the process of electromagnetic wave emission and reflection can be regarded
as the LoS link. We assume that the existing channel estimation techniques can allow us to
obtain channel state information (CSI) [31]. The channel coefficient between the RIS unit
and GU is given by

hUG[n] =
√

d−κ
UG,nνζrζtat(φRIS), (2)

where ζr and ζf represent the gain of the receiving and reflecting antenna elements; ν is the
fading coefficient between UAV and GU; the distance between UAV and GU is denoted

as dUG[n] =
√

h2 + ‖sU[n]− sG‖2. We denote the position of UAV as sU and denote the
position of GU as sG. Then, the array steering vector of RIS is given by

at(φRIS)=

√
1
N

[
1, ej 2π

λ d sin(φRIS), . . . , ej 2π
λ d(N−1) sin(φRIS)

]T
,

where φRIS= arctan( H
‖su [n]−sG‖

).

The position of EVE is denoted as sEv = [xE, yE]
T . Considering the stability of the

system, the UAV flies at a fixed altitude. We denote the horizontal position of UAV at nth
time slot as sU [n] = [xU [n], yU [n]]T . We denote the position of the GU as sG = [xG, yG]

T .
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The channels BS → UAV, UAV → GU and BS → Eavesdropper are denoted by w, hUG,
and hUE, receptively. The transmission signals of the BS can be denoted as

p[n]=w[n]s, (3)

where w[n] ∈ CM×1 is the beamforming vector at nth time slot and s is the privacy
information transmitted by BS to GU. To reduce the SINR received at the eavesdropper,
the average transmit power of the BS is limited by

‖w[n]‖ ≤ I, ∀n = 1, 2, . . . , N, (4)

where I is the maximum permitted transmit power.
The trajectory of UAV should satisfy the following constraints

su[1] = sS,
su[N] = sE,
||su[n]− su[n− 1]||2 ≤ Vδ, n ∈ {2, . . . , N},

(5)

where sS and sE denote the initial and end positions of UAV; V denotes the maximum
flight speed of UAV; Vδ represents UAV’s maximum flight distance in each time slot.

According to the above discussion, we can derive the transmission rate of GU at the
nth slot as

Ru = log2(1+

∥∥∥hH
UG[n]Φ[n]W[n]w[n]

∥∥∥2

σ2
u

), (6)

where σu ∼ CN
(
0, σ2

0
)

is the additive white Gaussian noise (AWGN) at GU; Φ is the phase
shift of the RIS. Simultaneously, the EVE also receives the confidential information with
rate as

Re = log2(1+

∥∥∥hH
UE[n]Φ[n]W[n]w[n]

∥∥∥2

σ2
e

), (7)

where hUE =
√

d−κ
UE,nvEζEζtat(φRS) is the channel between UAV and EVE.

3. The RIS-Aided UAV Secure Transmission

Based on PLS, the maximum secure transmission rate over N time slots can be ex-
pressed as

Rs[n] = [Ru[n]− Re[n]], ∀n ∈ N (8)

To optimize the maximum secure transmission rate, we formulate the problem as

(P1) : max
w[n],φ[n],su [n]

1
N

N

∑
n=1

Rs[n] (9)

s.t. su[1] = sS,

su[N] = sE,

||su[n]− su[n− 1]||2 ≤ Vδ,

|φn|2 ≤= 1, ∀n = 1, . . . , N. (10)

‖w[n]‖ ≤ I.

In P1, the first three constraints are associated with the starting, ending and flight
velocity of UAV; the last but one constraint is associated with the phase shift; and the last
constraint is associated with the power allocation. It can be observed that the objective
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function and the last constraint are non-convex, which means that they are difficult to
solve. In the following, we transform P1 into a convex problem and propose an iterative
algorithm to solve it.

In order to solve P1, we propose an iterative algorithm. First, we optimally allocate
the beamforming power. Then, the RIS reflect phase shift on the UAV is optimized. Finally,
the trajectory optimization is solved. An alternating optimization (AO) algorithm is shown
in Algorithm 1.

Algorithm 1 The AO Algorithm for the Power Allocation and Phase Shift and
Trajectory Design

Initialize the coordinates of UAV, GU and BS;
Initialize RIS array response vector;
Generate channel parameters;
Generate pathloss parameters;

Repeat until convergence
for time t = 1, 2, . . . , 100 do

Calculate beamforming vector wDA[time] by (16);
Calculate the azimuth of signal transmission according to su[time− 1];
Calculate the RIS array response vector: for Iteration times con = 1, 2, . . . , n do

Calculate the Riemannian gradient of f (ϕ);
Search tangent vector of current direction T (d);
Taking tangent vector into the complex circle manifold;
if ‖Φ[n]−Φ[n− 1]‖ → 0

Update Φ[time];
break;

end
Calculate the UAV coordinate:
for Iteration times con = 1, 2, . . . , n do

Perform a first-order Taylor spread on (19);
Calculate the su[n] in (10) with fixed Φ[time] and w[time];
if ‖su[n]− su[n− 1]‖ → 0

Update su[time]
break;

end
end

3.1. BS’s Beamforming Strategy

In this paper, we evaluate the performance of the proposed algorithm against the
Eavesdropping elimination method and the situation without beamforming through sim-
ulation. In our proposed algorithm, the beamforming of BS will track the channel state
to enhance the signal power at UAV as much as possible. There are two strategies in
beamforming vector optimization.

(1) Eavesdropping elimination method
The eavesdropping elimination method refers to the utilization of the orthogonality of

the transmit signal and the eavesdropping channel to zero out the received signal at the
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EVE. To simplify the expression of the formulation, we set
−
h = hH [n]ΦW[n]. For P1, the

beamforming vector can be acquired as

max
w[n]

∥∥∥wH[n]hBU [n]
∥∥∥,

s.t.wH[n]hBE[n] = 0
(11)

where hBE =
√

d−κ
BE [n]vEζEζtat(φRS) is the channel between BS and EVE. We suppose that

ΓBE[n] is the projection matrix on the null space of hBE[n] [32] as

ΓBE[n] = INv − hBE[n]
(
hH

BE[n]hBE[n]
)−1hH

BE[n]. (12)

To satisfy wH[n]hBE[n] = 0, we need to satisfy ΓBE[n]w[n] = 0. That is to say, the
maximization of wH[n]hBU [n] is equivalent to the maximization of

∥∥wH[n]ΓBEhBU [n]
∥∥ .

We can acquire the beamforming vector as [33]

w[n] =
ΓUE[n]hBU [n]
‖ΓUE[n]hBU [n]‖

. (13)

By substituting (13) into (8), P1 can be rewritten as the following problem:

max
Φ[n],su [n]

Rs[n] = log2

1 +
AG[n]

ΓBE [n]hBU [n]
‖ΓBE [n]hBU [n]‖2

σ2
u

 (14)

−log2

(
1 +

AE[n]w[n]2

σ2

)
,

where AG[n] = hUG
H [n]ΦW[n], and AE[n] = hUE

H [n]ΦW[n].
For the fixed position of UAV and w[n], the optimal passive beamforming reflection

elements are given to maximize the nth objective function of the problem. Set

at(φRIS)
HΦαr,n(ϕr,n)αH

t,n(ϕt,n)wEE =

exp(j(ϕ− 2π
λ (d(L− 1) sin(φRIS) + d1(N − 1) sin(ϕ) + d2(M− 1) sin(ϕ)) + wk)).

(15)

Based on this method, it can be observed that the optimal value of RIS to maximize (14)
is given by

ϕ = 2π
λ (d(L− 1) sin(φRIS)− d1(N − 1) sin(ϕ)− d2(M− 1) sin(ϕ))− wk. (16)

(2) Destination aiming method
The eliminate eavesdropping method generally performs well under the unblocked

channel. However, when the building blocks the signal, this method does not work well.
For the destination aiming method, its main lobe of beam is direct to the destination node.
This means that the receiving power of the destination node reaches the maximum, which
can improve the communication quality of legitimate channels [30]. In this way, w[n] can
be denoted as

w[n] =
hH [n]ΦW[n]
‖hH [n]ΦW[n]‖

. (17)
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3.2. Phase Shift Optimization

With the given w[n] and su[n], the problem P1 can be represented as RIS’s phase shift
optimization problem as

max
ϕ

f (ϕ), (18)

s.t.
∣∣∣ϕn

2
∣∣∣ ≤ 1, ∀n = 1, . . . , N,

where

f (ϕ) = log2(1+

∣∣hH [n]Φ[n]W[n]wDA[n]
∣∣2

σ2
u

). (19)

It can observe that f (ϕ) is a continuously differentiable function, and the constraint
set of Φ just forms a complex circle manifold. Therefore, the steady-state solution of f (ϕ)
can be obtained by the Riemannian conjugate gradient (RCG) algorithm. This algorithm is
widely used in the design of the hybrid precoding problem, and it shows good performance
in the RIS-aided MISO system. It usually consists of three key steps [34]:

(1) Calculation of Riemannian gradient:
Riemannianian gradient is the orthogonal projection of f of Euclidean gradient on
the complex field as

grad f (ϕ) = f (ϕ)− Re{∇ f (ϕ) ◦Φ∗} ◦Φ.

(2) Tangent vector of search direction:

d = −grad fC + τ1T (d).

T (·) is the vector transfer function, which is defined as

T (d) = d− Re{d ◦Φ∗} ◦Φ.

(3) The tangent vector is projected onto a complex circular manifold:

Φn ←
(Φ + τ2d)n
|(Φ + τ2d)n|

.

τ2 is the size of the Armijo step [35] (We use the Armijo rule for descent in Riemannian
manifolds, and provides a detailed description).

3.3. UAV’s Trajectory Optimization

For the given w[n] and Φ, the trajectory is need to be optimized. In the following, we
adopt the successive convex approximation (SCA) algorithm to transform the non-convex
items into convex items for the trajectory optimization [36].

First, we introduce several relaxation variables as follows

t[n] ≤ H2 + ‖sU [n]− sG‖2,
ξ[n] ≤ H2 + ‖sU [n]− sE‖2,
η[n] ≤ H2

2 + ‖sU [n]− sB‖2.
(20)

Since the above inequality and maximum rate constitute problem are non-convex,
we use the first order expansion of Taylor series to transform the trajectory problem as
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t[n] ≤ H2 + 2
(
sm

U [n]− sG
)(

sU [n]− sm
U [n]

)T

+
∥∥sm

U [n]− sG
∥∥2,

ξ[n] ≤ H2 + 2
(
sm

U [n]− sE
)(

sU [n]− sm
U [n]

)T

+
∥∥sm

U [n]− sE
∥∥2,

η[n] ≤ H2 + 2
(
sm

U [n]− sB
)(

sU [n]− sm
U [n]

)T

+
∥∥sm

U [n]− sB
∥∥2,

(21)

where sm
U [n] is the position of UAV in the mth iteration. Therefore, the trajectory planning

optimization problem can be given as

max
sU

1
N

N

∑
n=1

Rs[n] (22)

s.t.


su[1] = sS,
su[N] = sE,
||su[n]− su[n− 1]||2 ≤ Vδ, n ∈ {2, . . . , N},

,

t[n] ≤ H2 + 2
(
sm

U [n]− sG
)(

sU [n]− sm
U [n]

)T

+
∥∥sm

U [n]− sG
∥∥2,

ξ[n] ≤ H2 + 2
(
sm

U [n]− sE
)(

sU [n]− sm
U [n]

)T

+
∥∥sm

U [n]− sE
∥∥2,

η[n] ≤ H2 + 2
(
sm

U [n]− sB
)(

sU [n]− sm
U [n]

)T

+
∥∥sm

U [n]− sB
∥∥2,

.

The above optimization problem is convex, and we can effectively solve this problem
through the convex optimization algorithm. In this system model, our solution is to
maximize the average secure transmission rate. This scheme is composed of two rings:
inside and outside. The outer ring is related to AO algorithms for reflection optimization
and trajectory optimization. The internal loop is the SCA algorithm itself. Therefore, the
proposed optimization problem can be solved through the proposed algorithm.

4. Simulation Results

In this part, we simulate the proposed scheme to validate the proposed scheme
through Matlab. The UAV trajectory simulation parameters and information propagation
environment parameters are summarized in Table 1. These channel parameters are set
according to the 3GPP propagation environment, which are almost consistent with those
in [16,37,38].

Table 1. Simulation parameters.

Parameters Values

Time slot 1 s
Maximum speed of UAV 10 m/s
Horizontal height of UAV 100 m
Starting position of UAV (100, −500)
Ending position of UAV (100, 500)

Position of BS (−50, 0)
Position of EVE (0, 0)
Position of User (200, 0)

Path-loss for LoS channel 35.6 + 22.0× lg(d)
Path-loss for NLoS channel 32.6 + 36.7× lg(d)

Transmission bandwidth 180 kHz
Noise power spectral density −170 dBm/Hz

Maximum transmission power 10 dBm



Remote Sens. 2021, 13, 4286 9 of 13

Figure 2 plots the horizontal locations of the UAV. We can observe that the UAV
gradually flies to EVE at the starting node to reflect the signal near EVE and reduces the
power that can be received by the EVE. After departure, UAV flies closely to GU to enhance
the signal power received at GU. In the straight line among EVE, BS and GU, UAV flies to
the closest position of EVE to reflect the signal energy more precisely. At the same time, the
RIS reflection reduces the power to the EVE and ensures the SINR of GU.

Figure 2. The trajectory of the UAV.

In Figure 3, it can be observed that the maximum secure transmission rate can be
obtained for the proposed algorithm compared with the other schemes. When there is no
trajectory optimization and only straight-line flight, the secrecy rate will decrease. When
the phase is random and only directional reflection, the secure rate will also decrease.
The transmission rate of secure information can be improved by approximately 81% com-
pared to that under the random phase. In addition, we can also observe that the secure
transmission rate is lowest when the relay reflection without RIS and the BS transmits the
signal directly to GU. We can see that when the BS does not use beamforming, the secure
transmission rate is lower than that of the eavesdropping elimination method. The eaves-
dropping elimination method is correlated with the eavesdropping channel of the RIS, and
less correlated with the channel from the BS to the RIS. Therefore, the performance without
beamforming is only slightly lower than that of the eavesdropping elimination method.

In Figure 4, it is obvious that the maximum average secure transmission rate increases
with the increase in the maximum transmission power and the number of elements. It can
be observed that RIS has the greater impact on the secure transmission rate than that of the
transmit power. However, when the transmit power is high enough, the average secure
transmission rate will increase slowly, limited by the channel power gains. The secrecy rate
tends to be flat when the power reaches 2.5 dbm.
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Figure 3. Maximum secure transmission rate with iteration times.

Figure 4. Maximum secure transmission rate with the power and the number of elements.

Figure 5 shows the secure transmission rate versus the number of reflection units for
different methods. It can be seen that the performance of all three methods improves as
the number of reflected units increases. The performance of Algorithm 1 is better than
the eavesdropping elimination method due to the beamforming enhanced state of the
reflection channel. Its performance reaches an upper limit when the number of reflection
units reaches 60. The performance of the random phase is worse than that of all the other
methods, and its performance improvement is less than that of the other two when the
number of reflection units is increased by the same amount.
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Figure 5. Maximum average secure transmission rate with the reflective units on each RIS for
different methods (P = 2.5 dbm).

5. Conclusions

In this paper, we proposed an RIS-aided UAV secure communication scheme to protect
the privacy information. In the proposed scheme, the beamforming is utilized to maximize
the signal power at the RIS in motion. The passive targeted reflection of RIS provided a
variable channel environment for legitimate users to acquire the light-of-sight transmission
model. Therefore, the secure performance can be improved. For the proposed scheme,
we formulated a secrecy rate maximization problem and solved it using the SCA and
Riemann manifold methods. The simulation shows the secrecy rate improvement of the
proposed scheme, which is about 20% higher than that of the eavesdropping elimination
method. Moreover, only the optimization of single base station and single user scenarios is
considered in this paper. Multiple base stations and multiple users imply a more complex
optimization process, which will be studied in depth in the future.
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