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Abstract

:

This paper presents a passive radar system using a signal of opportunity from Digital Video Broadcasting Satellite (DVB-S). The ultimate purpose of the system is to be used as an air traffic monitoring and surveillance system. However, the work focuses on drone detection as a proof of the concept. Detecting a drone by using satellite-based passive radar possess inherent challenges, such as the small radar cross section and low speed. Therefore, this paper proposes a unique method by leveraging the advantage of forward-scattering radar (FSR) topology and characteristics to detect a drone; in other words, the system is known as a passive FSR (p-FSR) system. In the signal-processing algorithm, the empirical mode decomposition (EMD) is applied to the received signal to extract the unique feature vector of the micro-Doppler frequency from the drone’s rotating blades. The paper highlights the p-FSR experimental setup and experiment campaign to detect drones. The experimental results show the feasibility of the p-FSR using a signal transmitted from a satellite to detect flying drone crossing the forward-scatter baseline between the satellite and ground station.
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1. Introduction


A quadcopter drone has provided a significant impact on many applications, including aerial imaging, monitoring, search and rescue, security surveillance, entrepreneurial hobbies, and precision agriculture. However, drone usage has gone out of controlled and abused by some users for nefarious activities such as drug smuggling, conveyance of contraband materials such as weapons [1] and other significant vulnerabilities [2], privacy violations, antisocial activities and other unsafe acts [3]. For example, the few havoc incidents caused by sighted drones in airports and drone misuse became vulnerable and causing global concern.



The threat has cultivated lots of research into systems to detect flying drones for necessary action. One of the early methods was based on an acoustic signal to locate the sound source of a drone [4]. However, background noise and sound from other sources like vehicles, birds, and others create some difficulty. An attempt to detect a drone based on video imaging involved the object’s appearance and motion cues, as published in [5]. An object-centric motion was developed to compensate for the changes in the object and the background appearance. This approach can potentially be used for collision avoidance in addition to detection and can, therefore, improve a vision-guided tracking algorithm. However, the system based on image and optical will face difficulty during weather conditions such as rain and snow.



Other works including detecting a drone by listening to the reflected echo of transmitted continuous wireless signals and tracking the radio frequency (RF) transmission between the drone and its controlled point [6]. Cost-effective off the shelves (COTS) technologies involving wireless fidelity (WIFI) and software-defined radios (SDR) were implemented in the work. The author adopted three stages, i.e., detection, location, and mitigation of the RF communication link. The received signature was matched with the bank of signatures stored, using banded search software. The result seems to be successful, yet some challenges due to the new emerging drones may be faced. The problems may include some complications while operating with the 2.4-GHz industrial, scientific and medical (ISM) band, and some drones do not emit RF signals while operating.



In contrast, the radar system is considered suitable due to its robustness in a day or night, noisy and blurred or misty environments [7,8]. However, a drone has peculiar characteristics that makes radar based detection difficult, for example:




	
A drone has a low radar cross-section (RCS) due to its small size, shape, and construction material;



	
A drone flying at low speed and erratic flight path is difficult for conventional short-range radar to detect and measure;



	
A drone flying at low altitude difficult for conventional short/long-range radar, usually 122 m (400ft);



	
A drone has similar behavior to a bird, making it difficult for classification and recognition.








In an attempt to overcome these disadvantages, this paper proposes a passive FSR by utilizing a signal of opportunity from Digital Video Broadcasting Satellite (DVB-S) to detect a drone, which was briefly introduced in the conference paper [9]. This paper provides a comprehensive study on digital video broadcasting satellite (DVB-S) based passive FSR (p-FSR), and a numerical analysis on drone blade’s radar cross section, full-scale experiment and result analysis, as well as new signal processing technique to detect a drone, was presented in the previous paper [10].



The key features to detect the drone in the DVB-S p-FSR rely on the received signal’s Doppler frequency and its micro-Doppler scattered by the drones’ blade. The proposed system will enjoy the advantages of:




	
High RCS in the main lobe of forward-scatter region. Unlike normal radar, target RCS in FSR is practically independent of the radar absorbing material (RAM) coating, which means it can detect drone with stealth capability;



	
Long coherent intervals due to a low drone speed providing a high resolution (∆fFS = 1/∆TFS). This makes it capable of using inverse shadow synthetic aperture for automatic classification/recognition;



	
The integration of FSR into passive mode will make the proposed system covert and possibly low cost as there is no need to develop a dedicated transmitter;



	
The leakage/direct signal, which is ‘unwanted’ in conventional passive bistatic radar, is good for FSR for target detection due to direct signal perturbation;



	
DVB-S is known to have 24 h signal availability and a large coverage footprint. Thus, the system will have good coverage.








Micro-Doppler is a vital feature that resulted from an additional frequency modulation generated from the rotation of the drone’s blade. Detecting micro-Doppler is quite challenging due to its non-constant nature, mainly that the drone is engaged in multiple modes while flying. Because of the non-stationary and non-linear nature of the drone motion, the micro-Doppler became a time-varying component, thus traditional time frequency-processing techniques are non-optimal to extract micro-Doppler. For this reason, an improved signal processing technique is proposed based on empirical mode decomposition (EMD), to extract the unique feature vector from the received signal.



The paper is organized as follows: Section 2 is comprised of the materials and methods, which present the trend of implementation level and the achievement made in drone detection. It also describes the RCS characteristics of a drone’s blade, especially at the forward-scattering radar. Then, the section presents the proposed DVB-S passive FSR system setup, experimental campaign and signal-processing techniques. Section 3 presents the experimental result including vector extraction by EMD and drone detection. A discussion on the results and the performance of the system proceeds after each results presentation. Section 4 concludes the paper and provides a summary of the work, hence, highlights an area of further study.




2. Materials and Methods


Several illuminators explored for passive bistatic radar (only one example of a published paper is cited for each technology) such as the global navigation satellite system (GNSS) [11], Long-Term Evolution (LTE) signal [12], WIFI [13], WIFI (DVB-T) [14], Digital Audio Broadcast (DAB) [15], FM broadcast [16], drone RF signal [17], video surveillance [18]. These illuminators became a boosting tool for passive radar, thereby becoming an important technology for both military and civil applications. Table 1 highlights some of the issues for the abovementioned potential signals.



Many passive FSR approaches, other than DVB-S-based, addressed issues on airborne targets such as RCS verification of different aircraft in [19], detection and classification of helicopters in [20], a feasibility for PFSR implementation in [21,22,23]. Signal characterization and optimization was also presented in [24,25] to improve the detectability of airborne targets. A GNSS signal was further used in [26] to present a signal model and experimental validation of a SISAR image of detected aircraft.



Signal from DVB-S was also explored as an illuminator of opportunity for both ground and airborne target detection. For example, Tsao et al. [27] and Griffiths et al. [28] performed an analysis of the DVB-S signal waveform for radar application. Griffiths et al. [28] used a flat plate reflector within a close range to establish some detection using the system. Another feasibility study involving a simulated signal model and some experimental results was presented in [29,30]. Nevertheless, some unresolved challenges identified envisaged the derailing factor of DVB-S implementation for high-altitude targets, and the difficulty experienced while maintaining the effective detection range for small RCS targets is an issue of concern [31,32]. Consequently, it derails the use of DVB-S-based systems for airborne target detection including the drone.



Some works integrating FSR into a satellite-based system could be found in [33,34]. A shuttle orbiter surveillance was one of the achievements recorded using a geostationary satellite [33]. Additionally, paper [34] describes an optimized system performance by implementing the DVB-S signal into FSR geometry to estimate aircraft velocity. These two (2) papers mark early work on satellite-based passive FSR system for air surveillance. To summarize, Table 2 presented the pros and cons of the DVB-S-based radars so far reported.



Based on our awareness and, referencing Table 2, it is worth noting that the reported literature addressing quadcopter drone detection and its micro-Doppler features extraction by using the DVB-S-based passive FSR system was not yet explored or reported. To complement the knowledge, this paper implemented a passive FSR for drone detection and micro-Doppler feature extraction. It utilizes a signal of opportunity transmitted from a DVB-S (Malaysian satellite Measat3) with the satellite specification presented in Table 3. The proposed DVB-S-based passive FSR system geometry is illustrated in Figure 1. This paper only focuses on the detection of the drone by utilizing the extracted micro-Doppler feature as the stronghold for the detection based on the established signature of the drone from our findings, as published in [10].



2.1. Radar Cross Section (RCS) of the Drone’s Blade


This section investigates the forward-scattering radar cross section (FS RCS) for the different materials that are used to fabricate the drone’s blade at various plane wave incident angles, φ. The paper assumes the drone could fly in three different directions while crossing the satellite–ground station FS baseline, which are cruising horizontally, flying vertically and flying sideways. All the positions will affect the electromagnetic signal illuminating the drone and, thus, its FS RCS. The EM simulation of the drone blade was conducted by using a computer simulation technology (CST) on a commercial DJI Phantom drone’s blade.



The two different blade materials considered were i. perfect electrical conductor (PEC) and ii. plastic, where most of the drone’s blade was made by these materials. The size of the blade follows the typical size of the commercial Phantom drone’s blade model. Theoretically, parameters influencing the RCS performance include the target physical geometry, material, target external features, radar transmitting frequency, plane wave incident angle, φ and the bistatic angle (β) [36].



Figure 2 illustrates the blade orientations towards the E-field direction. The blade orientation was defined by their positions in XYZ coordinates. For this case, a linear polarization plane wave with plane normal (x = −1, y = 0, z = 0) and electrical field vector (x = 0, y = −1, z = 0) was used to transform the blade orientation. The blade was positioned along the x-axis for the E-field to be in the direction of the “blade-face”, as in Figure 2a.



The blade was then rotated 90° along the z-axis for the blade to face-up for the “blade-edge” faced the E-field direction, as in Figure 2b, and also rotated another 90° along the y-axis for the “blade-tip” to face the direction of E-field, as in Figure 2c. The RCS representation on the Cartesian and Polar coordinates for both materials and the three different blade orientations are illustrated in Figure 3.



From Figure 3, the bistatic RCS was appreciable at the FS mode (φ = 180°) irrespective of the material and the orientation of the blades. This further revealed the RCS enhancement capability of the FSR geometry, which, in turn, may improve the performance of the system. In summary, Table 4 presents the magnitude and direction of the RCS main lobe and other essential parameters achieved.



It describes that the PEC material, with the blade face facing the E-field direction at a Centre frequency of 11.725 GHz, yields the highest bistatic RCS of 0.877 dBm2. Similarly, for the plastic materials, the highest RCS value is −49.7 dBm2 at 183° of the main lobe’s direction. A similar effect will be expected to be achieved during the detection due to the direction of illumination of the DVB-S signal to the normal flying drone. The look angle is expected to be in the direction of the blade face.




2.2. DVB-S Passive FSR Experimental Campaign for Drone Detection


The experiment was conducted in an open area (futsal court), at the Faculty of Engineering, University Putra Malaysia (UPM). A geostationary earth orbit (GEO), DVB-S satellite located at 91.5E, 35,921 km above the sea level was used as the illuminator of opportunity and served as the transmitter. Figure 4 illustrates the aerial view of the experimental site. The FSR topology enables the receiver to receive a signal component of both scattered and the direct signal from the transmitter (signal source), and maintained the general bistatic Doppler frequency equation, as shown in (1) [36]


   f d    =     2 v    λ  c o s  (   β 2   )  c o s  ( δ )   



(1)




where v = moving target velocity, [  c o s  (   β 2   )  c o s ( δ )  ] is the coefficient factors due to bistatic geometry, δ is the angle between the velocity direction FS baseline, and  λ  is the wavelength. For simplicity, the baseline formation between the satellite and the receiver is assumed to have their main lobe be in the same direction.



The FSR receiver circuit is considered simple and comprises of a customized low noise block (LNB) installed attached to the dish antenna. The feed horn is located at the dish’s focal point to receive the focused reflected energy by the dish. The down conversion process begins from the output of the waveguide probe passing through a Ku-band pass filter to remove the unwanted frequencies. Due to the low power signal received, an LNA was made to amplify the signal power to meet the sensitivity level of the amplitude detector and then passes through a low-pass filter. The LPF output is converted to digital form by an analogue to digital converter (ADC) and saved for signal processing. The block diagram of the DVB-S p-FSR receiver is illustrated in Figure 5.



The signal under consideration had an approximate calculated power received of −110 dBm. This signal power was considered low, but sufficient to be utilized by the FSR system; nevertheless, the system further amplified the signal before the non-linear device process. An LNA with a 20-dB gain and a noise figure of 2 dB, with an output capability of up to +25 dBm, was used within Ku-band frequencies. The LNA improved the signal power to the required level for a successful down-conversion process and ensured that the signal power was higher than the diode sensitivity level.



The complete passive FSR system was set up to capture the Measat3 signal waveform. The high gain of the LNA amplified the signal power, and the Measat3 signal waveform was acquired by using a high-definition ADC. In total, 22 transponders by the Measat3 satellite were received. Although multiple transponders can be received at the same time, the transponder having the highest power received was assumed to be utilized in the detection of the target, with little or no Doppler contribution from other channels. The multiple-frequency channels received can also be used to improve the SNR of the received signal, as suggested by [33].



The actual Measat3 signal spectrum of the transponder with the highest power was illustrated in Figure 6. One of the channels received 11.104 GHz and it was the highest power received with −10.26 dBm. Table 5 illustrates all signals received in the order of their power. As indicated in Table 4, the other two channels, 12 and 12.749 GHz, are still within our operating frequencies with −26.88 and −26.79 dBm, respectively.



Figure 7 shows the experimental setup of the receiver including the parabolic dish antenna. A parabolic dish antenna was placed to point towards the satellite direction and was located at the end of the futsal court to enable the drone to have enough flying space. Our best efforts were made to decide the baseline between the satellite and the parabolic dish antenna, despite the transmission nature of the DVB-S signal which is circularly polarized. The receiving system parameters are depicted in Table 6. A commercial quadcopter drone was used during the experiment as a target of interest.



The detection procedure is described in Figure 8, which includes target detection from a disrupted continuous time domain signal; then, the micro-Doppler will be extracted from the signal before drone detection. The sampling frequency of ADC was set to 50 kHz and is sufficient for the expected maximum Doppler value of the rotating blades. Additionally, the FS receiver just needs to capture the modulation caused by the moving target and does not need to reconstruct the signal from the satellite. The received signal is represented in the joint time-frequency domain by STFT with a hamming window. The drone was set to fly horizontally crossing the FS satellite receiver ground station. To analyze the effectiveness of the system, two signals acquired at a different time (namely Signals 1 and 2) are analyzed in detail.




2.3. Empirical Mode Decomposition (EMD)


In this section, we considered the extraction of some feature vectors from the original signature of the detected target by using the Empirical Mode Decomposition (EMD) technique. We aimed to use the extracted vectors as a stronghold for identifying the detected drone in FS-mode, based on the peculiar signature of a Doppler pattern with V-shape characteristics (towards zero Doppler on the center of baseline) and micro-Doppler surrounding the main Doppler, as proved in [10], thus confirming the possibility of using the DVB-S-based passive FSR system for low-profile target detection. These features may further be used in the identification of this target among other targets in the same bandwidth or surveillance volume, like flying birds (as this constituted our future works). The most robust feature of concern is the micro-motion based on the four-rotor rotating blades which, of course, differs from the micro motions due to flapping birds. This may further classify the target from other similar copter drones or a fixed-wing drone, in addition to a reduction of dimensionality in classification problems [37]. Several methods can be used in extracting the feature of a target; the most common and reliable methods include using STFT, singular value decomposition (SVM) [38,39], and empirical mode decomposition (EMD) [40], among others.



For a target with constant speed, it is assumed that the resultant Doppler frequency shift will also be constant [35]. In reality, a target like a drone does not maintain constant velocity while moving, and neither does the rotating blade. This makes the micro-Doppler analysis become challenging due to the non-linear and non-stationary characteristics of the signal. This non-linear and non-stationary signal make other signal processing techniques like STFT (which assumed linearity and stationary nature) non-optimal; hence, making the empirical mode decomposition (EMD) a good candidate for this analysis of the time-varying Doppler frequency shift. An advantage of EMD was that it does not require pre-defined kernel functions or prior knowledge of the signal behavior.



The empirical mode decomposition (EMD) involved a sifting process capability to decompose any given signal into an intrinsic component and derived non-linear functions called Intrinsic Mode Functions (IMF) [41]. This technique was introduced by N.E Huang et al. to analyze a non-linear and non-stationary signal [42]. It is a successive algorithm that enables the primary function, of which can be non-linearly derived from the original signal in an adaptive basis called the IMF. These IMFs are the corresponding frequency components available in the original data, efficiently helping to separate between the Doppler due to radial velocity and the micro-Doppler due to the rotating blade.



To achieve an instantaneous frequency component at a time, these conditions must be achieved [40,41]: i. the differences between the numbers of extremes to that of zero crossing must always be one or equal to zero and ii. the signal envelop’s mean value must, at all times, be equal to zero. This mean value is identified by the local minima and maxima of the signal envelope, hence, making the algorithm recursive in nature. To decompose the original signal into intrinsic functions, let y(n) be the original signal received during the detection. A residue can be initialized as ro = y(n) for i = 1. The signal y(n) is used to form an upper and lower envelope through interpolation between the minimum and maximum extremes. The envelope mean value, Yμ, is given by Equation (2).


   Y µ   ( i )  =    Y  m a x   +  Y  m i n    2   



(2)




where    Y  m a x     is upper signal envelope and    Y  m i n     is the lower envelope; a new signal,   H i  ( n )  ,   is obtained by subtracting the mean value from the original signal as


Y(n) − Y_µ (i) = Hi(n)



(3)







If the IMF criteria were met by   H i  ( n )  ,     then   H i  ( n )    = IMF(i); otherwise, the sifting process returned to the beginning until all minimum extremes became negative and all maximum extremes returned to positive. A residue was defined by


  r  ( i )    = r  (  i − 1  )  −   I M F  ( i )   



(4)




such that, once the condition is fulfilled, the sifting process stops; otherwise, the algorithm starts over again. Once the EMD provided the feature vector and calculated the energy of each corresponding IMF component, the time domain presentation of the IMFs can be plotted.





3. Results and Discussion


3.1. Drone Detection


3.1.1. Signal 1 (Test 1)


Figure 9 illustrates the time domain of the received signal output of ADC and its corresponding STFT representation at points A and B in Figure 8, respectively. In this scenario, a 15 s observation time was considered; hence, the recording signal can show the moment that the drone crosses the baseline. The drone flies and crosses the baseline approximately at time 7.5 s, which can be seen in Figure 9a. The direct signal disrupted spans for an almost 2 s duration (7.5–9.5 s). Hence, the captured signal was sampled between 5–13 s for STFT to minimize the processing time, as shown in Figure 9b, and defined as a target signature. The signature comprises both the main Doppler, due to the linear motion of the body, and the micro-Doppler, due to the rotating blades, which also indicates the highest Doppler frequency value reaches to 88 Hz. It can be assumed that the micro-Doppler occupied the higher frequency region. This result proved the p-FSR DVB-S system can detect a flying target crossing the FS baseline.



Next, the detected signal is decomposed using EMD to extract all frequency components present in the signal. These IMFs are not meant to classify the target among other low-profile targets like birds, but rather confirmed that the detected target is a drone-based on the unique signature is from the STFT figure where an expected V-shape signature made by the crossing drone is surrounded by the micro-Doppler due to the rotating blade, as proved in [10] for the FSR system. In total, 17 corresponding frequency components were extracted from the main signal and illustrated in Figure 10 (point C in Figure 8); a few points can be depicted:




	
The time domain envelope of the extracted vectors for IMF1–IMF7 are approximately similar;



	
IMF1–IMF3 have higher frequencies. Besides, IMF2 and IMF3 visibly show the higher-frequency component to the original signal frequency value. The IMFs’ component value is by far greater than the 88 Hz, hence considered to represent the noise component in the signal;



	
Similarly, IMF4 and IMF5 represent the micro-Doppler components with the main Doppler underneath the lower frequency level;



	
IMF6–IMF8 follow suit, despite the low-frequency components, yet it maintained the signal behavior. The observed signature corresponds to the main Doppler component generated by the target/drone body. Although the main Doppler components can still be surrounded by the micro-Doppler spikes, IMF6 provides a clear signature of the target crossing baseline—this will further be analyzed in the subsequent section;



	
Doppler frequency in IMF9–IMF17 is linearly spread over the lower boundary of the frequency value, making the vector components approaches a residue condition;



	
The sifting process continues until the residual condition was achieved, i.e., the minimum extreme returned negative and the maximum extreme returned positive; these makes the signal mean Y(µ) value equal to zero, then Hi(n) = Y(n);








In summary, the extracted vector signatures by EMD are more refined and confirmed the detection of a flying drone based on the Doppler and micro-Doppler components present. Both Doppler due to the drone linear motion and the micro-Doppler due to the rotating blades can be distinguished as further analysis on IMF6, as presented below in Figure 11.




3.1.2. Signal 2 (Test 2)


Figure 12 illustrates the graph at point A and B in Figure 8, respectively, for the next run of a drone flying and crossed the FS baseline. In this run, the drone starts to enter the FS main lobe after approximately 8.3 s. The direct signal disrupted spans for an almost 1.5 s duration (8.3–9.8 s); this indicates that the drone has a slightly higher speed compared to the previous signal 1. Consequently, the Doppler frequency value is slightly higher (approximately reach 91 Hz) than signal 1. Nevertheless, the sample duration was taken from 6–14 s for STFT processing. The captured signal, once again, proved that the passive FSR DVB-S system can detect a target flying crossing the FS baseline.



Correspondingly, the next processing is to decompose the detected signal by using EMD to extract frequency components contained in the received signal. In contrast, the resultant sifting process terminated at 16 IMFs as presented vectors in Figure 13, and a few points can be depicted:




	
The time domain envelope of the extracted vectors for IMF1–IMF4 are approximately similar;



	
IMF1–IMF2 visibly show the higher frequency component to the original signal frequency value, with far greater than the 91 Hz; hence, it is considered to represent the noise component in the signal;



	
IMF3 and IMF4 represent the micro-Doppler components with the main Doppler underneath the lower frequency level;



	
IMF5–IMF7 follow suit despite the low-frequency components, yet it maintained the signal behavior. The observed signature corresponds to the main Doppler component generated by the target/drone body. Although the main Doppler components can still be surrounded by the micro-Doppler spikes, IMF5 provides a clear signature of the target crossing baseline— this will be further analyzed in the subsequent section;



	
The Doppler frequencies in IMF8–IMF16 are linearly spread over the lower boundary of the frequency value, making the vector components approaches a residue condition;



	
The sifting process continues until the residual condition was achieved.








Once again, the extracted vector signatures by EMD are more refined and confirmed by the detection of a flying drone based on the Doppler and micro-Doppler components present. Both the Doppler, due to the drone linear motion, and the micro-Doppler, due to the rotating blades, can be distinguished as further analysis on IMF5, as presented below in Figure 14 for Signal 2.



A complete passive FSR system based on DVB-S of Measat3 has successfully developed and implemented. The system can detect a commercial drone fly and crossed the FS baseline between the satellite and ground station. It also revealed that the bistatic RCS at FS mode is the highest irrespective of the blade orientation and its material. The SNR of the direct path was considered reasonable to make detection possible with 1 dB above the detection threshold of 13 dB for passive bistatic application. By using Equation (5), the Pdir arriving the antenna front end is −82.13dBm, which is within the practical value range, hence required a processing gain of 55–75 dB to achieve the minimum SNR for detection—the detail of the analysis can be seen in [9].


  P r x _ b s =  (    E I R P  . G r     . λ   2  .  σ b       ( 4 π )   3    R t x  2    R r x  2       )   



(5)







With the enhanced performance of the FSR receiving system, the minimum processing gain of 10–20 dB is enough to meet the sensitivity level of the receiver amplitude detector, hence the manifestation of the improved FSR capability. The maximum detection range depends on a few factors; in the FSR system, the factors that influence the maximum range are the drone FS RCS, the sensitivity of the FS receiver and satellite transmit power. Based on the theoretical calculations of the direct power received (Pdir) earlier stated, the maximum practical detection range is 100 m, as depicted in Table 1.



A target was detected based on the amplitude modulation of the perturbed direct signal from the satellite. However, the detected signal does not reveal the type of a target. Hence, the signal is further processed by EMD to extract the micro-Doppler scattered by the drone’s blade. By analyzing the IMF, the micro-Doppler and Doppler pattern can be seen, which resemble the Doppler scattered by the drone’s blade and body, respectively. The Doppler from the drone body follow a V-shape-like pattern, indicating a target approaching the FS baseline, and then fly away from the baseline; the latter action shows the increases in Doppler frequency. The Doppler frequency is at the lowest value when the target is on the baseline. The micro-Doppler pattern with higher frequency can be seen from IMF4 to IMF6 for both signals.





3.2. Non-Drone Target Detection


Here, we presented a non-drone target crossing the baseline of the DVB-S-based passive FSR system to establish that a non-rotating target can be differentiated from a target with micro-Doppler component. This provides further evidence of a key feature to distinguish the drone from other targets. A fixed object without any micro movement was made to cross the baseline, and the corresponding signature is presented in Figure 15.



Our aim here is view the Doppler signature without the micro-Doppler component; we therefore considered that only the IMF seems to be representing the Doppler component. The signal of Figure 15 was further decomposed via similar procedures discussed earlier to obtain the corresponding IMF components present. Figure 16 depicted only IMF4 out of the 16 vector components present in the original sampled signal after the sifting process.



Based on the IMF4 representation depicted in Figure 16, both the time domain and the time–frequency, STFT representation do not contain any micro-Doppler components surrounding the main Doppler, as in the earlier-presented drone signature. For a clearer classification between targets (bird inclusive), other processing techniques may be employed. This served as a future area for further studies.



Although the DVB-S-based FSR system is limited to the narrow coverage area, it can easily be integrated into a conventional passive bistatic DVB-S system and enjoys the benefit of FSR. FSR will leverage its high Doppler resolution for target recognition. This study may open a basis for comprehensive aerial monitoring that could be utilized in, but not limited to, applications such as air traffic surveillance, border monitoring and perimeter protection. Figure 17 illustrates some potential applications of the DVB-S FSR system, with the possibility of integrating with passive bistatic radar, among which may include air traffic surveillance and control.





4. Conclusions


The paper highlighted the potential threats suffered as a result of drone misuse by civil society and why drone detection became essential. In an attempt to implement the DVB-S-based passive FSR system, this paper described the challenges derailing the use of a DVB-S satellite as an illuminator of opportunity for passive application, especially for an airborne target. Based on the FSR capability of detecting a very small signal variation, the passive FSR system was used and detected the quadcopter drone. After a pervasive summary of some implemented DVB-S-based radars, the Measat3 signal waveform was captured and be used for this work. Based on the two scenarios considered, we may be able to conclude that the drone was successfully detected. To further extract other features that help in identifying the drone, we employed EMD and decomposed the detected signal into an IMF for further feature extractions. Based on the extracted feature vectors, we may conclude that the DVB-S-based passive FSR system was successfully implemented and used to detect a low-profile, airborne target, i.e., a quadcopter drone. For now, the system achieved a detection altitude of up to 80 m above sea level, but can be improved by increasing the height of the receiving station. Future studies may include how these extracted vectors will be used for the classification of quadcopter drones from other types of drones and natural targets like birds.
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Figure 1. DVB-S-based passive FSR geometry. 
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Figure 2. E-field facing the direction of the blade’s (a) Face (b) Edge (c) Tip. 
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Figure 3. Drone blade’s RCS in Cartesian and Polar coordinates at three different blade orientations for (a) PEC and (b) Plastic. 
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Figure 4. Aerial view of the experimental site, the ground station located in a futsal court with a clear canopy. 
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Figure 5. FSR receiver block diagram to receive direct DVB-S signal and signal scattered by the drone. 
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Figure 6. Snapshot of actual Measat3 signal (a) measured on Digital Satellite meter and (b) signal spectrum. 
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Figure 7. Experimental site (a) receiving systems experimental setup (b) parabolic dish antenna. 
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Figure 8. Signal processing for drone detection in passive FSR. 
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Figure 9. (a) Received signal (Signal 1) in time domain at the output of ADC, and (b) its joint time–frequency representation of the sampled signal (5–13 s) denoted as target signature. 
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Figure 10. Time domain and STFT plot of IMF1-IMF17. 
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Figure 11. Extracted Doppler Component IMF6 (a) time domain and (b) its corresponding STFT plot. 






Figure 11. Extracted Doppler Component IMF6 (a) time domain and (b) its corresponding STFT plot.



[image: Remotesensing 12 03075 g011]







[image: Remotesensing 12 03075 g012 550] 





Figure 12. (a) Received signal (Signal 2) in time domain at the output of ADC, and (b) its joint time–frequency representation of the sampled signal (6–14 s) denoted as target signature. 
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Figure 13. Time domain and STFT plot of IMF1-IMF16. 
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Figure 14. Extracted Doppler Component IMF5 (a) time domain and (b) its corresponding STFT plot. 
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Figure 15. (a) Received signal in time domain at the output of ADC, and (b) its time–frequency representation of the sampled signal (1–6 s) denoted as target signature. 
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Figure 16. Extracted Doppler Component IMF4 (a) time domain and (b) its corresponding STFT plot. 
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Figure 17. Satellite-based forward-scattering radar potential applications. 
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Table 1. Potential signal as passive radar and its fundamental suitability features.
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	Potential Passive Signal
	Pros
	Cons





	Global navigation satellite system (GNSS)
	Global coverage (even in open sea) and in the availability of multiple sources (different satellites and constellations).
	No continuous signal from a single satellite on a specific location to be used for continues monitoring.



	Frequency modulation (FM) broadcasting
	High power levels provided and wide coverage.
	Low resolution as FM transmission use lower frequency as carrier signal; thus, the low-RCS target such as Drone is difficult to detect.



	Long-Term Evolution (LTE)/Mobile telecommunication
	Excellent ambiguity function (Range and Doppler resolution). Multiple drone detection.
	Limited to only low-altitude target because depending on height of the tower and antenna tilting, which normally pointing to the ground.



	Ground-based Radar
	Constant and controlled coverage. Drone tracking. Multiple drone detection.
	All materials do not reflect a conventional radar signal, especially low-RCS-like Drone. Besides the conventional ground-based radar system cannot see behind obstacles.



	WIFI/RF signal
	Low cost, possible for drone and pilot localization, as well as drone make and model identification. Multiple drone detection.
	Extensive traffic on 2.4, 5 and 5.8 GHz bands which could implicate difficulties in finding drones in the background noise. Directed antennas on commercial drones make it virtually undetectable from the wrong direction.



	Optical sensors (camera)
	Recorded visuals and images can be retained and used for forensic evidence of drone intrusions. Advanced infrared cameras can “see” in the dark.
	Poor performance in poor weather conditions, slow detection in a concept as it takes many pixels to cover a wide angle. High maintenance for lens likely must stay clean to maintain functionality.
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Table 2. DVB-S-based radars for airborne targets detection.
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	Ref.
	Aim and Features
	Accomplishment
	Limitations





	[27]
	Bistatic Signal AF
	Verified the effect of geometry on the AF using three rectangular pulses
	Does not involve experimental validation



	[28]
	Bistatic Signal AF
	Described effect of speed on processing gain of DVBS waveform ambiguities.
	Lack range migration for small and fast-moving objects



	[32]
	Survey and analysis for airplane detection
	Evaluated actual signal AF and analysis of the budgeted power for better SNR
	Relative low power yield due to long distance



	[31]
	System performance analysis
	Power budget analysis and real detection of a truck, train and an airplane.
	Experimental results do not validate theoretical estimates



	[29]
	APStar-5 Satellite for radar application
	Signal waveform analysis
	Addressed metal object with very high RCS



	[30]
	Verification of max. detection range
	Signal analysis and proposed fast algorithm
	No experimental detection



	[35]
	DVB-S2 signal analysis and its implication to SAR/ISAR
	Verified multiple illumination effect on system performance.
	The SAR/ISAR does not involve micro-Doppler Analysis



	[34]
	DVB-S PFSR system
	Experimental result for aircraft detection and Velocity estimation
	Does not involved micro-Doppler Analysis of a low-profile target
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Table 3. The DVB-S Measat3 parameters.
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	Parameter
	Value





	Centre frequency (fc)
	11 GHz



	Effective isotropic radiated power (EIRP) PTGT
	57 dBW



	Transmitter range (Rtx)
	35,921 km



	Receiver range (Rrx)
	1–100 m



	Receiver bandwidth (Brx)
	24 MHz



	Signal bandwidth (Bs)
	36 MHz



	Min. antenna gain (Ga)
	36 dBi



	Low noise block (LNB) gain GL for Ku-band
	55–65 dB



	Noise temp. of Rx sys (Ts)
	300 K



	Boltzmann constant (K)
	1.38 × 10−23 J/K



	Ku-band prop. loss (Lp)
	0.2 dB
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Table 4. Cartesian and Polar summary of values for plastic and PEC materials.
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Material Type

	
Plastic

	
PEC






	
Blade face facing E-field direction




	
Main lobe magnitude (dBm2)

	
−49.7

	
0.877




	
Main lobe direction

	
183°

	
180°




	
Angular width (3dB)

	
71.9°

	
44.6°




	
Side lobe level (dB)

	
−10.7

	
−5.8




	
Blade edge facing E-field direction




	
Main lobe magnitude (dBm2)

	
−56.5

	
−13.6




	
Main lobe direction

	
6.0°

	
112.0°




	
Angular width (3dB)

	
113.6°

	
41.2°




	
Side lobe level (dB)

	
−7.0

	
−1.2




	
Blade tip facing E-field direction




	
Main lobe magnitude (dBm2)

	
−59.7

	
−16.3




	
Main lobe direction

	
217.0°

	
179.0°




	
Angular width (3dB)

	
11.4°

	
23.7°




	
Side lobe level (dB)

	
−2.8

	
−2.8
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Table 5. Receiver transponders and their power level.
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	Absolute Frequency (GHz)
	Absolute Amplitude (dBm)





	11.104
	−10.26



	12.000
	−26.88



	12.749
	−26.79



	13.501
	−24.47



	14.250
	−32.62
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Table 6. Receiver system parameters.
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Receiver Location






	
Latitude

	
3.0083°




	
Longitude

	
101.7219°




	
Satellite Data




	
Name

	
91.5°E Measat3a/3/3b




	
Distance

	
35,921 km




	
Dish Setup Data




	
Elevation angle

	
77.5°




	
Azimuth (true)

	
253.8°




	
Azimuth (magnitude)

	
254.3°




	
LNB skew

	
73.5°




	
Dish Parameters




	
Dish size

	
65 cm




	
Minimum gain

	
36 dBi




	
Beam width at 3dB

	
2.6°












© 2020 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access article distributed under the terms and conditions of the Creative Commons Attribution (CC BY) license (http://creativecommons.org/licenses/by/4.0/).
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