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Abstract

(1) Background: As digital technologies become integral to business operations, risks
associated with artificial intelligence (AI), data governance, and cybersecurity are emerging
as material concerns in the context of corporate sustainability. This article examines the
extent to which current sustainability reporting standards (CSRD/ESRS, GRI, ISSB, and
SASB) address risks associated with AI and broader digital transitions. (2) Methods: This
study employs a qualitative content analysis of twenty corporate sustainability reports
across digitally intensive sectors, complemented by a doctrinal legal analysis of the relevant
normative instruments governing sustainability and digital risk reporting. (3) Results: This
study finds that while references to AI risks are increasingly present, they often lack depth,
standardisation, and connection to legal accountability mechanisms. Key gaps include
underreporting human rights impacts linked to algorithmic decision-making and limited
disclosure on internal AI governance structures. (4) Conclusions: The article argues that
to uphold the principles of transparency, due diligence, and stakeholder accountability,
sustainability reporting frameworks must evolve to capture the risks associated with
AI transitions explicitly. The findings call for regulatory and standard-setting bodies to
establish more explicit guidance on AI risk disclosures, and for corporate directors to
integrate these dimensions into their risk governance and reporting duties.

Keywords: sustainability reporting; artificial intelligence; ESG risks; CSRD; AI governance;
data ethics; corporate accountability; regulatory frameworks; human rights

1. Introduction
The manner and depth of integration of digital technologies into corporate business

models are profoundly reshaping how value is created, how risks are managed, and
how responsibilities and commitments toward stakeholders are fulfilled. In this context,
artificial intelligence (AI), algorithmic decision-making and governance, and data-driven
management systems are no longer merely supporting corporate tools but are increasingly
central to strategic decision-making, operational efficiency, and competitive advantage. At
the same time, as these technologies become more deeply embedded in business models
and processes, they give rise to new categories of risks, ranging from algorithmic bias
and infringements of fundamental human rights to deficiencies in data governance and
heightened cybersecurity threats [1,2].
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Within this evolving environment, sustainability reporting plays a pivotal role as a mech-
anism for companies to disclose their impacts, risks, and governance practices to investors,
regulators, and other stakeholders. Reporting frameworks and standards introduced by
the Corporate Sustainability Reporting Directive (CSRD), together with the European Sus-
tainability Reporting Standards (ESRS) and established international frameworks such as
GRI, SASB, and ISSB, reflect growing expectations that companies systematically identify,
assess, and disclose material sustainability-related risks. In light of the above, an important
question arises: to what extent do these frameworks and standards adequately capture the
risks associated with digital transformation and artificial intelligence [2–4]?

Traditionally, sustainability reporting and related regulatory requirements have fo-
cused primarily on environmental, social, and governance (ESG) factors. At the same
time, digital- and AI-related risks have often been treated as technical or operational issues,
separate from the core concept of sustainability. Such a separation frequently leads to
an underestimation of their actual materiality, particularly where digital solutions and
AI systems influence the protection of fundamental rights, employment relations, access
to services, and the transparency of decision-making processes. Additional complexity
arises from the increasingly intensive regulation of digital domains, reflected in the parallel
development of legal regimes governing artificial intelligence, personal data protection,
and digital due diligence. This research article examines the extent to which contemporary
sustainability reporting standards address risks associated with artificial intelligence and
broader digital transitions. The research combines a qualitative content analysis of sustain-
ability reports from companies operating in digitally intensive sectors with a doctrinal legal
analysis of relevant normative instruments governing sustainability and digital risk report-
ing. Particular attention is devoted to the role of management and supervisory bodies, as
well as to the relationship between risk-related disclosures and mechanisms of legal and
corporate governance accountability. Despite the expanding literature on ESG reporting
and AI governance, limited empirical research examines how companies operationalise
AI-related risks within mandatory sustainability reporting frameworks. Existing studies
either analyse regulatory developments or discuss ethical dimensions of AI, but rarely
combine normative framework analysis with empirical assessment of corporate disclosure
practices under the CSRD/ESRS regime [2,3]. This study addresses this gap by examining
how European companies disclose AI-related risks within sustainability reporting under
the CSRD framework. It contributes to the literature in three ways. First, it integrates AI
governance risks into the theory of sustainability reporting. Second, it provides structured
empirical evidence on disclosure practices across multiple EU sectors. Third, it identifies
the gap between regulatory expectations and corporate implementation [2–4].

The research addresses how companies, in practice, disclose risks related to artificial
intelligence. At the same time, it considers whether legislative and standard-setting ini-
tiatives are moving in the right direction and whether their implementation will better
prepare companies to manage future digital, social, and governance-related risks. Despite
the growing body of literature on ESG reporting and AI governance, empirical research
has yet to systematically examine how companies operationalise AI-related risks within
mandatory sustainability reporting frameworks. This study addresses this gap by link-
ing doctrinal legal analysis with qualitative content analysis of corporate sustainability
reports. It contributes to the literature in three principal ways. First, it conceptualises
artificial intelligence as an emerging, structurally under-embedded ESG risk dimension.
Second, it provides structured empirical evidence on AI-related disclosure practices across
multiple EU sectors operating under a mandatory reporting regime. Third, it identifies
a governance-accountability gap between regulatory expectations embedded in the dou-
ble materiality logic and the substantive internalisation of AI-related risks in corporate
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reporting practice. The structure of the scientific work consists of an introduction, fol-
lowed by Section 2 presenting the theoretical foundations and legal background. The
Section 3 outlines the research methodology, followed by the presentation of the research
results in the Section 4. The scientific work concludes with Section 5 titled “Conclusions
and Further Discussion” [2,4,5].

2. Theoretical Basis and Legal Background
2.1. The Current Role of Corporate Sustainability Reporting

Corporate sustainability reporting (CSR) refers to the systematic disclosure of infor-
mation on a company’s environmental, social, and governance (ESG) impacts, risks, and
opportunities related to its operations. Its fundamental purpose is to enhance transparency
regarding the non-financial aspects of corporate activities that may have significant impli-
cations for stakeholders, financial markets, and society at large. ESG metrics play a crucial
role, particularly for socially responsible investors who incorporate broader sustainability
considerations into their investment decisions. Environmental criteria indicate the extent to
which a company protects natural resources and manages its climate change impact. Social
criteria focus on the management of relationships with employees, suppliers, customers,
and local communities, as well as the respect for human rights throughout the value chain.
The governance dimension encompasses information on the quality of corporate gover-
nance, the composition of management and supervisory bodies, audit processes, internal
control systems, and the rights and position of shareholders [5].

Although ESG factors cannot be expressed unambiguously in monetary terms, numer-
ous empirical studies confirm that ESG criteria can have a noticeable impact on company
value and contribute to higher returns on financial markets [6]. However, Barker warns that
sustainability-related financial information can help reconcile the conflict between a corpo-
ration’s economic self-interest and external costs only if corporate activities affect the capital
on which those activities depend [7]. It is argued, however, that corporations generally do
not have a self-interest, even in the long term, in eliminating external costs [8,9].

Environmental, Social, and Governance (ESG) criteria have evolved into a dominant
evaluative framework for assessing corporate sustainability performance. ESG’s origins lie
in socially responsible investing and corporate responsibility scholarship [10]. Corporate
Social Responsibility (CSR) reporting is also recognised as a preparatory step toward
sustainable corporate governance [5]. CSR reporting has evolved from largely voluntary,
narrative-based non-financial disclosures to increasingly standardised, legally binding
reporting regimes. Early EU initiatives under the Non-Financial Reporting Directive
(NFRD) have been replaced by the Corporate Sustainability Reporting Directive (CSRD),
which significantly expands both the scope of reporting entities and the breadth and depth
of required disclosures. The CSRD represents a shift from predominantly compliance-
oriented non-financial reporting toward a comprehensive sustainability reporting model. It
directly links sustainability aspects with corporate strategy, risk management, and corporate
governance structures. This regulatory development reinforces the role of sustainability
reporting not merely as an external communication tool, but as a key corporate governance
mechanism that influences decision-making processes, accountability structures, and the
long-term competitiveness of companies [9].

A key conceptual innovation of the CSRD is the principle of double materiality, ac-
cording to which undertakings must report both (i) the financial effects of sustainability
issues on the company and (ii) the company’s impacts on people and the environment [11].
Under the NFRD, companies primarily focused on reporting their social and environ-
mental impacts [12]. In contrast, the CSRD requires firms to conduct a comprehensive
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impact materiality assessment encompassing the identification, evaluation, and disclosure
of sustainability-related risks and opportunities [9].

The double materiality assessment replaces an exclusively investor-oriented material-
ity concept with a broader impact-focused approach. It aligns EU sustainability reporting
with emerging due diligence expectations under the UN Guiding Principles on Business
and Human Rights (UNGPs) and the OECD Guidelines for Multinational Enterprises [13].
Scholars suggest that sustainability reporting enhances corporate governance sustainabil-
ity [9] and positively affects market outcomes and financial efficiency [14]. Recent research
based on the CSRD and the theoretical distinction between substantive and symbolic sus-
tainability reporting indicates that adopting double materiality does not necessarily affect
ESG risk management processes. This finding may be attributed to symbolic reporting prac-
tices, robust pre-existing ESG risk management frameworks, or the early stage of double
materiality adoption, rather than to substantive reporting changes or actual transformations
in corporate practice [14,15].

2.2. The Impact of AI on Corporate Sustainability Reporting

Artificial Intelligence (AI) intersects with ESG in three principal ways: (1) as a tool
for mitigating ESG-related risks through enhanced monitoring, emissions reduction, and
improved governance capabilities; (2) as a driver of positive organisational outcomes,
including improved service quality and enhanced stakeholder experience; and (3) as a
source of its own ethical, social, and environmental risks associated with Responsible AI.
Incorporating AI considerations into ESG frameworks is therefore essential to ensure that
these interconnected impacts and vulnerabilities are identified and addressed coherently [2].

The increasing digitisation of enterprise workflows has positioned Artificial Intelli-
gence (AI) as a transformative enabler of ESG reporting and monitoring. AI enhances both
the breadth and depth of ESG analysis by enabling real-time data collection, automated
classification, and predictive modelling.

Tse et al. identify three key functional stages of AI-enabled ESG analytics [16]:

(1) Data harvesting (extracting ESG-relevant information from structured and unstruc-
tured data sources);

(2) Data organising (screening, preprocessing, and structuring data);
(3) Data analysis (applying machine learning techniques, sentiment analysis, and contex-

tual modelling).

Furthermore, Pozzi and Dwivedi examine Internet of Things (IoT)-driven ESG archi-
tectures, demonstrating how sensor networks can strengthen environmental sustainability
through continuous emissions monitoring and automated threshold alerts [17]. AI is thus
emerging not merely as a reporting tool, but as a mechanism for operationalising ESG
principles within enterprise systems, supply chains, and investment portfolios.

ESG Implications of AI: Risks, Accountability, and Sustainability

While AI has the potential to improve ESG performance, it also introduces new
sustainability challenges. Prior research demonstrates that AI systems impose significant
environmental burdens due to energy-intensive training processes and lifecycle resource
consumption [3]. In addition, social risks, such as algorithmic discrimination, privacy
erosion, and labour displacement, align directly with the social pillar of ESG [1].

Several conceptual frameworks have been proposed to assess AI’s ESG footprint. Sae-
tra links AI impacts to the United Nations Sustainable Development Goals (SDGs) [18] and
subsequently advances an AI–ESG protocol comprising four stages: descriptive statements,
impact assessment, risk–opportunity analysis, and action planning [19]. Brusseau pro-
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poses a set of human-impact indicators centred on autonomy, well-being, and trustworthy
technology, thereby explicitly linking social sustainability with responsible AI [20].

Minkkinen et al. further contribute by examining AI auditing processes through ESG
dimensions, emphasising the importance of governance structures, organisational aware-
ness, and impact measurement [21]. Comparative analyses highlight significant global dis-
parities in ESG-aligned AI investments between developed and emerging economies [22].

Industry and governmental bodies have likewise incorporated ESG considerations
into AI governance frameworks [22,23]:

(1) The EU Artificial Intelligence Act introduces a risk-based legal framework regulating
high-risk and general-purpose AI systems [24];

(2) The NIST AI Risk Management Framework establishes guidelines for identifying,
assessing, and mitigating AI-related risks [23];

(3) ISO/IEC 42,001 sets requirements for AI management systems applicable to enter-
prises and governance boards [25];

(4) The OECD Framework for the Classification of AI Systems evaluates AI impacts using
a “triple bottom line” approach encompassing people, planet, and profit.

As demonstrated above, AI plays a dual role in relation to ESG. On the one hand,
it enables more accurate and timely data collection and analysis, thereby supporting
sustainability reporting. On the other hand, the deployment of AI within companies’
internal processes introduces a range of risks. The remainder of this article, therefore,
focuses on this second role. Specifically, it examines the primary sustainability reporting
frameworks and assesses how they address the current risks associated with the use of
artificial intelligence tools. Recent discussions in the literature also distinguish between
purely digital AI systems and so-called “physical AI,” referring to AI embedded in cyber–
physical infrastructures and industrial systems. While this study focuses primarily on
digital AI governance risks within corporate reporting, the increasing integration of AI into
physical infrastructure further expands potential sustainability, safety, and systemic risk
considerations, reinforcing the relevance of explicit disclosure frameworks [22,26–28].

2.3. Normative Frameworks for Corporate Sustainability Reporting
2.3.1. Regulatory and Standard-Setting Frameworks for Sustainability Reporting

Legislative, regulatory, and standard-setting frameworks for sustainability reporting
in the EU define minimum content requirements, the scope of obligated entities, and re-
porting principles to achieve disclosure objectives related to environmental, social, and
governance aspects of business activities. These frameworks pursue multiple goals, includ-
ing enhancing the comparability, transparency, and reliability of disclosed information. In
doing so, they strengthen companies’ roles in sustainability reporting and in disclosing
relevant information to key stakeholders, while simultaneously enabling stakeholders to
make more informed decisions. A review of the regulatory and legislative development of
sustainability reporting frameworks reveals the emergence of complex, multi-level institu-
tional environments in recent years, characterised by the interaction of public regulators
and private or semi-public standard-setting actors. Before the statutory introduction of
sustainability reporting, its development was primarily driven by private initiatives such as
the Global Reporting Initiative (GRI), the International Integrated Reporting Council (IIRC),
and the Sustainability Accounting Standards Board (SASB). However, as sustainability
information has become increasingly relevant for capital markets, stakeholders, and public
policy, more powerful institutional actors have entered the field, most notably the European
Commission in cooperation with EFRAG and the IFRS Foundation [29].

As discussed further below, the EU approach embodied in the CSRD introduces sub-
stantial changes to sustainability reporting. It is grounded in a public regulatory mandate,
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broad stakeholder orientation, and the principle of double materiality. The European
Sustainability Reporting Standards (ESRS) are therefore not intended merely to improve the
comparability of corporate disclosures, but also to steer companies toward aligning their
reporting practices with the objectives of sustainable development and the European Green
Deal. In contrast, the IFRS Foundation, through the establishment of the International Sus-
tainability Standards Board (ISSB), adopts a capital-market-oriented logic with a stronger
focus on investors and financial materiality. Its objective is to establish a global baseline of
sustainability disclosures that is interoperable with financial reporting. This institutional
differentiation reflects deeper tensions between regulatory and market-based conceptions
of sustainability reporting and raises questions about interoperability, legitimacy, and poten-
tial fragmentation of the reporting landscape. At the same time, it underscores the need for
coordination and approaches that enable the coexistence of global and jurisdiction-specific
standards within a future system of mandatory sustainability reporting [4,29,30].

2.3.2. Evolution from NFRD to CSRD: Mandatory EU Reporting

The transition from the NFRD to the CSRD represents one of the most significant
regulatory shifts in the EU’s development of European corporate reporting. During this
transition, the EU is systematically moving from limited, heterogeneous non-financial
disclosures to comprehensive, standardised sustainability reporting. The NFRD was intro-
duced by the EU in response to the 2008 financial crisis and, for the first time, established an
obligation to disclose sustainability-related information. However, it later became evident
that the NFRD had numerous shortcomings in data comparability and completeness of
reported information. These shortcomings include a high degree of flexibility in the choice
of reporting frameworks, broad discretion in the interpretation of materiality, significant
differences in the selection and scope of sustainability disclosures in practice (resulting in
lower comparability between companies), uneven reporting quality, and limited usefulness
of information for investors and other stakeholders [31,32].

Results from previous studies show that while the NFRD increased the volume of
disclosed information, it did not lead to a substantial improvement in substantive quality,
with the concepts of materiality and double materiality playing a key role [33,34].

With the implementation of the CSRD, these shortcomings were intended to be ad-
dressed and mitigated. The CSRD overcomes the limitations of the NFRD by expanding
the scope of reporting entities, mandating the inclusion of sustainability disclosures within
the management report, introducing mandatory external assurance, and requiring the
application of the ESRS, which precisely define the requirements and information that
companies must disclose in each sustainability area. The ESRS also specify requirements for
double-materiality reporting and for the content and structure of disclosures. As a result,
sustainability reporting in the EU is firmly established as a mandatory reporting frame-
work that is increasingly comparable to financial reporting and serves as a key regulatory
instrument for steering corporate governance toward risk management, capital allocation,
and strategic decision-making in line with the objectives of sustainable development and
the European Green Deal [35–38].

2.3.3. ESRS Architecture and Double Materiality

The ESRS are designed as a comprehensive informational and regulatory system, with
double materiality serving as its central conceptual and operational pillar. Double mate-
riality directly structures the scope, content, and logic of the information that companies
must consider when preparing sustainability disclosures. The ESRS are not conceived
as a mere list of reporting requirements, but as a multi-layered information architecture
that integrates horizontal standards (ESRS 1 and ESRS 2), thematic standards covering
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environmental, social, and governance matters, and a detailed network of standardised
data points that enable consistent, comparable, and digitally readable reporting [39].

Within the ESRS, double materiality functions as the core selection mechanism that de-
termines which topics and disclosures are relevant based on an assessment of the company’s
impacts on the environment and society (impact materiality), as well as an assessment of
risks and opportunities that may have a material effect on the company’s financial position,
performance, and future development (financial materiality). In the ESRS framework, dou-
ble materiality is operationalised as a process that goes beyond a one-off assessment and
extends across the entire information flow—from understanding the company’s business
model and value chain, through the identification of impacts, risks, and opportunities
(IROs), to the definition of metrics, targets, and performance monitoring. The ESRS enable
individual data points to be systematically linked to governance structures, strategy, and
decision-making processes, meaning that sustainability reporting is no longer a standalone
reporting exercise but an integral component of corporate governance. Within this frame-
work, double materiality operates as a dynamic organisational mechanism that influences
not only what companies report, but also how they structure their internal information
systems, manage sustainability-related risks, and align strategic objectives with regulatory
requirements. Consequently, the ESRS architecture establishes a strong linkage between
regulation, information systems, and strategic management, representing one of the most
comprehensive attempts at the institutionalisation of sustainability reporting at the global
level, in which double materiality is not merely a normative principle but the operational
core of the entire reporting system [39].

2.3.4. GRI Standards: Impact Materiality and Global Guidance

The GRI Standards represent a globally recognised sustainability reporting framework
based on the concept of materiality. In assessing and reporting information, companies
therefore focus on evaluating the actual and potential impacts of their activities on the
environment, society, and the economy from a broader social responsibility perspective.
The GRI Standards adopt an “inside-out” perspective, addressing the company’s impacts
on its ecological and social environment rather than the effects of sustainability factors on
the company’s financial position [36]. The GRI Standards were developed through a global
multi-stakeholder process involving representatives from business, employees, civil society,
financial markets, the auditing profession, and public institutions, which ensures a high
degree of legitimacy and international acceptance. Owing to this design, the GRI Standards
serve as global guidelines for sustainability reporting, enabling companies to disclose
their economic, social, and environmental impacts in a manner that is internationally
comparable, regardless of the legal framework or industry in which they operate. As such,
the GRI Standards serve as a reference framework for global harmonisation of sustainability
reporting. Beyond their reporting function, the GRI Standards also have a significant
impact on the organisational management of sustainability impacts, as the process of
determining impact materiality requires companies to systematically identify, assess, and
prioritise impacts across their entire value chain. In this way, sustainability responsibility
becomes institutionalised within business processes. On this basis, the GRI Standards
represent a key conceptual and methodological foundation for the further development of
sustainability reporting [40].

2.3.5. SASB Standards: Industry-Specific, Financial Materiality Approach

The SASB Standards are designed as a strongly investor-oriented and industry-specific
sustainability reporting framework. Their central focus and point of departure is financial
materiality, that is, the assessment of sustainability topics based on their likelihood of
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having a material impact on a company’s financial position, performance, and long-term
value. In contrast to the GRI Standards, the SASB framework is grounded in capital market
logic and explicitly follows a concept of materiality comparable to that used in financial
reporting standards developed by the FASB and the IASB, whereby sustainability topics
are considered relevant only to the extent they affect economic value for investors. A key
characteristic of the SASB Standards is the assumption that sustainability-related risks,
opportunities, and their financial relevance differ substantially across industries. To address
this, the Sustainability Industry Classification System (SICS) was developed, classifying
companies into 11 sectors and 77 industries based on similarities in resource intensity,
exposure to sustainability risks, and business models. This structure enables precise and
targeted reporting. Accordingly, within each sector, the standards specify a clearly defined
set of material sustainability topics, which are further broken down into disclosure topics
and quantitative accounting metrics. In this way, the SASB Standards follow a logic of
reporting, measurability, and comparability that is characteristic of financial reporting.
A distinctive feature of the SASB Standards is the explicit linkage between individual
sustainability topics and financial value drivers, such as revenues, costs, liabilities, and
the cost of capital. Financial relevance is assessed based on the magnitude and intensity
of each sustainability topic’s impact on these drivers. Through this approach, SASB does
not treat sustainability issues as external or secondary factors; instead, it considers them
integral determinants of a company’s long-term value creation. The SASB Standards were
not designed to replace broader, socially oriented frameworks, but rather to function as a
complementary system alongside existing frameworks such as the GRI [41].

2.3.6. ISSB (IFRS S1 and S2): Global Baseline for Investor-Oriented Disclosures

The establishment of the International Sustainability Standards Board (ISSB) within
the IFRS Foundation represents a landmark institutional step toward global harmonisa-
tion of sustainability reporting. Its central objective is to develop a global baseline of
investor-oriented disclosures of sustainability-related financial information. The ISSB was
established in 2021 in response to calls from the International Organisation of Securities
Commissions (IOSCO) and the International Federation of Accountants (IFAC). Its primary
purpose is to address existing gaps and the need for high-quality, globally comparable sus-
tainability disclosure standards that are consistent with IFRS financial reporting standards.
IFRS S1 and IFRS S2 are designed as investor-focused standards based on the principle
of financial materiality. They require the disclosure of sustainability-related risks and
opportunities that are reasonably likely to affect a company’s future cash flows, cost of
capital, access to financing, business model, and long-term value. The ISSB deliberately
follows the logic of financial reporting by requiring companies to disclose sustainability
information that is relevant, complete, neutral, comparable, and timely. This facilitates the
integration of sustainability information into core financial statements and management
reports, thereby enhancing its usefulness to capital markets. IFRS S2, as the first thematic
standard issued by the ISSB, systematically regulates the disclosure of climate-related
risks and opportunities. It is based on the Task Force on Climate-related Financial Dis-
closures (TCFD) pillars (governance, strategy, risk management, and metrics and targets).
It incorporates industry-specific requirements derived from the SASB Standards. This
further strengthens the financial relevance and comparability of disclosures across compa-
nies and industries. The ISSB Standards are not intended to replace regional or national
regulatory frameworks, but rather to serve as a minimum global baseline. Individual
jurisdictions may build upon this baseline in line with their own regulatory, social, and po-
litical objectives. In this way, the ISSB, through IFRS S1 and IFRS S2, establishes a coherent
and investor-oriented global framework for sustainability disclosure that strengthens the
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linkage between sustainability-related risks, financial valuation, and decision-making in
capital markets [42,43].

2.3.7. Overlaps, Conflicts, and Complementarities Among CSRD/ESRS, GRI, SASB,
and ISSB

The contemporary ecosystem of sustainability and ESG reporting can be understood
as a multi-level, institutionally fragmented, yet gradually converging system in which
the CSRD/ESRS, GRI, SASB, and ISSB intersect through a complex network of overlaps,
conceptual tensions, and functional complementarities. The development of sustainability
reporting began with voluntary CSR disclosures, continued with the standardisation of
non-financial information, and has, in recent years, entered a phase of institutionalised,
regulatorily supported sustainability reporting [44]. An analysis of the overlaps among in-
dividual frameworks reveals numerous similarities. All the examined frameworks address
the same core areas (environmental, social, and governance) and employ contemporary
concepts such as risks, opportunities, strategy, governance, and metrics, which creates an
appearance of substantive alignment. GRI and ESRS overlap in their treatment of compa-
nies’ impacts on the environment and society along the value chain; SASB and ISSB overlap
in the identification of financially material sustainability risks; and ESRS and ISSB overlap
in the structure of disclosures, which follow the logic of governance, strategy, risk manage-
ment, and metrics and targets. However, it is essential to note that such overlaps are often
only shallow. Many reporting frameworks pursue different normative objectives, target
different users, and follow distinct institutional logics, yet use similar terminology, which
may lead to conceptual conflicts. Differences are particularly pronounced at the materiality
level. GRI is based on impact materiality and a multi-stakeholder logic of accountability;
SASB and ISSB rely on financial materiality and an investor-oriented understanding of
relevance; and CSRD/ESRS adopt the concept of double materiality, which institutionally
seeks to integrate both perspectives within a single regulatory framework. These differ-
ences in understanding materiality are central, as they reflect the distinct societal functions
of reporting. The GRI Standards serve companies primarily as a means of legitimisation
within the broader social environment; SASB and ISSB support capital markets and invest-
ment decision-making; while ESRS function as instruments for achieving EU public policy
objectives, such as the sustainability transition, the management of systemic risks, and the
protection of broader stakeholder interests [44,45].

The various frameworks impose different requirements regarding the scope of disclo-
sures, the depth of data, and compliance costs, creating a reporting burden for companies,
complicating regulatory oversight, and reducing data comparability for investors. Differ-
ences also arise from divergent regional regulatory approaches. With the implementation
of the CSRD/ESRS, the EU has introduced mandatory, broadly defined sustainability re-
porting. In contrast, the United States and other markets rely more on investor-oriented
logic and market-based mechanisms. This may lead to asymmetries in the quality and
scope of disclosed information [44].

At the same time, several areas of convergence can be identified. GRI is commonly
described as a foundational global normative framework that shapes the understanding of
impacts and corporate social responsibility and enables companies, through their reporting,
to identify potential risks at an early stage that may later materialise financially. SASB
complements this approach by operationalising financial materiality across industries,
enabling investors to assess risks and value drivers more precisely. ISSB, through the IFRS
Sustainability Standards, elevates this investor focus to the global level by establishing
a common language and a minimum global baseline of disclosures (IFRS S1/S2) that
individual jurisdictions can further build upon.
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Within this constellation, ESRS operate as a regulatory synthesis, incorporating ele-
ments of GRI and SASB/ISSB and embedding them within a legally binding framework
supported by mandatory external assurance and digital reporting. The future development
of sustainability reporting is therefore unlikely to be characterised by complete standard
unification, but rather by interoperability, in which global investor-oriented standards
such as ISSB and SASB provide the baseline, broader multi-stakeholder frameworks such
as GRI offer the normative and conceptual foundation, and regulatory systems such as
CSRD/ESRS deliver legal and institutional reinforcement. The effectiveness of such synergy
and coordination will depend on: (1) genuine coordination among standard-setting bodies;
(2) the harmonisation and strengthening of assurance mechanisms; and (3) companies’
ability to move ESG reporting beyond a symbolic legitimisation function and integrate it
into corporate governance, strategy, and decision-making. Without such cooperation and
coordination, existing overlaps may evolve into inefficient duplication, increased reporting
complexity, and a loss of potential value. The current sustainability reporting landscape
can therefore be understood as a dynamic institutional compromise among diverse in-
terests, in which standards do not compete for dominance but coexist and interact with
one another [35,39,41,44–55].

Based on the above, the CSRD/ESRS, GRI, SASB, and ISSB frameworks overlap across
several dimensions. The first and most important common denominator is their shared
thematic coverage of sustainability areas. All frameworks address environmental, social,
and governance aspects of business activities, including climate change, human rights,
labour practices, corporate governance, and business ethics. All standards also explicitly
link sustainability topics to governance, strategy, and risk management. This indicates that
sustainability reporting is no longer treated as a separate reporting domain, but rather as an
integral part of a company’s core governance system. A further key area of similarity relates
to the use of materiality as a selection mechanism, albeit in different forms. All frame-
works require an assessment of materiality to determine which disclosures are relevant.
Similarities can also be identified in the structural logic of disclosures, which increasingly
follows the reporting pillars of governance, strategy, risk management, and metrics and
targets. Additional convergence can be observed in the direction of standardisation, com-
parability, and digitalisation, as all frameworks require and support the development of
structured, machine-readable, and comparable ESG data, which form the foundation for
future reporting systems [9].

Table 1 below presents the key overlaps among the CSRD/ESRS, GRI, SASB, and
ISSB frameworks.

Table 1. Key overlaps among CSRD/ESRS, GRI, SASB, and ISSB.

Core Overlap Dimension CSRD/ESRS GRI Standards SASB Standards ISSB (IFRS S1/S2)

ESG scope Comprehensive Comprehensive Selective, industry-specific Selective, investor-focused

Materiality as a filter Double materiality Impact materiality Financial materiality Financial materiality

Integration with strategy Explicit (business model,
value chain) Explicit Explicit Explicit

Governance and oversight Mandatory governance
disclosures Required Required Required

Risk- and
opportunity-based logic IRO framework Impact and

risk orientation Financial risk orientation Financial risk and
opportunity focus

Metrics and targets Standardised datapoints Framework-based metrics Industry-specific metrics Global baseline metrics

Climate disclosures
(TCFD-aligned) Yes Yes Yes Yes (IFRS S2)

Comparability objective High (regulatory
mandate) Medium–high High within industries High across

capital markets
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2.4. Legal Risks of AI in Corporate Sustainability Reporting
2.4.1. Extent to Which CSRD/ESRS Require Disclosure of Digital/AI Risks

The CSRD and the ESRS do not define or regulate digital and AI-related risks as
standalone, technology-specific categories. Instead, they address them indirectly but
systematically through reporting within the broader framework of sustainability risks,
impacts, and opportunities (IRO). These issues are primarily embedded within the areas
of the social effects, the protection of fundamental rights, and financial materiality. With
the implementation of the CSRD, reporting requirements related to risks arising from
digitalisation, data usage, and automated systems have entered into force. Companies are
required to disclose information on the risks to which they are exposed and on how these
risks affect governance within their own operations and across the value chain. A key role
in this context is played by ESRS S4, which explicitly requires disclosure of how companies
prevent or mitigate material negative impacts associated with the collection, use, and
governance of data, including impacts on the right to privacy, the protection of personal
data, non-discrimination, and access to information. Data breaches, cyber incidents, and
inadequate information systems governance are recognised as typical material risks that
must be addressed in sustainability reporting. Such incidents may harm consumers and
end users and negatively affect a company’s financial performance and long-term value.
The ESRS do not contain a dedicated standard for artificial intelligence; accordingly, AI-
related risks fall implicitly within the scope of disclosure whenever automated systems,
algorithmic decision-making, or advanced analytics affect data processing, user rights,
system security, or a company’s business model. ESRS S4 thus functions as an interface
between sustainability reporting and digital regulation, as its disclosure requirements draw
on obligations arising from the existing EU legal framework. The CSRD does not introduce
ex ante obligations to disclose technical details of cybersecurity or AI architectures; instead,
it requires meaningful, proportionate, and risk-based disclosures that enable stakeholders
to understand how companies identify, assess, and manage digital and data-related risks.
Consequently, AI-related risks under the CSRD and ESRS are highly relevant in terms of
substance and governance responsibility, as they are integrated into the broader framework
of double materiality rather than being treated as a separate technology-specific reporting
category. In particular, three disclosure dimensions within the ESRS framework serve as
primary interfaces for AI risk. First, ESRS 2 (Governance) requires disclosure of oversight
structures and risk governance responsibilities, which become directly relevant where
AI systems influence strategic decision-making. Second, ESRS 1 operationalises double
materiality assessments, within which AI-related impacts may emerge as financially or
socially material topics. Third, ESRS S4 (Consumers and End Users) explicitly addresses
data governance, privacy, and non-discrimination concerns, thereby indirectly capturing
algorithmic decision-making risks. These dimensions collectively provide normative entry
points for AI-related disclosure, even in the absence of a standalone AI standard [39,56,57].

2.4.2. How Voluntary Frameworks (GRI, SASB, and ISSB) Approach Digital and
AI Impacts

Similar to the CSRD, the voluntary standards GRI, SASB, and ISSB define impacts
related to artificial intelligence and digitalisation primarily in an indirect and fragmented
manner, without standalone or technology-specific disclosure requirements [18,57]. The
GRI Standards are based on the concept of impact materiality and do not treat AI and
digitalisation as separate reporting areas; instead, they explicitly address them through
topics such as data protection, user privacy, non-discrimination, labour practices, em-
ployee health and safety, and responsible organisational governance. As such, the GRI
Standards do not include specific indicators that would systematically require companies
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to disclose algorithmic bias, automated decision-making, the impacts of AI on fundamental
rights, or the environmental footprint of digital infrastructure [18]. The SASB Standards,
which are designed around financial materiality and investor relevance, address digital
and AI-related risks mainly through industry-specific topics such as cybersecurity, data
protection, IT systems reliability, and regulatory compliance. Broader social and ethical
impacts of technology are included only if they are assessed as financially material [41].
This approach may lead to a narrow coverage of AI impacts, as many long-term, indirect,
or systemic effects of artificial intelligence (such as discrimination, surveillance, or impacts
on democratic processes) are often not immediately financially measurable and therefore
remain outside the reporting focus [57]. The ISSB introduces a more structured disclosure
of sustainability-related risks; however, it also primarily focuses on the financially material
effects of digitalisation and AI, particularly risks that may affect cash flows, the cost of capi-
tal, and the long-term value of the company. Consequently, voluntary reporting standards
allow for partial disclosure of digital and AI-related risks. Still, they do not provide a com-
prehensive, comparable, and multi-stakeholder-oriented view of the sustainability-related
impacts of artificial intelligence. This creates a regulatory and reporting gap, which the
CSRD and ESRS have begun to address by integrating digital and data-related risks into a
mandatory sustainability reporting framework [57].

2.4.3. Findings from Empirical Studies: Gaps, Boilerplate Disclosures, Emerging Practices

Existing research indicates that corporate reporting on risks related to artificial intelli-
gence and digitalisation is still at an early stage of development and is characterised by
significant substantive gaps, a predominance of generic or standardised disclosures, and
only a limited number of emerging good practices. Companies tend to present artificial
intelligence in their reports primarily as a source of innovation, efficiency, and competitive
advantage, while adverse, indirect, and long-term effects of AI (such as algorithmic bias,
non-transparent automated decision-making, intrusions into privacy, impacts on employee
health, and systemic risks to fundamental rights) are either addressed only superficially
or omitted altogether [18,57]. Companies within statements on ethical principles, legal
compliance, and the responsible use of technology often mention AI-related risks. However,
companies typically fail to disclose concrete information on actual AI use cases, identified
risks, internal controls, assessment procedures, or the allocation of responsibilities within
the organisation, which significantly reduces the informational value of such disclosures for
investors and other stakeholders [41,57]. Such disclosures are particularly common among
companies that rely on voluntary reporting standards, where the absence of precisely de-
fined, verifiable requirements allows symbolic compliance without substantive depth [41].

Nevertheless, a review of corporate reports (especially those of large technology com-
panies) reveals a growing number of cases in which firms disclose the establishment of
AI governance structures, internal ethics committees, AI risk assessment processes, and
linkages between the use of algorithms and fundamental rights, as well as impacts on
consumers and employees [18]. These practices, however, remain fragmented, methodolog-
ically inconsistent, and limited to a small subset of companies. This confirms that existing
voluntary frameworks do not provide sufficient incentives for systematic and comparable
disclosure of AI-related risks [18,57].

Table 2 below presents how selected reporting frameworks address digital and AI-
related risks.

The analytical framework was developed deductively based on three pillars:

(1) disclosure requirements under ESRS (particularly ESRS 1, ESRS 2, and ESRS S4);
(2) accountability and corporate governance literature addressing oversight of digital risks;
(3) established methodological principles of qualitative content analysis [58,59].
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The coding categories were pre-tested on two pilot reports to ensure clarity, internal
consistency, and alignment with the research objectives.

Table 2. Treatment of digital and AI-related risks in selected reporting frameworks.

Dimension CSRD/ESRS GRI Standards SASB Standards ISSB (IFRS S1/S2)

Standalone AI standard No No No No

Approach to
AI-related risks

Indirect integration within
sustainability risks,

impacts, and governance

Indirect integration
through thematic

standards

Indirect, industry-specific
integration

Indirect integration
through financially

material risks

Materiality concept Double materiality Impact materiality Financial materiality Financial materiality

Primary reporting
audience Multi-stakeholder Multi-stakeholder Investors Investors

Main disclosure areas
where AI risks may arise

Data governance, privacy,
fundamental rights,

cybersecurity, governance

Privacy, labour practices,
governance

Cybersecurity, IT systems
reliability Risks to enterprise value

Link to governance
disclosures Explicitly required Implicit Limited Explicit, financially

oriented

Comparability of
disclosures

High (mandatory,
standardised framework) Medium High within industries High

Regulatory nature Mandatory (EU) Voluntary Voluntary Voluntary

2.5. Governance Risks of AI in Corporate Sustainability Reporting
2.5.1. Accountability: Governance Structures and Board Oversight

Accountability in corporate sustainability reporting is closely linked to the existence
and effectiveness of a company’s governance structures. Management and supervisory
bodies play a key role in overseeing material risks and shaping the company’s strategic
direction. In modern corporate systems, management boards and supervisory boards
are considered central accountability mechanisms, as their members are responsible for
overseeing business operations, ensuring compliance with applicable laws and regulations,
and safeguarding the interests of stakeholders [60]. Empirical research demonstrates that
oversight effectiveness is often constrained by information asymmetries between man-
agement and supervisory bodies, the dominance of managerial perspectives, and a lack
of expertise in complex, rapidly evolving domains [61]. These shortcomings are particu-
larly pronounced in the areas of artificial intelligence, data governance, and cybersecurity.
The technical complexity of digital technologies further hampers critical assessment and
effective oversight at the board level [62]. Under such conditions, there is a risk that
oversight of management remains formal and mainly symbolic, while disclosures in sus-
tainability reports primarily serve to fulfil regulatory requirements. For this reason, the
CSRD and the ESRS emphasise an enhanced role for governing bodies in the assessment,
oversight, and disclosure of digital risks and implicitly require strengthened accountability,
more precise allocation of responsibilities, and more informed supervision of companies’
digital transformation [35].

2.5.2. Due Diligence: Embedding AI in Human-Rights and Environmental Due Diligence

The due diligence process represents a central mechanism for identifying, prevent-
ing, and remedying the negative impacts of business activities on human rights and the
environment. It is increasingly recognised as a fundamental element of modern corporate
governance. In the context of digital transformation and the growing use of artificial
intelligence, the scope of due diligence is expanding to include technological systems
whose operation may give rise to indirect and systemic adverse effects, particularly in
the areas of non-discrimination, privacy protection, personal data protection, and envi-
ronmental sustainability [62]. Algorithmic processes associated with artificial intelligence
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can reproduce and amplify inequalities. At the same time, their deployment often relies
on resource-intensive methods that may generate significant environmental footprints,
particularly in energy consumption and the use of natural resources. Consequently, from
an AI perspective, it is becoming essential to integrate artificial intelligence into due dili-
gence systems. In the coming years, this will become increasingly necessary for companies
seeking to conduct comprehensive risk assessments across their value chains. Regulatory
developments at the EU level, including emerging due diligence obligations in human
rights and environmental protection, as well as the requirements of the CSRD and ESRS,
underscore the need to systematically link technological risks with existing due diligence
frameworks [35]. Without the inclusion of artificial intelligence within due diligence pro-
cesses, there is a risk that disclosures in sustainability reports will become formalistic and
unable to capture the actual impacts of digital technologies on society and the environment.
Such an approach weakens both corporate accountability and stakeholder protection [60].

2.5.3. Human Rights: Discrimination, Surveillance, Autonomy, and Consumer Fairness

The use of artificial intelligence poses numerous risks to human rights, particularly in
the areas of non-discrimination, surveillance, personal autonomy, and consumer fairness.
Through the deployment of artificial intelligence and algorithmic mechanisms, often based
on historical and biased data, there is a risk that existing AI systems may reinforce and
exacerbate social inequalities. This can lead to unequal treatment and discrimination in
areas such as recruitment, credit scoring, and service pricing [63,64].

At the same time, artificial intelligence and its operational systems enable practices
such as biometric identification, behavioural analysis, and large-scale profiling, thereby
interfering with the right to privacy and creating environments of continuous surveillance
that may restrict individual freedom of action and expression [63,64]. Such systems can
reduce individual autonomy, as decisions are often made automatically without sufficient
transparency [62]. In the context of consumer protection, this may result in unjustified differ-
ential treatment, manipulative business practices, and opaque personalisation and pricing
strategies that can undermine principles of equal treatment and fair market practices [65,66].

2.5.4. Environmental Stewardship: Energy and Resource Intensity of AI Systems

From an environmental governance perspective, the increasing use of artificial in-
telligence is of significant importance due to its high energy and resource intensity. The
development, training, and operation of large AI models require substantial computational
capacity, leading to extensive electricity consumption and an increased carbon footprint,
both during operation and across the entire lifecycle of the underlying hardware [67].
Research shows that the environmental impact of AI extends beyond the model training
phase to include continuous inference, data storage, and the production and replacement
of specialised hardware, with the embodied carbon footprint becoming increasingly signifi-
cant [67,68]. Environmental governance thus becomes a critical issue for companies in the
context of AI deployment. It requires systematic measurement, disclosure, and mitigation
of the environmental impacts of digital tools. Consequently, the CSRD legislation and the
ESRS increasingly and implicitly require companies to address environmental aspects of
digitalisation within sustainability reporting, including the energy efficiency and carbon
footprint of AI systems [35].

2.5.5. Conceptual and Practical Gaps in Current Disclosure Approaches

For conceptual clarity, this study distinguishes between three analytically related but
distinct categories of digital risk. First, AI-related risks refer specifically to risks arising from
algorithmic decision-making systems, including algorithmic bias, opacity in automated
decision-making, accountability gaps, and the governance of AI models. Second, data gov-
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ernance risks include the collection, storage, processing, and protection of data, including
privacy breaches, failures in personal data protection, and improper data management
practices. Third, cybersecurity risks relate to technical system vulnerabilities, cyberattacks,
IT infrastructure resilience, and operational disruptions. While these categories may over-
lap in practice, they represent conceptually distinct governance domains. The empirical
analysis, therefore, treats AI-related risks as a specific subset of digital risks with particular
accountability and sustainability implications. Despite the increasing level of digitalisation
and the growing use of artificial intelligence in corporate reporting, existing disclosure prac-
tices remain burdened by significant conceptual and practical gaps. At the conceptual level,
one key gap concerns reporting boundaries. In particular, this relates to whether digital
risks are understood to cover only a company’s internal processes or also indirect impacts
along the value chain, which results in fragmented and difficult-to-compare disclosures [69].
Different legislative frameworks and standards use similar concepts (such as materiality,
risk, or impact) but interpret them in substantively different ways, further contributing to
inconsistency and reducing the informational reliability of reports for stakeholders [70]. At
the practical level, these conceptual ambiguities are reflected in selective, often declaratory
disclosures, in which companies mention artificial intelligence, data governance, and cyber-
security but rarely explain concrete governance mechanisms, due diligence processes, or the
actual impacts on the company, human rights, and the environment. This creates a growing
need to reduce the gap between what companies report in their annual and sustainability
reports and what they actually implement in practice. Such an approach opens space for
impression management and weakens corporate accountability [69,71]. Although legisla-
tive measures such as the CSRD represent an essential step toward greater standardisation,
current practices reveal limited integration of digital risks into comprehensive governance,
due diligence, and performance measurement systems. Without more explicit conceptual
guidance and more operational requirements concerning artificial intelligence, there is a
risk that future disclosures will remain formally compliant yet substantively insufficient for
a genuine assessment of the social, environmental, and human rights impacts of companies’
digital transformation [35].

3. Research Methodology and Research Sample Used
3.1. Methodology

The study adopts a multiple-case study design combined with cross-sectional com-
parative qualitative content analysis. It focuses on the structured analysis of disclosure
patterns across multiple cases rather than on in-depth narrative reconstruction of individ-
ual companies. The method was chosen because it is particularly suitable for an in-depth
empirical analysis of contemporary, complex phenomena in their real-life context [58].
The selected case study method enables the researcher to focus on specific phenomena
and examine and understand them in detail. More specifically, this method allows for a
thorough investigation of internal processes and the interrelationships among the observed
elements. The case study approach is appropriate for this research because it facilitates
empirical investigation of contemporary phenomena in real-world settings, where the
boundaries between the phenomenon and its context are not clearly defined [59,72]. Such
an approach is especially relevant for the study of sustainability reporting, where corporate
disclosures result from the interaction of legal obligations, corporate governance structures,
strategic decisions, and organisational culture. The chosen analytical framework enables a
systematic analysis and comparison of disclosures related to risks associated with artificial
intelligence, data governance, and cybersecurity. These risks are increasingly material in
the context of corporate sustainability and are being incorporated into companies’ sustain-
ability reports. They are closely linked to the digital transformation of business models,
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while the regulatory framework governing their disclosure is still evolving and remains
fragmented. For these reasons, a qualitative, comparative case study approach is more
appropriate than purely quantitative methods, as it allows for an assessment of the content,
structure, and quality of disclosures [28,58,59,72].

The study uses qualitative content analysis. Sustainability and annual reports of
the selected companies were analysed according to predefined categories. Particular
attention was paid to distinguishing between purely declarative statements on digital risks
and disclosures that include concrete governance structures, internal policies, oversight
procedures, and measurable outcomes. Based on the collected results, a comparative
analysis was conducted across the examined companies. The findings enable interpretation
of reporting practices across individual companies, sectors, and countries. In this way,
the study contributes to an understanding of the extent to which current sustainability
reporting systems effectively enable transparent and accountable treatment of digital risks,
and to identifying areas where further improvements are required [28,72].

3.2. Sample and Data Sources

The empirical part of the study includes a selected sample of twenty companies oper-
ating across four sectors with differing levels of digital intensity and regulatory exposure.
The selection of companies was based on predefined inclusion criteria. The sample in-
cludes large undertakings headquartered in EU Member States that are subject to the
CSRD reporting obligation and that published a full sustainability or annual report for the
2024 financial year. All companies exceed the CSRD size thresholds (balance sheet total, net
turnover, and number of employees) and therefore qualify as large entities under EU law.
Companies without publicly available complete reports or outside the selected jurisdictions
were excluded. The aim of the sampling strategy was not statistical representativeness but
analytical comparability across sectors and governance contexts. The companies included
in the research come from the telecommunications, financial services, pharmaceutical, and
retail sectors. They are headquartered in five EU Member States (Slovenia, Germany, Italy,
France, and Spain), which enables a comparison of disclosures across different national
and regulatory environments within a unified European legal framework. The selection
of companies and sectors is based on the assumption that telecommunications and finan-
cial services are highly digital-intensive and subject to strict regulation. In contrast, the
pharmaceutical sectors, as well as retail, are exposed to digital risks in different, often
less standardised ways. The distribution of companies across industries was balanced to
enable analytical comparison; however, subgroup sizes remain small and are therefore
interpreted cautiously within a qualitative research logic. The sample was structured to
ensure cross-country and cross-sector comparability, with one company per sector selected
from each of the five analysed EU Member States. Consequently, the chosen sample enables
the identification of systematic differences in reporting practices and the assessment of
whether the level of digital exposure is reflected in the quality of disclosures. The analysis
was conducted using publicly available annual and sustainability reports published by the
companies for the 2024 financial year. The study deliberately limits its scope to the content
of these reports, as they serve as the primary instruments for achieving the objectives of
transparency, accountability, and stakeholder communication pursued by contemporary
reporting frameworks such as the CSRD, GRI, and ISSB. All sustainability reports of the
selected companies included in the study are based on the Corporate Sustainability Re-
porting Directive (CSRD) framework and the European Sustainability Reporting Standards
(ESRS). This focus is justified, as the CSRD is a mandatory regulatory framework that large
companies operating within the European Union must apply, whereas the other frame-
works considered are voluntary. At the same time, as established in Section 2.4, which
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compared disclosure requirements related to artificial intelligence risks across different nor-
mative frameworks, the CSRD contains the most comprehensive set of requirements for the
disclosure of digital- and AI-related risks. Consequently, the use of the CSRD framework in
the empirical part of the study is both appropriate and methodologically justified [58,72].

3.3. Research Design and Analytical Instrument

The empirical analysis was conducted using a pre-designed content analysis table,
which serves as the central research instrument. Table 3 was developed specifically to ex-
amine the data and address the research question and is aligned with the disclosure logic of
the CSRD and the ESRS. The analytical instrument covers three main areas: (1) risks related
to artificial intelligence, (2) data governance and privacy protection, and (3) cybersecurity.
Each coding item was conceptually mapped to specific ESRS disclosure expectations. For
example, items relating to governance structures correspond to ESRS 2 governance disclo-
sures; inclusion of digital risks in materiality assessments reflects the double materiality
logic under ESRS 1; and items concerning privacy, data governance, and human rights
link to ESRS S4 requirements. This mapping ensured that the analytical instrument reflects
normative disclosure dimensions rather than researcher-defined categories.

Table 3. Predesigned table of contents for analysing digital risk disclosures in sustainability and
annual reports of European companies in accordance with CSRD and ESRS.

1. Does the company explicitly disclose AI-related risks in its annual or sustainability report?

YES: NO:

2. Does the company explicitly disclose risks related to the following digital domains:

- Artificial intelligence (AI) YES: NO:
- Data governance and data protection YES: NO:
- Cybersecurity YES: NO:

3. Does the company describe how AI- or digitalisation-related risks are addressed and managed?

YES: NO:

4. Does the company disclose any formal policies related to AI or digital risks?

YES: NO:

5. Are AI- or digitalisation-related risks explicitly included in the company’s risk management
system or materiality assessment?

YES: NO:

6. Does the company disclose any key performance indicators (KPIs) related to AI or digital risks?

YES: NO:

7. Are AI- or digitalisation-related risks explicitly linked to the company’s sustainability strategy
or business model?

YES: NO:

8. Does the company explicitly link AI or digitalisation risks to human rights concerns?

YES: NO:
Source: the researcher.

For each of these areas, the empirical analysis assesses, using a binary (YES/NO)
coding approach, whether the annual or sustainability reports of the selected companies
include: (i) explicit statements regarding the existence of digital risks; (ii) descriptions of
governance structures and responsibilities; (iii) disclosures of relevant policies and internal
rules; (iv) the inclusion of digital risks in risk management or materiality assessments; and
(v) the disclosure of key performance indicators (KPIs), where such indicators are reported.
During coding, these categories were treated as analytically distinct dimensions, and
disclosures were classified by their primary governance focus to avoid conceptual overlap.
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The binary coding approach was selected to capture the structural presence or absence of
governance-relevant disclosure elements in a transparent and replicable manner. While
binary coding does not measure narrative depth in a qualitative sense, it allows for the
systematic identification of whether core accountability components are disclosed [58,59].

Individual items in the content analysis table were coded (as described above), with
page references and brief content descriptions added. This approach ensures greater
methodological transparency and reduces subjective interpretation. The observation was
conducted using a pre-designed content analysis table (as shown in Figure 1 below), and the
analysis was carried out on a sample of 20 companies. While the sample size does not allow
for statistical generalisation, the study follows the logic of analytical generalisation typical
of qualitative case study research [70]. The objective is not to establish universal preva-
lence rates but to identify structural reporting patterns and governance tendencies across
sectors. Coding was initially conducted by one researcher and subsequently reviewed by
the remaining authors. Discrepancies and ambiguities were discussed collectively until
consensus was reached. Although formal interrater reliability statistics were not calculated
due to the qualitative case study design and limited sample size, coding consistency was
ensured through iterative review and consensus-based validation among the authors. This
approach aligns with the logic of analytical generalisation typical of qualitative governance
research, where interpretative coherence and methodological transparency are prioritised
over statistical inference. Given the exploratory and qualitative nature of the study and the
limited sample size, formal interrater reliability coefficients were not calculated; instead,
coding robustness was ensured through iterative cross-review, discussion of borderline
cases, and documented consensus validation. [58,59]. The overall research design and
analytical structure are presented in Figure 2.

 

Figure 1. Practical multiple study design.

3.4. Research Question

The study is designed around a single fundamental research question that derives
directly from the research objectives and the theoretical and normative foundations of
sustainability reporting. The research question is formulated as follows:

RQ1: How do corporations currently disclose AI-related risks in their sustainability report-
ing, and which ESG principles (accountability, due diligence, human rights, environmental
stewardship) are most frequently engaged in these disclosures?
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Figure 2. Research framework: Methodologies and research constructs used in the empirical research.
C = research construct.

The stated questions enable an assessment of both the scope of sustainability disclo-
sures and their quality, in particular the degree of standardisation, the linkage to governance
mechanisms, and the presence of accountability elements as required by contemporary
regulatory and reporting frameworks. These questions allow for an analysis of the regula-
tory and standard-setting environment and explain how different concepts of materiality,
differing focal points (investors versus stakeholders), and varying levels of normative obli-
gation influence the actual disclosure of digital and AI-related risks. The study employs a
mixed methodological approach, primarily qualitative content analysis, legal-comparative
analysis of standards, and thematic coding. This approach is well-suited to research in law,
governance, and ESG reporting.

4. Research Results
The analysis of the 2024 annual report disclosures of the selected companies clearly

reveals a pronounced asymmetry between the treatment of digital risks and risks related to
artificial intelligence. While the majority of the analysed companies disclose risks related
to cybersecurity and data protection, AI as a standalone risk category is explicitly disclosed
in only a few cases. The results indicate that AI is still predominantly framed as a strategic
opportunity or an operational optimisation, rather than as a source of risk from an account-
ability perspective. Explicit disclosure of risks related to artificial intelligence within the
analysed sample is minimal. Among the 20 selected companies, only a minority reported
AI-related risks. More specifically, only 2 out of 20 companies (approximately 10%) dis-
closed such information, identifying artificial intelligence as a source of risk in the context
of ethical, security, or social challenges. Therefore, a small subset of companies demon-
strated more advanced AI governance disclosure practices. For example, one financial
sector company explicitly outlined the board-level oversight responsibilities and referred
to structured AI risk assessments integrated into its enterprise risk management system. In
contrast, several companies mentioned AI only in strategic innovation sections, without
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disclosing associated risks, governance mechanisms, or accountability structures. Such
disclosures illustrate a predominantly symbolic approach, where AI is framed positively
while risk dimensions remain unaddressed. A significantly larger number of companies
included in the study disclosed information on cybersecurity and data protection. More
than half of the analysed companies explicitly addressed cybersecurity risks in their annual
reports. In particular, 13 out of 20 companies (65%) reported on cybersecurity-related issues.
Similarly, approximately half of the companies reported on data governance and privacy
protection, with 9 of 20 (45%) providing such disclosures. All percentages reported in
this section are calculated from the total sample of 20 companies and are derived directly
from the binary coding table presented in Figure 3. These results suggest that companies
predominantly perceive digital risks as traditional operational and compliance risks, while
AI-related risks, as a distinct topic, remain vastly underreported. Figure 3 below presents
an overview of corporate disclosures.
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Figure 3. Overall results of corporate disclosures.

From an ESG perspective, the principle of accountability most frequently appears
in corporate disclosures. This is most reflected in descriptions of governance structures,
internal controls, and companies’ risk management systems. This principle is typically
associated with cybersecurity and data protection, and less frequently with artificial in-
telligence. In addition to accountability, the principle of due diligence also appears in
annual reports, most often in the form of technical and organisational measures, such as
ISO standards and security protocols. Only in exceptional cases does this principle extend
to broader societal assessments or analyses of AI’s ethical impacts. Human rights are
likewise predominantly linked to digital risks, most often through the right to privacy.
Based on the reported findings, four types of companies can be identified: (1) companies
that explicitly address AI as a risk; (2) companies that disclose digital risks while AI remains
implicit or is addressed primarily as an opportunity; (3) companies whose reporting is
mainly limited to cybersecurity-related issues; and (4) companies in which digital and
AI-related risks are absent from reporting. For example, companies classified under the
first type (explicit AI risk disclosure) typically referred to AI-specific oversight mechanisms,
such as dedicated AI governance committees or formalised AI risk assessment procedures
embedded in enterprise risk management systems. By contrast, companies in the second
type framed AI primarily as a strategic innovation tool, emphasising productivity gains
without reference to risk-mitigation processes. Firms in the third category limited their
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disclosures to cybersecurity resilience, data protection compliance, IT system resilience,
and IT risk controls, without mentioning AI-related governance or algorithmic decision-
making systems. Finally, companies in the fourth category did not include any substantive
reference to digital or AI-related risks within their sustainability disclosures beyond general
compliance statements.

The results of the study demonstrate that the disclosure of AI-related risks in compa-
nies’ annual reports remains limited to a very narrow group of firms.

From a sectoral reporting perspective, companies in the banking sector achieved the
highest level of disclosure, reporting on average 50% of the examined information. Banks
disclosed cybersecurity and data protection risks to a significant extent, and 60% of the
analysed banks integrated digital risks into their risk management systems or double
materiality assessments. Only one bank treated AI as a standalone risk. Companies
followed the banking sector, which achieved an average disclosure level of 38%. A review
of the reported information shows a wide range of practices among telecommunications
companies, from highly advanced reporting on AI risks, ethics, and human rights to
complete disclosure absence. Companies in the pharmaceutical sector reported, on average,
36% of the required information. This sector exhibits a medium level of maturity, with
relatively frequent reporting on cybersecurity and data protection. However, companies did
not explicitly address AI-related risks, as AI was predominantly presented as an innovation
tool rather than a source of risk. The lowest level of disclosure was observed in the retail
sector. On average, companies reported only 8% of the required information. As many
as 80% of the analysed retail companies did not disclose any digital or AI-related risks.
Figure 4 below presents an overview of corporate disclosures by sector.

 

Figure 4. Percentage of total predefined disclosure items (100%) reported by companies within
each sector.

An analysis of corporate reporting by country shows that companies from France
achieved the highest level of disclosure, reporting on average 40% of the examined infor-
mation. They were followed by companies from Italy, with an average disclosure level of
37.5%. Companies from Spain followed, reporting approximately 30% of the information.
Finally, companies from Slovenia and Germany reported the lowest levels, each disclosing
on average 15% of the required information. Figure 5 below presents an overview of
corporate disclosures by country.
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Figure 5. Overall results of corporate disclosures by country.

The study also finds that existing reporting frameworks, such as the CSRD and
ESRS, enable companies to disclose digital and AI-related risks in a structured manner.
However, this potential has not yet been fully realised in practice. Companies often follow
a formal disclosure logic that includes descriptions of governance, risks, and materiality,
but this logic rarely translates into substantively profound and measurable reporting. This
limitation is most evident in the disclosure of key performance indicators. Almost none
of the analysed companies disclosed quantitative indicators related to AI or digital risks.
Consequently, the reported information in annual reports largely remains at a narrative and
descriptive level, rather than being presented in a form that would allow for comparability
and measurement of the disclosed data.

Based on the results, individual standards and reporting frameworks appear to be
more effective at capturing well-established digital topics, such as cybersecurity and data
protection. These topics have a long history of regulation and institutionalisation. In
contrast, artificial intelligence, as a relatively new and rapidly evolving technology, is
less well conceptualised within existing materiality assessments. Even in cases where
companies conduct double materiality assessments, AI rarely emerges as a standalone
material topic and is instead most often subsumed under broader categories of digitalisation
or innovation. Differences between individual frameworks (particularly between those
with a stronger investor focus and those adopting a stakeholder-oriented approach) are
reflected in practice in the quality of AI risk disclosures. Although it could be expected that
frameworks oriented toward stakeholder impacts would strengthen the linkage between
AI and human rights, the empirical results do not confirm this expectation. Current
standards and reporting frameworks do not prevent the disclosure of AI-related risks. Still,
they do not create sufficiently strong incentives for companies to systematically identify,
operationalise, and measure such risks.

A detailed examination of the research question and its interpretation in light of the
obtained results indicates that, in 2024, companies disclose digital risks selectively and
unevenly. Disclosures related to cybersecurity and data protection dominate reporting,
while AI as a standalone risk remains largely undisclosed or marginalised. Sustainabil-
ity and ESG principles appear in disclosures primarily in the form of accountability and
governance, and much less frequently in due diligence and human rights protection when
AI is concerned. Existing reporting frameworks and standards provide companies with
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an appropriate structural foundation; however, in practice, this often results in minimal
compliance rather than substantively deep, measurable outcomes. This creates a clear gap
between the rapid digital transformation of companies and the maturity of sustainability
reporting. The results of the study, therefore, confirm that improving the quality of dis-
closures requires not only the formal adoption of new standards but also a more precise
conceptualisation of AI-related risks and their integration into materiality assessments,
corporate strategy, and risk management systems.

5. Conclusions and Further Discussion
The purpose of the study was to examine how European companies, in practice, report

and disclose information related to digitalisation and artificial intelligence risks, and to as-
sess the extent to which existing reporting frameworks enable or constrain such disclosures.
Based on a systematic qualitative content analysis of annual reports of selected companies
across multiple sectors and countries, the study produced several significant findings.

First, the results clearly indicate that explicit disclosure of AI-related risks in corporate
reporting remains rare. Except for a small number of companies, most firms still primarily
view AI as a technological opportunity and driver of efficiency and innovation, rather than
as a standalone risk. This confirms that AI has not yet been fully internalised as a risk
category in current practice within the context of sustainable corporate governance.

Second, the findings show that companies predominantly address digital risks through
cybersecurity and data protection. These areas are far more frequently integrated into
risk management systems and materiality assessments, indicating that they are already
institutionally and conceptually embedded within existing governance and regulatory
frameworks. Results suggest that cybersecurity and data protection often function as
substitutes for a broader discussion of AI-related risks.

Third, the study reveals a pronounced lack of quantitative indicators related to AI
and digital risk reporting. Even in cases where companies provide relatively detailed
descriptions of governance structures, policies, and processes, disclosures rarely extend to
the level of measurement and performance evaluation. In light of the research question,
it can be concluded that most companies do not yet systematically and explicitly disclose
AI-related risks.

The results highlight a significant tension between the regulatory ambition of report-
ing frameworks and actual reporting practices. While the CSRD and ESRS theoretically
provide a sufficiently broad and structured framework for the disclosure of digital and
AI-related risks, the empirical findings demonstrate that companies mainly utilise these
possibilities at the level of narrative descriptions and governance structures, rather than at
the level of measurement and comparability. The study makes an essential contribution to
understanding the existing gap between normative expectations and empirical reporting
practice concerning AI-related risks. The results suggest that the current landscape repre-
sents a transitional phase in which digital risks are entering sustainability reporting, though
mainly in limited and indirect ways. In conclusion, AI-related risks are not yet addressed
in sustainability reporting at a level commensurate with their actual social, ethical, and
economic significance. Although the CSRD and the ESRS represent an essential step toward
more standardised sustainability reporting, the findings indicate that truly high-quality re-
porting on AI-related risks will require not only adjustments to reporting standards but also
changes in companies’ internal governance practices. With respect to theoretical implica-
tions, the findings extend sustainability reporting theory by demonstrating that AI-related
risks remain institutionally under-embedded despite formal integration within double
materiality frameworks. This suggests that regulatory incorporation does not automatically
translate into substantive governance internalisation. Regarding practical implications, the
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findings for regulators indicate the need for more explicit AI-specific disclosure guidance
within sustainability standards. For corporate boards, the results underscore the impor-
tance of integrating AI governance into materiality assessments and risk management
systems. For investors and auditors, the study highlights the need to scrutinise narrative
AI disclosures and demand measurable governance indicators. Given that only 10% of
analysed companies explicitly disclose AI-related risks, the findings clearly demonstrate a
substantial gap between regulatory expectations and corporate reporting practice.

Our findings indicate that translating different materiality concepts into reporting
practice remains uneven. While the CSRD/ESRS architecture embeds digital risks within
the logic of double materiality, the empirical analysis shows that AI-related risks rarely
emerge as standalone material topics. Instead, they are frequently subsumed under broader
categories of digitalisation, innovation, or IT risk. This suggests that the conceptual dis-
tinction between financial materiality, impact materiality, and double materiality does not
automatically translate into differentiated, operationalised disclosures in practice. This
pattern is consistent with prior research on symbolic versus substantive sustainability
reporting, which demonstrates that the formal adoption of reporting frameworks does not
necessarily translate into measurable governance integration. Similar to findings from ear-
lier studies on NFRD implementation and early-stage CSRD adoption, companies appear
to prioritise well-institutionalised, compliance-driven topics (e.g., cybersecurity and data
protection), while emerging, more complex governance domains, such as AI-related risks,
remain underdeveloped in disclosure practice.

Looking ahead, future revisions of the ESRS or the development of AI-specific disclo-
sure guidance could significantly strengthen the explicit treatment of artificial intelligence
risks within sustainability reporting. Possible developments may include the introduction
of mandatory AI governance disclosures, standardised indicators for algorithmic risk as-
sessment, and more straightforward integration of AI-related human rights impacts into
double materiality processes. Closer alignment between the ESRS framework and the EU
Artificial Intelligence Act may also provide a more coherent regulatory architecture, ensur-
ing that AI-related risks are not only governed technically but also transparently disclosed
within corporate sustainability reporting. Understanding and disclosing AI-related risks
thus remains one of the key challenges for the future development of ESG reporting in
Europe. While the findings indicate that regulatory incorporation alone does not ensure
substantive AI risk disclosure, the limited reporting observed in this study may also be
influenced by organisational factors beyond regulation. These may include differences in
internal management maturity, technical expertise in AI governance, reputational sensitiv-
ity, strategic confidentiality concerns, and the early-stage development of internal AI risk
assessment practices. This study is subject to certain limitations. First, although the compa-
nies operate within a harmonised EU regulatory framework, cross-country differences in
reporting culture and supervisory practices may affect disclosure comparability. Second,
sectoral heterogeneity in digital exposure and regulatory intensity may partially explain
variations in reporting depth. Third, the analysis reflects the early-stage implementation of
the CSRD regime for the 2024 reporting cycle. Future research could adopt a longitudinal
design to assess whether AI-related risk disclosures evolve and mature across subsequent
reporting periods.
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