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Abstract

The COVID-19 outbreak significantly impacted global health, resulting in widespread
infections and fatalities. In response, the World Health Organization (WHO) launched the
Preparedness and Resilience for Emerging Threats (PRET) program, focusing on respiratory
pathogens, to prepare for future pandemics and achieve sustainable well-being around
the world. Moreover, the WHO also encouraged countries to establish a National Action
Plan for Health Security (NAPHS) to address various disasters and threats. Therefore,
governments should develop the necessary systems aligned with NAPHS while maintain-
ing compliance with PRET. Thus, to maintain global health and wellness, a platform for
sharing medical data on highly contagious diseases worldwide, free from interference from
individual countries, is critical for effective border control. In this paper, we introduce an
efficient approach, i.e., a two-layer decentralized blockchain architecture. Our mechanism
streamlines integration between national sovereignty and the WHO, enabling the secure
and supervised exchange of pandemic data via a single global blockchain and multiple
local blockchains. This blockchain framework has strong potential to enhance nations’
ability to prepare for and respond to future pandemics, ensuring the safety and health of
their citizens. The bottom-layer local chains facilitate the collection of pandemic immunity
data within their own countries, and the upper-layer global chain, with the assistance of the
WHO, facilitates the worldwide exchange of these data if needed. Given the characteristics
of decentralization and transparency in blockchain technology, and the WHO’s oversight,
no government should worry that sensitive medical data will be manipulated or abused by
superpowers on the global blockchain. It also highlights the importance of global collabo-
ration in preventing and controlling contagious diseases. Furthermore, the performance
of this system is assessed based on several sets of real-world data and requirements. We
demonstrate that this global information-sharing mechanism can improve international
health safety, provided it is supported by feasible and reasonable resources to handle
transactional demands around the world.

Keywords: containment of contagious diseases; border control; two-layered blockchain
system; smart contract; global sharing of pandemic data

1. Introduction

During the first two decades of the 21st century, the world grappled with multi-
ple global pandemics, including SARS-CoV in 2003, HIN1 in 2009, Ebola in 2014, and
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COVID-19 in 2020 [1]. Notably, the COVID-19 pandemic had a significant global impact,
infecting around 61 million people worldwide and severely affecting human health and
well-being. The World Health Organization (WHO) declared the global COVID-19 outbreak
on 11 March 2020, which significantly impacted daily life, including education, transporta-
tion, travel, the economy, politics, human health, life expectancy, and work [2]. With
vaccines and effective medicines in short supply, many countries resorted to facial masks
and social distancing measures to contain the spread of the virus. To curb transmission,
some governments also imposed restrictions on immigration and access to public spaces,
such as schools, offices, hospitals, restaurants, and transportation. In some regions, individ-
uals are required to present immunity certificates to enter certain public areas, with proof
of immunity often requested upon arrival. To effectively address infectious disease threats
and prepare for future pandemics, countries must comply with global epidemic preven-
tion plans and tailor sustainable disaster preparedness plans, with particular attention to
respiratory pathogens.

With this goal in mind, the WHO launched the Preparedness and Resilience for
Emerging Threats (PRET) initiative on 26 April 2023, prioritizing respiratory pathogens
as a critical measure to prepare for and prevent future pandemics [3-5]. Additionally, the
WHO urged countries to establish their own National Action Plan for Health Security
(NAPHS) to address diverse disasters and threats [6,7]. Regional, national, and global
investments should align with PRET and NAPHS to ensure comprehensive preparedness.
Therefore, countries should develop a system to implement their respective NAPHS while
maintaining close ties with WHO’s PRET. This collaborative approach should enhance
global health security and bolster countries’ capacity to prevent and respond to future
pandemics and health threats.

This study proposes a two-layer decentralized architecture based on blockchain tech-
nology to address various issues, using COVID-19 as a case. We aim to develop a solution
that integrates national autonomy with global protection by utilizing global and local
blockchains. Leveraging blockchain technology, which provides distributed storage when
needed and ensures data immutability, integrity, and consistency, is central to our approach.
The local chain records vaccination records and individual testing results, while the global
chain facilitates data sharing for international travelers. Instead of storing complete medi-
cal records in the blockchain, only summaries of pandemic data for border crossings are
uploaded. Automation through smart contracts reduces human involvement. This frame-
work can assist governments, healthcare providers, and research institutions worldwide
in preventing and studying major pandemics, thereby contributing to global sustainable
health security and pandemic preparedness. Furthermore, due to the characteristics of
decentralization and transparency in blockchain technology, and the WHO's oversight, no
government should worry that sensitive pandemic data will be manipulated or abused
by superpowers on the global blockchain. The contributions of this study are briefly
summarized as follows: (I) We propose a two-layer decentralized framework for sharing
pandemic-related medical information, with a particular focus on pandemic testing history
and vaccination records. (II) To the best of our knowledge, very few studies have reported
using the hierarchical structure of global and local chains to address issues in exchanging
pandemic data worldwide and to enable customs/ports to obtain quick access to them.
In alignment with each country’s NAPHS, local chains store pandemic-related metadata.
The InterPlanetary File System (IPFS) is used to keep extensive electronic medical records
(EMRs) of pandemic tests and vaccinations off-chain. If needed, it can be used to save
pandemic testing history and vaccination records in advance, further speeding up real-time
access for customs and ports. Meanwhile, the global chain complies with the WHO’s PRET
initiative by sharing these data for international travel and movement. This collaboration
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can enhance sustainable global wellness and strengthen countries’ abilities to prevent and
respond to future pandemics and health threats. (III) We adopt smart contracts to automate
the exchange of pandemic data and minimize human intervention. (IV) Only the necessary
data, such as pandemic testing history and vaccination records from medical records, are
uploaded to the blockchain to enhance the proposed system’s access performance.

The remainder of this paper is organized as follows: Section 2 introduces the domain
background, and Section 3 presents the literature review. In Section 4, we describe the
framework and workflows of this two-layered blockchain system. Section 5 provides a
critical discussion of the security and performance analysis. Finally, Section 6 concludes
the paper and outlines directions for future work.

2. Domain Background

In this section, we provide the background knowledge and foundational technolo-
gies underlying the proposed system. It first introduces WHO’s pandemic preparedness
strategies, followed by an overview of blockchain technology, smart contracts, and IPFS.
Together, these components form the technical and institutional basis for the cross-border
pandemic data exchange framework.

2.1. WHO's Strategy

The PRET initiative was launched by the WHO, and the call to action was released at
the Global Meeting for Future Respiratory Pathogen Pandemics held on 24-26 April 2023 in
Geneva, Switzerland. PRET aims to provide comprehensive planning guidance for address-
ing any respiratory pathogen, including influenza and coronaviruses such as COVID-19. It
focuses on strengthening and maintaining the resilience of response and healthcare systems,
enhancing global pandemic preparedness, and promoting a whole-of-government and
whole-of-society approach to pandemic planning. The COVID-19 pandemic and other
health emergencies have underscored the need for countries to be well prepared for infec-
tious disease threats, with tailored disaster preparedness plans and enhanced coordination
and collaboration across sectors. Therefore, the WHO encourages governments to develop
the NAPHS to strengthen cross-cutting core capacities applicable to all/multi-hazard situa-
tions. The NAPHS is a multi-year planning process designed by each country that outlines
national health security priorities, brings together various sectors to identify potential
partners for cooperation, and allocates resources to develop health security capabilities.
PRET, with a disease-focused preparedness approach, is synergistic with NAPHS. Together,
PRET and NAPHS should be reflected in investments at the national, regional, and global
levels to enhance preparedness.

2.2. Blockchain

With the introduction of Bitcoin in 2008 by Satoshi Nakamoto [8], the blockchain began to
be applied worldwide. The blockchain, i.e., a distributed ledger, develops a trust mechanism in
a trustless environment. Blockchain technology provides immutability, transparency, integrity,
and consistency for data storage. According to the consensus mechanism, access rights, and
permission management, blockchains can be categorized into four types [9]: public, private,
consortium, and hybrid. In the past, the consensus algorithms of consortium blockchains
have primarily been based on the Practical Byzantine Fault Tolerance (PBFT) algorithm. Given
system issues such as network attacks, performance, and scalability, most have adopted the
BFT-DPoS [10] consensus algorithm, which combines Byzantine Fault Tolerance (BFT) and
Delegated Proof of Stake (DPoS). In BFI-DPoS, nodes can vote for any of n block producers
(BPs) in each round, with votes proportional to their stake. The more tokens a stakeholder
holds, the greater their voting power. BP nodes receive rewards by producing blocks on the
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blockchain. To become BP nodes, nodes in the system must demonstrate their security, stability,
and fairness, including the ability to resist distributed denial-of-service (DDoS) attacks. The
number of blockchain stakes can also reflect a node’s security and stability. If a BP node
continually misses its blocks or uploads invalid transactions, the other nodes will replace it
with a better BP node. A BP node can propose and broadcast a block to all other BP nodes. A
new block becomes irreversible once a BP node has received more than two-thirds of node
confirmations. In the BFT-DPoS mechanism, having fewer delegates and BFT broadcasting
allows BP nodes to create blocks efficiently.

Stanescu et al. [11] introduced a Converging Technologies for Sustainable Agri-Food
Chains (CTSAF) conceptual framework that systematically analyzes blockchain’s pivotal
role as a secure, immutable infrastructure that enables converging digital technologies.
This enhances transparency, traceability, trust, accountability, and resilience in sustainable
agri-food chains. Sasirega and Prakash [12] proposed an efficient vehicle-to-grid (V2G)
framework that addresses key challenges, including energy management and robust secu-
rity. They planned the optimal electrical vehicle (EV) charging and discharging schedule
using game theory and ensured authentication with the Elliptic Curve Cryptography (ECC)
algorithm and hash functions. In this framework, blockchain technology is adopted for
transparent and tamper-proof data management. Han et al. [13] presented a method to
secure federated learning in the 5G environment. To facilitate the verification and compari-
son of data features across clients, they used blockchain technology to ensure immutable,
transparent data exchange.

2.3. Smart Contract

Nick Szabo first proposed the concept of the smart contract in 1994 and then presented
a more comprehensive version in 1996 [14]. A smart contract enables trusted and irre-
versible transactions without the need for intervention from any third party. Users can
develop desired logic applications using smart contracts with predefined rules embed-
ded. Once a rule is triggered, the smart contract can be automatically executed, thereby
reducing the impact of human factors. Therefore, the most important objective is for the
smart contract to ensure transaction fairness. Kanagi et al. [15] proposed a framework
for an Ethereum-based permissioned blockchain that uses smart contracts to secure and
facilitate the exchange of clinical data among healthcare facilities and medical entities.
Hathaliya and Tanwar [16] integrated role-based access control (RBAC) and fine-grained
attribute-based access control (ABAC) through smart contracts in a consortium blockchain
to prevent unauthorized access in the medicine supply chain (MSC). Kistaubayev et al. [17]
presented a multi-layered blockchain framework, i.e., the Ethereum consortium, for Kaza-
khstan’s higher education institutions (HEIs) to address limitations of centralized systems.
It employs smart contracts to ensure immutable data sovereignty, integrity, and verifiable
academic credential management.

2.4. IPFS

Benet proposed the IPFS, a peer-to-peer distributed file system designed to provide a
content-addressed storage and communication architecture without relying on centralized
servers [18]. In IPFS, data objects are identified by cryptographic hash values, which ensure
data integrity and strong tamper resistance. IPFS objects are also immutable by design.
Any modification produces a new hash and results in a new version of the object. Through
decentralized storage and distributed access across multiple peers, IPFS can significantly
reduce the risk of a single point of failure, mitigate dependence on centralized infrastructure,
and provide large-scale storage with a high peer count. Owing to these properties, IPFS
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could be effectively leveraged as an off-chain storage solution for a large-scale EMR system,
supporting long-term data preservation and version traceability.

Building on these characteristics, several studies have explored integrating blockchain
and IPFS into healthcare applications. Nguyen et al. [19] designed an electronic health
record (EHR) sharing framework that combines blockchain and IPFS and deployed it on a
mobile cloud platform to address data privacy and cybersecurity concerns. Guo et al. [20]
investigated privacy protection, data security, and query efficiency in blockchain-based
EMR-sharing scenarios and presented a secure storage and sharing scheme that integrates
Hyperledger Fabric with IPFS, where encrypted medical data are stored in IPFS to enable
distributed access. Furthermore, Patel et al. [21] combined artificial intelligence (AI) and
blockchain technology to identify malicious healthcare data and employed smart contracts
to verify data integrity, allowing only validated medical data to be stored in IPFS under
blockchain control, thereby mitigating the risk of data tampering.

3. Literature Review

Budd et al. [22] discussed the digital technologies that can aid humans during the
COVID-19 pandemic, including computer vision, smartphone apps, machine learning, natu-
ral language processing, digital diagnostics, wearables, and visualization. They also already
emphasized the importance of targeted public health messaging and privacy-preserving
technologies. Khurshid [23] argued that blockchain technology can help mitigate the crisis
of trust during the COVID-19 pandemic. The supply chains for household items such as
toilet paper and hand soap are often out of stock at that time. Furthermore, the hospital’s
materials supply chain has also failed. Therefore, IBM has developed a system to help
operate medical supply chains. The blockchain can also track medications, as there have
been reports of counterfeit medicines during the COVID-19 pandemic. Chang and Park [24]
indicated how blockchain technology supports from several perspectives. Blockchain tech-
nology can enhance the transparent and secure sharing of diagnostic information and
clinical presentations, thereby motivating countries to develop infectious disease reporting
systems based on it. Additionally, blockchain technology can help prevent the spread
of COVID-19-related fake news. Thanks to the blockchain’s Merkle tree and digital sig-
natures, the information stored on the blockchain remains unaltered and tamper-proof,
protected from unauthorized access. Therefore, the decentralized and shared features of
blockchain are widely used in securing medical data. In [25-28], the authors also applied
blockchain technology in other domains, including green electricity trading models, anony-
mous roaming authentication schemes for vehicular ad hoc networks (VANETS), product
authenticity with carbon footprint tracing, and private parking space allocation. They
sought to leverage the robust, immutable, and distributed nature of blockchain systems to
safeguard sensitive and critical information against tampering. Furthermore, some studies
achieved privacy-preserving authentication and secure data management by integrating
cryptographic techniques and blockchain technology to enable privacy, efficient verifi-
cation, and traceability. Sutrala et al. [29] developed an ECC-based Internet of Vehicles
(IoV) authentication protocol that integrates batch verification to minimize computational
costs. This design guarantees conditional privacy while ensuring seamless and efficient
message transmission. Tan et al. [30] proposed a blockchain-enabled authentication and
key agreement scheme for VANETs that employs a self-balancing tree architecture, achiev-
ing conditional vehicle privacy while enabling authorized entities to trace and remove
malicious participants.

During the COVID-19 pandemic, antibody/vaccination certification and test results
were essential for governments to prevent the spread of the disease and to quickly recover
the economy. Eisenstadt et al. [31] developed a blockchain-based mobile app prototype
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for COVID-19 antibody/vaccination certification. Bansal et al. [32] proposed a blockchain-
based immunity certificate system to verify that individuals are not infected. Blockchain
can reduce the falsification of test results, and an individual’s biometrics are used to sign
the data using a private key, preventing others from using their own certificate. Large
countries, such as India, have classified the nation into various areas and reopened some
lower-risk regions. A blockchain-based system that promotes social distancing by allowing
a limited number of individuals to remain in a given location at a given time was proposed
in [33]. Each individual signs up in the proposed system using biometrics as a private key.
The blockchain is tamper-proof, preventing tampering with the movement passes issued
by the proposed system. Kabashkin et al. [34] designed a comprehensive framework inte-
grating advanced health monitoring systems (AHMSs) and life cycle management (LCM).
The utilization of blockchain technology ensures the integrity, security, and traceability
of maintenance and operational data, significantly enhancing aviation sustainability and
cost efficiency. Resiere et al. [35] described the implementation of healthcare cooperation
using blockchain to combat COVID-19 in the Caribbean. The system includes a database of
medical records for healthcare service providers, facilitating data sharing and collaborative
research. Tan et al. [36] proposed a blockchain-empowered framework for secure sharing
and privacy protection of COVID-19 electronic medical records (CEMRs) on semi-trusted
medical cloud platforms. Their approach integrates ciphertext-policy attribute-based en-
cryption (CP-ABE) to support fine-grained access control, traceability, and direct revocation
while leveraging a blockchain for identity authentication and for managing public keys
and revocation lists. Security analysis shows that the scheme is provably secure under the
Decision Bilinear Diffie-Hellman (DBDH) assumption and resistant to various malicious
attacks. Dar et al. [37] addressed the security, privacy, and trust issues inherent in cen-
tralized COVID-19 pandemic data management systems by designing a blockchain-based
framework for secure handling and protection of pandemic data. The framework adopts a
layered architecture, including data collection, data access and privacy, and data storage
layers. It leverages decentralized ledgers and smart contracts to enhance data integrity, real-
time sharing, and privacy preservation. The results indicate that the proposed framework
can effectively mitigate risks such as data tampering, single points of failure, and lack of
transparency, demonstrating the feasibility and potential benefits of blockchain technology
for applications such as contact tracing, outbreak monitoring, and healthcare data sharing.
To address the technical challenges of exchanging pandemic medical records worldwide,
Biswas et al. [38] outlined a global blockchain network (GBN) called GlobeChain that
bridges national peer networks to enable secure cross-border sharing of healthcare data.

In summary, using blockchain technology should be an effective way to prevent the
spread of COVID-19 or future highly contagious diseases. However, there are still some
unsolved problems:

e Prevention-related data about pandemics are not directly collected and exchanged
worldwide to facilitate the rapid clearance, fast track, e-Gate, priority access, or global
entry at customs or ports.

e  Accessing the necessary data on international tourists regarding pandemic-related
matters for cross-border purposes has been challenging until now.

e Real-time access to a vast amount of pandemic testing history and vaccination records
by customs or ports is still unsettled.

Hence, we propose a two-layer blockchain to handle these issues. The local chains in
the proposed system are decentralized with minimal impact from any entities. It could
be adjusted somewhat in accordance with national regulations and technical capabilities.
However, customs and ports must be involved to accelerate clearance. The global chain,
embedded with smart contracts, can facilitate the cross-border exchange of pandemic-
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related information without human involvement. Moreover, it should be free of political
interference from any country under the WHO's supervision.

4. Materials and Methods

This paper presents a two-layer decentralized system based on consortium blockchains,
with consensus algorithms primarily relying on BFT-DPoS. With a permission mechanism,
consortium blockchains share pandemic medical information and guarantee its immutabil-
ity and integrity. Notably, only pandemic data summaries necessary for border crossings,
i.e., testing results and vaccination records, are uploaded to the country’s local blockchain
to enhance overall performance, with detailed transaction data stored and distributed
across off-chain IPFS. However, IPFS serves as optional off-chain storage for preserving
detailed EMRs of pandemic testing history and vaccination records for internal use within
one’s own country and can be adopted flexibly depending on national policies, regulations,
and the level of healthcare digitalization. This is because, as is well known, some least
developed countries (LDCs) may lack the infrastructure to support EMRs or IPFS. We also
advocate incentivizing research institutes, universities, hospitals, and companies to serve
as participating nodes, providing computing resources and maintaining the decentralized
local chains. The medical data, which can be utilized for data mining, machine learning,
big data analysis, or tax relief purposes, could be provided to these nodes as a reward
after the identification information is removed. This incentive mechanism can avoid the
shortcomings of wasting substantial computing resources on mining, as earlier blockchain
systems did.

The necessary pandemic-related data are forwarded to the global chain via a smart
contract when cross-border travel is underway. However, in the global chain, we believe
IPFS is not required, as Customs only needs on-chain testing results and vaccination
records to determine whether access is permitted, and blockchain technology can ensure
the integrity and availability of this information. Therefore, we do not need to store detailed
EMRs in IPFS for the global chain. The upload of pandemic summaries from the local chain
to its private node on the global chain, the international exchange of these data within the
global chain, and their download to the local chain are all triggered by smart contracts.
Next, we describe the detailed structure of the local and global chains and smart contracts.

4.1. Local Chain

Figure 1 illustrates the architecture of the local chain in a country. The local chain
operates on a consortium blockchain with a permission mechanism, which may or may
not be directly managed by its government in accordance with national regulations or
policies. Acting as a fair third party, the government or an authorized organization serves
as the certificate authority (CA) for healthcare centers and all participants in this chain,
and assists with inquiries about pandemic information. Healthcare service providers
upload summaries of pandemic-related data, including testing results and vaccination
records, to the local chain as they become available. At the same time, detailed EMRs
could be uploaded to IPFS for backup, double-checking, dispute handling, and future
use. Individual countries can define the format of EMRs stored in IPFS, but they must be
converted to the Health Level Seven (HL7) or Fast Healthcare Interoperability Resources
(FHIR) standards [39] to be exchanged across institutions or internationally. This IPFS
supplement can be customized to each country’s specific needs, circumstances, and related
regulations. As emphasized earlier, the infrastructure for detailed EMR and IPFS may not
yet be ready in some LDCs.
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Figure 1. Architecture of a local chain.

Customs and Border Protection activates a smart contract to automatically upload
pandemic-related data to the country’s private node on the global chain for cross-border
travelers as they leave the country, and another smart contract to automatically download
the above-mentioned data from its private node to the local chain for visiting tourists. In
addition, involving Customs/ports in the operation of the proposed two-layered blockchain
system helps them quickly access the necessary pandemic-related data.

4.2. Global Chain

The global chain, overseen by the WHO, is built on a consortium blockchain with
a permission mechanism, and each country has its own private node within it. Figure 2
illustrates the overview of the global chain system, which includes embedded private
country nodes associated with their own local chains.
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Cncal Ehari + Upload Private Node 0 International Organization

*  Download
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8 00 o — O

Upload Private Node
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Figure 2. Architecture of the global chain.

To monitor and assist in the operation of the proposed structure, the WHO serves as
the CA for governments worldwide, and the Customs and Border Protection agencies of all
countries provide storage and computing resources as full private nodes in this chain. The
pandemic data transmitted from the local chain are first validated, and then forwarded to
the private node in the global chain. After the uploaded data are verified and packaged
into a block by a BP node, the global chain enables the sharing of pandemic testing results
and vaccination records between multiple private nodes across different countries for trips
with multiple destination points. Private nodes are used to accelerate downloading when
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tourists visit the Customs agency. The border control department of any government can
retrieve exchanged pandemic data from its own private node without having to search
the entire global chain ledger. Then, Customs checks whether a specific visitor’s record
complies with its immigration regulations and decides whether to admit the traveler into
its territory. Furthermore, we believe that the private nodes of each country in the global
chain could be extended into full private chains if stringent immutability and integrity
requirements for pandemic testing results and vaccination records, as well as much higher
computational capacity, are required. In this way, the global chain could adopt a hybrid
consortium blockchain structure, where a consortium chain stores the content and logs of
the exchange processes, and multiple private chains enable efficient and secure access to
and download of pandemic-related data for individual countries.

4.3. Smart Contracts

The proposed blockchain framework deploys three types of smart contracts: local
record contracts (LRCs), global record contracts (GRCs), and travel record contracts (TRCs).
Before introducing the exchange procedures, Table 1 provides the definitions of essential
symbols used in the detailed flowcharts.

Table 1. Symbol definition.

Symbol Definition

H Hash function

1D, The ID of a person

1Dy, The ID of the healthcare institute

Timestamp The timestamp of the medical record

VR Vaccination record

TR Testing report
EMR The detailed EMR
Demr The saved document in IPFS

Dy The transmitted document to a local chain of country A
Dica The transmitted document from a local chain of country A
Dgc The transmitted document within the global chain
Dics The transmitted document to a local chain of country B

The signature of the healthcare institute for

SHsemr H (Timestamp | | H(ID.) |  IDy, || VR | TR | | EMR)
S The signature of the healthcare institute for
HS H (Timestamp | | H(ID, | | ID, | | VR | | TR)
S The signature of the Customs of country A for
LA H (Timestamp | | H(ID,) | | ID;, |1 VR | | TR | | Syg)
S The signature of the WHO for
w H (Timestamp | | HID.) | ' IDy I VR I TR I'| Sgg I'l Spa)
Sip The signature of the Customs of country B for

H (Timestamp | | HID.) | | IDy, | I VR I I TR || Sgs I'| Spa I'l Sw)
The symbol | | denotes the concatenation of data.

After a person in country A completes a pandemic test or receives a vaccine injection,
the healthcare center scrambles their ID using a hash function and generates a summarized
report. The medical center then forwards the detailed EMR to IPFS and transmits the
aforementioned summarized document, Dy, to the local blockchain. The process of adding
a new report Dy to the local chain is depicted in Figure 3.

When this traveler plans to leave country A and visit country B, Customs A completes
the outbound procedures and then requests initiation of the LRC, uploading the pandemic
test and vaccination data to the global chain. This smart contract primarily validates
the healthcare provider’s signatures, attaches the signature S; 4 of Customs A if the Syg
is validated, and uploads the summarized report and the traveler’s destination(s) to its
private node on the global chain. While the testing results and vaccination reports are
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then packaged as a new block in the global chain, the GRC is initiated. This smart contract
primarily performs the following functions: validating the summarized reports, attaching
the WHO's signature Sy, and then transmitting these documents to the private nodes
of destination countries for tourists. Figure 4 outlines the processes for transmitting the
summarized report of an international traveler to the private node of the source country
in the global chain, then forwarding it to the private node of the destination country or to
several private nodes for a multi-destination trip.

Person Healtheare Local Chain A

Center

L. Go to healthcare center and take pandemic test or vaccination

e Generate the reference point for summarized report and create
signature
e Save the detailed medical information to database
Dryg = Timestamp || HAD,) || Dy || VR || TR || EMR || S ygeyy,

2. Transmit the summarized report to the local chain A
Dy = Timestamp || H(ID,) || ID;, || VR || TR || Sp5

Figure 3. Flowchart of adding a summarized report to a local chain.

Citizen Customs A Local Chain A Global Chain

1. Depart from country

and prepare to visit country B

2. Send a request to transmit summarized report to global chain

Trigger LRC

¢ Validate the the signature of healthcare Syg

» Attach a signature of Customs A if Sy is validated

* Transmit summarized report and travelling destination country B to
the global chain
Dy g = Timestamp || H(ID,) || Dy || VR || TR || Syzs || Sz.4

3. Forward the summarized report to the private node of
country A in the global chain

Trigger GRC

* Walidatc the summarized report and attach the signature of WHO
¢ Transmil the summarized report [rom the private node of
country A to the private node of country B
D= Timestamp || HID,) || IDy, || VR || TR || Sgg || S || Sy

Figure 4. Flowchart of custom clearance and moving a record within the global chain.

When the traveler arrives in country B, Customs B initiates the TRC to download the
summarized pandemic-related report from its private node to the local chain. Additionally,
this smart contract validates the WHO signature and, upon verification, attaches a signature
from Customs B. While the summarized report meets the customs entry regulations of country
B, the tourist is allowed to enter the country. Figure 5 illustrates the personnel clearance
process for a cross-border traveler. However, in very busy customs offices in some countries,
the TRC could be programmed to periodically download summarized pandemic-related
reports from the global chain in advance and store them in a separate distributed IPFS, in
addition to data blocks in the local chain, to provide quick access for Customs.
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Traveler

Customs B Local Chain B Global Chain

l Arrive country B and preipare for entry

2. Send a request to download the summarized report to the local chain B

Trigger TRC

3. Download the summarized report of the traveler from its private node
to the local chain B

* Validate the the signature of WHO
= Attach a signature of Customs B if Sy is validated

e Record the summarized report in the local chain B
Dy cp= Timestamp || H(ID) || ID; || VR [| TR || Szs || Sz4 | Sw | Sz

4. Forward the summarized réport to Customs B

f summarized report meets the Customs regulation of entry then allows the
ftraveler to enter

Figure 5. Flowchart of international traveler clearance at arrival customs.

5. Evaluation Results

In this study, we present a conceptual system architecture that is not yet fully im-
plemented or comprehensively validated. Given the global-scale information exchange
scenario, implementing it at full scale and in greater detail remains challenging at this stage.
Therefore, after presenting the proposed framework, we first conduct security analyses
using various attack types and threats across different workflows. We then use real data
and simulated system parameters to assess the theoretical practicability of our proposal.
We leverage the EOS blockchain [10] to simulate and verify the maximum transaction-
per-second (TPS) capacity of our blockchain system and then analyze the required TPS
for various scenarios to validate the feasibility of our design. We believe that its high
performance and scalability, which meet the collaborative needs of many hospitals in
the consortium blockchain of a country and the similar needs of many countries in the
consortium blockchain worldwide, make it an excellent choice for implementation. More-
over, EOS also adopts BFT-DPoS, as does the proposed system. Finally, we also provide
evaluations of dispute handling, performance requirements, storage considerations, and
cost structure in this section.

5.1. Security Analyses
The security issues in various aspects of the proposed system are discussed as follows:

e  Anti-DDoS attack: This study adopts BFT-DPoS as a consensus mechanism. Multiple
BP nodes can produce the block. If a BP node is under DDoS attack, the other BP
nodes can continue to create new blocks. Moreover, the TRC could be programmed to
periodically download summarized pandemic-related reports from the global chain
in advance and store them in the distributed IPFS, along with data blocks in the
local chain, to provide quick access for busy customs or ports. IPFS’s distributed
architecture thus makes it easy to counter DDoS attacks. Therefore, DDoS can have
only a minor impact on the proposed system.

e  Stability of miners: The WHO and each government can determine who can participate
and act as BP nodes in the proposed system. Moreover, in the BFT-DPoS election
mechanism, nodes must prove their stability, security, and fairness to be elected as BP
nodes. Therefore, the BP nodes are trustworthy.
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e  Tamper resistance: In the Merkle tree mechanism of blockchain, as long as users
maliciously tamper with the data, the value of the Merkle root will be different.
Therefore, the Merkle tree mechanism ensures that the records on the blockchain
remain unaltered.

e  Decentralized system: The proposed system acts based on blockchain, which means
it can avoid security risks caused by a centralized mechanism, such as ransomware,
malicious viruses, and central server failure.

e  Anti-Sybil attack: There is an election BP node mechanism in BFT-DPoS consensus,
and the candidates are measured according to the stakes of blockchain, security, and
stability. Therefore, the proposed system can prevent Sybil nodes from being elected
as BP nodes, preventing Sybil attacks.

e  Cross-border policy conflicts: Regulatory inconsistency among participating countries
may result in conflicting rules or processes during cross-border data exchange. The
proposed system addresses this issue by isolating country-specific policies in the local
chains while enforcing only a minimal set of standard requirements in the global chain
to preserve interoperability.

e  Privilege escalation across roles: Entities may attempt to perform actions beyond their
authorization or impersonate top management in the local or global chains. This risk is
mitigated by explicitly binding roles to a digital certificate and by smart-contract-enforced
access control, ensuring that each participant can execute only authorized operations.

o  Trust-anchor compromise: Trusted authorities, including government agencies or
WHO-side operators, may become compromised. In the proposed system, abnormal
signing or verification behaviors are immutably recorded in the global chain, enabling
global observability and facilitating coordinated operation. As with the implementa-
tion of general-purpose blockchains and CAs, correction and/or revocation could be
used to remedy such events or incidents.

e  Malicious denial or selective acceptance at the destination: Customs may arbitrarily deny
or selectively accept valid records. This situation happens often and has nothing to do
with the information system. However, the proposed system can record all verification
outcomes on the global chain, ensuring auditability and enabling post hoc accountability.

5.2. Performance Analyses

TPS is widely used to evaluate the performance of blockchain systems. The higher the
TPS, the better the system’s performance. The TPS of Bitcoin is around seven because it
uses Proof of Work (PoW) as its consensus algorithm, in which miners spend significant
time competing to validate transactions [40,41]. On the other hand, the TPS of Ethereum is
about 20 [40,41]. The TPS of Ethereum [42] and Bitcoin differ significantly from that of a
traditional centralized system (about 1 million). In this study, we adopt a weakly centralized
consensus BFT-DPoS. Because the proposed system likely has only a few delegates (BP
nodes) producing blocks, it should perform better than other consensus algorithms that
require much computational power. For example, the TPS of BitShares [43], which adopts
DPoS, can reach 3000.

We assess the proposed chain’s TPS using the txn_test_gen_plugin 3.1 program [44],
which can create the required number of transactions per second for performance evalu-
ation. A simulation of a prototype system was conducted on four homogeneous nodes,
each equipped with an Intel i9-class multi-core CPU and 64 GB DDR4 memory. Each node
ran Ubuntu Linux 21.10 in a controlled environment. All nodes were deployed within
a local setup with high-speed connectivity and without injected network latency. The
txn_test_gen_plugin was used solely for transaction load generation, without modifying
the consensus or scheduling mechanisms. This setup is intended as a lightweight feasibility
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study rather than a full-scale performance benchmark. Under this prototype configura-
tion, the system generated two blocks per second, each accommodating approximately
500 transactions. This results in an estimated throughput of around 1000 TPS and demon-
strates the reachability of 1000 TPS under controlled conditions. We observed that 1000 TPS
is close to the sustainable processing limit in our prototype configuration; beyond this rate,
transactions accumulated in memory, leading to rapidly increasing queuing delays.

Furthermore, current studies report that several modern blockchain platforms can
achieve TPS ranging from thousands to one million [45,46], suggesting that about 1000 TPS
falls within a realistic and reachable range and can serve as a conservative upper bound
for the analysis of stable real-time responsiveness. The following performance evalua-
tion is based on a theoretical study that does not consider wide-area network latency,
cross-border synchronization overhead, heterogeneous hardware environments, or failure
scenarios. Accordingly, the reported analytical results should be interpreted as indications
of feasibility.

To illustrate the workability under extreme conditions, we refer to the peak of COVID-
19 vaccination in China on 24 June 2021. The daily vaccination rate reached a staggering
historic high of 24.7 million doses [47]. Another report indicated that China’s average daily rate
during a specific period of COVID-19 was approximately 20 million doses [48]. Conservatively
assuming that one local chain primarily operates within an 8 h injection window, these peak
and average workloads need approximately 857.6 TPS and 694.4 TPS, respectively, indicating
that thousand-level TPS capacity should support large-scale vaccination operations.

According to projections by the United Nations World Tourism Organization (UNWTO),
there were approximately 1.545-1.575 billion international travelers in 2025 [49]. The average
number of transactions per day for the global chain is therefore 1,560,000,000/365 = 4,273,973,
which corresponds to the average daily number of cross-border travel worldwide. This results
in a required TPS 4,273,973/(24 x 60 x 60) = 49.5, and 49.5 << 1000.

Based on the analytical results and performance evaluation, we believe the proposed
framework, embedded with standard blockchains, can effectively handle the necessary
transactions required to combat COVID-19 or future contagious diseases at global bor-
der controls. Moreover, as was emphasized earlier in this subsection, several modern
blockchain platforms have achieved TPS ranging from thousands to one million, and the
necessary computational capabilities can be easily scaled using cloud services and virtual
machine (VM) infrastructure.

ChakraChain introduces two types of approaches to implement parallel VM on
blockchains, i.e., state access method and optimistic parallelization, to increase the through-
put (or TPS) of their full nodes [50]. The core concept is based on a well-designed par-
allelization mechanism. Their experiment on a 4-thread Substrate BlockSTM shows that
an improvement of 5.6 times in TPS has been achieved. This result has also led to the
emergence of numerous parallel VM projects for real-world blockchains, such as Aptos,
Sui, Monad, and Solana [50].

5.3. Data Validity and Dispute Handling

While blockchain technology ensures the integrity and immutability of recorded
data, it does not inherently guarantee the correctness of data when it is entered into the
information system. In addition, erroneous data or records may arise from human neglect,
system integration issues, or delayed updates, rather than from malicious intent. Since
blockchains do not support direct deletion or modification of on-chain records, corrections
are handled through append-only updates instead that explicitly reference and supersede
previous records. The WHO may arbitrate all disputes, as it is a neutral organization
representing all countries and has the appropriate authority. This system, under the WHO'’s
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supervision, could help identify disputed or erroneous records, review them, and resolve
them through procedural mechanisms. However, a major limitation of the proposed system
is precisely its reliance on a globally trusted coordinating and supervisory authority, such
as the WHO, to support data validation and regulatory alignment and to handle disputes
between countries. As is well known, geopolitical struggles, international conflicts, security
threats, resource competition, and other factors may affect or weaken the WHO'’s authority,
leading to possible malicious intervention or disruption of the proposed system. In fact,
the above issues cannot be solved using any technical methods.

5.4. Performance Requirements

In the local chain, primary transactions involve uploading vaccination or testing
records generated by healthcare institutions to the blockchain and downloading them
from the global chain to the local chain. However, from a border-crossing perspective,
uploading these data is considered a non-real-time application. This is because immediate
transmission completion or a quick response is not necessary. For similar reasons, the
global chain generally does not need to operate in real time, since most international
travel cases take time to clear customs in one country and then enter another country’s
customs. Therefore, even when transaction rates temporarily exceed processing capacity,
some transactions can be queued rather than dropped. As discussed in Section 5.2, the
average required TPS for international border crossings is about 49.5, which is <<1000;
therefore, the global chain can handle it with much redundancy.

Real-time processing is primarily required during destination-side customs verifica-
tion. In France, the total number of inbound tourists reached a historic high of 217,877,000
in 2019, according to data from the UNWTO website [51]. This means an average required
TPS 217,877,000/ (365 x 24 x 60 x 60) = 6.9, and 6.9 << 1000. Recent statistical data on
inbound tourists for individual countries either declined during the COVID-19 pandemic
or remain outdated for unknown reasons. Dubai International Airport is used as another
example; it handles about 324,000 passengers on peak days [52], which corresponds to
an average of approximately 3.8 TPS. It is much under the conservative assumption of
1000. These analyses suggest that the proposed system maintains a substantial performance
margin to withstand potential variations in real-world deployments. Furthermore, as
emphasized above, IPFS can be used to store pre-downloaded pandemic testing history
and vaccination records, or cloud services and VM infrastructure can be implemented to
provide greater computational capacity, further accelerating real-time access for customs
and ports.

5.5. Scalability and Storage Considerations

Only the minimum information required for cross-border verification is stored on-
chain, including timestamps, hashed identifiers, healthcare institution IDs, vaccination
or testing records, and a few digital signatures from different authorities. Considering
transaction overhead, each on-chain transaction could be estimated at approximately sev-
eral hundred to a thousand bytes. Therefore, based on the above estimates, 10 K, 1 M,
10 M, and 100 M records require approximately 10 MB, 1 GB, 10 GB, and 100 GB of storage,
respectively. According to UN Tourism projections, there are 1.545-1.575 billion interna-
tional travelers in 2025 [49]. Then, the annual on-chain data volume for the global chain is
about 0.94-1.56 TB, which remains manageable for modern blockchain systems. From a
practical perspective, similar storage requirements are observed across existing platforms,
such as the Ethereum Chain, which stands at around 1.51 TB as of 18 January 2026 [53]. As
is well known, this 1.51 TB of the Ethereum Chain has been accumulated over ten years,
but about 0.94-1.56 TB of storage in our blockchain system is required annually. However,
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the proposed two-layered framework only functions during the pandemic period and
should not work forever, as assumed by all financial blockchains. The WHO activates the
two-layered blockchain system during the pandemic and switches it from active to sleep
mode after the pandemic ends; then, cross-border controls will no longer be needed. In fact,
out-of-date or expired vaccination and testing records are not useful for border crossings;
therefore, a new blockchain should be established if the next pandemic breaks out. This
should reduce storage requirements, since our system will not run continuously. So, from
this perspective, we believe an annual on-chain storage demand of about 0.94-1.56 TB is
still acceptable.

5.6. Cost Structure of Local and Global Chains

The proposed blockchain architecture incurs different costs for local and global chains.
Local chains typically operate with several to a dozen full nodes, assuming each node is
provisioned with 2X Intel Xeon Gold or AMD EPYC (multiple cores), 384 GB DDR5 RAM,
and several 122.88 SSD storage devices. These result in an estimated annual infrastructure
cost of USD 80K-120K and an operational workforce requirement of about 2 full-time
equivalents (FTEs), which will require USD 300K per year. On the other hand, the global
chain is assumed to operate with around several hundred full nodes to ensure represen-
tation of all countries worldwide, each using higher-level servers than those specified
above. Under conservative estimates, these result in annual infrastructure costs of USD
4.5-6.0 million and an operational workforce requirement of approximately 8-10 FTEs,
costing USD 1.2-1.5 million per year. For an international-scale system, the estimated
expenditures fall within a reasonable range. While the global chain serves as the primary
cost center, these costs can be distributed across participating countries or organizations,
thereby supporting the economic feasibility of the proposed framework.

5.7. IPFS-Based Off-Chain Storage: Volume and Cost Considerations

In this section, we estimate the storage volume and cost implications of using IPFS
as an optional off-chain distributed preservation for detailed EMR of pandemic testing
history and vaccination records. According to Lugo et al. [54], an HL7 CDA-based EMR
has an average file size of approximately 30 KB. Since the detailed EMR for pandemic
testing history and vaccination records is lightweight, we assume the EMR size for this
type is 50-100 KB. According to WHO and related databases, approximately 3.52 billion
vaccine doses had been injected in China by October 2023 [55]. Given that IPFS deploy-
ments commonly use redundancy to enhance data persistence and availability, the total
storage requirement is approximately 528-1056 TB for three replicas. In a 50-node peer-
to-peer IPFS deployment, this corresponds to an average storage requirement of about
(50 KB x 3,520,000,000 x 3)/50 = 10.56 TB or (100 KB x 3,520,000,000 x 3)/50 = 21.12 TB
per node. It is really feasible since the biggest SSD on the market now is 122.88 TB. In fact,
the associated IPFS costs are primarily driven by computational power, storage capacity,
and redundancy requirements. Considering an IPFS with 50 peers, as mentioned above,
for a national-scale deployment scenario, each provisioned with 2X Intel Xeon Gold or
AMD EPYC (multiple cores), 384 GB DDR5 RAM, and several 122.88 TB SSDs as well, the
estimated annual infrastructure cost is around USD 500K. Therefore, the feasibility and scal-
ability of IPFS within the proposed two-layered framework do not constitute fundamental
bottlenecks in regular deployments.

5.8. Discussion

While consortium blockchains enable shared governance among multiple partici-
pants, a hybrid architecture that integrates a global ledger with sovereign-level private
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chains is increasingly viewed as a flexible alternative that can address jurisdiction-specific
requirements. This architectural approach is associated with the following advantages:

e  Operational efficiency: Delegating transactions involving local chains to national
private chains in the global chain, while reserving the global ledger for essential
cross-border validations, is considered a viable means of mitigating consensus-related
workload—particularly in environments characterized by high local transaction density.

e  Security and privacy alignment: The implementation of layered access controls may
assist in isolating risks across jurisdictions. Moreover, the selective transmission of
only essential information closely aligns with key regulatory frameworks, such as the
General Data Protection Regulation (GDPR) in the EU, particularly regarding data
minimization and localized control.

e Regulatory clarity: By allowing each jurisdiction to retain autonomy over data gov-
ernance, the two-layered and hybrid characteristics may help clarify responsibility
boundaries and simplify oversight procedures, particularly in cross-border data ex-
change contexts.

6. Conclusions

To maintain global health and wellness, a platform for the international sharing
of medical data on highly contagious diseases, free from interference from individual
countries, is necessary for effective border control. Therefore, in this paper, we propose
a two-layer blockchain architecture for managing pandemic-related data, incorporating
a global chain and multiple local chains to ensure national autonomy and sustainable
pandemic protection worldwide. The bottom-layer local chains facilitate the preparation
of pandemic immunity data within their own countries, and the upper-layer global chain,
with the assistance of the WHO, facilitates the worldwide exchange of these pandemic data
if needed. In this endeavor, educational institutions, research organizations, businesses,
and healthcare facilities can serve as blockchain nodes for maintaining local chains. Miners
will be rewarded with medical data, subject to patients’ permission or tax relief. This
incentive model addresses the drawbacks of resource waste in previous blockchain systems,
enabling medical records to be used for research. Moreover, a similar motivation could
also be designed for the global chain. Due to the characteristics of decentralization and
transparency of blockchain technology and the supervision of the WHO, no government
should worry that sensitive medical data will be manipulated or abused by superpowers.
It also highlights the importance of sustainable global collaboration in preventing and
controlling contagious diseases. Furthermore, we select distributed data storage, IPFS, as
an option that can effectively address security concerns such as data backup, ransomware,
viruses, and central server failures commonly associated with centralized systems. Instead
of transferring complete records to the blockchain, we only upload record summaries.
By leveraging blockchain technology, the challenge of sharing pandemic-related data is
addressed through its tamper-resistant, secure, and traceable features, which help prevent
malicious tampering with records. In addition, the automated enforcement of smart
contracts helps mitigate risks associated with human and/or political factors.

Even though this framework can enable efficient sharing of pandemic-related data,
it still faces some limitations. As with any governance-based blockchain, the proposed
system cannot technically prevent a sovereign authority from intentionally submitting
false data. Instead of assuming universal honesty, the system mitigates such risks through
transparency and international governance. Cross-border records linked to the global
chain are observable worldwide, and detected misconduct may result in suspension or
restriction of future participation. Furthermore, this framework is primarily designed to
support cross-border data verification and exchange rather than full-scale EMR sharing.
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Thus, it intentionally maintains a lightweight application-layer scope. Its practical deploy-
ment involves coordination among governments and international organizations; however,
variations in national policies, global environments, institutional readiness, and hetero-
geneous healthcare data standards across countries may pose challenges to deployment
and interoperability. While the current performance evaluation provides an initial feasibil-
ity assessment under controlled conditions, further empirical studies under global-scale
operational settings are needed to understand system performance in the real world.

In summary, we have demonstrated that this global information system can enhance
international health safety by providing sufficient capability to handle transactional de-
mands worldwide during the pandemic. It also has strong potential to strengthen all
nations’ ability to prepare for and respond to future pandemics, thereby ensuring global
human safety.
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The following abbreviations are used in this manuscript:

WHO World Health Organization

PRET The Preparedness and Resilience for Emerging Threats
NAPHS National Action Plan for Health Security

COVID-19  Coronavirus Disease 2019

IPFS InterPlanetary File System

SARS-CoV  Severe Acute Respiratory Syndrome Coronavirus
HIN1 Influenza A Virus Subtype HIN1

BFT-DPoS  Byzantine Fault Tolerance Delegated Proof of Stake
PBFT Practical Byzantine Fault Tolerance

DPoS Delegated Proof of Stake

BFT Byzantine Fault Tolerance

BP Block Producer
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DDoS Distributed Denial-of-Service
CTSAF Converging Technologies for Sustainable Agri-Food Chains
V2G Vehicle-to-Grid
EV Electrical Vehicle
ECC Elliptic Curve Cryptography
RBAC Role-based Access Control
ABAC Attribute-based Access Control
MSC The Medicine Supply Chain
EHR Electronic Health Record
VANET Vehicular Ad-Hoc Network
AHMSs Advanced Health Monitoring Systems
LCM Life Cycle Management
CA Certificate Authority
LRC Local Record Contracts
GRC Global Record Contracts
TRC Travel Record Contracts
VR Vaccination Record
TR Testing Report
EMR Electronic Medical Record
TPS Transactions per Second
PoW Proof of Work
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