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Abstract

Early detection of leaks, bursts, process faults, and cyber-physical attacks is a direct lever
for the sustainable management of water infrastructures: it reduces non-revenue water, the
energy spent on treating and pumping lost water, and service interruptions (Sustainable
Development Goal 6). Anomaly detectors for water distribution networks (WDNs) and
wastewater treatment plants (WWTPs) are increasingly deployed through Artificial Intelli-
gence of Things (AIoT) architectures, yet a detector that performs well on one system cannot
be assumed to transfer to another with a different topology, sensor layout, demand pattern,
and label availability. This systematic review examines the literature through this transfer
problem, with graph neural networks (GNNs) as topology-aware models, tabular foundation
models (TFMs; in the retrieved evidence, the TabPFN family) as candidate local screeners, fed-
erated learning as privacy-preserving adaptation, and digital twins and explainable artificial
intelligence as validation and trust layers. It follows PRISMA 2020 and is registered retro-
spectively in the Open Science Framework (DOI 10.17605/OSF.IO/D7RXU). Peer-reviewed
articles, theses, and preprints in English or Spanish were identified through modular block
searches (Google Scholar, publisher sites, three Spanish repositories), author-supplied sources,
and citation chasing, verified against primary records on 6–7 September 2026, screened in
two stages, coded with a predefined framework, appraised with a six-item checklist, and
synthesized descriptively because tasks, datasets, and metrics are not commensurable. The
corpus comprises 150 unique works: 76 water-specific experimental studies, 21 benchmark or
testbed studies, and 53 method, review, or contextual works. Graph-based approaches have
the stronger water-specific evidence for topology-dependent tasks in WDNs, whereas TabPFN-
family TFMs rest on general tabular-learning evidence and one water-adjacent prediction
study, with no validated water anomaly-detection use. Only 6 of the 76 experimental studies
evaluate an explicit transfer mechanism, federated evidence is limited to one water study, and
no study reports an operator evaluation of explanations. The review contributes a transfer
taxonomy with study counts, an evidence-class scheme, a gap map of demonstrated and
proposed components on a transfer-aware AIoT layout, and an evaluation agenda based on
source–target protocols, and identifies the evidence utilities need before transferable detectors
can support sustainable operation at scale.

Keywords: anomaly detection; water distribution networks; sustainable water management;
non-revenue water; transfer learning; AIoT; graph neural networks; tabular foundation
models; TabPFN; federated learning
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1. Introduction
Water distribution networks (WDNs) and wastewater treatment plants (WWTPs) are

exposed to anomalies that range from pipe bursts, leaks, and pump or valve faults to
sensor failures, water-quality deviations, and cyber-physical attacks on supervisory control
systems [1–3]. Late or missed detection translates into water loss, service interruption,
public-health exposure, and damage to assets, while false alarms consume the limited at-
tention of operators. Detecting these events reliably is therefore an operational requirement
rather than an analytical convenience [4,5].

The stakes are also those of sustainability. Leaks and bursts waste treated water
together with the energy used to pump and treat it, process faults in WWTPs release
untreated loads to receiving waters, and attacks on control systems threaten service con-
tinuity; detecting these anomalies early is therefore one of the most direct contributions
that AIoT can make to the sustainable management of water infrastructures, in line with
Sustainable Development Goal 6 and with the resource-efficiency aims of smart-water
programs. Transferability matters for the same reason: a detector that can be adapted to a
new network with little labeled data lowers the cost of adoption for the many small and
medium utilities that cannot train models from scratch, so that the sustainability benefit is
not confined to the few well-instrumented systems in which most of the evidence reviewed
here was produced.

The sensing basis for detection has changed. Pressure, flow, acoustic, water-quality,
and smart-meter streams are now collected through Internet of Things (IoT) deployments
that increasingly embed inference close to the sensor, a configuration commonly described
as the Artificial Intelligence of Things (AIoT) [6–8]. AIoT settings impose constraints that
offline benchmark studies rarely capture: intermittent connectivity, bandwidth and energy
budgets on battery-powered nodes, latency requirements for local control, and restrictions
on moving raw operational data between sites [8–10].

The data produced by these systems have two structures that call for different model
families. Hydraulic and cyber-physical anomalies propagate along the pipe network, so the
network topology is informative and graph neural networks (GNNs) can exploit it [11–13].
At the same time, much of the data at a single node or gateway is tabular: a small
window of multivariate readings with no explicit topology. For this second structure,
tabular foundation models (TFMs) such as TabPFN, which are pre-trained on synthetic
tasks and perform in-context inference on small tables, have been proposed as fast local
screeners [14,15]. Their evidence in water infrastructures is, however, thin, and this review
treats them as emerging candidates rather than as validated water methods.

The key problem addressed in this review is not only whether anomalies can be
detected inside one dataset. The harder problem is whether a detector trained or designed
in one water system can be trusted in another system with a different topology, sensor
placement, demand pattern, label availability, and operating conditions. Each utility, district
metered area (DMA), or treatment train is a distinct domain, labeled anomalies are rare,
and simulators can produce scenarios that are unsafe to reproduce in the field [13,16,17].
Transfer learning describes the family of strategies that reuse knowledge across such
domains [18,19]; federated learning extends the idea to collaborative adaptation when raw
data cannot leave the owner [10,20]. Anomaly detection and transfer are therefore linked: a
detection method whose transfer behavior is unknown has unknown deployment value.

Existing reviews cover parts of this picture. Reviews of leak management [4,21],
GNNs for WDN operation [12,22], cyber-security of water systems [2,23], WWTP anomaly
management [5], and AIoT or IoT architectures for water management [6–8] each address
one axis. None of the reviews retrieved by the search protocol (Table 1) treats source–target
transfer as the organizing question, codes studies by transfer strategy and deployment
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layer, or examines TFMs alongside graph models (Section 2.2); a review with this focus
may exist outside the sources searched.

Methodologically, the review follows the Preferred Reporting Items for Systematic Re-
views and Meta-Analyses (PRISMA) 2020 statement [24]. Searches were run in source-specific
modular blocks, records were screened in title/abstract and full-text stages, and every work
cited in the synthesis was coded by water domain, application category, dataset, model family,
transfer category, deployment layer, privacy mechanism, digital-twin and explainable artificial
intelligence (XAI) links, validation protocol, and evidence class (Section 3).

The review makes four contributions. First, a reproducible protocol: modular search
blocks, source-specific fields, explicit evidence classes, and a traceability register that links
every cited work to its coding (Supplementary Tables S1–S3). Second, a transfer taxonomy
derived from the coded literature, with study counts per category and an explicit distinction
between established practice and proposed strategy (Section 5.1). Third, an evidence-based
separation of water-specific results from general method claims for graph-based models and
TFMs, with a deployment-layer evidence matrix and a data-source table that show where
the water evidence is concentrated (Sections 4.3 and 6.1).Fourth, a research agenda in which
each gap is tied to a count from the coded evidence base, together with a gap map that
locates demonstrated and proposed components on the AIoT layers (Sections 7.1 and 7.3).

The remainder of the article is organized as follows. Section 2 defines the technical
building blocks and positions the review against related reviews. Section 3 describes the
systematic review methodology. Section 4 reports the descriptive results of the evidence
base. Section 5 presents the transfer taxonomy and the critical synthesis. Section 6 compares
the model families. Section 7 sets out the research gaps, the future research agenda, and the
gap map derived from them, and Section 8 concludes.

2. Background and Related Reviews
This section defines the technical building blocks used in the review. It explains

how AIoT, GNNs, TFMs, transfer and federated learning, digital twins, and XAI relate
to transfer-aware anomaly detection, and it positions the review against existing reviews.
Figure 1 shows the four-layer deployment architecture used in the coding framework to
classify the deployment layer of each study; the diagrams of the other building blocks are
provided as Supplementary Figures S1–S4 rather than in the main text.

Perception layer
sensors, me-

ters, actuators

Communication layer
LPWAN, cellular,

MQTT / OPC UA

Edge / fog layer
gateways, local servers

Cloud layer
training, stor-
age, analytics

pressure, flow,
quality, acoustic and
consumption streams

telemetry transport;
bandwidth and

energy limits

local inference
on windows;

alert pre-filtering

network-wide
detection; model
registry; digital-
twin scenarios

model updates and feedback

Figure 1. Four-layer AIoT deployment scheme used as the deployment-layer coding variable (percep-
tion, communication, edge/fog, cloud). The scheme names the functions of each layer only; which
components have water-specific evidence and which remain proposals is shown in the gap map of
Section 7.3.

2.1. Technical Building Blocks

AIoT deployment layers. An AIoT water system is usually described as four layers:
a perception layer of sensors, meters, and actuators; a communication layer that relies
on low-power wide-area protocols (e.g., LoRaWAN, NB-IoT) and industrial messaging
(MQTT, OPC UA); an edge/fog layer of gateways or aggregation nodes that run lightweight
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inference; and a cloud layer for model training, storage, and network-wide analytics [6–9].
For this review the layer matters because it fixes the constraints under which a detector
must operate (latency, memory, energy, connectivity, and data locality) and therefore which
transfer mechanisms are feasible.

Graph neural networks. GNNs learn node, edge, or graph representations by ag-
gregating information over the graph neighborhood [11,25–27]. A WDN maps naturally
to a graph with junctions, tanks, and sensors as nodes and pipes, pumps, and valves
as edges, which is why GNNs have been applied to pressure estimation, leak detection
and localization, consumption anomalies, and attack detection [13,17,28–30]. The relevant
property for transfer is that a GNN trained on one graph may depend on that graph’s
topology and sensor placement; whether its representations generalize to unseen networks
is an empirical question that only some studies test [13,17].

Tabular foundation models (TFMs). Among the emerging family of TFMs, TabPFN
is a transformer-based model pre-trained on a large synthetic prior of tabular prediction
tasks. At inference, it conditions on a small labeled table and predicts new samples without
gradient-based training [14,15]. On general tabular benchmarks it has been reported to
match or exceed tuned tree ensembles for small and medium datasets [14,15], the ensembles
that were previously the reference for such data [31].

This general evidence motivates the consideration of TFMs for local tabular screening
in water systems, where many sensor windows are small tables. The reviewed water
literature, however, contains no water-specific TFM anomaly-detection study; one water-
adjacent TabPFN study concerns irrigation water-quality index prediction rather than
anomaly detection [32]; the remaining TabPFN evidence comes from industrial IoT intru-
sion detection [33,34] and from graph benchmarks [35]. TFMs are therefore a promising
direction for water anomaly detection, but their capabilities have not yet been empirically
demonstrated in this domain. Other tabular pre-training families exist (for example TabICL,
CARTE, TabDPT, TP-BERTa, TabLLM, and XTab), but no water-related record using any
of them was retrieved (Section 3.3); unless stated otherwise, TFM in this review therefore
denotes the TabPFN family of prior-data fitted networks, and conclusions about TFMs are
statements about that family.

Why TFMs and the AIoT layers remain axes of the review. TFMs and the AIoT
deployment layers were fixed as axes before the search (blocks B4 and B5 of Table 2)
because they are the components most often proposed for the local screening of sensor
windows at gateways, and the review set out to test whether water evidence for them exists.
It found none at a dedicated edge or fog layer and none for TFM anomaly detection in water
(Sections 4.3 and 5.3.3). This absence is reported as a result, not assumed as a premise: every
TFM and edge statement in the synthesis is labeled as general method evidence or as a
proposal, and the title keeps both terms because the question the review answers is whether
the evidence supports them. Time-series foundation models (for example Chronos [36] and
TimesFM [37]) are a natural alternative candidate for local screening, since sensor streams
are temporal; they were not a search axis, none of the 150 register works uses one, and the
review does not assess them (Section 3.8). Their comparison with TabPFN-family screeners
on water sensor windows is an agenda item (Section 7.2).

Transfer learning and federated learning. Following the standard definitions [18,19],
a source domain provides data or a trained model, and a target domain is the system in
which the detector must operate. Source and target may differ in feature space (sensor
set), marginal distribution (demand regime, seasonality), task (pressure estimation versus
leak detection), or label availability. Transfer strategies include parameter transfer and
fine-tuning, domain adaptation, unsupervised or self-supervised pre-training, synthetic-
to-real transfer, and pre-training across several graphs [13,16–19]. Federated learning is
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treated here as a privacy-preserving form of collaborative transfer: clients (utilities, DMAs,
or gateways) train locally and exchange model updates rather than raw data, subject to
non-identically distributed data, communication limits, and security risks [10,20].

Digital twins and XAI. A digital twin is a calibrated simulation of the physical
system that is updated with field data; for anomaly detection it can generate labeled
scenarios, test detector hypotheses, and provide hydraulic context for alerts [38,39]. XAI
methods such as SHAP and LIME, attention weights, and rule-based models make detector
outputs interpretable for operators [40–42]; one WWTP prediction study (biogas-production
forecasting, cited for method context only because it is not a detection task and lies outside
the register) reports that transfer learning changed the stability of feature attributions [43].
In this review both are treated as supporting validation and trust layers rather than as
independent topics.

2.2. Related Reviews and Positioning of the Present Review

Table 1 compares the reviews and surveys identified in the search with the present
review along the dimensions that structure the synthesis. The comparison is limited to
the reviews retrieved by the search protocol; it does not claim to be exhaustive. Two
patterns are visible. First, water-specific reviews concentrate on one anomaly family (leaks,
cyber-attacks, WWTP faults) or on one technology (GNNs, IoT architecture), and treat
generalization across systems, where they mention it, as a future direction rather than as
a coding dimension. Second, the reviews that cover transfer learning, federated learning,
TFMs, or XAI in depth are general machine-learning surveys with no water content. The
present review sits between these groups: it takes the water anomaly-detection literature as
its corpus and codes it with the transfer, deployment, and trust variables that the method
surveys define.

Table 1. Related reviews retrieved by the search protocol compared with the present review. Symbols:
✓ covered as a main theme; ◦ mentioned; – not covered. TL: transfer learning; FL: federated learning;
DT: digital twins; WDN/WDS: water distribution network/system; ICS/SCADA: industrial control
systems/supervisory control and data acquisition; other abbreviations as in the text. The last column
states what the present review adds relative to each review.

Review Year Water
Domain GNN TL TFM AIoT FL DT XAI Main Limitation for the

Present Question
Added Value of the
Present Review

Rajan and Li [4] 2025 WDN leaks ◦ – – ◦ – – –
Flow-data leak manage-
ment only; no transfer or
deployment coding

Cross-anomaly corpus;
transfer and deployment-
layer coding

Zuñiga-Uribe
et al. [21]

2026 WDN leaks ◦ – – – – – –

Model/input/database
mapping for leak detec-
tion; no generalization
axis

Source–target validation
counted per study

Vittori et al. [12] 2025 WDN
operation ✓ ◦ – – – ◦ ◦

GNN-centered; transfer to
unseen networks noted
but not coded

Transfer taxonomy with
counts; comparison with
tabular models

Liu and Liu [22] 2025 Infrastructure
(incl. water) ✓ ◦ – – – ◦ – Reliability/resilience fo-

cus across infrastructures
Water anomaly detection
focus; evidence classes

Tuptuk et al. [2] 2021
Water
cyber-
security

– – – ◦ – – –
Security landscape; detec-
tion models not compared
by transferability

Cyber-physical detection
placed in the transfer
framework

Habib et al. [23] 2026
WDN
cyber-
security

◦ – – ◦ ◦ – ◦ AI detection algorithms
for attacks only

Attack detection inte-
grated with hydraulic and
quality anomalies

Yang et al. [5] 2025 WWTP – ◦ – – – ◦ ◦ WWTP process anomalies
only

WWTP evidence coded
with WDN evidence under
one scheme
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Table 1. Cont.

Review Year Water
Domain GNN TL TFM AIoT FL DT XAI Main Limitation for the

Present Question
Added Value of the
Present Review

Rahman et al. [6] 2026
Water
quality/
resources

– ◦ – ✓ ◦ ◦ ◦
AIoT applications survey;
anomaly detection models
not appraised

Detector evidence ap-
praised by class and
validation protocol

Amanatidis
et al. [7]

2025 Water man-
agement – – – ✓ ◦ ◦ – Architecture-oriented; no

systematic study coding

Systematic coding of mod-
els on the architecture lay-
ers

Pagano et al. [8] 2025 WDS (IoT) – – – ✓ ◦ ◦ – Communication and simu-
lation tools for massive IoT

Model-side evidence for
the same deployment lay-
ers

Liso et al. [1] 2024 Industry 4.0
(general) ◦ ◦ – ◦ – – – Not water-specific Water-specific corpus

Rana et al. [44]
(preprint)

2025 ICS/SCADA
(general) – – – ◦ – – – Not water-specific; not

peer reviewed
Peer-review status used as
a coding variable

Biström [45]
(thesis)

2025
Water
cyber-
security

– – – – – ◦ –

Bachelor’s-level literature
review comparing meth-
ods by F1 across studies;
not peer reviewed

Evidence classes sepa-
rate reviews and theses
from peer-reviewed
experiments

Pan and Yang;
Weiss et al. [18,19]

2010/
2016

None – ✓ – – – – – Method surveys without
water content

Water instantiation of the
transfer categories

Kairouz et al. [10] 2021 None – ◦ – ◦ ✓ – – Method survey without
water content

FL treated as collaborative
transfer for utilities

Wu et al. [11] 2021 None ✓ – – – – – – Method survey without
water content

GNN transfer behavior on
WDN graphs

Present review 2026

WDN,
WWTP,
water
quality,
testbeds

✓ ✓ ✓ ✓ ✓ ✓ ✓

Single-author coding;
mixed retained corpus
requiring evidence-class
separation (Section 3.8)

Transfer-aware synthesis
with counts, evidence
classes, and a labeled
framework

3. Systematic Review Methodology
The review was conducted and is reported in accordance with the PRISMA 2020

statement [24]; the completed PRISMA 2020 checklist and the PRISMA 2020 for Abstracts
checklist are provided as Supplementary Material (Table S4). The review protocol was not
registered before the searches were run. It was registered retrospectively, after data extrac-
tion and synthesis, in the Open Science Framework (OSF) Registries under the Generalized
Systematic Review Registration template (registration DOI: 10.17605/OSF.IO/D7RXU;
https://osf.io/d7rxu; registered on 6 October 2026). The registration documents the pro-
tocol as it was applied, and no amendments were made after registration. The protocol
proceeds from research questions to search, selection, coding, synthesis, and results, and
the coding framework is defined here, before any result is reported.

3.1. Research Questions

• RQ1 (application evidence) . Which anomaly-detection application areas in water
infrastructures are addressed by graph-based and tabular models, with which datasets,
validation protocols, and evidence classes?

• RQ2 (transfer, the central question). How can anomaly detectors transfer across
heterogeneous water infrastructures while preserving accuracy, privacy, and operator
trust? Which transfer strategies, including federated learning, have been evaluated,
for which source–target mismatches, and with which validation protocols?

• RQ3 (complementary roles). Within an AIoT deployment, which roles do GNNs and
TFMs play, and how do digital twins and XAI support the validation of transferred
detectors and the trust of operators?
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3.2. Search Strategy

Search dimensions. Two dimensions were primary search dimensions: water-
infrastructure anomaly detection (the base block) and transfer-aware adaptation. The
remaining dimensions (graph models, TFMs, federated learning, and the AIoT/edge,
digital-twin, and XAI deployment context) were supporting technology blocks. A record
could enter the corpus if it matched the base block and at least one technology block; it
was not required to match all blocks at once. This modular design is what allows studies
that address one or two dimensions (for example, a GNN leak detector without transfer
learning, or a transfer study without a graph model) to be retrieved and coded. The synthe-
sis categories used in Sections 4–7 (application category, evidence class, transfer category,
deployment layer) were defined before coding (Section 3.6); the thematic labels used to
describe the corpus emerged during coding.

Modular search blocks. Table 2 lists the modular search blocks. Searches were
conducted in both English and Spanish, using the English terms shown in the table and
their Spanish equivalents; the Spanish-language queries were run in Google Scholar, on
the publisher sites, and in the repositories (Table 3). Each source of Table 3 was queried
with the base block combined with one technology block at a time, that is, five block
queries per source (B0 AND B1, B0 AND B2, . . . , B0 AND B5) adapted to the syntax of the
source, and the union of the records retained after verification formed the identification
set. General method references that define the technology blocks (surveys of transfer
learning, federated learning, GNNs, XAI methods, and the TFM method papers) were
added through backward citation chasing from included studies; they are labeled as general
method evidence (class E3) in the register and are not counted as water-specific evidence.

Table 2. Modular search blocks. The base block (B0) was combined with each technology block
in turn; a record was eligible if it matched B0 and at least one of B1–B5. Within each block, terms
are ordered from the most general to the most specific. Spanish equivalents were used for the
Spanish-language searches.

Block Dimension Terms (English; Spanish Equivalents in Supplementary
Table S1)

B0 Water anomaly base
block (primary)

(“anomaly detection” OR “fault detection” OR “leak detection”
OR leakage OR “burst detection” OR “contamination detection”
OR “attack detection” OR “intrusion detection”) AND (“water
infrastructure” OR “water supply” OR “smart water” OR
“water network” OR “water distribution” OR “wastewater
treatment” OR “water quality” OR SWaT OR WADI OR
BATADAL)

B1 Graph/GNN block “topology-aware” OR “graph neural network” OR GNN OR
“message passing” OR “graph convolutional” OR “graph
attention”

B2 Transfer/domain
adaptation block
(primary)

“transfer learning” OR “domain adaptation” OR “domain
generalization” OR “pre-training” OR “fine-tuning” OR
“cross-network” OR “unseen network” OR “synthetic-to-real”

B3 Federated/privacy
block

“privacy-preserving” OR “collaborative learning” OR
“decentralized learning” OR “federated learning”

B4 Tabular foundation
model (TFM) block

“tabular foundation model” OR (“in-context learning” AND
tabular) OR “prior-data fitted network” OR TabPFN

B5 AIoT/edge/digital
twin/XAI block

“Internet of Things” OR AIoT OR “edge computing” OR “fog
computing” OR TinyML OR “digital twin” OR interpretable
OR explainable OR XAI

https://doi.org/10.3390/su182111431
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Source-specific procedures. Table 3 reports, for each identification route, the field
searched, the query form, the language, the stopping rule, and the date of the last search
or verification. No publication-date limit was applied; the search boundary is defined by
the last-search dates. No subscription bibliographic database (Scopus, Web of Science)
was searched, because institutional access was not available during the search period; the
retained corpus was therefore identified through the routes of Table 3 only, which PRISMA
2020 reports as identification via other methods (Figure 2).

Identification of studies via other methods

Records identified from:
Earlier verified reconstruction of the corpus, re-checked against publisher/DOI records (n = 74)
Author-supplied PDFs (n = 34)
Author-supplied lead list (n = 8)
Google Scholar, publisher-site, and repository searches with the modular blocks, 6–7 September 2026 (records
retained; records screened not recorded) (n = 40)
Spanish repository route (RiuNet): doctoral-thesis report of an included study (n = 1)
Citation searching in the reference lists of the 97 water-specific works (register works found) (n = 65)

Reports sought for retrieval
(n = 222)

Reports not retrieved
(n = 0)

Reports assessed for eligibility
(n = 222)

Reports excluded:
Duplicate of a work already in the register,
author-supplied PDFs (n = 6)
Duplicate of a work already in the register, cita-
tion searching (n = 65)
Other reasons (n = 0)Studies included in review (n = 150)

Reports of included studies (n = 151)

Id
en

ti
fic

at
io

n
Sc

re
en

in
g

In
cl

ud
ed

Figure 2. PRISMA 2020 flow diagram. No bibliographic-database search contributed records to the
retained corpus, so all routes are reported as identification via other methods (Section 3.2); citation
chasing was reconstructed from the Crossref reference lists of 93 of the 97 water-specific works. The
only exclusions were duplicates of works already in the register. Evidence classes E1, E1p, E2, E3,
and C1 are defined in Section 3.5.

Google Scholar was used with phrase-level block queries because it does not support
long Boolean strings; for each block query the results were sorted by relevance and screened
page by page until two consecutive pages yielded no new eligible record, with an upper
bound of 200 results per query; this stopping rule is a pragmatic bound rather than a
saturation criterion, and the Google Scholar, publisher-site, and repository route together
contributed 40 of the 150 register works (Table 3; Figure 2). Publisher sites (for example,
the MDPI platform) were searched with the block strings adapted to each site’s syntax, and
every candidate was followed to its DOI landing page. Spanish university repositories
were searched directly with the Spanish base block in the title, abstract, and keyword fields.
Works from an earlier verified reconstruction of the corpus (carried forward and re-checked
against publisher or DOI records), author-supplied PDFs, and an author-supplied lead list
were admitted only after the same verification against the primary publication record, and
backward citation chasing was applied to the reference lists of the retained water-specific
studies; forward citation chasing (works citing the retained studies) was not performed,
because no citation index (Scopus, Web of Science) was available to the authors; this is
recorded as a limitation (Section 3.8). Every record was retained only after title, author,
year, and DOI (or stable URL) agreement with the primary record; the number of records
screened before verification in the Google Scholar and publisher-site route was not recorded,
which is stated as a limitation in Section 3.8.
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Table 3. Identification routes and source-specific procedures (Supplementary Table S1 contains the
search log and the verification outcome of each route).

Route Field Searched Query Form Language; Stopping
Rule

Last
Search/Verification

Google Scholar Full text (phrase blocks)
Phrase-level block pairs
B0 AND Bi, relevance
order

EN, ES; two empty
consecutive pages or
200 results

6–7 September 2026

Publisher sites and DOI
landing pages (e.g.,
MDPI)

Title, abstract,
keywords (site search)

B0 AND Bi adapted to
the site syntax;
exact-title and DOI
follow-up

EN, ES; all results
screened 6–7 September 2026

RiuNet (Universitat
Politècnica de València)

Title, abstract,
keywords

Spanish B0 (and
English B0)

ES, EN; all results
screened 6–7 September 2026

UPCommons
(Universitat Politècnica
de Catalunya)

Title, abstract,
keywords

Spanish B0 (and
English B0)

ES, EN; all results
screened 6–7 September 2026

RUO (Universidad de
Oviedo)

Title, abstract,
keywords

Spanish B0 (and
English B0)

ES, EN; all results
screened 6–7 September 2026

Earlier verified
reconstruction of the
corpus (carried
forward)

Publisher or DOI
record of each row

Re-check of title,
authors, year, and DOI
against the primary
record

EN; 74 rows retained 6–7 September 2026

Author-supplied PDFs
and lead list

Primary publication
record

Exact-title and DOI
verification of each file
(34) and each lead-list
entry (8)

EN, ES; 28 and 8
unique works retained 6–7 September 2026

Backward citation
chasing

Reference lists of the
retained water-specific
studies

Manual screening;
reconstructed from
Crossref reference lists
for Figure 2

EN, ES; 65 register
works found, no new
work

6–7 September 2026

3.3. Eligibility Criteria

Records were eligible when they met all of the following: (i) the study concerns
anomaly, fault, leak, burst, contamination, or attack detection, or the hydraulic state es-
timation or leakage-risk assessment that supports such detection, in a WDN, WWTP,
water-quality monitoring, smart-metering, river or environmental water sensing (hydrolog-
ical telemetry), or water cyber-physical testbed setting; (ii) applies or evaluates at least one
data-driven detector or estimator (classical machine learning, deep learning, graph-based,
tabular foundation or federated model) in that setting, or is a general method or foundation
reference for one of the five technology blocks of Table 2 (graph/GNN, transfer/domain
adaptation, federated/privacy, TabPFN-family TFM, AIoT/edge/digital twin/XAI); the
technology blocks are coding variables (Table 4), not inclusion conditions, so that water-
specific studies with classical detectors are retained as the comparison base of the synthesis;
(iii) the record is written in English or Spanish; and (iv) the record is a peer-reviewed
journal article, a peer-reviewed conference paper, an examined thesis (bachelor’s, master’s,
or doctoral) available in an institutional repository, or a public preprint. Reviews, surveys,
assessment frameworks and conceptual architectures that meet criterion (i) but report
no evaluated detector are admitted only as context works (class C1) for positioning and
synthesis; they contribute no count to the results. Theses and preprints were admitted
because they carry a substantial share of the Spanish-language and most recent evidence,
but they were labeled by source type and were not counted as peer-reviewed water-specific
evidence (Section 3.6). General method references were admitted only as class E3 evidence.
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Table 4. Data extraction and coding variables (Supplementary Table S2 gives the value of each
variable for every coded work; Supplementary Table S3 gives the full definitions).

Variable Values/Definition

Review ID, citation,
source title, source type,
language

Identifier G001–G150; short citation; journal, proceedings, repository,
or preprint server; journal/proceedings/thesis/preprint; EN/ES

Role in review Primary water evidence; benchmark or testbed; conceptual
architecture; review or survey; general method reference; reporting
guideline

Water domain WDN; WWTP; water quality; smart metering; water cyber-physical
testbed; river or environmental water sensing; not water (general)

Application category One of the eight predefined categories (primary category only)

Dataset Simulated (hydraulic model); benchmark (BATADAL, SWaT, WADI,
LeakDB); real operational or pilot data; not stated

Model family GNN; classical ML/DL; TFM; digital-twin surrogate; federated
method; none

Transfer category T0 none; T1 conceptual mention only; T2 parameter transfer or
fine-tuning; T3 domain adaptation or distribution alignment; T4
synthetic-to-real transfer with field validation on a system other than
the one simulated (cross-network; same-network simulation-to-field
validation is coded T0); T5 topology- or algorithm-informed
pre-training across graphs; T6 federated or collaborative transfer; T7
pre-trained tabular prior with in-context inference; NA for reviews

Deployment layer Perception/communication; edge; fog; cloud/offline; digital twin;
testbed

Privacy mechanism None; federated averaging; secure aggregation; differential privacy;
not specified

Digital-twin link; XAI
link

Yes/no/mentioned; type of explanation if any

Metrics reported;
validation protocol

Metric names; in-distribution split; cross-network or unseen-network
validation; cross-basin or cross-DMA transfer; field pilot; benchmark
competition

Evidence class E1, E1p, E2, E3, C1 (Table 5)

Quality appraisal Dataset clarity; validation rigor; transfer protocol reported;
deployment metrics reported; reproducibility (code or data);
peer-review status (Supplementary Table S3)

Records were excluded when they concerned a different application domain that was
retrieved through keyword overlap (for example, anomaly detection in energy systems,
flood-prediction reviews, or educational-resource reviews), when they were news items,
product pages, or other non-academic sources, when no method or evidence could be
extracted, or when they duplicated another record. Block B4 included the generic terms
“tabular foundation model” and “in-context learning” AND “tabular” as well as “prior-data
fitted network” and “TabPFN”, so other tabular pre-training families were not excluded by
design; every retained water-related or water-adjacent B4 record nevertheless belongs to
the TabPFN family (TabPFN, TabPFN-2.5, and variants), and the only non-TabPFN TFM
in the register is TabICL, admitted as general method evidence (E3). Conclusions drawn
about TFMs in this review therefore apply to the TabPFN family and are labeled as such
(Section 3.8).
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Table 5. Evidence classes used in the coding and in the synthesis, with the number of works of each
class in the traceability register (n = 150).

Class Definition How It May Be Used in a Claim n

E1 Peer-reviewed water-specific exper-
imental study (journal or proceed-
ings) with reported metrics

Water-specific evidence 75

E1p Water-specific experimental study
that is not journal peer reviewed (ex-
amined thesis or preprint)

Water-specific evidence of lower certainty;
never the sole support of a claim 1

E2 Benchmark or testbed paper for
water cyber-physical systems, or a
general detector evaluated on such
testbed data

Benchmark evidence; not equivalent to field
deployment 21

E3 General method evidence: method
papers, method surveys, and empiri-
cal studies outside the water domain

Method plausibility only; not water evi-
dence 30

C1 Conceptual architecture, review, or
survey without a new experiment

Positioning and proposal only 23

3.4. Study Selection and PRISMA Flow

Figure 2 shows the flow of records. Because no bibliographic-database search con-
tributed records to the retained corpus (Section 3.2), all records are reported under identifi-
cation via other methods. In total, 222 records were identified: 74 works from the earlier
verified reconstruction of the corpus, 34 author-supplied PDFs, 8 works from the author-
supplied lead list, 40 works retained from the Google Scholar, publisher-site, and repository
searches of 6–7 September 2026 (the Spanish repositories contributed no additional unique
work), one doctoral-thesis report retrieved from RiuNet, and 65 records found by backward
citation chasing in the reference lists of the water-specific works.

All 222 reports were retrieved and assessed against the eligibility criteria of Section 3.3;
71 were excluded as duplicates of a work already in the register (6 author-supplied files
that duplicated another file or an already represented work, and the 65 citation-chasing
records, all of which were already in the register), no report was excluded for any other
reason, and the thesis report was linked to the included study that it reports at thesis level
(G112), so that 151 reports of 150 unique scholarly works were included. The number of
records screened before verification in the Google Scholar and publisher-site route was
not recorded (Section 3.8). Screening and full-text assessment were performed by the first
author (B.B.); uncertain records were re-assessed after the coding framework had been
fixed, and the decision recorded in Supplementary Table S1.

To quantify the risk of single-coder bias, a second coder (B. Al Khaled; see the Ac-
knowledgments), who had not taken part in the screening or coding, re-assessed a random
sample of 30 of the 150 register works (20%, stratified by evidence class: 14 E1, 1 E1p, 4 E2,
6 E3, 5 C1), blind to the register and using only the written definitions of Supplementary
Table S3 and the works themselves: eligibility against the criteria of Section 3.3 and the
four variables that drive every count of the synthesis (evidence class, application category,
transfer category, deployment layer). Agreement was 25/30 for evidence class (Cohen’s
κ = 0.76), 24/30 for application category (κ = 0.76) and 23/30 for transfer category
(κ = 0.60). For eligibility the second coder rated 11 works ineligible (19/30; κ is undefined
because the register contains no ineligible work), in seven cases because criterion (ii) was
read as requiring one of the five technology blocks and in four because of the scope of
criteria (i) and (iv); the criteria are now worded as intended (Section 3.3) and no work was
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excluded. For deployment layer, agreement was 14/30 (κ = 0.04); fourteen of the sixteen
disagreements arose from two unstated conventions, the layer assigned to reviews and
general method references and the layer assigned to detectors evaluated on testbed data,
which are now written into Supplementary Table S3a. All 45 disagreements were resolved
against the full text and are listed with their resolution in Supplementary Table S3d. Seven
resolutions changed the register and two rules were then applied to the whole register
for consistency: the transfer code of G020 is T0 rather than T5, because its multi-network
model is tested on held-out samples of the training networks and not on an unseen network;
the application category of G030 is water quality (drinking-water treatment works, not
wastewater); the deployment layer of G130 is cloud/offline; the deployment layer of the
23 C1 rows is not applicable; and the transfer category is coded for the 76 water-specific
experimental works only, so that eight E2 rows previously coded T0 are not applicable.
Two bibliographic records (G055, G105) were corrected. The affected counts are updated
in Sections 4.2, 4.3 and 5.1; no conclusion of the review changes. The check covers the
eligibility and coding of retained works; it cannot cover the screening of excluded records,
for which no log was retained (Section 3.8). Because the only exclusions at the verification
stage were duplicates, a list of reports excluded with reasons (PRISMA 2020 item 16b) is
not applicable; the citation-chasing matches are listed in Supplementary Table S1b.

3.5. Traceability of the Evidence Base

The retained corpus was reconstructed as an exact, row-level register of 150 unique
scholarly works (Supplementary Table S1). Each work is assigned a stable identifier (G001–
G150) and is linked to a DOI, stable publisher page, repository record, proceedings record,
or other stable scholarly source; verification was completed on 6–7 September 2026. Dedu-
plication was applied in order using the normalized DOI, the exact title, the normalized
title, the author/year/venue tuple, and the preprint-to-version-of-record relationship, so
that a DOI or title collision counts as one work.

The register is mixed by design: it combines empirical water studies, bench-
mark/testbed papers, general method/foundation works, and review or conceptual works.
For this reason the manuscript does not treat the 150 records as a single empirical evidence
set; instead, claims are qualified by evidence class. A small number of works are cited out-
side the register for positioning or method context only and are not counted in any figure of
the review: the related reviews compared in Table 1; two cross-domain anomaly-detection
studies and a WWTP biogas-prediction study discussed as method context in Section 5.3;
the TabPFN water-quality-index prediction study of Section 5.3.3, which fails criterion (i)
because it is a prediction rather than a detection task; the source papers of the LeakDB
and BattLeDIM benchmarks; and the general method references of Section 2.1 that define
the technology blocks. One included study has two reports: the journal article G112 and
the doctoral thesis of its first author [46], retrieved through the RiuNet route; following
PRISMA 2020, the two reports are linked to one register entry, so that the flow diagram
counts 151 reports of 150 included studies. Of the 150 works, 76 are direct water-specific
experimental studies (75 E1 and 1 E1p), 21 are water benchmark or testbed studies (E2), 30
are general method or foundation works (E3), and 23 are review, conceptual, or contextual
works (C1). Quantitative statements about direct water experiments in Sections 4–7 refer
to the 76 E1/E1p works, benchmark statements refer to the 21 E2 works, and E3 and C1
records support method definitions, architecture, and positioning without increasing the
direct water-experiment count. Every work that supports a statement in the synthesis is
listed in the register with its evidence class, search provenance, coding status, transfer
category, deployment layer, and inclusion role, so that the evidence base is reconstructible
record by record.
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3.6. Data Extraction, Coding Variables, and Evidence Classes

Every register entry was coded with the variables in Table 4. The coding sheet is
supplied in the source package (file data/evidence_coding.csv) and as Supplementary
Table S2. Coding was based on the full text when the study was central to the synthesis
and on the title, abstract, and methods summary otherwise; the coding basis is recorded
per entry to support auditability. Application categories were fixed in advance as leak de-
tection/localization, burst/hydraulic anomaly and state estimation, cyber-physical attack,
water quality, sensor fault/data quality, consumption anomaly, WWTP process anomaly,
and conceptual/framework; a study was assigned to its primary category. Transfer cate-
gories follow the taxonomy defined in Table 4 and elaborated in Section 5.1.

Evidence classes. Different kinds of evidence were separated rather than treated alike
(Table 5). The classes are used throughout the synthesis to limit the strength of claims: a
statement supported only by E3 evidence is a statement about the method in general, not
about water systems; a statement supported only by C1 evidence is a proposal.

Quality appraisal. For each water-specific study (E1, E1p, E2) six items were ap-
praised as reported / partly reported / not reported: dataset clarity (source, size, anomaly
definition, prevalence), validation rigor (independent test data, repeated runs), transfer
protocol (source and target defined, adaptation data size, target performance), deployment
metrics (latency, memory, energy, or communication), reproducibility (code or data avail-
ability), and peer-review status. The appraisal is reported in Supplementary Table S3 and
summarized in Section 4.4. It was used to qualify claims, not to exclude studies.

3.7. Synthesis Approach

The synthesis is descriptive. Counts are reported per application category, evidence
class, transfer category, deployment layer, and gap indicator, and each count is traceable
to the register entries listed in Supplementary Table S2. A pooled meta-analysis was not
attempted because the reviewed studies report different tasks (classification, localization,
state estimation), different datasets and anomaly definitions, different splits, and different
metrics; pooling such values would produce a false sense of comparability [24]. Where
reported performance values are mentioned, they are given only as reported-study exam-
ples with their protocol and are not treated as head-to-head comparisons. No statistical
investigation of heterogeneity was performed; instead, every count is stratified by evidence
class, application category, data source, deployment layer, and transfer category (Table 5;
Sections 4 and 5.1), so that the composition behind each conclusion is visible.

No sensitivity analysis was performed; where benchmark evidence matters, counts
are reported both for the 76 direct water-specific experimental works and for the 97 works
that also include the 21 benchmark or testbed studies (Section 4.3), and claims that rest on
a single study are identified as such. Risk of bias due to missing results was not formally
assessed because no results were pooled; to keep non-journal evidence visible, examined
theses and preprints were admitted and labeled by evidence class, and the absence of
negative-transfer checks in the water literature is itself reported as a finding (Section 4.4).

Use of generative artificial intelligence. The tool (Claude, Anthropic; 2026 model
versions) was used as a support tool during the revision for three purposes: proposing
a data-source category for the 21 register entries previously recorded as “not stated”,
each proposal being checked by the authors against the source text before the register
was updated; checking that the counts reported in the text, tables and figures agree with
the traceability register; and language editing, drafting of revised passages and LaTeX
typesetting. It also states that the tool did not search for or screen records and made no
eligibility, coding or quality-appraisal decision, that those decisions were made by the
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authors and the second coder, and that all outputs were reviewed and edited by the authors,
who take full responsibility for the content.

3.8. Limitations of the Review Process

Several limitations of the review process should be stated before the results. First,
although the retained corpus is traceable at row level (Supplementary Table S1), it is a
mixed scholarly corpus rather than a homogeneous empirical dataset; the main synthesis
therefore separates peer-reviewed water experiments (E1), non-journal water experiments
(E1p), benchmark or testbed evidence (E2), general method evidence (E3), and review or
conceptual works (C1), so that general method and conceptual records are not used as
direct water-domain evidence. Second, screening and coding were performed by a single
author. The reliability check of Section 3.4 quantifies the resulting risk for the eligibility
and coding of retained works (substantial agreement for evidence class and application
category, moderate for transfer category) and led to the corrections listed in Supplementary
Table S3d, but it cannot be extended to the records excluded at screening, for which no log
was retained. Third, the register was assembled from publisher metadata and abstracts
verified against the primary record, and the full text was consulted for coding where it was
accessible to the authors; the text basis was not recorded for every row. For this revision the
21 water-specific experimental works whose data source had been recorded as not stated
were re-examined against the full text (7 works) or the abstract and accessible excerpts
(14 works), which established the data source of 18 of them (Section 4.3); no subscription
access to the remaining paywalled full texts was available, so the coding of those works
rests on the abstract and accessible excerpts, and the text basis of this re-examination and
of the works coded in depth is recorded in Supplementary Tables S1 and S2. This is the
main residual limitation of the coding.

Fourth, the reviewed studies use heterogeneous datasets, anomaly definitions, and
metrics, so no pooled meta-analysis was attempted. Fifth, direct transfer validation, device-
level deployment evidence, and operator evaluation of explanations are all limited in the
water-specific literature, and the synthesis treats these as gaps rather than as settled results.
Sixth, the Spanish-language searches were limited to Google Scholar, the publisher sites,
and the three repositories (Section 3.2), so Spanish-language records indexed elsewhere
may have been missed; and forward citation chasing was not performed (Section 3.2), so
recent works that cite the retained studies but were not reached by the other routes may
have been missed.

Seventh, reporting bias and the certainty of the evidence were not assessed with formal
instruments; the evidence classes and the six-item quality appraisal serve that purpose
and are coarser than GRADE-type ratings. Eighth, the corpus was identified without a
subscription bibliographic database: Scopus and Web of Science were not accessible during
the search period, the number of records screened before verification in the Google Scholar
and publisher-site route was not recorded, and an exploratory search of OpenAlex and
IEEE Xplore run on 3 September 2026 while the search blocks were being designed was not
used to assemble the register. The review therefore does not claim exhaustive coverage of
the indexed literature; its counts are those of a verified, traceable corpus (Supplementary
Table S1), and the flow diagram reports the verification stage rather than an exhaustive
retrieval. Ninth, the TFM category is in practice the TabPFN family: no water study using
another tabular pre-training family (TabICL, CARTE, TabDPT, TP-BERTa, TabLLM, XTab)
was retrieved, so the comparison of Section 6.1 and the TFM entries of the gap map are
statements about prior-data fitted networks of the TabPFN type rather than about tabular
foundation models as a class. Tenth, time-series foundation models were not a search
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axis; none of the register works uses one, and the review therefore does not assess them
(Section 2.1).

4. Descriptive Results of the Evidence Base
4.1. Composition of the Register and Coded Evidence Base

Table 6 summarizes the 150 works in the traceability register. By source type, 106 are
journal articles, 38 are conference or workshop papers, 3 are book chapters, and 3 are a
doctoral thesis, a preprint, and a technical review. According to the register, 147 records
are classified as peer reviewed and 3 as not peer reviewed (an examined doctoral thesis,
a preprint survey of class C1, and one water-specific experimental preprint, class E1p);
examined theses and preprints are labeled by source type and evidence class and are not
counted as peer-reviewed journal evidence. All 150 works are in English (for 4 works the
language was inferred from the full text because the source metadata gives no language
field); no Spanish-language work was retained, although the Spanish repositories were
searched (Section 3.2), and the one Spanish-language doctoral thesis retrieved is linked
to the register as a second report of an included study (Section 3.5). The register was
assembled through modular English searches, targeted follow-up searches, and Spanish-
language discovery, but after work-by-work bibliographic verification and deduplication
the retained records are English-language scholarly works. 80 works were published in
2021–2024 and 23 in 2025–2026, while 47 are from 2020 or earlier, which reflects both the
recency of the graph-based water literature and the older method and testbed foundations.

By evidence class, 75 works are peer-reviewed water-specific experiments (E1), 1
is a water-specific experiment without journal peer review (E1p), 21 are benchmark or
testbed papers (E2), 30 are general method or foundation works (E3), and 23 are reviews,
conceptual, or contextual works (C1). The direct water-specific experimental core (E1 and
E1p) therefore comprises 76 works, and every quantitative statement about direct water
evidence below refers to this set; benchmark statements refer to the 21 E2 works, and the
30 E3 and 23 C1 records support method definitions and positioning only.

Table 6. Composition of the traceability register (n = 150 unique retained scholarly works; full
row-level classification in Supplementary Table S1).

Dimension Categories n

Source type Journal article 106

Conference or workshop paper 38

Book chapter 3

Thesis, preprint, or technical review 3

Peer-review status Peer reviewed/not peer reviewed 147 / 3

Language (verified register) English (4 inferred from the full text; no
language field in the source metadata)

150

Publication year ≤2020/2021–2024/2025–2026 47/80/23

Evidence class E1/E1p/E2/E3/C1 75/1/21/30/23

Role in review (by class) Direct water-specific experiment (E1, E1p) 76

Water benchmark or testbed (E2) 21

General method or foundation (E3) 30

Review, conceptual, or contextual (C1) 23

Water domain WDN 70

Water testbed (SWaT, WADI, BATADAL,
LeakDB, analogous)

21
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Table 6. Cont.

Dimension Categories n

WWTP 5

Water quality 7

Other water (river/environmental, telemetry, security,
treatment works, smart metering)

8

Non-water / general method 39

Model family Graph-based (GNN, topology-aware) 32

Classical or temporal ML/DL 74

Tabular foundation model (TFM) 4

Digital-twin surrogate 4

Federated method 3

XAI method 6

Review or survey 21

Benchmark or testbed description 6

4.2. Application Categories (RQ1)

Table 7 reports the distribution of the 76 direct water-specific experimental works
(classes E1 and E1p) across the predefined application categories, together with the model
families and data sources recorded for each category in the traceability register (Supple-
mentary Table S1). The 21 benchmark or testbed works (E2), the 30 general method or
foundation works (E3), and the 23 review, conceptual, or contextual works (C1) are not
assigned to these categories. Two patterns are visible. Hydraulic tasks dominate: leak detec-
tion and localization (43 works) and burst, hydraulic anomaly, or state estimation (9 works)
together account for 52 of the 76 works. The remaining works are distributed across cyber-
physical attack detection (8), water quality (9), WWTP process anomaly (4), and sensor
fault or data quality (3), so the non-hydraulic categories remain comparatively sparse.

Table 7. Application categories of the 76 direct water-specific experimental works (E1, E1p). Model-
family counts sum to n in each category; the data-source column lists the most frequent stated sources
(up to three); example works are given by register identifier (Supplementary Table S1).

Category n Model Families (Register) Data Sources (Register) Example Works (Supplementary Ta-
ble S1)

Leak detec-
tion/localization

43 classical ML/DL (19), GNN (11),
digital-twin surrogate (3),
LSTM/temporal DL (2),
graph-based/topology-aware
NN (2), XAI method (2),
discrete-time dynamic graph
network (1), probabilistic digital
twin/generative deep learning
(1), hybrid data-driven leak
detector (1), IoT-enabled
machine learning (1)

simulated WDN, EPANET
simulation, real utility data

G002, G003, G004, G005, G006

Burst/hydraulic anomaly
& state estimation

9 GNN (6), LSTM/temporal DL
(2), classical ML/DL (1)

EPANET simulation,
simulated WDN, real DMA
data

G001, G014, G015, G019, G020

Cyber-physical attack 8 classical ML/DL (4), GNN (3),
LSTM/temporal DL (1)

EPANET simulation,
simulated WDN, BATADAL

G034, G035, G036, G037, G038
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Table 7. Cont.

Category n Model Families (Register) Data Sources (Register) Example Works (Supplementary Ta-
ble S1)

Water quality 9 GNN (5), classical ML/DL (2),
XAI method (1), LSTM /
temporal DL (1)

real water-quality sensor data,
EPANET simulation, real
utility data

G024, G025, G026, G027, G030, G111

WWTP process anomaly 4 classical ML/DL (3),
LSTM/temporal DL (1)

real WWTP operational data G031, G120, G122, G144

Sensor fault/data quality 3 classical ML/DL (1),
LSTM/temporal DL (1),
federated method (1)

real water-quality sensor data,
hydrological telemetry

G028, G029, G032

Total 76 Direct water-specific experimental works (E1 + E1p)

4.3. Datasets, Deployment Layers, and Validation Protocols

Across the 76 direct water-specific experimental works, 39 rely on hydraulic simula-
tion (EPANET-type models or digital-twin scenarios), 30 use field, pilot, laboratory-rig,
or real operational data, 4 use a public water benchmark or testbed (LeakDB, BATADAL,
SWaT/WADI, or an analogous testbed), and 3 do not state the data source in the accessible
text (Table 8); the 21 works whose data source had been recorded as not stated were re-
examined for this revision against the full text or the accessible excerpts, which established
the source of 18 of them. The 21 E2 benchmark or testbed works add the cyber-physical
evidence, which is dominated by the SWaT and WADI testbeds and the BATADAL compe-
tition network; taken together, the 97 E1/E1p/E2 water empirical and benchmark works
therefore rest heavily on simulation and on a small number of shared testbeds. Two public
leak benchmarks deserve mention because they are the datasets best suited to source–target
evaluation of leak detectors: LeakDB [47], a set of simulated leak scenarios on benchmark
networks with labeled events, used by one register work (G124), and BattLeDIM [48],
whose L-Town network provides a realistic topology with two years of SCADA-type data,
one of them with labeled leaks, used by one register work (G113); neither has yet been used
in the register for a cross-network protocol, although L-Town contains distinct areas that
could serve as source and target. By deployment layer, 67 of the 76 direct water-specific
works are cloud or offline evaluations, 6 combine cloud training with a digital twin, 2 are
testbed evaluations, and 1 is a perception-and-communication pilot; no work in the register
evaluates a direct water-specific detector at a dedicated edge or fog layer.

Table 8. Data sources recorded in the traceability register, for the 76 direct water-specific experimental
works (E1, E1p) and for the 97 works that also include the 21 water benchmark or testbed works (E2).
The last column states the class that contributes the benchmark and testbed evidence.

Data Source Category n (E1, E1p; /76) n (E1, E1p, E2; /97) Note

Hydraulic simulation (EPANET-type models,
digital-twin scenarios)

39 39
Simulated benchmark or utility networks; no field
data by construction (two works add a real-network
case)

Field, pilot, laboratory-rig, or real operational data 30 32
Real DMA, utility, treatment-works, water-quality,
telemetry, acoustic, GIS/repair, or laboratory-rig
and prototype data

Public water benchmark or testbed (LeakDB,
BATADAL, SWaT, WADI, analogous)

4 22 The 21 E2 works supply most of the
SWaT/WADI/BATADAL evidence

Not stated in the accessible text 3 4
Data source not identifiable in the abstract and acces-
sible excerpts (full text paywalled); 21 works were
re-examined for this revision (Section 3.8)

Total 76 97
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Figure 3 cross-tabulates, for the 76 direct water-specific experimental works, the layer
at which each detector is evaluated with its model family and, for the 6 works that evaluate
a transfer mechanism, the transfer category. Three properties of this matrix constrain the
gap map of Section 7.3. First, the evidence is concentrated in one cell: 67 of the 76 works
are cloud or offline evaluations, 6 combine cloud training with a digital twin, 2 are testbed
evaluations, and 1 is a perception-and-communication pilot. Second, the layers in which
a transfer-aware deployment would place its time-critical functions are empty: no direct
water-specific work in the register is evaluated at a dedicated edge or fog layer, and no TFM
has water evidence at any layer. Third, all six transfer-evaluating works are themselves
cloud or offline evaluations, so transfer and deployment have not yet been demonstrated
together in a water setting.

(a) Model family by evaluation layer
(76 water-specific experimental works, E1 and E1p)

0 0 25 1 2Graph-based

1 0 31 0 0Classical ML/DL

0 0 7 1 0
Temporal DL

(LSTM / GAN)

0 0 0 4 0Digital-twin surrogate

0 0 3 0 0XAI method

0 0 1 0 0Federated method

0 0 0 0 0TabPFN-family

Perception /

communication
Edge / fog

Cloud / offline

Digital twin
Testb

ed

(b) Transfer category by evaluation layer
(the 6 works that evaluate a transfer mechanism)

0 0
2

G033, G145 0 0
T2 parameter trans-

fer / fine-tuning

0 0 1
G144 0 0T3 domain adaptation

0 0
2

G018, G019 0 0
T5 pre-training

across graphs

0 0 1
G032 0 0T6 federated transfer

Perception /

communication
Edge / fog

Cloud / offline

Digital twin
Testb

ed

Row totals (a): graph-based 28, classical ML/DL 32, temporal DL 8, digital-twin surrogate 4, XAI 3, federated 1, TabPFN-family 0. Column totals (a): 1 / 0 /
67 / 6 / 2. Shading is proportional to the count within each panel.

Figure 3. Deployment-layer evidence matrix from the traceability register (Supplementary Table S1):
(a) model family by evaluation layer for the 76 direct water-specific experimental works (E1, E1p);
(b) transfer category by evaluation layer for the 6 works that evaluate an explicit transfer mechanism
(T2, T3, T5, T6), with their register identifiers. No work is evaluated at a dedicated edge or fog layer,
and all six transfer-evaluating works are cloud or offline evaluations.

4.4. Recurring Methodological Weaknesses

Table 9 reports how many of the water-specific experimental works (E1, E1p) and of the
97 works that also include the benchmark or testbed works (E2) meet each item of the six-
item appraisal of Section 3.6. Two items, device-level deployment metrics and code or data
availability, were not coded at row level and are reported through the deployment-layer
coding and as a limitation (Section 3.8).

The appraisal yields four recurring weaknesses that constrain the synthesis. First,
generalization is rarely tested: only 6 of the 76 direct water-specific experimental works
evaluate an explicit transfer mechanism, 35 are validated on simulated data only, and none
reports a negative-transfer check. Second, deployment feasibility is not measured: device-
level latency, memory, energy, or communication metrics were not coded as a variable
because 75 of the 76 works are evaluated offline, in a digital twin or on a testbed, and
none reports device-level measurements for a TFM. Third, the cyber-physical evidence
is concentrated on a few shared testbeds (SWaT, WADI, and the BATADAL competition
network), so attack-detection results describe those testbeds rather than operational utilities.
Fourth, the data source of 3 works could not be established from the accessible text, and the
evidence class of every work is stated in Supplementary Table S1 so that the classification
can be audited.
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Table 9. Quality appraisal of the water-specific experimental works (E1, E1p; n = 76) and of all
water empirical and benchmark works (E1, E1p, E2; n = 97): number of works meeting each item
(Supplementary Table S3c).

Appraisal Item n (/76) n (/97) Note

Data source stated 73 93
3 E1 works and 1 E2 work give no
identifiable data source in the
accessible text

Validation protocol:
cross-system transfer
evaluated

6 6 T2, T3, T5, T6 works (Table 10)

Validation protocol:
same-network
simulation-to-field validation

1 1 G017 (coded T0)

Validation protocol:
benchmark or testbed split

4 25 LeakDB, BATADAL, SWaT/WADI,
SWaDNet; all 21 E2 works

Validation protocol:
in-distribution split on field or
operational data

27 27 Single system, no transfer claim

Validation protocol:
in-distribution split on
simulated data only

35 35 Single simulated network or scenario
set

Validation protocol: not stated 3 3 Same works as the first row

Transfer protocol reported
(source, target, adaptation
data)

6 6

All six works that claim transfer; two
further works report same-network
validation or maintenance (G017,
G117), not transfer

Device-level deployment
metrics

not coded not coded

75 of 76 works are evaluated at the
cloud/offline, digital-twin or testbed
layer (Figure 3); the single
perception-layer work is a
smart-metering pilot; no work reports
device-level metrics for a TFM

Code or data availability not coded not coded Not recorded at row level (Section 3.8)

Peer reviewed 75 96
One preprint (E1p) among the
experimental works; all E2 works
peer reviewed

5. Taxonomy and Critical Synthesis
5.1. Transfer Taxonomy Derived from the Coded Literature (RQ2)

The taxonomy in Table 10 was built in two steps. The categories were first defined from
the transfer-learning literature [18,19] and the federated-learning literature [10,20], then
each direct water-specific experimental work was assigned the category that best describes
what is reused between a source and a target. The counts are therefore not counts of papers
that mention transfer learning; they count works in which a reusable object is moved from a
source to a target and the target result is reported. Two properties of the distribution matter
for the rest of the review. First, 69 of the 76 direct water-specific experimental works do not
reuse anything across systems: they train and test within one network, testbed, or dataset.
Second, transfer, when present, is thinly spread across categories, and no work reports
cross-network synthetic-to-real transfer (T4; the one simulation-to-field validation [28]
concerns the same networks and is coded T0, Table 11) or a pre-trained tabular prior
applied to a water task (T7).
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Table 10. Transfer taxonomy derived from the traceability register. Counts refer to the 76 direct
water-specific experimental works (E1, E1p); transfer-evaluating works are identified by register ID
(Supplementary Table S1). The supporting-evidence column lists non-water method evidence (E3)
and proposals (C1) that inform a category without constituting water evidence.

Category What is Reused
(Transferable Object) n Water Water Studies Status Supporting Evidence and

Typical Mismatch

T0 No transfer Nothing; single-system
training and testing 70

The remaining 70
E1/E1p works
(Supplementary
Table S1)

Default practice Results describe one
network, plant, or testbed

T1 Conceptual only Transfer discussed, not
evaluated 0 – Proposal Reviews and conceptual

frameworks (C1)

T2 Parameter
transfer/fine-
tuning

Network weights re-trained
on a small target set 2 G033, G145 Demonstrated in

two water studies

Fine-tuning across a new
site or regime; mismatch:
same task, new site with
few labels

T3 Domain adapta-
tion/distribution
alignment

Feature alignment,
re-weighting, invariant
embeddings

1 G144 Demonstrated in
one WWTP study

Method surveys [18,19];
mismatch: demand regime,
calibration, seasonality

T4 Synthetic-to-real
transfer with field
validation

Simulator-trained detector
validated on field data of a
system other than the one
simulated; same-network
simulation-to-field
validation [28] is coded T0

0 – Not demonstrated
in water

Digital-twin scenario
generation; mismatch:
simulator bias, unmodeled
demand and control

T5 Topology- or
algorithm-
informed
pre-training across
graphs

Graph encoder pre-trained
across networks or on
algorithmic reasoning,
evaluated on unseen graphs

2 G018, G019
Demonstrated on
simulated
networks

GNN inductive
learning [11,26]; mismatch:
topology, sensor coverage,
hydraulic regime

T6 Feder-
ated/collaborative
transfer

Model updates exchanged
between utilities, DMAs, or
gateways

1 G032

Demonstrated in
one water study
(federated GAN for
hydrological
telemetry)

FedAvg and FL
survey [10,20]; mismatch:
non-IID clients,
communication, poisoning

T7 Pre-trained
tabular prior
(in-context
inference)

Synthetic-task prior
conditioned on a small local
table

0 – Not demonstrated
in water

TabPFN model
papers [14,15]; general (E3)
evidence only

5.2. Transfer Objects and Transfer Strategies for Graph-Based and Temporal Detectors

The taxonomy classifies studies by what is reused. The coded studies and the method
literature show that the reused object can be one of several things: the weights of a trained
network [16] (and, outside the register, in a WWTP biogas-prediction study [43]); a graph
encoder or message-passing scheme that represents relations among junctions, pipes,
tanks, pumps, and sensors [11,13,17]; a pre-trained tabular prior queried in context [14,32];
a simulator-generated scenario library or residual rule [28,38,46]; or, in the federated
literature, aggregated model updates [10,20]. Which object is worth transferring depends
on the target constraint rather than on the model family [18,19].

A target with a new sensor layout but ample normal-operation data favors transferring
a graph encoder and adapting the output layer; the closest tested configuration is the
multi-graph pre-training study, which reuses a pressure estimator on unseen simulated
networks [13]. A target with tabular streams and no usable topology favors a tabular prior
or a calibrated tree-based baseline [14,31], a configuration for which no water anomaly
evidence exists. A target that cannot share raw data favors federated updates, whose
non-IID and communication costs are documented only outside water [10]. Explanation
patterns are a further transferable object: the one WWTP study that tracks them, a biogas-
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production prediction study cited for method context outside the register, shows that
feature attributions can change after transfer [43].

For graph-based detectors, transfer is the central unresolved question, because each
utility has a different graph, sensor set, and hydraulic regime [12,13]. Table 11 lists the
strategies that the coded studies evaluate or that the method literature suggests, with the
source–target mismatch each addresses and the verification each requires. Two strategies
have water-specific experimental support, both on simulated targets: multi-graph pre-
training with randomized sensor placement [13] and algorithm-informed pre-training that
embeds flow-algorithm reasoning before the leak task [17]. One strategy has field support
for a temporal rather than a graph model, namely fine-tuning across DMAs [16], and
one study validates a simulation-trained graph detector on real events without moving
to another network [28]. The remaining strategies (domain adaptation, compression of a
cloud graph model for fog placement, federated aggregation) are proposals supported by
general method evidence. A graph-transfer study therefore has five elements to report:
the source graph and its sensor placement, the pre-training task, the transferred object,
the adaptation procedure and its data budget, and the target evaluation under the target
topology and sensor coverage [13,17,18].

Table 11. Transfer strategies for graph-based and temporal water anomaly detectors, with the source–
target mismatch each addresses, the verification each requires, and the evidence available in the
coded set.

Strategy Source Target Mismatch
Addressed

Verification Required Evidence in the Coded Set

Multi-graph
pre-training with
randomized sensor
placement

Several simulated
WDN graphs

Unseen simulated
WDN with sparse
pressure sensors

Topology;
sensor coverage

Evaluation on unseen
graphs and altered
sensor layouts

Demonstrated in
simulation [13] [E1]

Algorithm-informed
pre-training

Synthetic graphs
with known
flow-algorithm
behavior

Leak localization
under
out-of-distribution
hydraulic conditions

Shortcut
learning;
hydraulic
regime

Out-of-distribution
test conditions

Demonstrated in
simulation [17] [E1]

Simulation-to-field
validation of a graph
detector

EPANET-
simulated leaks for
two real networks

Real leak events in
the same networks

Simulator bias Reported
simulation-to-field
drop; transfer to other
networks

Same-network
simulation-to-field
validation only [28] (E1),
not counted as T4 because
source and target are the
same networks; drop not
reported

Fine-tuning of a
temporal detector
across systems

DMA with labeled
bursts

New DMA with few
labels

Site change;
label scarcity

Adaptation data size;
negative-transfer
check

Demonstrated on field data
with an LSTM [16] [E1]; not
tested for graph models

Retraining with
explanation-stability
tracking

Plant model under
one operating
regime

Changed regime or
plant

Regime shift;
explanation
drift

Attribution stability
before and after
transfer

Demonstrated for a WWTP
model [43] [E1]

Domain adaptation of
graph or tabular
features

Source network
with
normal-operation
data

Target with different
demand regime or
calibration

Distribution
shift without
labels

Alignment quality;
target false-alarm rate

Proposed; method
evidence only [18,19] [E3]

Compression or
distillation of a cloud
graph model for fog
placement

Cloud-trained
graph model

Fog gateway with
limited compute

Resource
constraints

Latency and memory
on the target
hardware; detection
loss after compression

Proposed; no water study;
constraints documented for
edge intrusion
detection [34] and
federated settings [10] [E3]

https://doi.org/10.3390/su182111431

https://doi.org/10.3390/su182111431


Sustainability 2026, 18, 11431 22 of 44

Table 11. Cont.

Strategy Source Target Mismatch
Addressed

Verification Required Evidence in the Coded Set

Federated aggregation
of detectors across
utilities

Several utilities or
DMAs with local
data

Shared model
without raw-data
pooling

Data-sharing
restrictions;
non-IID clients

Non-IID robustness,
communication
rounds, poisoning
resilience

One water instance
(federated GAN for
hydrological telemetry,
G032; [E1]); otherwise
general method
evidence [10,20] [E3]

5.3. Critical Synthesis by Evidence Pattern

The following subsections synthesize the coded evidence by pattern rather than by
study. For each pattern the text states what dominates, which assumptions the studies
share, where the studies contradict one another or their own deployment claims, and which
weaknesses recur.

5.3.1. Topology-Dependent Hydraulic Models

Graph-based models dominate the hydraulic evidence: graph neural networks and
topology-aware models account for 28 of the 76 direct water-specific experimental works
and are concentrated in the leak-detection and hydraulic-state categories (Table 7). The
shared assumption is that the pipe network is known, static, and fully represented in
the graph. This assumption is reasonable for the simulated benchmarks that are the data
source of most of these works, but it is weaker in operational networks, where sensor
coverage is sparse and changes over time. The register documents a small set of works
that address part of this problem by pre-training across graphs or algorithmic structure
and evaluating on networks not seen during training, including an algorithm-informed
graph model [17] and a transferable-metamodel study (G019 in Supplementary Table S1);
multi-graph pre-training with randomized sensor placement has also been reported for
pressure estimation [13]. Even so, this evidence is obtained on simulated targets, and no
graph study in the register reports validated transfer to a different field network, which is
why cross-graph transfer is treated as demonstrated in simulation but not yet in the field.

5.3.2. Benchmark-Based Cyber-Physical Detection

Attack detection is evaluated almost exclusively on three sources: the SWaT treatment
testbed, the WADI distribution testbed, and the BATADAL simulated network [3,49,50].
Detectors evaluated on these data in the coded set include a graph-structure-learning
model [30], a spatiotemporal model [51], and a GNN-based sensor-placement method
coupled with an LSTM detector on BATADAL that is updated monthly by fine-tuning
with weight interpolation [52] (model maintenance on the same network, coded T0: the T2
category requires parameters transferred from a different source system or regime, Table 10);
all report benchmark splits and none reports transfer to another plant or network. The
security reviews in the register list many more benchmark studies and consistently identify
the same limitation: high benchmark scores do not establish operational performance,
because the testbeds are small, attacks are scripted, and normal operation differs from a
utility with thousands of assets [2,23,44,45].

Two consequences follow for the transfer question. The source domain of almost all
attack-detection evidence is a testbed, so any deployment is a synthetic-to-real or testbed-
to-field transfer that the coded studies do not evaluate; and the graph in cyber-physical
detection is usually a learned dependency graph between sensors [30] rather than the pipe
topology, so results on these benchmarks do not transfer directly to the hydraulic GNN
pattern. The same dependency-graph approach has been developed for anomaly detection
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in computer-network telemetry [53,54]; these works are coded as general method evidence
(E3) because, according to their abstracts, they were not evaluated on water data, and they
should not be read as water-specific support for graph attention models.

5.3.3. Local Tabular Screening and TabPFN-Family TFMs

The general evidence for TFMs is stronger than the water evidence, and the two must
be kept apart. On general benchmarks, TabPFN is reported to perform well on small tabular
datasets without task-specific training [14,15], in a regime where tuned tree ensembles were
previously the reference [31]. Outside water, TabPFN and its variants have been applied
to intrusion detection in industrial IoT, with reported limits on sample and feature counts
that motivated an ensemble variant for multi-access edge computing [33,34], and to graph
benchmarks where tabularized node features let TabPFN compete with GNNs in some
settings [35]. In the traceability register, however, all four TFM works (G066–G069) are
classified as general method evidence (E3), and the register contains no water-specific TFM
anomaly-detection study. The only water-adjacent TFM application identified, a TabPFN
study of irrigation water-quality index prediction [32], addresses regression rather than
anomaly detection, so it fails criterion (i) of Section 3.3 (it neither detects anomalies nor
estimates the hydraulic state that supports detection); it is not part of the register and is
cited as context, not as water-specific evidence. The role of TFMs as local anomaly screeners
in water systems is therefore a proposal that follows from the tabular structure of node-level
data, not from water experiments, and their feasibility on embedded or gateway devices in
water is undemonstrated.

5.3.4. Transfer-Aware and Federated Adaptation

Among the 76 direct water-specific experimental works, only 6 evaluate an explicit
transfer mechanism (Table 10). They show that fine-tuning can reduce the labeled data
needed for detection at a new site or under a changed regime (G033, G145), that pre-training
across graphs or algorithmic structure can produce detectors that work on unseen simulated
networks (G018, G019), and that domain adaptation can be applied to a wastewater-
treatment fault-diagnosis task (G144). Federated learning appears in the water-specific
experimental evidence: one study implements a federated generative model for anomaly
detection and repair of hydrological telemetry data (G032, class E1, transfer category T6).
Because the conclusions on federated learning and on domain adaptation each rest on
a single study, their eligibility is stated explicitly: G032 meets criterion (i) as anomaly
detection in river and environmental water sensing (hydrological telemetry), a water
setting named in Section 3.3 but not a distribution network, and G144 as fault diagnosis
of a wastewater treatment process with transfer between operating periods of the same
plant; neither concerns a water distribution network, and the synthesis does not generalize
from them to WDNs. This evidence is nonetheless limited and emerging; it is a single water
study set against a much larger body of general federated-learning method work [10,20],
so privacy-preserving collaborative transfer in water systems is best described as sparsely
evidenced rather than demonstrated at scale, and no water study reports domain adaptation
with distribution alignment beyond the single fault-diagnosis case.

The premise that labeled anomalies are scarce is visible in the corpus itself: of the
76 water-specific experimental works, 39 train on simulated anomalies, 30 use field, pilot,
laboratory-rig or real operational data, 4 use benchmark or testbed data, and 3 do not state
their data source (Table 8), so detectors are far more often learned from simulated events or
from unlabeled normal operation than from labeled field anomalies. Two cross-domain
works, cited here for method context only and not counted in the register (Section 3.5),
indicate the mechanisms that the water literature has not yet tested. A federated anomaly-
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detection study on heart sounds shows that collaborative detection can be trained across
clients with weak or no labels [55], which is the regime that a multi-utility extension of the
single water study (G032) would face under T6. A few-shot anomaly-detection baseline
built on an immunity-inspired prototype network [56] shows that a detector can be adapted
from a handful of labeled anomalies, which is the data-efficiency claim that the two water
fine-tuning studies (T2) make with far fewer comparisons. Neither work involves water
data; they are cited only to locate the water evidence relative to current few-shot and
weak-label methods.

5.3.5. Validation and Trust Layers: Digital Twins and XAI

Digital twins appear in two experimental studies, a peer-reviewed study in which
a hydraulic model generates the scenarios on which a detector is trained and tested [38]
and in one conceptual framework [39]; the doctoral thesis in which a graph-convolutional
twin estimates pump speeds and supports state estimation on benchmark networks [46]
reports the work of G112 at thesis level and is linked to that register entry rather than
counted separately (Section 3.5); reviews mention them as a direction [6,12]. The evidence
supports their use as scenario generators and hydraulic plausibility checks for alerts, but
no coded study closes the loop from twin-generated training to field validation, which is
why twin-to-field transfer is coded as proposed. XAI appears in three experimental studies:
fuzzy rule explanations for leak detection [42], learned dependency graphs and attention
scores for attack detection [30], and feature-attribution stability under transfer for a WWTP
model [43]. The third result is the most relevant to the transfer question: it indicates that
adapting a model to a new domain can change which features the explanation highlights,
so explanations validated on the source cannot be assumed to hold on the target. No coded
study evaluates explanations with operators, so operator trust remains an assumption in
the reviewed literature rather than a measured outcome.

6. Comparative Analysis of the Model Families
6.1. Qualitative Comparison of Graph-Based Models and TabPFN-Family TFMs (RQ3)

Table 12 compares the two model families along the dimensions that the synthesis
identified as decisive, and states for each cell the class of evidence that supports it. A
numerical scoring of these dimensions was deliberately avoided: the dimensions are not
measured on a common scale in the reviewed studies, and any score would be an author
judgment presented with artificial precision. The comparison supports a division of roles
rather than a ranking. Graph-based models have water-specific evidence for topology-
dependent tasks and are the only family with evidence of generalization to unseen networks,
although that evidence is simulated. TFMs have only general method evidence (E3) for
fast inference on small tables; the one water-adjacent TFM study, a water-quality index
regression [32], lies outside the register and does not address anomaly detection. Their
role as local screeners is therefore a proposal that follows from the tabular structure of
node-level data, not from water experiments.

Table 12. Qualitative comparison of graph-based models and tabular foundation models. The
evidence class of each cell is given in brackets; “proposed” marks cells with no water-specific
experimental support in the coded set.

Dimension Graph-Based Models (GNNs, Topology-Aware Net-
works) Tabular Foundation Models (TabPFN Family)

Data structure exploited Pipe topology or learned sensor-dependency graph plus
node time series [E1, E2] Small multivariate tables without topology [E3]
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Table 12. Cont.

Dimension Graph-Based Models (GNNs, Topology-Aware Net-
works) Tabular Foundation Models (TabPFN Family)

Water tasks with experi-
mental evidence

Leak detection and localization, pressure estimation, con-
sumption anomalies, contamination detection, and attack
detection on testbeds [E1, E1p, E2]

One water-adjacent study, on water-quality index predic-
tion [32]; no water anomaly-detection study in the register
[proposed]

Generalization to unseen
systems

Two studies on simulated networks [13,17] [E1]; one
simulation-trained detector validated on real events in
its own networks [28] [E1]; none across field networks

None in water; in-context inference is itself a form of
transfer of a synthetic prior [E3]

Deployment-layer evi-
dence

Cloud or offline for 67 of the 76 water works, with 6 com-
bining cloud and a digital twin and 2 testbed evaluations
[E1, E1p]; no dedicated edge or fog evaluation

Edge/MEC intrusion detection outside water [33,34] [E3];
no device-level water evidence [proposed]

Data requirements Topology, sensor placement, and long normal-operation
records; simulation often substitutes for field data

A small labeled context table; documented limits on rows
and features [14,34] [E3]

Interpretability evidence Attention or learned graphs [30] and fuzzy rules [42] [E2,
E1p]

None reported in water; general post-hoc methods appli-
cable [40,41] [E3]

Privacy and federation
One water federated study (federated GAN for hydrolog-
ical telemetry, G032) [E1]; evidence limited and emerging;
model updates are large

No federated water study [proposed]; the prior is shared
while the context stays local by construction

Main transfer risk Dependence on one topology and sensor layout; shortcut
learning [13,17]

Distribution drift, calibration change, and sample or fea-
ture limits; unverified in water

Role suggested by the ev-
idence

Network-level diagnosis in fog, cloud, or digital-twin
layers

Candidate for local screening at gateway level, pending
water-specific and device-level validation

6.2. Reported Performance Values Are Not Comparable Across Studies

The coded studies report F1-scores, detection rates, false-alarm rates, localization
accuracies, and state-estimation errors on different datasets, anomaly definitions, splits, and
prevalence levels. For this reason the review does not present a cross-study performance
figure in the main text. The review does not tabulate reported performance values in the
supplementary material either; two values may be compared only when the dataset version,
preprocessing, anomaly definition, split, and metric definition are identical, which is the
case for none of the pairs in the coded set except for models evaluated on the same public
benchmark under its published split [30,51]. Even in that case the comparison describes
benchmark performance, not transfer or deployment performance.

6.3. Failure Modes and Controls

A transfer-aware AIoT detector can fail at the data, model, transfer, privacy, and
decision layers, and the coded evidence indicates which failures are currently unmea-
sured. Data-layer failures (missing or relocated sensors, drift, biased simulation, class
imbalance) are addressed in simulation by two studies, one through randomized sensor
placement [13] and one through the analysis of monitoring-system failures [46], and are
otherwise unreported. Model-layer failures (shortcut learning, poor out-of-distribution
behavior, false-alarm accumulation) are addressed by two graph studies [13,17] and are
otherwise invisible in in-distribution evaluations. Transfer-layer failures (negative transfer
when source and target are insufficiently related) are not reported by any water study,
because none reports a negative-transfer check. Privacy-layer failures (raw-data leakage,
poisoning, non-IID instability) are documented in the federated-learning literature [10] but
have no water measurement. Decision-layer failures (uninterpretable alerts, unverified
actions) are partly addressed by the three XAI studies and not at all by operator evalua-
tions. The controls that follow from this list are the evaluation blocks of Section 7.2: report
source–target relatedness, adaptation data size, target-domain validation, deployment cost,
and explanation stability alongside detection metrics.
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6.4. Answers to the Research Questions

RQ1 (application evidence). The traceability register contains 76 direct water-specific
experimental works (E1, E1p) in six application categories (Table 7). Hydraulic tasks
dominate: leak detection and localization (43 works) and burst, hydraulic anomaly, or
state estimation (9) together account for 52 of the 76 works; cyber-physical attack detection
(8), water quality (9), WWTP process anomaly (4), and sensor fault or data quality (3) are
comparatively sparse. Graph neural networks and topology-aware models are used in 28
of the 76 works (the 32 graph-based works of Table 6 also count one E2 graph detector
evaluated on the SWaT and WADI testbeds and three E3 graph-learning foundations)
and are the main family for hydraulic tasks, while TFMs have no water-specific anomaly-
detection instance. By data source, 39 works use simulation, 30 use field, pilot, laboratory-
rig or real operational data, 4 use a public water benchmark or testbed, and 3 do not state
the source in the accessible text; the 21 E2 benchmark or testbed works add the SWaT,
WADI, and BATADAL evidence (Table 8).

RQ2 (transfer). Of the 76 direct water-specific experimental works, 6 evaluate an
explicit transfer mechanism: two fine-tune across sites or regimes (T2), one applies domain
adaptation to a wastewater-treatment task (T3), two pre-train across graphs or algorithmic
structure (T5), and one uses federated collaborative transfer (T6). No work reports cross-
network synthetic-to-real transfer (T4) or a pre-trained tabular prior applied to a water task
(T7), and none reports a negative-transfer check. Federated learning is present in a single
water study, and domain adaptation has one instance. The evidence therefore supports
fine-tuning and cross-graph pre-training as feasible transfer strategies, largely in simulation
for the graph models, and does not yet support broad claims about privacy-preserving
collaborative transfer or twin-to-field transfer in water systems.

RQ3 (complementary roles). The evidence supports a division of roles rather than a
ranking (Table 12). Graph-based models are evaluated almost entirely in cloud, offline, or
digital-twin settings and provide network-level diagnosis; TFMs are candidates for local
screening, a role that follows from general tabular evidence and from the tabular structure
of node-level data rather than from water experiments (Section 5.3.3). Digital twins support
scenario generation and XAI provides explanations in a few studies; neither has been
evaluated with operators. The gap map of Section 7.3 (Figure 4) locates these roles on the
AIoT layers, with each component labeled as demonstrated or proposed (Section 7.3).

7. Research Gaps and Future Research Agenda
7.1. Gaps Linked to the Coded Evidence

Table 13 lists the gaps that the synthesis identified, the count from the traceability
register that documents each gap, and the implication for future studies. Each count refers
to the 76 direct water-specific experimental works (E1, E1p) unless stated otherwise, and
the works behind each count are identified by their register identifiers in Supplementary
Table S1.

Table 13. Research gaps linked to counts from the traceability register (n = 76 direct water-specific
experimental works; identifiers in Supplementary Table S1).

Gap Coded Evidence Implication

No standard source–target
protocol

6 of 76 evaluate an explicit transfer mechanism; 0
report a negative-transfer check

Transfer claims should be accompanied by source
and target definitions, adaptation data size, target
performance, and a negative-transfer check

Synthetic-to-real transfer is rarely
validated

39 of 76 train on simulation; 0 report cross-network
synthetic-to-real transfer (T4), and one validates on
field events of the same networks [28]

Twin-to-field studies with an explicit performance
drop are needed before simulation-trained detectors
can be recommended for deployment
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Table 13. Cont.

Gap Coded Evidence Implication

Deployment metrics are absent

device-level latency, memory, energy, or
communication metrics were not coded as a variable;
75 of 76 works are evaluated at the cloud/offline,
digital-twin or testbed layer (Table 9); 0 report
device-level metrics for a TFM

Edge and gateway claims, including for TFMs,
should be supported by measurements on the
intended hardware

Field validation is limited

30 of 76 use field, pilot, laboratory-rig or real
operational data; 39 use simulation; 4 use a public
water benchmark or testbed; 3 do not state the
source; the 21 E2 works add testbed data

Benchmark and simulation results should be labeled
as such; utility partnerships are needed for external
validation

Federated learning is thinly
evidenced

1 of 76 implements federated training (G032);
otherwise the mechanism appears only in general
method evidence [10,20] and in review proposals

Federated transfer across utilities or DMAs should
be evaluated with non-IID, communication, and
security metrics before it is presented as a solution to
data-sharing constraints

XAI is rarely evaluated and never
with operators

3 of 76 works report an explanation method (coded
XAI method, Table 7); 0 report an operator evaluation

Explanation stability after transfer and operator
usefulness should be reported as acceptance criteria

TFMs lack water anomaly
evidence

0 of 76 use a TFM for water anomaly detection; the
four TFM works in the register are general method
evidence (E3), and the one water-adjacent TabPFN
study concerns water-quality index prediction and
lies outside the register

Water-specific anomaly studies with drift and
calibration changes are needed before the class can
be recommended as a local screener

Edge screening and network
diagnosis are not integrated

0 of 76 are evaluated at a dedicated edge or fog layer;
0 combine local tabular screening with a
network-level graph model

Two-stage designs should be evaluated for
false-alarm reduction and localization gain

Reproducibility and benchmark
alignment are weak

cyber-physical evidence rests on a few shared
testbeds (SWaT, WADI, BATADAL); no public
benchmark provides source–target splits for transfer

Benchmark packages with topology, sensor
placement, anomaly labels, transfer splits, and twin
scenario files would enable comparable transfer
studies

7.2. Future Research Agenda

The agenda follows from the gaps and is framed as testable study designs rather than
as generic recommendations. It merges the evaluation protocol and the reporting checklist
that the synthesis implies.

Evaluation design. Future transfer-aware studies should report four evaluation
blocks, because each answers a different question (Table 14). In-distribution detection
shows whether the detector solves the benchmark task; out-of-distribution transfer shows
whether it generalizes to a new topology, sensor layout, utility, or anomaly mechanism;
deployment feasibility shows whether it can run at the intended AIoT layer; and decision
usefulness shows whether operators receive stable and actionable evidence. Among the 76
direct water-specific experimental works, most report the first block, 7 report part of the
second, only a small number report device-level feasibility for the third, and none report
the fourth.

Prioritized study designs. Five designs would address the largest gaps. (1) A cross-
network GNN transfer benchmark that trains on one or more source WDNs and evaluates
on at least one unseen target network under altered sensor placement, extending the two
simulated studies and the single simulation-to-field validation to field targets in other
networks [13,17,28]. (2) A two-stage pipeline in which a TFM or compact tabular model
screens local windows at a gateway and a graph model diagnoses spatial context at the
fog or twin layer, evaluated for false-alarm reduction, localization gain, and device-level
cost; this design would provide the water anomaly evidence that TFMs currently lack. (3)
A federated transfer study across simulated utilities or real utility partitions, reporting rare-
event detection, communication rounds, client imbalance, personalization strategy, and
robustness to non-IID data [10,20]. (4) A synthetic-to-real digital-twin study that generates
leak, burst, quality, and attack scenarios in a calibrated twin, adapts the detector to field
data, and reports the performance drop [38,46]. (5) An explanation-stability study that
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compares attributions, attention, fuzzy rules, and graph saliency before and after transfer
and assesses them with operators [40–43]. (6) A local-screening study that compares a
TabPFN-family model with a time-series foundation model [36,37] on the same water
sensor windows, reporting detection quality, calibration under drift, and device-level cost
at the gateway.

Table 14. Recommended evaluation design for transfer-aware AIoT water anomaly-detection studies.

Evaluation Block Question Answered Minimum Reporting Why It Is Needed

In-distribution detec-
tion

Does the model solve the task un-
der the reported split?

Precision, recall, F1, PR-AUC, false-
alarm rate, anomaly prevalence, con-
fusion matrix

Necessary but insufficient
for rare events; the block re-
ported by most coded stud-
ies

Out-of-distribution
transfer

Does the model adapt to a new
topology, sensor layout, utility, or
anomaly mechanism?

Source and target definitions, source–
target performance drop, adaptation
data size, negative-transfer check

Tests the transfer claim di-
rectly; reported in part by
only 6 of the 76 direct water-
specific works

Deployment feasibil-
ity

Can the detector run at the in-
tended layer?

Latency, memory, model size, commu-
nication rounds, energy proxy on the
intended hardware

Edge, fog, cloud, and fed-
erated settings impose dif-
ferent constraints; 75 of the
76 water works are evalu-
ated offline, in a twin or on
a testbed, and device-level
metrics are never reported
for a TFM in water

Decision usefulness Does the system support trusted
operational action?

Explanation stability before and after
transfer, localization clarity, operator
feedback

Translates model output
into operational decisions;
reported by none of the
works

Minimum reporting checklist. Studies that build on this review should report the
data source and its type (simulation, testbed, field); the anomaly type, definition, and
prevalence; topology availability and sensor placement; the train–validation–test strategy
and, for transfer studies, the source–target split and adaptation data size; the computational
footprint at the intended layer; the privacy mechanism, if any; and the explanation method
and its stability. Reporting these items would make the literature usable by utilities, which
need to know not whether a model worked in one paper but whether it can be transferred
to their own infrastructure with limited labels, different sensors, strict data-sharing rules,
and a need for explainable alarms.

7.3. A Gap Map for Transfer-Aware AIoT Anomaly Detection

Figure 4 is a gap map, not a proposed architecture. It places on the AIoT layers
each component that the coded evidence has demonstrated in at least one water-specific
experimental study (solid elements) and each component that remains a proposal resting
on general method evidence or on reviews (dashed elements), and it is derived from the
gaps of Section 7.1 and the agenda of Section 7.2: every dashed element corresponds to an
agenda item. No reviewed study implements or validates the layout as a whole, and the
map does not advance a new architecture; its purpose is to show where the water evidence
stops. Table 15 makes the same distinction explicit for every component.
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Perception and communication layer
pressure, flow, quality, acous-

tic, meter and SCADA streams
over LPWAN / MQTT / OPC UA

[demonstrated: field pilots and testbeds]

Edge / gate-
way screening

TFM or compact
tabular model on local

windows (T7 prior)
[proposed: no water
anomaly evidence]

Fog / sub-network
diagnosis

GNN on pipe topol-
ogy or learned

dependency graph
[demonstrated offline;

fog placement proposed]

Federated aggregation
model updates from util-
ities, DMAs or gateways,

no raw-data pooling
[proposed: general

evidence only]

Cloud training and
model registry
source models,

benchmark report-
ing, versioning
[demonstrated]

Digital twin
hydraulic scenario

generation and
plausibility checks
[scenario genera-

tion demonstrated;
field loop proposed]

Operator interface / XAI
explanations, response,
maintenance feedback
[explanations demon-

strated; operator
evaluation proposed]

tabular windows network streams

local alerts

data,
results

T2 fine-tuning,
T5 pre-training
(demonstrated)

T3 domain adaptation (proposed)

T6 federated
updates (proposed)

scenarios
(demonstrated)

T4 twin-to-field
transfer (proposed)

alerts and explanations (demonstrated)

plausibility check (proposed)

feedback (proposed)

Perception

Edge / fog

Cloud / twin

Operator

Figure 4. Gap map for transfer-aware AIoT anomaly detection, derived from the gaps and agenda
of Section 7. Solid boxes and arrows have support in at least one water-specific experimental
study; dashed ones are proposals resting on general method evidence or reviews (Table 15). T2–T7
are the transfer categories of Table 10; T4 has no instance (the single same-network simulation-
to-field validation [28] is coded T0), so the twin-to-field arrow remains proposed. TFM: tabular
foundation model.

Table 15. Components of the gap map, separated into those supported by reviewed empirical water
literature and those that remain proposals with a stated validation need.

Component Supported by Reviewed Empirical Water Literature Proposed Synthesis and Future Validation Need

Perception and communi-
cation

LoRaWAN metering pilot [9]; testbed instrumenta-
tion [49,50]; IoT water-quality sensing [57]

Sensor-placement changes as an explicit transfer mis-
match (tested in simulation only [13])

Edge screening with TFMs

No direct water-specific TFM anomaly-detection evi-
dence. One water-adjacent TabPFN study concerns irriga-
tion water-quality index prediction rather than anomaly
detection; the remaining support is general tabular-
learning or industrial-IoT evidence.

Water-specific anomaly validation; device-level latency,
memory, and energy measurements; drift handling; com-
parison with calibrated tree-based and temporal base-
lines.

Fog or cloud graph diagno-
sis

Leak, pressure, consumption, contamination, and attack
detection with graph models (28 graph-based works, Ta-
ble 7; Figure 3)

Placement at the fog layer with compression; evaluation
under sensor removal and topology change

Transfer between systems
(T2, T5)

Fine-tuning across sites or regimes (G033, G145; T2) and
cross-graph or algorithm-informed pre-training on un-
seen simulated networks (G018, G019; T5)

Standard source–target protocol with adaptation data
size and negative-transfer checks; field targets
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Table 15. Cont.

Component Supported by Reviewed Empirical Water Literature Proposed Synthesis and Future Validation Need

Domain adaptation (T3) One wastewater-treatment fault-diagnosis study (G144) Alignment across demand regimes and calibrations; com-
parison with fine-tuning

Synthetic-to-real transfer
(T4)

None across networks; 39 of the 76 works train on simu-
lation, one of which validates on field events of the same
networks [28]

Twin-to-field evaluation across networks with the perfor-
mance drop reported

Federated aggregation (T6)
One water study, a federated GAN for hydrological
telemetry (G032) [E1]; otherwise general method evi-
dence [10,20]

Non-IID robustness, communication cost, personaliza-
tion, and poisoning resilience for water clients

Digital twin
Scenario generation for detector training and testing [38];
graph-convolutional twin for pump-speed and state esti-
mation on benchmark networks [46]

Closed loop from twin scenarios to field alerts; calibration
reporting

XAI and operator interface Fuzzy rules [42]; attention and learned graphs [30]; attri-
bution stability under transfer [43]

Explanation stability after transfer as an acceptance crite-
rion; operator studies

8. Conclusions
This systematic review asked whether anomaly detectors for AIoT-enabled water

infrastructures transfer across heterogeneous systems. On the basis of a traceable register of
150 works, of which 76 are direct water-specific experimental studies, the evidence supports
three conclusions. First, graph-based models have the strongest water-specific evidence
for topology-dependent tasks and are the only family with evidence of generalization
to unseen networks, although only in simulation. Second, tabular foundation models,
which in the retrieved evidence means the TabPFN family, rest on general tabular-learning
evidence and one water-adjacent prediction study; their use as local anomaly screeners
and their feasibility on embedded devices remain proposals. Third, transfer is the least
developed axis: only 6 of the 76 experimental works evaluate an explicit transfer mecha-
nism, no work reports cross-network synthetic-to-real transfer or a negative-transfer check,
federated learning appears in a single water study, and no study evaluates explanations
with operators.

The contribution of the review is the apparatus that makes these statements auditable
rather than the statements themselves: an evidence-class scheme that keeps water-specific
results apart from general method claims, a transfer taxonomy with counts, a gap map that
locates demonstrated and proposed components on the AIoT layers, and an evaluation
agenda built on source–target protocols. Its main limitations are the single-coder screening
and coding, quantified for a sample by a second coder, the partial reliance on metadata
rather than full text for some register entries, and the absence of a subscription-database
search; every coding decision is recorded in the register so that it can be checked. The next
step for the field is therefore not a new model family but a change in evaluation practice, in
which water anomaly detectors are reported with their transfer behavior, deployment cost,
and explanation stability. For sustainable water management the implication is concrete:
the components already supported by evidence can reduce water losses and response times
where topology and data exist, whereas the components that would carry these gains to
data-poor utilities, cross-network transfer, federated adaptation, and embedded tabular
screening, are those for which evidence is thinnest, and closing that gap is where research
on AIoT anomaly detection can most directly serve the sustainability of water services.

Supplementary Materials: The following are available at https://www.mdpi.com/article/10.339
0/su182111431/s1, Supplementary Table S1, the verified global traceability register of the exact 150
retained scholarly works (identifiers G001–G150, source information, DOI or stable URL, evidence
class, search provenance, coding status, transfer category, deployment layer, and inclusion role),
provided as a machine-readable file (data/S1_verified_global_traceability_register_150.csv
and supplementary/S1_verified_global_traceability_register_150.xlsx) together with the

https://doi.org/10.3390/su182111431

https://www.mdpi.com/article/10.3390/su182111431/s1
https://www.mdpi.com/article/10.3390/su182111431/s1
https://doi.org/10.3390/su182111431


Sustainability 2026, 18, 11431 31 of 44

modular search blocks, the search-route and verification log, and the PRISMA counts; Supplementary
Table S2, the coding variables applied to the register; Supplementary Table S3, evidence-class defini-
tions and quality-appraisal criteria; Supplementary Figures S1–S4, layer diagrams of GNN message
passing, transfer-learning pipeline, federated learning, and digital-twin/XAI integration; Supplemen-
tary Table S4, the completed PRISMA 2020 checklist and PRISMA 2020 for Abstracts checklist.
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DMA District metered area
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FL Federated learning
GAN Generative adversarial network
GNN Graph neural network
ICS Industrial control system
IID Independent and identically distributed
IoT Internet of Things
LSTM Long short-term memory
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OSF Open Science Framework
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RQ Research question
SCADA Supervisory control and data acquisition
SWaT Secure Water Treatment testbed
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TFM Tabular foundation model
TL Transfer learning
WADI Water Distribution testbed
WDN Water distribution network
WWTP Wastewater treatment plant
XAI Explainable artificial intelligence

Appendix A. Included Works of the Traceability Register
Table A1 lists the 150 unique scholarly works of the traceability register (Supplemen-

tary Table S1) with their evidence class, water domain, application category or role, and
reference, so that every included work is cited. Evidence classes are defined in Table 5: E1,
peer-reviewed water-specific experiment; E1p, water-specific experiment not journal peer
reviewed; E2, benchmark or testbed study; E3, general method evidence; C1, review, con-
ceptual, or contextual work. The full coding of every work (dataset, model family, transfer
category, deployment layer, quality appraisal, and coding basis) is given in Supplementary
Tables S1 and S2.

Table A1. Included works (n = 150) by register identifier, evidence class, water domain, and
application category or role, with the corresponding reference.

ID Class Water Domain Application Category or Role Ref.

G001 E1 WDN burst/hydraulic anomaly and
state estimation [58]

G002 E1 WDN leak detection/localization [59]
G003 E1 WDN leak detection/localization [60]
G004 E1 WDN leak detection/localization [61]
G005 E1 WDN leak detection/localization [62]
G006 E1 WDN leak detection/localization [63]
G007 E1 WDN leak detection/localization [64]
G008 E1 WDN leak detection/localization [65]
G009 E1 WDN leak detection/localization [66]
G010 E1 WDN leak detection/localization [67]
G011 E1 WDN leak detection/localization [68]
G012 E1 WDN leak detection/localization [69]
G013 E1 WDN leak detection/localization [70]

G014 E1 WDN burst/hydraulic anomaly and
state estimation [71]

G015 E1 WDN burst/hydraulic anomaly and
state estimation [72]

G016 E1 WDN leak detection/localization [73]
G017 E1 WDN leak detection/localization [28]
G018 E1p WDN leak detection/localization [17]

G019 E1 WDN burst/hydraulic anomaly and
state estimation [74]

G020 E1 WDN burst/hydraulic anomaly and
state estimation [75]

G021 E1 WDN burst/hydraulic anomaly and
state estimation [13]

G022 E1 WDN burst/hydraulic anomaly and
state estimation [76]

G023 E1 WDN burst/hydraulic anomaly and
state estimation [77]

G024 E1 water quality water quality [78]
G025 E1 WDN water quality [79]
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Table A1. Cont.

ID Class Water Domain Application Category or Role Ref.

G026 E1
river or
environmental water
sensing

water quality [80]

G027 E1 water quality water quality [81]
G028 E1 water quality sensor fault/data quality [82]
G029 E1 water quality sensor fault/data quality [83]

G030 E1 water treatment
works water quality [84]

G031 E1 WWTP WWTP process anomaly [85]

G032 E1 hydrological
telemetry sensor fault/data quality [86]

G033 E1 WDN burst/hydraulic anomaly and
state estimation [16]

G034 E1 WDN cyber-physical attack [87]
G035 E1 WDN cyber-physical attack [88]
G036 E1 WDN cyber-physical attack [89]
G037 E1 WDN cyber-physical attack [90]
G038 E1 WDN cyber-physical attack [91]
G039 E1 WDN cyber-physical attack [92]

G040 E2 water cyber-physical
testbed cyber-physical attack [49]

G041 E2 water cyber-physical
testbed cyber-physical attack [50]

G042 E2 water cyber-physical
testbed cyber-physical attack [93]

G043 E2 water cyber-physical
testbed cyber-physical attack [3]

G044 E2 water cyber-physical
testbed cyber-physical attack [94]

G045 C1 WDN review/survey [95]
G046 C1 WDN review/survey [96]
G047 C1 WDN review/survey [97]

G048 C1 water cyber-physical
testbed review/survey [2]

G049 C1 water cyber-physical
testbed review/survey [98]

G050 C1 WDN review/survey [99]
G051 C1 WDN review/survey [100]
G052 C1 WDN review/survey [101]
G053 C1 water quality review/survey [102]
G054 C1 WDN review/survey [103]
G055 C1 smart metering review/survey [104]
G056 E3 general (not water) general method/reference [24]
G057 E3 general (not water) general method/reference [18]
G058 E3 general (not water) general method/reference [105]
G059 E3 general (not water) general method/reference [106]
G060 E3 general (not water) general method/reference [20]
G061 E3 general (not water) general method/reference [10]
G062 E3 general (not water) general method/reference [25]
G063 E3 general (not water) general method/reference [26]
G064 E3 general (not water) general method/reference [107]
G065 E3 general (not water) general method/reference [11]
G066 E3 general (not water) general method/reference [108]
G067 E3 general (not water) general method/reference [14]
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Table A1. Cont.

ID Class Water Domain Application Category or Role Ref.

G068 E3 general (not water) general method/reference [109]
G069 E3 general (not water) general method/reference [110]
G070 E3 general (not water) general method/reference [41]
G071 E3 general (not water) general method/reference [40]
G072 E3 general (not water) general method/reference [111]
G073 E3 general (not water) general method/reference [112]
G074 E3 general (not water) general method/reference [113]
G075 E3 general (not water) general method/reference [114]
G076 E3 general (not water) general method/reference [115]
G077 E3 general (not water) general method/reference [116]
G078 E3 general (not water) general method/reference [117]

G079 E2 water treatment
testbed

cyber-physical anomaly
detection [118]

G080 E2 water cyber-physical
testbed

cyber-physical anomaly
detection [119]

G081 E2 water cyber-physical
testbed cyber-physical attack detection [120]

G082 C1 general (not water) general method/reference [121]
G083 E3 general (not water) general method/reference [122]
G084 C1 urban water security water security assessment [123]
G085 C1 general (not water) general method/reference [124]
G086 C1 general (not water) general method/reference [125]
G087 C1 general (not water) general method/reference [126]

G088 E2 water cyber-physical
testbed multivariate anomaly detection [30]

G089 C1 general (not water) general method/reference [127]
G090 C1 general (not water) general method/reference [128]

G091 E2 water cyber-physical
testbed cyber-physical attack detection [129]

G092 E3 general (not water) general method/reference [130]

G093 C1 watershed water
security water security assessment [131]

G094 E3 general (not water) general method/reference [132]
G095 C1 general (not water) general method/reference [133]

G096 C1 water security water security assessment
review [134]

G097 E3 general (not water) general method/reference [135]
G098 C1 general (not water) general method/reference [136]

G099 E2 water cyber-physical
testbed

cyber-physical anomaly
detection [137]

G100 E2 clean-water supply
testbed anomaly detection [138]

G101 E3 general (not water) general method/reference [139]

G102 E2 water treatment
testbed

predictive safety / anomaly
impact [140]

G103 E2 water cyber-physical
testbed multivariate anomaly detection [141]

G104 C1 general (not water) general method/reference [142]

G105 E2 water treatment
testbed

continuous cyber-physical
security [143]

G106 E3 general (not water) general method/reference [144]

G107 E2 water treatment
testbed cyber-physical attack detection [145]

G108 E2 water treatment
testbed cyber-physical attack detection [146]
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Table A1. Cont.

ID Class Water Domain Application Category or Role Ref.

G109 E2 water treatment
testbed cyber-physical attack detection [147]

G110 E3 general (not water) general method/reference [148]
G111 E1 WDN water quality [149]
G112 E1 WDN cyber-physical attack [150]
G113 E1 WDN leak detection/localization [151]
G114 E1 WDN leak detection/localization [152]
G115 E1 WDN leak detection/localization [153]
G116 E1 water quality water quality [154]
G117 E1 WDN cyber-physical attack [52]
G118 E1 WDN leak detection/localization [155]
G119 E1 WDN leak detection/localization [156]
G120 E1 WWTP WWTP process anomaly [157]
G121 E1 WDN leak detection/localization [158]
G122 E1 WWTP WWTP process anomaly [159]
G123 E1 water quality water quality [160]
G124 E1 WDN leak detection/localization [161]
G125 E1 WDN leak detection/localization [162]
G126 E1 WDN leak detection/localization [163]
G127 E1 WDN leak detection/localization [164]

G128 E2 water cyber-physical
testbed cyber-physical attack [165]

G129 E1 WDN leak detection/localization [166]
G130 E1 WDN leak detection/localization [167]
G131 E1 WDN leak detection/localization [168]
G132 E1 WDN leak detection/localization [169]
G133 E1 WDN leak detection/localization [170]
G134 E1 WDN leak detection/localization [38]
G135 E1 WDN leak detection/localization [171]
G136 E1 WDN leak detection/localization [172]
G137 E1 WDN leak detection/localization [173]
G138 E1 WDN leak detection/localization [174]

G139 E1
river or
environmental water
sensing

water quality [175]

G140 E1 WDN leak detection/localization [176]
G141 E1 WDN leak detection/localization [177]
G142 E1 WDN leak detection/localization [178]
G143 E2 WDN cyber-physical attack [179]
G144 E1 WWTP WWTP process anomaly [180]
G145 E1 WDN leak detection/localization [181]
G146 E1 WDN leak detection/localization [182]
G147 E1 WDN leak detection/localization [183]
G148 E2 WWTP WWTP process anomaly [184]
G149 E1 WDN leak detection/localization [185]
G150 E1 WDN leak detection/localization [186]
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