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Abstract: In the current context of sustainability management and energy insecurity, ampli-
fied by the military instability determined by the war between Russia and Ukraine, and the
increasingly frequent occurrence of a series of plausible scenarios for disasters or energy
blackouts worldwide, this work is a real and applicable model for regional states that
would like to critically analyze the situation of their energy security through identifying
all the plausible risk scenarios targeting the energy critical infrastructures. The study
has identified and assessed two of the most plausible risk scenarios (a natural disaster
and a terrorist attack) in the case of a strategic power substation of 220 kV, 400 kV, or
750 kV undergoing a blackout effect. After having assessed the risks, the safety strategy for
Romania’s national power system has been elaborated together with the safety strategy
for the European Power system-ENTSO-E (European Network of Transmission System
Operators for Electricity). The results of the study match other specialized works from
different European countries and might represent a model for other types of energy safety
risk assessments and for other types of critical infrastructures that are vital for the modern
European society and for sustainability management.

Keywords: sustainability management; risk scenarios; energy critical infrastructure; energy
safety; Romania’s national energy system

1. Introduction—The Condition of the Romanian National
Energy System

In the context of increasing competition for power and influence in the domain of
energy and, implicitly, in the economic area, at a regional and global level, electric energy
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plays the most important part in a state’s position and its role within the international
relations system by providing energy security. The lack of pertinent analyses of cross-
border critical energy infrastructures (power plants, power substations, and powerlines)
of states that are less developed from the point of view of energy and the economy has
determined the increase in speculation, as well as a series of “energy monopoles” that
concern the control of the main powerlines, markets, and electric energy prices. Under such
circumstances, energy security is not only an external policy objective, but has become an
important and constant preoccupation for the international energy community with a view
to providing European and global security. In order to prevent a collapse of the national
energy system, each European state has energy strategies for protecting and securing their
critical energy infrastructures that facilitate their population’s access to electric energy;,
which represents an important factor for national and European security. These energy
security strategies only develop when preventively assessing the degree of vulnerability of
the energy critical infrastructures, through identifying all possible risk security scenarios
determining instability and energy insecurity effects. It is well known that an energy
system includes all critical infrastructures (power plants, power substations, and overhead
or underground powerlines), exploited and administered in accordance with a unitary
conception, which contributes to the production, transportation, and distribution of electric
energy to the consumers; the approach and critical analysis of the Romanian energy system
(Figure 1) is a matter of national security as the lack of electricity could determine damages
to the Romanian industry and economy that are entirely dependent on electric energy (see
Figure 2) [1].

POWER SUBSTATIONS
CONNECTION| TRANSFORMATION

OVERHEAD POWER LINES

TRANSMISSION | DISTRIBUTION

POWER STATIONS (PLANTS)

Figure 1. Critical infrastructure of the Romanian power system.
NATIONAL ECONOMY

NATIONAL INDUSTRY

NATIONAL POWER SYSTEM
Electricity

FOOD SYSTEM TRANSPORT SYSTEM HEALTH SYSTEM

FINANCIAL SYSTEM WATER SYSTEM TRADING SYSTEM
ADMINISTRATIVE SYSTEM INFORMATION SYSTEM

Figure 2. Dependence of the national industry and economy on electric energy.
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Table 1 and Figure 3 display the European connections of the Romanian power
system. [2].

Table 1. European connections of the national power system with ENTSO-E.

Type of Connection

Country (Overhead Electric Line) Voltage Level
Rosiori—Mukacevo 400 kV—connection to EU, through
UKRAINE ’ ENTSO-E
Isaccea—South Ukraine 400 kV (750 kV)—disabled line
Nadab—Bekescsaba 400 kV—connections to EU, through
HUNGARY Arad—Sandorfalva ENTSO-E
Resita—Pancevo 2 .
SERBIA Portile de Fier—Dijerdap 400 kV—connections to EU
Tantareni—Kosloduy 400 kV—connections to EU, through
BULGARIA Rahman—Dobrudja ENTSO-E
Stupina—Varna 400 kV (750 kV)—connection to EU
REPUBLIC OF y .
MOLDOVA Isaccea—Vulcanesti 400 kV
,_/N/ Muigeavo BE UKRAINE i LEGEND
- Pawer Substation:

REPUBLIC @ Fower Substation 750 kY (operated 400 kv)
@ Conerion Power Substation 400 kv

L@ LLEE o Transformer Power Substation 400/220 kv

L L @ Transformer Power Substation 400/220/110 kV|

. Transformer Power Substation 400/110 kW

® Transformer Power Substation 220/110 kv

& Power Plant 220 kv

Suceava

Overhead Lines (OHL):
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— 400 KV OHL
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in the Stereographic Projection System 1970

lagi Fai @

Bekescsaba

Oradea Sud

Cluj Cluj
Floregti Est
L]

Glidilin

Ghiorgheni
L ]

Ungheni [ ]
L] N Stejary @ Qumbrava

L]
Sandorfalva Miriselu

L
Munteni

® Fintinele

UKRAINE
Ac;h\n |- -
radulu Vulcénesti
é S Ucraina
sicalaz ® Timigoara Pestis (@) Hasdat . sud
Gllceag
L] Baru
‘oz @ Retezat ® Mare L] Vidraru (g
Paroseni @ Lotru Arotu @
Tulcea Vest
Tirgu Jiu Raureni Pitesti

® Nord @ ® 5“: @ stilpu

Pancevo 2 [ ]
Stuparei @ Targoviste ® Teleajen
(=) Brazi Vest
Stupfna
? Tariyfrde

SERBIA N BLACK

= Draganesti Olt Medgidia

sud
Ghizdaru SES
Turnu
Magurele
L
0 1530 60 90 120 o Dobrida
— km Koslodui m=8ULG AR A B varna (J S

Figure 3. Romania’s power system.

1.1. Previous Studies

Electricity crises have been a topic of interest to many researchers and authors, with
economic, political, and environmental implications. Below are some authors and studies
that have addressed energy crises, especially electricity crises, from different perspectives.



Sustainability 2025, 17, 2932

4 0f 20

(a)

(b)

(©

(d)

(e)

(a)

(b)

Global and economic energy crises: Studies on electricity crises are often linked to
general energy crises, which include energy resource shortages and fluctuating fossil
fuel prices. A relevant example can be found in the analysis of the global energy
economy, as discussed in Thomas Homer-Dixon’s work on energy security and the
conflict generated by scarce resources. In his book, The Upside of Down: Catastrophe,
Creativity, and the Renewal of Civilization (2006), Homer-Dixon examines how resource
crises can trigger political and economic instability, and electricity plays a key role in
this dynamic [3].

Economic theories of energy crises: An influential study in the analysis of electricity
crises was conducted by James O’Connor in The Fiscal Crisis of the State (1973), which
argues that energy crises are often linked to economic structure and state policies.
He suggests that too much dependence on external energy sources can undermine
the stability of national economies, and fluctuations in energy prices can generate
economic instability [4].

Technical aspects of electricity crises: Another area of research is related to electricity
generation and distribution technologies, which can contribute to energy crises. Paul
Sabin in his work The Bet: Paul Ehrlich, Julian Simon, and Our Gamble over Earth’s Future
iscusses how technological innovations can play an important role in preventing or
worsening electricity crises through advances in renewable energy sources, energy
storage, and energy efficiency [5].

Impact of energy policies and climate change: Electricity crises can be aggravated
by unsustainable energy policies or the effects of climate change, which can reduce
the availability of traditional energy sources. For example, in his study Energy Crisis:
A Global Problem (2011), Richard Heinberg points out how the transition from fossil
energy sources to renewable sources can help prevent long-term energy crises, but
also how the urgent need to combat climate change can create new challenges in
ensuring stable electricity production [6].

Energy crisis management: In addressing electricity crises, authors such as Pablo
del Rio Gonzalez (2009) explored crisis management in the context of national and
regional energy systems, highlighting how effective policies and the interconnection
of electricity grids can improve the impact of electricity crises [7].

Relevant authors and contributions:

Jean-Michel Glachant (2017) has studied the impact of energy crises on electricity
markets and how market regulation and alignment of regional strategies can play a
key role in managing electricity crises [8].

David MacKay, in Sustainable Energy—Without the Hot Air (2009), discusses how
energy crises can be avoided through sustainable strategies, based on renewable
energy sources and innovative energy storage solutions [9].

In conclusion, studies on electricity crises are multidisciplinary, addressing economic,

political, technical, and environmental issues. From the impact of energy policies and global

interdependence to technological innovations and resource management, researchers are

aware of the complexity of this phenomenon.

1.2. Recent Evolutions

The study and the need to approach the power systems is required by the new elements

of instability and insecurity in our modern and vulnerable society, which are unpredictable,

subtle, and sometimes perverted, and might determine extreme damage to all states,

irrespective of their geopolitical or geo-economic condition. All modern world states

own energy security strategies, which, most of the time, include sensitive, confidential

and even secret data. The security risk assessments of the energy critical infrastructures
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are quite important as they identify almost all the elements of instability and insecurity
(vulnerabilities, threats, risks, and dangers). Based on them, measures for eliminating or
stopping such instability and insecurity elements might be conceived, and strategies for the
security and protection of the energy critical infrastructures and energy security strategies
might be developed.

Within the new world order that makes up the security environment, all modern states
own a centralized or, sometimes, isolated energy system (in the case of island states), which
provide electric energy to households and industrial consumers; for this reason, the authors
consider that it is vital to approach this system from the point of view of security, which
includes the manner of identifying and assessing all the plausible risk scenarios regarding
the instability of critical infrastructures belonging to the power systems [10-14].

Worldwide, the setting forth, studies, and research around energy critical infrastruc-
tures are of great interest and topical as they represent the most vulnerable point of a society.
The vulnerabilities, dangers, and threats to critical infrastructures become interest domains
not only for military and intelligence specialists but also for civilian specialists that operate
or own such infrastructures [15-17].

American specialists in the United States Department of Energy have elaborated a
methodology that is able to assess the vulnerability of a power system together with the
risks, threats, and dangers determined by it, which could result in blackouts [18].

Researchers, Hasan Haes Alhelou, Mohamad Esmail Hamedani-Golshan, and
Takawira Cuthbert Njenda, at Isfahan University of Technology in Iran, have devised
a pertinent and specific analysis that regards the causes and errors determining blackouts
in various energy systems on three continents: America, Asia, and Europe [19].

In Romania, studies and research regarding energy critical infrastructures are of
great interest and topicality as this is a vast, multidisciplinary, cross-disciplinary, and
interdisciplinary domain, without which energy security and national welfare would be
endangered [20,21].

Specific elements of energy insecurity being examined are security supply with elec-
tricity and risks caused by natural calamities and terrorist attacks, but there are also other
possible risks like cyberattacks or industrial failures (unsafe power systems) to consider.

The risk assessment methodology used in this paper is derived from the Risk Manage-
ment ISO 31000:2018 and is composed of the approximation of probability, impact, and risk
matrix across five levels (very low, low, average, high, and very high) [22].

As a result of our critical analysis of Romania’s national power system carried out in
this work, the following outcomes are highlighted [23,24]:

1.  Identifying the two most plausible serious risk scenarios:

a. Risk scenario 1—220-750 kV Power Substation Natural Calamity — Blackout;
b. Risk scenario 2—220-750 kV Power Substation Terrorist Attack — Blackout.

2. Assessment of risk scenarios by means of the following:

Probability approximation;
Seriousness or impact level approximation;
Risk level calculation;

oo o

Recalculation of risk level following the proposed measures.

3. Elaboration of the security strategy for Romania’s national power system following
the proposed measures, which can improve and strengthen the European Power
System ENTSO-E.

If each individual state within the ENTSO-E assesses its vulnerabilities and risks in the
case of a natural disaster or terrorist attack and devises protection measures, the European
Power System ENTSO-E will becomes secure, adaptable, and resilient.
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The results and usefulness of this study match those of other specialized works
in European states and could represent a model for other types of energy security risk
assessments for all kinds of critical infrastructures vital for the European modern society.

The European study, developed by the European Network of Transmission System
Operators for Electricity—ENTSO-E, with the title ENTSO-E Strategic Roadmap (published
in February 2024, in Chapter 2, Building Blocks of the Strategy (pillar 1: A Power System
for a Carbon-Neutral Europe and pillar 2: A Secure and Efficient Power System for Europe),
discusses the same issues regarding the safety and security of the European Power System,
which is in line with the work and conclusions in this paper.

The novel and original elements set forth in this work are the following;:

1.  Identification and technical description through the analysis and manner of approach
towards the critical infrastructures connected to Europe, and the elements provid-
ing connection and interdependence with other critical infrastructures belonging to
Romania’s national power system;

2. Identification, through critical analysis, of the most serious plausible risk scenarios;

3. Description, through cause—effect critical analysis, of all most serious plausible
risk scenarios;

4. Sequence scrolling through developing all the stages of the risk scenarios identified,
from source to effect;

5. Assessment of risk scenarios within Romania’s national power system;

.0\

Elaboration of the security strategy for Romania’s national power system;
7. Adaptation and flexible use of the study for all energy systems that include
critical infrastructures.

This paper comes to the aid of the Romanian electricity transmission operator, Trans-
electrica, which of course has an intervention and preventive plan in the case of an en-
ergy crisis. In such a case, Romania has overhead powerlines (according to Table 1) of
interconnection with neighboring countries that offer high reliability to the Romanian
power system.

2. Critical Analysis and Results Regarding the Most Plausible Serious
Risk Scenarios

During this stage, the following essential actions are required: identifying risk sce-
narios, describing risk scenarios, sequence scrolling of the risk scenarios, and assessing
risk scenarios.

2.1. Identifying Risk Scenarios

The two most plausible serious risk scenarios have been identified after a critical
analysis of Romania’s national power system [25-27]:

1.  Risk scenario 1—220-750 kV Power substation natural calamity — Blackout;
2. Risk scenario 2—220-750 kV Power substation terrorist attack — Blackout.

2.2. Describing the Risk Scenarios

The two risk scenarios (causes and effects) are described below.
1. Risk scenario 1—220-750 kV Power substation natural calamity — Blackout.

The causes and effects of risk scenario 1 are described in Table 2.
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Table 2. Causes and effects of risk scenario 1.

Causes:

NG L=

10.

11.

Earthquakes;

Floods;

Tsunamis;

Avalanches;

Fires;

Meteorite showers;

Poor/wrong seismic designing of the
electric stations;
Operative/dispatch personnel who
are not specialized for dealing

with crises;

Lack of work procedures in the
stations during crises;

Lack of /non-compliance/ignorance
of national /European procedures in
case of natural calamity;

Lack of training in the field of risk
management.

Effects:

1.  Possible deaths;

2. Possible accidents with serious
effects;

3.  Fires;

4.  Huge material damages determined
by the lack of electric energy;

5. Huge material damages determined
by the interdependence among
other systems;

6.  Possibility of a local, regional, or
national blackout;

7. Energy—economic collapse;

8.  Possible crises;

9.  Energy insecurity;

10. Economic insecurity;

11.  National insecurity.

2.

Risk scenario 2—220-750 kV Power substation terrorist attack — Blackout.

Table 3. Causes and effects of risk scenario 2.

The causes and effects of risk scenario 2 are described in Table 3.

Causes:

1.

2.
3.

O XN @

11.

12.

13.

14.

Explosions after a terrorist attack
followed by fires;

Ignorance of fire security standards;
Lack of training/poor training of
personnel in the management of
critical protection infrastructures;
Lack of specialized personnel in the
domain of fire extinguishing;

Lack of physical security personnel;
Cybernetic attacks;

Insecurity of hardware systems;
Insecurity of software systems;
Insecurity of secret data transmission
systems of critical infrastructures;
Lack of personnel specialized in
cybernetic security;

Insecurity of SCADA (Supervisory
Control and Data Acquisition)
systems;

Operating with insecure and/or
nonperforming programs;

Lack of secure communication with
the National Energy Dispatch, the
Territory Energy Dispatch and those
in charge of cybernetic security;
Lack of cybernetic investments.

Effects:

1.  Possible deaths;

2. Possible accidents followed by
serious effects;

3.  Fires;

4. Access to secret information about
the Romanian national power system
by unauthorized individuals;

5. Use of secret information about
Romania’s national power system for
the purpose of terrorism;

6. Sudden shutdown of
remote-controlled energy equipment
by hackers;

7. Huge material damages determined
by the lack of electric energy;

8. Huge material damages determined
by the interdependence with
other systems;

9.  Possibility of a local, regional, or
national blackout;

10. Energy—economic collapse;

11. Possible crises;

12.  Energy insecurity;

13.  Economic insecurity;

14. National insecurity.

2.3. Sequence Scrolling of Risk Scenarios

The sequence scrolling of risk scenario 1 is described below
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RISK SCENARIO 1
220-750 kV POWER SUBSTATION NATURAL CALAMITY
Extreme meteorological phenomena (earthquakes, floods, avalanches, volcanoes, fires, tsunamis, meteorite showers,
etc.) on — Energy critical infrastructures (energy groups in power substations, overhead powerlines for transporting
electric energy 220-750 kV, power substations 220-750 kV) — Instability of the national power system — Blackout

The sequence scrolling of risk scenario 2 is described below

RISK SCENARIO 2
220 kV=750 kV POWER SUBSTATION TERRORIST ATTACK
Explosion determined by a bomb (terrorist) and/or a cybernetic attack determined by a virus (hacker) — Physical
and/or cybernetic security personnel errors on — Energy critical infrastructures (energy groups in power substations,
overhead powerlines for transporting electric energy 220 kV-750 kV, 220 kV-750 kV power substations) — Instability
of the national power system — Total exit from operation of the national power system — Blackout

2.4. Assessment of the Risk Scenarios
The two risk scenarios are further assessed:

1.  Risk scenario 1—Natural calamity — Total/partial operation exit of the national
power system;

2. Risk scenario 2—Terrorist attack — Total/partial operation exit of the national
power system.

A. Risk scenario 1—Natural calamity — Total/partial shutting of the national
power system;

(a) Settling the probability

With a view to settling occurrence probability, the following probability scale has
been adopted:

Associated Level/Score

Defining Probability Periods

The event has a low occurrence probability.

Lj;,v Efforts are required to reduce the probability and/or reduce the 10-12 years
impact produced.
3 The event has a significant occurrence probability.
) Significant efforts are required to reduce the probability and/or 7-9 years
Average .
reduce the impact produced.
4 The event is probable to occur.
Hig.h Priority efforts are required to reduce the probability and attenuate 4-6 years
the impact produced.

average, orange is high and red is very high)

(b) Settling the seriousness of the consequences of the proposed scenario

The analysis of vulnerabilities and capabilities is displayed in Table 4.
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Table 4. Analysis of vulnerabilities and capabilities for risk scenario 1.

Scenario 1: Failure

Vulnerabilities and Capabilities Level

Very low

Low

1. Poor/wrong design of the power substations and
overhead powerlines against earthquakes Average

High

Very low
Low

2. Risk of tsunami occurrence after an earthquake Average
High
Very high
Very low

Low

3. Lack of personnel or insufficiently trained personnel
for crisis, natural calamity, or risk management.

Average

High

Vulnerability 1 and 3 is very high and vulnerability 2 is very low.

2.4.1. Impact

We are going to choose the highest of the seriousness impact levels, in accordance

with Table 5.

Table 5. Analysis of the impact for risk scenario 1.

Impacts Level
1. Very low Temporarily
2. Low Important damages
1. Huge damages determined by the lack of electric energy 3. Average Average damages
4. High High damages
5. Very high Very high damages
1. Very low 0-10% of VIC
2. Low 11-20% of VIC
2. Huge damages determined by the interdependence with s
other systems 3. Average 21-30% of VIC
4. High 31-40% of VIC
5. Very high Over 41% of VIC
1. Very low 0-20%
2. Low 21-40%
3. Potential damages of the environment 3. Average 41-60%
4. High 61-80%
5. Very high Over 81%
1. Very low 0-10% of PC
2. Low 11-20% of PC
4. Powerful social impacts 3. Average 21-30% of PC
4. High 31-40% of PC
5. Very high Over 41% of PC

VIC—Volume of invested capital; PC—Public confidence.
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Associated Level/Score Seriousness of Consequences

2%

The event determines minor material damages and limited disruption of the activity.

Low
3. Injuries of the personnel and/or certain equipment and utilities losses as well as delays
Average in providing the service.
4. Serious injuries of the personnel, significant equipment, installation, and facility losses,
High and delays and/or shutting of services.

The colors green, brown, yellow, orange and red represent seriousness of consequences level (green is very low, brown
is low, yeloow is average, orange is high and red is very high)

(c) Calculation of the risk level

Very high
5
High
4
Average

Scenario 1
DAMAGE
Very low Low Average High Very high
1 2 3 4 5
SERIOUSNESS/CONSEQUENCES
The colors green, brown, yellow, orange and red represent risk level (green is very low, brown is low, yeloow is

PROBABILITY
=
=)
g

average, orange is high and red is very high)

Note: Risk is determined by the position between the occurrence probability of a hazard /threat and the seriousness
of its consequences.

CALCULATED LEVEL OF RISK
The calculated risk is 5 LEVEL SCORE

(probability 1 x seriousness 5) | VCT O s
As a result, there is a LOW Low 4-6
OCCURRENCE RISK for the Average 7-12
chosen scenario High 13-16

The colors green, brown, yellow, orange and red represent risk level (green is very low, brown is low, yeloow
is average, orange is high and red is very high)

(d) Risk treatment

With a view to decreasing the risk, measures are required to reduce the following vulnerabilities and/or to
improve the following capabilities, according to Table 6.
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Table 6. Risk treatment for risk scenario 1.

Vulnerability and/or Capability Measures Proposed

a. Important investments against earthquakes in the
national and European critical infrastructure;

b.  Predictability of natural disasters (connections with
state institutions in the field of emergency
situations);

1. Poor/wrong design of the power substations and
overhead powerlines against earthquakes

Training and refresher courses for operative,
maintenance and security personnel;
Analysis of natural calamity events.

2. Lack of personnel or insufficiently trained personnel
for crises, natural calamity, or risk management. b

After applying measures to decrease the risk, we obtain the following result, according to Table 7:

Table 7. Measures after risk treatment for risk scenario 1.

Scenario 1: Failure

Vulnerability Identified After Applying the Measures
1.  Poor/wrong design of the power substations 1. Very low 1. Very low
and overhead powerlines against 2 Low 2 Low
earthquakes;
2. Lack of personnel or insufficiently trained 3. Average 3. Average
personnel for crises, natural calamity, or risk 4. High
management. 5. Very high 5. Very high

(e)  Recalculation of the seriousness of the consequences.

Associated Level/Score Seriousness of Consequences
Low The event determines minor material damages and limited disruption of the activity.
3. Injuries of the personnel and/or certain equipment and utilities losses as well as delays in providing the
Average service.
X 4. Serious injuries of the personnel, significant equipment, installations and facilities losses, delays and/or
High shutting of services.

The colors green, brown, yellow, orange and red represent seriousness of consequences level (green is very low, brown is low, yeloow is average,
orange is high and red is very high)

(f)  Risklevel after applying the decrease measures.

Very high
5
High
4
Average

Risk scenario 1

PROBABILITY
=
°
&

Very low Low Average High Very high
1 2 3 4 5
SERIOUSNESS/ICONSEQUENCES
The colors green, brown, yellow, orange and red represent risk level (green is very low, brown is low, yeloow is average, orange is high and red is
very high)
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Note: Risk is determined by the position between the occurrence probability of a hazard/threat and the seriousness
of its consequences.

CALCULATED LEVEL OF RISK

The calculated risk is 4 LEVEL SCORE
(probability 1 xsercusness ) | NG
As a result, there is a LOW - Low 46
OCCURRENCE RISK Average 7-12
for the chosen scenario High 13-16

The colors green, brown, yellow, orange and red represent risk level (green is very low, brown is low, yeloow
is average, orange is high and red is very high)

B. Risk scenario 2—Terrorist attack — Total/partial shutdown of the national power system.
(@)  Settling the probability

With a view to settling occurrence probability, the following probability scale has been adopted:

Associated ’ - .
Level/ScorE Defining Probability Periods
2. The event has a low occurrence probability. 10-12 vears
Low Efforts are required to reduce the probability and/or reduce the impact produced. y
3. The event has a significant occurrence probability.
X s . - . 7-9 years
Average Significant efforts are required to reduce the probability and/or reduce the impact produced.
4. The event is probable to occur. 46 vears
High Priority efforts are required to reduce the probability and attenuate the impact produced. y

The colors green, brown, yellow, orange and red represent probability level (green is very low, brown is low, yeloow is average, orange is high and
red is very high)

(b)  Settling the seriousness of the consequences of the proposed scenario.

The analysis of vulnerabilities and capabilities is displayed in Table 8.

Table 8. Analysis of vulnerabilities and capabilities for risk scenario 2.

Scenario 2: Failure

Vulnerabilities and Capabilities Level

Very low

1. Failure to observe fire safety and physical security Low
standards Average
High
Very high
Very low

2. Lack of training for personnel dealing with the Low
management of the critical infrastructure protection

Average
High
Very high
Very low

3. Lack of personnel/insufficient training of cybernetic
security personnel. Insecurity of hardware and software Low

systems. Insecure communication. Average
Lack of investments in cybernetic security. -
High
Very high

Level for vulnerabilities 1, 2, and 3 is very high.
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2.4.2. Impact Analysis

We are going to choose the highest of the seriousness impact levels, in accordance with Table 9.

Table 9. Analysis of the impact for risk scenario 2.

Impacts Level
1. Very low Temporarily
2. L I tant d
1. Huge damages determined by the ow porton camages
lack of electric energy 3. Average Average damages
4. High High damages
5. Very high Very high damages
1. Very low 0-10% of VIC
2. L 11-20% of VIC
2. Huge damage determined by the ow °0
interdependence with other systems 3. Average 21-30% of VIC
4. High 31-40% of VIC
5. Very high Over 41% of VIC
1. Very low 0-20%
) 2. Low 21-40%
3. Potential damage to the
environment 3. Average 41-60%
4. High 61-80%
5. Very high Over 81%
1. Very low 0-10% of PC
2. Low 11-20% of PC
4. Powerful social impact 3. Average 21-30% of PC
4. High 31-40% of PC
5. Very high Over 41% of PC
VIC—Volume of invested capital; PC—Public confidence.
Impacts level for 1, 2, 3, 4, 5 is very high.
Associated Level/Score Seriousness of Consequences
L(Z);/v The event determines minor material damages and limited disruption of the activity.
Aveiage Injuries of personnel and/or certain equipment and utilities losses as well as delays in providing the service.
4. Serious injuries of the personnel, significant equipment, installations and facilities losses, delays and/or
High shutting of services.

The colors green, brown, yellow, orange and red represent seriousness of consequences level (green is very low, brown is low, yeloow is average,
orange is high and red is very high)
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(c)  Calculation of risk level

PROBABILITY

Very high
5

High
4

Average
3

Risk scenario 2

Low
2

Very low

Very low Low Average High Very high
1 2 3 4 5

SERIOUSNESS/ICONSEQUENCES

The colors green, brown, yellow, orange and red represent risk level (green is very low, brown is low, yeloow is average, orange is high and red is

very high)

Note: Risk is determined by the position between the occurrence probability of a hazard/threat and the seriousness
of its consequences.

CALCULATED LEVEL OF RISK

The calculated risk is 15 LEVEL SCORE
rovasiity 3 seroueness )
As a result, there is a HIGH Low 4-6
OCCURRENCE RISK Average 7-12
for the chosen scenario High 13-16

The colors green, brown, yellow, orange and red represent risk level (green is very low, brown is low, yeloow
is average, orange is high and red is very high)

(d) Risk treatment

With a view to decreasing the risk, measures are required to reduce the following vulnerabilities and/or to
improve the following capabilities, according to Table 10.

Table 10. Risk treatment for risk scenario 2.

Vulnerability and/or Capability Measures Proposed
1. Failure to observe fire safety and a.  Observing and monitoring fire and
physical security standards. physical safety standards.

a.  Training and refresher courses for
personnel dealing with the
management of the critical
infrastructure protection.

2. Lack of training for personnel dealing
with the management of the critical
infrastructure protection.

3. Lack of personnel /insufficient training ~ a.  Training personnel in cybernetic

of the cybernetic security personnel. security.

Insecurity of hardware and software b.  Acquiring performing and secured
systems. hardware and software systems.
Insecure communication. c.  Major investments in cybernetic
Lack of investments in cybernetic security. security components.

After applying the measures for decreasing the risk, the following result, according to Table 11.
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Table 11. Measures after risk treatment for risk scenario 2.

Scenario 2: Failure

Vulnerability Identified After Applying the Measures

Failure to observe fire safety and 1. Very low 1. Very low
physical security standards

Lack of training for personnel

dealing with the management of 2. Low 2. Low
critical infrastructure protection
-Lack of personnel/insufficient

training of the cybernetic security 3. Average 3. Average
personnel. Insecurity of hardware

and software systems. 4. High

Insecure communication.

Lack of investments in cybernetic .
security. 5. Very high 5. Very high
(e)  Recalculation of the seriousness of the consequences.

Associated Level/Score Seriousness of Consequences

The event determines minor material damages and limited disruption of the activity.

Low
3.
Nt Injuries of personnel and/or certain equipment and utilities losses as well as delays in providing the service.
4. Serious injuries of personnel, significant equipment, installations and facilities losses, delays and/or shutting
High of services.

The colors green, brown, yellow, orange and red represent seriousness of consequences level (green is very low, brown is low, yeloow is average,
orange is high and red is very high)

(f)  Risklevel after applying the decrease measures

Very high
5
High
4
Average

Risk scenario 2

PROBABILITY
=
o
=

Very low Low Average High Very high
1 2 3 4 5

SERIOUSNESS/ICONSEQUENCES
The colors green, brown, yellow, orange and red represent risk level (green is very low, brown is low, yeloow is average, orange is high and red is
very high)

Note: Risk is determined by the position between the occurrence probability of a hazard/threat and the seriousness
of its consequences.
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CALCULATED RISK LEVEL
The calculated risk is 12 LEVEL SCORE
(robabiity 3 xserowsness ) NS S
As a result, there is an AVERAGE Low 4-6
OCCURRENCE RISK for the Average 7-12
chosen scenario High 13-16

The colors green, brown, yellow, orange and red represent risk level (green is very low, brown is low, yeloow
is average, orange is high and red is very high)

3. Results and Discussion

After assessing the risk scenarios, the results are as follows:

(a)  Risk scenario 1—220 kV-750 kV Power substation natural calamity — Blackout;

Settling the probability: level/score—1 (stays stable);

Settling the seriousness of the consequences: level/score—5;
Calculation of the risk level: value 5 — Low risk;

Recalculation of the seriousness of the consequences: level/score—4;
Recalculation of the risk level: value 4 — Low risk.

AR A

Let us notice that after assessing risk scenario 1 (Figure 4), the risk level with a value of 5 (low risk) changes

to 4 (low risk).

(b)  Risk scenario 2—220 kV-750 kV Power substation terrorist attack — Blackout.

Settling the probability: level/score—3 (stays stable);

Settling the seriousness of the consequences: level/score—5;
Calculation of the risk level: value 15 — High risk;

Recalculation of the seriousness of the consequences: level/score—4;
Recalculation of the risk level: value 12 — Average risk.

SIS A

Let us notice that after assessing risk scenario 2 (Figure 5), the risk level with a value of 15 (high risk)

changes to 12 (average risk).

The strategy regarding the security of Romania’s national power system is displayed in Table 12.
After having carried out the study, we propose the implementation of a management system for the

protection and security of Romania’s national power system’s critical energy infrastructure that is able to provide
both continuity of the activities and energy processes and a good technical resilience. The scenarios proposed and
the results emerging from the study might represent important references for those responsible for administering,
operating, and providing the safety and security of energy critical infrastructures (power plants, power substations,
and overhead powerlines) requiring 220 kV, 400 kV, and 750 kV voltages and belonging to the energy systems.
The strategic objectives emerging from these scenarios are as follows:

1.

Providing a unitary character for the identification, designation, and protection procedures for the national
and European energy critical infrastructures;

Designing and operationalizing the national system for early warning, through integrating all the existing
informational and organizational networks and capabilities;

Correctly assessing the level of vulnerability of energy critical infrastructures and identifying the measures
required for preventive interventions and decreasing vulnerabilities;

Developing national, regional, and international cooperation relations in the domain of the protection and
security of energy critical infrastructures.

Figure 4. Risk scenario 1.
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Figure 5. Risk scenario 2.

Table 12. Strategy regarding the security of Romania’s national power system resulting from the

measures proposed.

Risk Scenario

Vulnerability and/or Capability

Measures Proposed

Risk scenario
1

1. Poor/wrong design of the power stations and
aerial electric lines against earthquakes

Major investments in the national and
European critical infrastructure against
earthquakes;

Predictability of natural disasters
(connections with the state institutions in
the domain of emergency situations).

2. Lack of personnel or personnel who are
insufficiently trained for crises, natural
calamities, or risk management

Training and refresher courses for operative,
maintenance, and security personnel;
Analysis of the events that represent
natural calamities.

Risk scenario
2

1. Failure to observe fire safety and physical
security standards

Observing and monitoring fire safety and
physical security standards.

2. Lack of personnel training in the management
of the critical infrastructures’ protection

Training and refresher courses for the
personnel dealing with the management of
the critical infrastructures” protection.

3. Lack of personnel/insufficient training of the
personnel in cybernetic security. Insecure
hardware and software systems. Insecure
communication. Lack of investments in
cybernetic security.

Training the personnel in cybernetic
security;

Acquiring performing and secured
hardware and software systems;

Major investments in cybernetic security
components.

4. Conclusions

The assessment of the two risk scenarios for energy critical infrastructures with European connection

enables the foundation of a strategy, as a result of the measures proposed for each risk scenario. The measures

proposed after the assessment, quantified in an energy security strategy, could represent the security basis for
Romania’s national power system and, implicitly, for its economic and national security. Through generalization
and particularization, this study on Romania’s national power system might be adapted to various European
states and could set forth possible elements of instability and insecurity quantified by means of vulnerabilities,
threats, risks, and dangers. The study also proposes measures for eliminating these instability and insecurity
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elements, which would result in a power security strategy, matching both the findings of recent studies in the
domain and Romania’s energy field. The implementation of the proposed model for states within the European
Power System ENTSO-E, or the provision of technical, geopolitical, or energy security consulting services, can be
executed very simply, by addressing and critically analyzing the identification of all vulnerabilities and risks to
national systems by assessing the two risk scenarios from this paper that are effective for each individual state.
So, power substations play a key role in ensuring energy security, being critical nodes in the electricity
transmission and distribution network. Their importance can be highlighted by several fundamental aspects:

1 Stability and reliability of the power grid:

e Power substations ensure the transformation and distribution of electricity at different voltage levels,
maintaining the stability of the grid;
e They allow load balancing and energy flow management to avoid overloads and voltage drops.

2. Integration of renewable energy sources:

e Power substations are essential for the efficient integration of renewable energy, such as wind farms
and photovoltaics;

. Emphasis on energy conversion and adaptation to grid requirements, contributing to the energy
transition.

3. Reduction in the risks of interruptions and damages:

. By using protective and automation equipment, electrical stations help prevent major damage;
. Modern power substations have SCADA (Supervisory Control and Data Acquisition) systems that
allow real-time monitoring and control, reducing the risk of extended power outages.

4. National energy security:

e Power substations are critical infrastructures for national security, ensuring the continuity of electricity
supply in key sectors such as health, industry, and transport;

. In the case of unforeseen events (natural disasters, cyber, or physical attacks), well-protected power
substations can keep the energy system running.

5. Economic efficiency and loss reduction:

. The well-equipped power network with modern substations can reduce transmission and distribution
losses, which leads to financial savings and more efficient use of energy resources;

. By upgrading power substations, it improves the performance of the entire energy system, reducing
operating and maintenance costs.

In conclusion, power substations are a fundamental pillar of energy security, contributing to the stability,
reliability, and efficiency of the energy system. Investments in their modernisation and digitalisation are essential
to ensure a safe and sustainable supply of electricity.

Practical Applications and Limitations of Research in the Field of Electricity Crises

Understanding the practical applications and limitations of research in electricity crises is essential for
managing this global phenomenon more efficiently.

(a)  Practical Applications of Research:

. Improvement of Smart Grids—Studies help optimize energy distribution through advanced monitor-
ing technologies and automated control systems.

. Integration of Renewable Sources—Research supports the development of solutions for efficiently
integrating solar and wind energy, reducing reliance on fossil fuels.

. Energy Storage—Advances in batteries and other storage methods (e.g., green hydrogen) are applied
to stabilize the power grid.

. Strategies for Reducing Consumption—Policies and technologies for energy efficiency and demand
management are being developed.

. Backup and Resilience Systems—Research contributes to the creation of infrastructures that better
withstand power outages or cyberattacks.

(b) Limitations of Research:

High Costs—Developing and implementing innovative solutions require significant investments.

e  Institutional and Political Resistance—The adoption of changes can be hindered by rigid regulations
and economic interests.

e Dependence on Existing Infrastructure—Many power grids are outdated and cannot be modernized
quickly.

. Unpredictability of External Factors—Extreme events (storms, cyberattacks, wars) can affect the
effectiveness of proposed solutions.

. Lack of Data and Predictive Models—Research requires precise data and reliable predictive models to
propose effective solutions.
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