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Abstract

Digital transformation is the process of using digital technologies for creating or modifying
existing business processes and customer experience, leveraging cutting-edge technology to
meet changing market needs. Disruptions like the COVID-19 pandemic, regional wars, and
climate-driven natural disasters create consequential scenarios, e.g., global supply chain
disruption creating further demand–supply mismatch for healthcare enterprises. Accord-
ing to KPMG’s 2021 Healthcare CEO Future Pulse, 97% of healthcare leaders reported that
COVID-19 significantly accelerated the digital transformation agenda. Successful digital
transformation initiatives, for example, digital twins for supply chains, augmented reality,
the IoT, and cybersecurity technology initiatives implemented significantly enhanced re-
siliency in supply chain and manufacturing operations. However, according to another
study conducted by Mckinsey & Company, 70% of digital transformation efforts for health-
care enterprises fail to meet their goals. Healthcare enterprises face unique challenges,
such as complex regulatory environments, cultural resistance, workforce IT skills, and the
need for data interoperability, which make digital transformation a challenging project.
Therefore, this study explored potential barriers, enablers, disruption scenarios, and digital
transformation use cases for healthcare enterprises. A structured literature review (SLR),
followed by thematic content analysis, was conducted to inform the research objectives.
A sample of sixty (n = 60) peer-reviewed journal articles were analyzed using research
screening criteria and keywords aligned with research objectives. The key themes for
digital transformation use cases identified in this study included information processing
capability, workforce enablement, operational efficiency, and supply chain resilience. Col-
laborative leadership as a change agent, collaboration between information technology
(IT) and operational technology (OT), and effective change management were identified
as the key enablers for digital transformation of healthcare enterprises. This study will
inform digital transformation leaders, researchers, and healthcare enterprises in the de-
velopment of enterprise-level proactive strategies, business use cases, and roadmaps for
digital transformation.

Keywords: digital transformation barriers; healthcare enterprises; digital transformation
enablers; digital transformation use cases; disruption scenarios
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1. Introduction
The past decade has witnessed a convergence of global disruptions including the

COVID-19 pandemic, the Russia–Ukraine war, and climate-induced natural disasters
which have profoundly impacted how firms operate across sectors. Healthcare enterprises,
particularly those involved in medical manufacturing and supply, were disproportionately
affected due to surges in demand for critical supplies, global supply chain breakdowns, and
heightened market volatility [1]. A study conducted by Deloitte in 2022 highlighted that
nearly 60% of healthcare organizations prioritized supply chain resilience post-pandemic,
reflecting a significant 13-point increase from earlier stages of the crisis. In response to
these disruptions many healthcare organizations accelerated their digital transformation
agendas shifting from manual operations to technology-enabled processes to enhance
visibility, agility, and resilience. According to KPMG’s 2021 Healthcare CEO Future Pulse,
97% of healthcare leaders acknowledged that COVID-19 significantly accelerated the digital
transformation agenda. Defined as a comprehensive shift in mindset, processes, and digital
tools, digital transformation plays a critical role in improving organizational resilience
through both digitalization and servitization [2,3].

However, despite significant investments in emerging technologies such as artificial
intelligence (AI), the Internet of Things (IoT), and blockchain to improve predictive capabil-
ities and supply chain visibility, transformation outcomes often fall short. A 2022 McKinsey
report found that approximately 70% of digital transformation efforts fail to achieve their
intended goals, largely due to persistent challenges including legacy infrastructure, cultural
resistance, and workforce limitations [4]. Moreover, cybersecurity threats further compli-
cated transformation initiatives; nearly 60% of healthcare organizations have experienced
ransomware attacks that disrupted supply chain operations and compromised patient care
delivery [5,6].

While several studies have identified individual barriers and enablers to digital trans-
formation in healthcare, there remains a critical gap in literature. Specifically, few studies
offer an integrated perspective that links disruption scenarios, barriers, enablers, and dig-
ital transformation use cases in a cohesive framework. For instance, studies conducted
by [2,4,7–9] highlight digital transformation enablers, barriers, and organizational success
factors but not the disruption scenarios, use cases, enablers, and barriers holistically for
healthcare enterprises.

This limits healthcare leaders’ ability to proactively plan for resilience and derive
actionable insights for long-term transformation strategies.

This study aimed to address this gap by systematically examining the interrelation-
ships among disruption scenarios, organizational barriers, enabling factors, and applied
use cases of digital technologies in healthcare enterprises. The research questions explored
in this study were as follows: 1. What are the key disruption scenarios, use cases, enablers,
and barriers to digital transformation of healthcare enterprises? 2. How do disruption
scenarios drive digital transformation use cases for healthcare enterprises? 3. How can
barriers to digital transformation for healthcare enterprises be mitigated with enablers? The
goal was to develop a conceptual understanding that not only cataloged these elements but
also revealed how they interacted to influence digital transformation outcomes. By doing
so, this research offers practical guidance for healthcare executives, technology managers,
and policymakers in designing adaptive, resilient, and future-ready digital transformation
roadmaps. A sample of n = 60 peer-reviewed journal articles was selected out of n = 90 arti-
cles following the research screening criteria including keywords “Digital transformation
barriers”, “Healthcare enterprises”, “Digital transformation enablers”, “Digital transfor-
mation use-cases” and “Disruption scenarios for healthcare enterprises”. The sample was
analyzed following thematic content analysis using NVivo and based on research objectives
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to identify the key recurring themes for barriers, enablers, disruption scenarios, and digital
transformation use cases for healthcare enterprises.

This research paper is organized in five main sections: Section 2 describes back-
ground literature defining keywords used for conducting a structured literature review,
Section 3 describes methodology for the study, including data collection methods, i.e.,
structured literature review and data analysis approach used, i.e., thematic content anal-
ysis, and Section 4 describes results, categorized under research objectives of the study,
i.e., key barriers, enablers, disruption scenarios, and digital transformation use cases for
healthcare enterprises.

2. Background
This section provides background on the key terms, based on broader research objec-

tives defining keywords used in the study, “Digital transformation barriers”, “Healthcare
enterprises”, “Digital transformation enablers”, “Disruption scenarios for healthcare enter-
prises”, and “Digital transformation use cases”.

2.1. Digital Transformation Barriers

In defining and understanding barriers to digital transformation it is important to
first define digital transformation for an individual enterprise. Therefore, the definition
of digital transformation may vary with the scope and objectives of an enterprise. This
variation in definition also relates to the range of application of changes and the resulting
benefits for the enterprises [10]. Multiple authors have defined digital transformation
in the context of different studies. The study conducted by [11] states that “The best
understanding of digital transformation is adopting business processes and practices to
help the organization compete effectively in an increasingly digital world”. The perception
and definition of digital transformation acting as a bridge between information technology
and business processes is in line with another study where [12] state, “We define digital
transformation as the use of new digital technologies (social media, mobile, analytics or
embedded devices) to enable major business improvements (such as enhancing customer
experience, streamlining operations or creating new business models)”. Additionally, other
studies conducted by [13] defined digital transformation holistically from an organizational
perspective: “Digital transformation is an ongoing process of changing the way you do
business. It requires foundational investments in skills, projects, infrastructure, and IT
systems. It requires mixing people, machines, and business processes, with all the messiness
that entails. It also requires continuous monitoring and intervention, from the top, to ensure
that both digital leaders and non-digital leaders are making good decisions about their
transformation efforts”.

Multiple organizations fail in their digital transformation initiatives due to cultural
resistance and lack of collaborative leadership support. Further lack of interoperability
among various healthcare IT systems impacts data quality and creates an inability to utilize
data effectively for patient care improvements [14]. The study conducted by [15] reported
legacy infrastructure and lack of technical IT skills as barriers to the digital transformation
of healthcare enterprises.

2.2. Digital Transformation Enablers

A study conducted by [16] categorized enablers or success factors for digital trans-
formation into three categories, i.e., organizational, process, and technology. Upskilling
employees in digital tools and fostering a culture of innovation are critical for successful
implementation of digital transformation initiatives [14]. A survey conducted by [17] high-
lighted that small and medium-sized businesses that get good management support are
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more likely to be successful in implementing digital transformation initiatives. Data quality
is another critical success criterion, as highlighted in the study conducted by [18], because
healthcare data systems are less interoperable, and cloud infrastructure is a way out, but
with extra cybersecurity measures to meet regulatory compliances in healthcare systems.
It is important to study the digital transformation enablers for healthcare enterprises, as
according to study conducted by Mckinsey & Company 2024, 70% of digital transformation
efforts for healthcare enterprises fail to meet their goals.

2.3. Disruption Scenarios for Healthcare Enterprises

The different types of healthcare enterprises include the manufacturing of medical de-
vices, and the technologies and processes used in healthcare patient care systems, including
therapy and healthcare services [19]. Medical device manufacturing enterprises have seen
uncertainty in demand, supply chain disruptions, and constant pressure due to market
volatility during the COVID-19 pandemic [3]. The manufacturing of devices, therapies,
vaccines, and healthcare technologies involves complex operations, and ensuring high
quality and safety while reducing time to market is a critical challenge faced during dis-
ruptions [20]. Digital transformation through digitalization and servitization can improve
resilience at operational and organizational levels for healthcare enterprises [21].

Disruption for an enterprise is defined where a change upsets current systems to such
a point that the incumbents operating in that system cannot adapt to that change [22].
The last decade has seen multiple disruptions, including the COVID-19 pandemic, ter-
ritorial wars, and natural disasters based on climate change. Each disruption generates
multiple scenarios, e.g., supply chain disruption, demand surge, market volatility, and
cybersecurity threats [23]. These scenarios might have cascading effects on medical manu-
facturing enterprises with sequential sub-scenarios, e.g., raw material supply shortages,
lockdown restrictions, unprecedented peaks of demand, long-term outstock, and cyberse-
curity threats [24]. The healthcare supply chain is heavily reliant on interconnected systems,
and this makes it increasingly vulnerable to cyberattacks. Approximately 60% of healthcare
organizations have faced ransomware attacks, disrupting supply chain operations and
manufacturing schedules [5]. Regulatory compliance and geopolitical factors also cause
disruption, as sometimes, heavy reliance on international suppliers for raw materials and
components has made healthcare manufacturing susceptible to geopolitical disruptions,
such as trade restrictions, territorial wars, epidemics, or climate-based natural disasters [25].
Therefore, healthcare enterprises must understand different disruption scenarios and plan
accordingly for digital transformation.

3. Materials and Methods
This section describes the data collection method, which was the structured literature

review (SLR) and thematic content analysis approach used for data analytics. The first
step of the structured literature review (SLR) followed the framework mentioned in the
study [26] defining a unit of analysis which included the keywords used as a research
criteria based on the research objectives. The keywords used as screening criteria were “Dig-
ital transformation barriers”, “Digital transformation enablers”, “Healthcare enterprises”,
and “Disruption scenarios for healthcare enterprises”. This framework [26] delineated
the material to be analyzed by defining the initial unit of analysis with keywords as a
research criterion, creating analytical categories, defining the material collection (creating
and defining categories), pretesting the defined categories, refining pretesting categories,
and analyzing the data by coding for thematic analysis. The period of analysis chosen was
2010–2024, and in the review a sample of n = 60 journals was selected out of n = 90 articles
which met the keyword-based research criteria. To ensure a systematic and transparent
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approach to literature selection, this study adopted the PRISMA (Preferred Reporting Items
for Systematic Reviews and Meta-Analyses) guidelines. The PRISMA approach enhanced
the rigor and replicability of the review process, ensuring the selection of high-quality and
relevant studies [24].

The research query was applied across reputable, peer-reviewed databases including
Emerald, IEEE Xplore, Taylor & Francis, Inderscience, and ScienceDirect. Boolean operators
(“AND”, “OR”) were employed to construct comprehensive search strings, as illustrated in
Figure 1. Following the identification stage, the screening process involved the application
of predefined inclusion and exclusion criteria grounded in the study’s research objectives
and theoretical framework. Titles, abstracts, keywords, and conclusions of the initially
retrieved articles (n = 90) were assessed to determine relevance. Based on this screening,
30 articles were excluded, resulting in a final sample of 60 articles for in-depth review.
To analyze the selected literature, thematic content analysis was conducted using NVivo
15 software which enabled efficient coding and visualization of data. The themes were
categorized based upon research keywords with top-level coding performed by the authors.
Themes were further validated by three raters, with each rater coding a representative
subset of the data, and results were compared to assess coding consistency. Cohen’s
Kappa value, to evaluate agreement levels among the raters, was calculated as K = 0.80,
confirming an acceptable degree of consistency and reliability in theme identification [27].
Inter-reliability testing also mitigated selection and conformation biases by validating the
extracted key themes.

Figure 1. Structured literature review (SLR) methodology.

Thematic content analysis was based on an inductive approach where recurrent themes
based on research objectives were identified and analyzed. Figure 2 highlights the year-wise
distribution of the peer-reviewed articles based on the keywords. The period of analysis
was from 2010 to 2024.

Figure 2, highlights the distribution of peer-reviewed articles published on the dig-
ital transformation of healthcare enterprises. Fourteen articles, the highest number of
articles, were published during the COVID-19 pandemic disruption, 2020, and the sec-
ond highest number (seven articles) during 2022, a year of another disruptive event, i.e.,
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the Ukraine– Russia territorial war. This trend also highlights that interest in this topic is
building up, with numbers increasing with future disruptive events.
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Figure 2. Peer-reviewed articles published on the digital transformation of healthcare enterprises,
n = 60.

Data Analysis (Thematic Content Analysis)

Data analysis was conducted on the sample of n = 60 articles selected through a struc-
tured literature review (SLR) methodology. The definition of thematic content analysis
as stated by [1] is “content analysis is a research technique for the objective, systematic
and quantitative description of the manifest content of communication”. Thematic content
analysis was conducted using the NVivo platform [28]. The refined research query con-
nected with string “OR” was used for thematic content analysis and categorizing themes for
“Digital transformation of healthcare enterprises” OR “Digital transformation barriers for
healthcare enterprises” OR “Digital transformation enablers for healthcare enterprises” OR
“Disruption scenarios for healthcare enterprises” OR “Digital transformation use cases for
healthcare enterprises”. Recurrent themes were identified and analyzed from the research
query results. Recurrent themes are highlighted and described through the word cloud
with exact quote descriptions from the literature. The following section, Section 4, describes
the results.

4. Results
This section highlights the results of the thematic content analysis conducted to identify

and describe key themes based on the research objectives. Key themes are highlighted
through word clouds and descriptive analysis shown in the tables.

4.1. Digital Transformation Barriers for Healthcare Enterprises

Resistance to change and the human side of transformation is the most challenging as
it relates to people’s needs for steadiness [29]. Resistance to adaptation for changes or new
norms is a top barrier cited for moving towards digital transformation [29]. Employees
refusing to change their traditional ways of working, which may be due to regulatory
compliance, legacy of systems, or inadequate skills provides resistance to change [30].
Regulatory compliance is another key theme and is cited as a barrier where researchers
have identified the insufficient development of the regulatory framework and standards as
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barriers to digital transformation of healthcare enterprises [31]. According to many research
studies [32], there is a growing demand for data and tech-savvy executives with excellent
analytical skills, and cloud-based business intelligence systems have made progress toward
development in healthcare enterprises that utilize predictive and prescriptive analytics.
Inadequate workforce skills and a low awareness level of employees in the use and man-
agement of emerging technologies, specifically AI/ML, is a significant factor and emergent
theme for barriers to digital transformation of healthcare enterprises. Healthcare data are
often stored in different formats across different systems, making it difficult to achieve
seamless interoperability. Inconsistencies in terminology, coding systems (e.g., ICD-10 vs.
SNOMED CT), and data-exchange protocols lead to errors and inefficiencies in patient
care and analytics [33]. Without standardized data structures, integrating electronic health
records (EHRs) across providers remains a challenge.

The word cloud in Figure 3 highlights the key themes for barriers to digital transfor-
mation, which are resistance to change, regulatory compliance, inadequate workforce skills,
and inadequate data and data quality.

 
Figure 3. Themes for barriers to digital transformation of healthcare enterprises.

Descriptive analysis in the Table 1 highlights unwillingness to change due to human
factors and the broader impact of changes due to regulatory compliance are the key factors
which might be considered proactively to strategize for digital transformation change
management [2]. Additionally, inadequate workforce skills and insufficient funding are
critical barriers which might be resolved through outsourcing skills and setting innovative
community funding e.g., crowdsourcing mechanisms. Increased interest in data usage
and the use of BI systems that enable the use of organizational data isolated in operational
systems has been highlighted in some studies [34]. Studies have also mentioned the
inadequate collaboration between information technology (IT) and operational technology
(OT) systems as a key barrier that can be resolved by aligning digital transformation
initiatives to foster collaboration between IT and OT [35]. Cloud computing systems, the
business intelligence, and virtualization of individual workspaces enable the resolution of
this barrier and foster IT and OT collaboration [36].
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Table 1. Descriptive analysis for key themes for barriers to digital transformation of
healthcare enterprises.

Key Themes Descriptive Analysis References

Regulatory compliance

“Producing complex pharmaceuticals is not just a matter
of building the required production line or hardware. It
also involves a complex manufacturing process, a large

team of experts, more time, many detailed steps, and the
right regulatory registrations and all of this against the

high quality and regulatory standards.”
“Researchers have identified the important role of
regulation. As the health-care industry is heavily

regulated by the government, changes in regulation,
especially to payment systems, tend to have a

big impact.”

[24,29,37,38]

Data quality

“Besides random factors, the data quality in healthcare
services could be low due to lack of testing, delays in
reporting, different reporting standards, lack of data

interoperability between different healthcare
data systems.”

[2,30,38]

Resistance to change

“Researchers identified organizations’ overall resistance
to change as their top operational risk. They are

increasingly concerned about their organizations’
unwillingness to change business models and alter core

operations in response to dynamic
business environments.”

[1,12,38]

Inadequate workforce skills

“The issue of inadequate skills and low awareness levels
of individuals to manage technology is one of the

significant challenges. Especially in the health care and
medical device manufacturing sector wherein the

proficiency of persons in digital technologies is
relatively low.”

[26,33]

4.2. Digital Transformation Enablers for Healthcare Enterprises

Effective change management is the most important enabler for successful digital
transformation. Digital transformation is a major change, and top leadership acting as
a change agent is a key theme and an enabler for digital transformation of healthcare
enterprises [12]. The two behavioral capacities, which are collaborative visioning and
evidence-based improvisation [39], are highlighted as key traits for effective leadership for
digital transformation. A study conducted by [40] identified multiple factors, specifically IT
competence and experience of workforce with information systems, as success factors for
digital transformation. Data interoperability of healthcare systems decreases the ability to
obtain and evaluate vast amounts of data and leads to data quality issues [41]. Information
technology (IT) and operational technology integration is another key enabler which
enables connection between planning and control systems [39]. Transparency is critical for
the process-related procedures to systematically identify gaps and potential. Therefore,
adequate collaboration between IT and OT is essential [42]. Information technology and
operation technology collaboration enables organizations to implement advanced digital
solutions like the IoT, cloud computing, and AI-driven automation as highlighted in
the descriptive analysis in the Table 2. This improves adaptability to market volatility,
supports scalable infrastructure, and accelerates digital transformation [43]. Crowd funding,
particularly through platforms like Kickstarter or GoFundMe, serves as a vital tool for early-
stage financing, reducing development cycles for healthcare innovations, increasing market
validation, and fostering innovation [43]. It allows startups and researchers to bypass
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traditional funding hurdles, accelerating the implementation of digital solutions such as
AI diagnostics, wearable health monitors, and blockchain-based patient data management
systems [44].

The word cloud in Figure 4 highlights the key themes for enablers to digital transfor-
mation, which are change management, leadership as change agent, IT and OT integration,
and IT competence of employees.

 

Figure 4. Themes for enablers to digital transformation of healthcare enterprises.

Table 2. Descriptive analysis for key themes for enablers to digital transformation of
healthcare enterprises.

Key Themes Descriptive Analysis References

Change management

“This is perhaps the most crucial phase, as
mismanagement here would be catastrophic to the

business. Change management is a collective term for
all approaches to prepare, support and help

individuals, teams, and organizations in making
organizational changes.”

[4,26,34]

[4,26,34]

Leadership as change agent

“With regard to the bottom-up approach, the adoption
of two behavioral capacities, collaborative visioning
and evidence-based improvisation. Leaders should
try to achieve quick wins to keep staff motivated.”

“Research demonstrates that leaders’ own technology
awareness is not a significant factor. This finding is

not surprising, given that the leader’s main
responsibility is to set the strategic direction and that

he or she can rely on technically competent staff to
advise and drive the ODT process. ”
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Table 2. Cont.

Key Themes Descriptive Analysis References

IT and OT integration

“Process Management is the connecting element
between the company and IT. It effectively and

efficiently promotes business-IT alignment by acting
as a neutral language that mediates between the two

worlds. In the context of digital transformation,
transparency must prevail over the process-related

procedures in the company to systematically identify
weaknesses and potentials.”

“The measure “IT/OT integration” enables the
connection of machines with planning and

control systems. ”

[4,35,45]

[26,40,46]

Innovation culture
and crowdsourcing

“The measure “Innovation Community” leads to
better solutions and innovations like a proprietary
product development. Innovation Community is a

group of people with a sense of belonging and a
collective identity who

are jointly
facilitating innovation.”

“The research report medical crowdfunding could be
a complementary solution to reduce bankruptcy, if

governmental authorities take measures that enable
disadvantaged populations to purposefully engage

with digital platforms.”

[26,43,44]

[35,39,40]

IT competence of employees

“The measure “IT competence of the employees”
ensures that employees find their way in the digital

age, even in companies affected by change.”

“IT competencies are becoming increasingly
important as the use of digital technologies are

increasing even in the fields of patient care activities
that were manual in the past.”

[26,43,44]

[35,39,40]

4.3. Key Disruption Scenarios for Healthcare Enterprises

The COVID 19 pandemic, a big disruption faced by the world, resulted in multiple
scenarios [26,47,48]. A study conducted by [49] highlighted that the pandemic exacerbated
panic buying and therefore demand surges in certain products, causing severe supply
chain disruption as a key disruption scenario highlighted in Figure 5. The main supply
chain problems cited in the study [49] were flexible manufacturing, inventory management,
production quality, and procurement cost optimization. Supply chain disruptions during
the COVID-19 pandemic delayed critical medical equipment deliveries, impacting hospitals’
ability to perform procedures. Digitization of supply chain management through IoT
tracking and real-time analytics helps healthcare providers to proactively manage risks
and maintain service continuity. Internet connectivity issues and cybersecurity threats are
cited as potential disruption scenarios [26,50]. Therefore, strong cybersecurity measures are
needed to protect patient information with clear policies to ensure safe and equitable use
of AI [51]. Cyberattacks like the WannaCry ransomware attack have shut down hospital
systems, delaying critical medical procedures and patient care. Emerging zero-trust security
models, which require continuous verification of users and devices before granting access,
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minimize cyber threats as highlighted in descriptive analysis in Table 3. A proactive
approach to cybersecurity, including AI-driven real-time threat detection, encrypted data
transfers, and strict access controls, is critical to maintaining trust in digital healthcare
systems [52].

 

Figure 5. Themes for disruption scenarios of healthcare enterprises.

Table 3. Descriptive analysis for key themes for disruption scenarios.

Key Themes Descriptive Analysis References

Pandemics (COVID-19)

“Since the pandemic has exacerbated panic buying and unprecedented
peaks of demand in certain products, causing severe supply chain

problems. In
these circumstances, digital transformation and innovation in supply

chains have been fundamental to avoid long-term outstock.”
“Respiratory support devices such as life-support machines, oxygen

generators, atomizers, and monitors are the primary clinical treatment
medical devices to combat the pandemic. Thus, from diagnosis to cure,

the necessity for medical devices and life-support systems is on the
increasing trend. However, the scarcity of key materials and the

lockdown restrictions have restricted the production of
medical devices.”

[21,26,31]

Supply chain disruption

“Main challenges related to supply chain disruption are inventory
management, flexible manufacturing, quality production and

procurement costs optimization.”
“Literature has demonstrated that the adoption of digital

technologies such as Electronic Data Interchange (EDI), Artificial
Intelligence (AI), Digital Twins (DT) and Internet of Things (IoT)

enables supply chain partners to share information and help firms in
decision making mitigating the “Bullwhip effect.”

[2,26,34]
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Table 3. Cont.

Key Themes Descriptive Analysis References

Market volatility

“The adoption of big data analytics enables firms to process massive
quantities of data from different sources and helps firms to make

optimal decisions to minimize the impact of adverse events. Therefore,
firms that implement digitalization tend to be more resilient to adverse
events. Second, digitalization enables prompt decision making, which

helps firms to quickly respond to market changes.”

[26,47,48]

Cybersecurity threats

“Cyber-security could turn out to be an essential part of the strategy,
design and development, and operations in the I4.0 era. Also, I4.0

systems demand reliable high-speed internet with a large bandwidth,
which poses internet connectivity issues during

cybersecurity disruptions.”
“Healthcare companies are starting to use AI technologies for

cybersecurity and to protect sensitive patient data”.

[50–52]

4.4. Digital Transformation Use Cases for Healthcare Enterprises

Digital-twin technology creates a bridge between the physical and digital world en-
hancing real-time information sharing. The visibility on understanding past and current
processes through digital twins helps to make predictions for capacity planning much
quicker and in real time [53]. Digital twins are the most-cited technology with use cases as
highlighted in the Figure 6, in operations improvement (high patient demand, increasing
wait times, and resource management) and patient care (treatment prediction and trauma
management) [54]. A study conducted by [55] used AI-driven digital twins for cancer
patient care where digital twins assisted in creating individualized treatment models, pre-
dicting disease progression, and optimizing therapy selection. Another study conducted
by [56] highlighted artificial intelligence-based approaches for predictive analytics, en-
hancing clinical trial efficiency by 30% and fostering treatment personalization. Artificial
intelligence (AI)-enabled technologies result in enhanced connectivity, transparency, and
visibility which further increases the reactivity and resiliency of complex global healthcare
supply networks [33]. Smart medical device manufacturing-based use cases of AI-enabled
technologies; specifically, processing automation, robotics, driverless trucks, and automated
guided vehicles help to achieve social distancing with minimal impact on the factory output
and efficiency [57]. Internet of things (IoT)-based AI-powered devices can be used to contin-
uously track patient health metrics for real-time patient monitoring systems and enabling
predictive analytics for personalized medicine as highlighted in the descriptive analysis
in the Table 4. Augmented reality-based systems can enhance medical training, patient
engagement, and remote diagnostics [51]. Augmented reality enables the use of real-time
information which can be used to help decision-makers perform complex surgeries.

Table 4. Descriptive analysis for digital transformation use cases.

Key Themes Descriptive Analysis References

Digital twins
“Digital twins originated from manufacturing is

proposed for healthcare to enhance clinical
decision-making and personalized patient care.”

[53–55]
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Table 4. Cont.

Key Themes Descriptive Analysis References

“The integration of digital twins with AI can process
heterogeneous data which is a challenge improving diagnosis,

treatment planning and patient outcomes.

Artificial intelligence (AI) “AI/ML can accelerate new drug discovery by improving and
reducing virtual screening cycle times by 40%. AI enhances real

time pandemic response and clinical trial optimization.”

[33,55,56]

“AI driven cell and gene therapy is emerging trend for
personalized medicine.”

[51,55,57]

Internet of Things (IoT)

“IoT sensors and edge computing devices helps to develop
interconnected healthcare systems connecting hospital

equipment with patient monitoring systems enabling real time
health tracking and data analytics

for telemedicine.”

[51,57]

Augmented reality (AR)
“Augmented reality enhances medical training and reduces

training time by 50%. Further AR enhances patient engagement
and remote diagnostics reducing administrative burden and

costs.”

 
Figure 6. Themes for digital transformation use cases of healthcare enterprises.

5. Discussion
Digital transformation in healthcare is a multifaceted process influenced by the inter-

play of disruption scenarios, organizational barriers, enabling factors, and technological
use cases. Disruption scenarios such as market volatility, supply chain disruption, and
cybersecurity threats are the key catalytic scenarios that necessitate transformation. For
instance, market volatility can lead to demand surges or declines, impacting capacity plan-
ning and inventory management [21,58]. Supply chain disruptions challenge procurement
processes and manufacturing stability, while cybersecurity threats underscore the need
for robust data-protection measures [26,59]. Agility in production schedules, alternative
sources of supply, and enhanced inbound materials visibility with AI/ML-integrated fore-
casting and supply chain simulations are some potential strategies for mitigating the supply
chain disruption risks [60,61]. This finding resonates with previous studies [53,62] where
enhancing big data analytics and processing capability of healthcare enterprises mitigates
risks associated with supply chain disruption. Digital transformation enhances information



Sustainability 2025, 17, 5690 14 of 18

processing capability and operational efficiency through robust cross-departmental collabo-
ration between information technology (IT) and business processes. Organizational barriers,
including regulatory compliance issues, data quality concerns, resistance to change, and
inadequate technical workforce skills, can impede the effective response to these disrup-
tions. A study [33] highlighted that poor data quality results in duplicate patient records
and missing information, leading to fragmented patient histories. This issue hampers
decision-making and increases redundant testing, which raises healthcare costs and risks
for patients. Enablers such as leadership commitment, effective change management, and
collaboration between information technology (IT) and operational technology (OT) are
critical for overcoming the barriers. Leadership that fosters a collaborative vision and strate-
gizes for evidence-based improvements can drive successful digital transformation [8].
Moreover, entrepreneurial mindsets and comprehensive knowledge of digital technologies
among leaders facilitate the adoption of innovative solutions [12]. A study conducted
by [10] supports this finding and highlights that 32 % of digitally transformed companies
establish effective external relationships or partnerships through innovation funding.

Cybersecurity threats are critical, and including cybersecurity assessment and pre-
vention strategies to the digital transformation roadmap of an enterprises is an important
strategy to adopt. IT technical experts in cybersecurity threat detection and artificial intelli-
gence/machine learning, combined with operations and process-improvement skills can
help mitigate risks and ensure resilience for healthcare enterprises [63]. Technological use
cases, as highlighted in this study, including AI, digital twins, the Internet of Things (IoT),
and augmented reality (AR), provide practical applications to address specific challenges
posed by disruption scenarios [9,54]. For instance, AI and predictive analytics can enhance
capacity planning and patient care while digital twins can improve operational efficiency
and interoperability between IT and OT systems [9]. These technologies, when effectively
implemented, can mitigate risks associated with supply chain disruptions and cyberse-
curity threats. Cloud computing and agile project management online tools like Asana
and JIRA can enhance collaboration between IT and OT, which is important for ensuring
successful digital transformation [64].

Integrating these constructs into a cohesive theoretical framework highlights the causal
mechanisms and interdependencies that drive digital transformation in healthcare. Disrup-
tion scenarios create pressures that necessitate change; organizational barriers can hinder
or moderate the effectiveness of enabling factors; enablers facilitate the adoption of techno-
logical solutions; and use cases operationalize these technologies to achieve transformation
outcomes. This integrated approach aligns with [65], that theoretical advancement requires
not just identifying constructs, but also elucidating the relationships between them.

6. Conclusions
Emerging technologies, specifically digital twins (DTs), artificial intelligence (AI),

and the Internet of Things (IoT) can be used to foster information technology (IT) and
operational technology (OT) integration. Predictive analytics, capacity planning, workforce
training, real-time patient monitoring, engagement, and cybersecurity threat mitigation
are key use cases identified for digital transformation of healthcare enterprises. This is
an important finding as it might help c-level and digital transformation executives to
develop business cases for their digital transformation roadmap. Supply chain disruption,
cybersecurity threats, and market volatility are the key themes identified for disruption
scenarios. Emerging technologies like digital twins, AI, the IoT, and augmented reality can
be used to mitigate the impact of disruption scenarios and this study will help to develop
use cases and test cases. This study will also inform healthcare enterprises towards building
resilient global supply chains and accelerating towards their digital transformation journey.
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Effective change management, leadership as a change agent, collaboration between IT
and OT, and workforce technology skills enablement are identified as the key themes for
enablers of digital transformation. This finding is crucial for workforce training, change
management, and sustaining digital transformation culture. Digital transformation leader-
ship should possess collaborative, use-case driven, and evidence-based vision for digital
transformation of their enterprises, as highlighted in this study.

Resistance to change, regulatory compliance, inadequate workforce skills, and poor
collaboration between IT and OT are the key themes for barriers to digital transformation.
This study might provide a starting point for healthcare enterprises to develop and define
digital transformation goals. How to define digital transformation in the context of your
enterprise and develop change initiatives are key questions which this research might help
to explore. The findings from this study are qualitative and based on secondary research
using structured literature review methodology, and need empirical evidence. The findings
of this study are general for different types of healthcare enterprises and do not specifically
explore variations in the factors of digital transformation with the size (small, medium,
or larger) or type (medical device manufacturing, therapeutics, or patient care) of the
enterprise. Future research work might help to validate the themes identified from this
study with a survey and empirical evidence exploring variation in the factors for digital
transformation among different types of healthcare enterprises. Developing the business
case for digital transformation using the use cases mentioned in this study might help to
test these cases and understand the potential tangible implications of implementing digital
transformation initiatives. Capacity planning, patient care, and workforce training to
mitigate potential risks during future disruption scenarios is another important implication
of this study.
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