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Abstract

:

The swift adoption of digitalization and transformation within enterprises and their operations had commenced prior to the onset of COVID-19, characterized by the shift towards Industry 4.0 and subsequently progressing towards Industry 5.0. However, mandated restrictions significantly amplified the necessity and drive to utilize digital tools for both businesses and consumers. New opportunities previously not utilized have arisen yet are hand in hand with several risks linked to the use of these new digital tools. The bioeconomy sector is not an exception. The study aims to consider the sector representatives’ opinions on the significance of the risks related to digitalization. The empirical results of this study stem from a survey of enterprises in the bioeconomy sector carried out in 2020 and 2021 in Latvia. The research results prove that there are many factors influencing the development of digitalization. The results notably affirm that both entrepreneurs and employees in SMEs recognize the considerable importance of these risks, particularly emphasizing the significance of security and technology risks. While the Chi-Square Test of Independence indicates a notable association between risk evaluation scores and the education level of respondents before the COVID-19 outbreak in 2020, this association diminishes in 2021. Contrary to the hypothesis that individuals with higher education levels are more attentive to risks, the evidence shows inconsistency in their perception, particularly regarding professional challenges of the entrepreneur and employees to use digital tools and other risk categories. However, the relationship between higher education levels and the significance of risks pertaining to security risks, technology risks, and the skills of the clients to use digital tools is partly affirmed.
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1. Introduction


Digitalization had started well before COVID-19, described as a transition to Industry 4.0 and later on to Industry 5.0, but COVID-19 had led to more rapid digitalization processes as a response to social distancing measures [1]. The use of new tools and the change in customer behaviour has led to adapting new business models in many enterprises.



“Digitalization” originally refers to the continuous evolution and change in particular processes and procedures based on digital technologies [2] to transform and enhance business operations, services, or processes. It involves leveraging digital tools, technologies, and data to streamline operations, improve efficiency, and create new opportunities for innovation and growth.



Digitalization as a process is strongly linked with the concepts of Industry 4.0 and 5.0. Industry 4.0, also known as the fourth industrial revolution, represents a significant shift in manufacturing and production processes driven by the integration of digital technologies [3]. It builds upon the previous industrial revolutions and leverages advancements in areas such as automation, data exchange, Internet of Things (IoT), cloud computing, artificial intelligence (AI), and cyber-physical systems [4]. A theoretical continuation of Industry 4.0 is Industry 5.0—an evolving concept that seeks to complement the technological advancements of Industry 4.0 with a stronger emphasis on human collaboration and integration. While Industry 4.0 laid the foundation for the digital transformation of industries, emphasizing automation and interconnectedness, Industry 5.0 builds upon this foundation by recognizing the importance of human skills, creativity, and collaboration in conjunction with advanced technologies to drive innovation and productivity. Both Industry 4.0 and Industry 5.0 aim to revolutionize manufacturing, albeit with different focal points: Industry 4.0 emphasizes technological integration and automation, while Industry 5.0 seeks to combine technological advancements with a more prominent role for human workers in the manufacturing process. Innovation related to the technological advances of entrepreneurship is essential in Industry 4.0, and the symbiosis of technological and human-oriented advances are at the heart of Industry 5.0 [4,5,6].



Internationalization, digitalization, and sustainability are three key growth paths for enterprises [7]. A higher degree of digitalization in new ventures’ product/service offerings and their processes can lead to a faster entering time in the market and the ability to rapidly scale the business [8]. Digitalization can accelerate, for instance, data management, knowledge generation, and innovation processes to achieve the transition to a more efficient and sustainable production [9].



Digitally connected global firms reap the benefits of many new opportunities, but business leaders cannot underestimate the associated risks [10]. Digital technologies can help reduce costs and save time and resources [11], yet smaller manufacturers need particular competencies like change management and strategic planning for digitalization to achieve a certain level of maturity in information, digital, operational, and cyber aspects [12,13]. Despite the transformation of a digital business platform, many SMEs have stumbled in the middle road [14]. Although SMEs are aware and can benefit significantly from digital systems, the time, skills, and finances required to develop SME-specific systems are prohibitive [15].



At the same time, Amaral and Pecas [16] argued that not all types of digitalization are aligned with Industry 4.0-related measures; simply digitalizing processes (although relevant) might not be as impactful for the companies as re-engineering (the same) processes upon digitalization. For this, we defend that a process digitalization should encompass Industry 4.0 design principles and a human centric orientation to be considered an Industry 4.0 and Industry 5.0 oriented digitalization.



In discussions about digital transformation, the focus tends to be on the integration of digital strategies and technology within the company. This can encompass a wide range of initiatives, including the introduction of new devices enabling remote work for employees, the development of mobile apps to enhance internal communication or paperless workflows, and the adoption of digital data collection solutions [17]. The kind of shift is, to a great extent, subject to risks that have been measured.



While the new coronavirus has devastated the organized world, it has also created an opportunity for new tides of transformation to emerge (…), namely the shift from offline to online digital media [18].



At the same time, there are many questions related to digitalization, e.g., Rajnai and Kocsis (2017) address an issue—are we facing a reduction in employment via automation, rendering the human workforce uncompetitive with the technologies used [19].



Risk signifies a probability of a negative occurrence caused by external or internal vulnerabilities that threaten business activities [10]. Recent research findings indicate that deficiencies in risk culture, as well as the strained market for IT experts, are the major obstacles with respect to the implementation of cyber risk management in SMEs and that these challenges are similar across countries [20].



Due to the resulting high risks, SMEs neglect the chances of digitalization and lose competitiveness. To start with, they need a maturity assessment model that can help them understand their level of readiness to implement aspects [21].



This study focuses on the digitalization of enterprises working in the sectors of the bioeconomy. Bioeconomy can be defined as an economy where the fundamental components for materials, chemicals, and energy originate from renewable biological resources [22]. Empowered by digital solutions, bioeconomy has made substantial advancements in recent years towards realizing the enduring objective of transitioning from a conventional fossil-fuel-based economy to one founded on a circular bioeconomy [23].



Bioeconomy includes agriculture, forestry, fisheries and aquaculture, food industry, and wood industry, as well as parts of chemical, biotechnological, and energy sectors. These sectors serve as the bedrock for national economic development, bolster rural sustainability, and hold considerable potential for generating well-paying employment opportunities [24].



Digitalization in the bioeconomy has shifted onwards during COVID-19 [25], yet there are still many issues to be researched, especially concerning the risks related to digitalization.



The information available in the risk mitigation strategy literature is generally descriptive rather than specific but is still useful for bioeconomy. Also, McCormik (2013) states that in order to facilitate an understanding of the existing bioeconomy and the transition to an advanced bio-based economy, it is necessary to examine it more in-depth [23]. There is increasing interest in the potential opportunities for digitalization at a broader bioeconomy scale; however, there is limited knowledge of the potential barriers to a digital bioeconomy [26]. The previously analyzed research papers have not concentrated on evaluating the risks related to digitalization in the bioeconomy sector, especially from the employers’ perspective. Also, there is no research found on evaluating the digital risk perception from the age and education level perspective. Therefore, the paper fills the research gaps identified to promote a clear understanding of the risk perception among entrepreneurs in the bioeconomy sector.



The aim of the study is to group the factors influencing the development of digitalization in the bioeconomy sector and to consider the sector representatives’ opinions on the significance of the risks related to digitalization.



Based on the findings arising from the previous research works, policy documents, and statistical analysis, the authors introduced the following research questions:



RQ1: What are the main factors influencing the development of digitalization?



RQ2: What are the main risks that the entrepreneurs and employees of the SMEs consider?



To address the research questions, four hypotheses were set. They were based on the recent literature studies without finding answers to these issues. Therefore, the authors considered it interesting to research the following aspects:



H1. 

Entrepreneurs and employees of SMEs consider the risks related to digitalization significant;





H2. 

Security and Technology risks are considered to be the most significant;





H3. 

People with higher education levels tend to consider the risks to be more significant;





H4. 

Older people consider the risks related to digitalization to be more significant. The following limitations have been set for the research.






2. Materials and Methods


This study analyzes the results of a survey aimed at assessing the process of digitalization in the enterprises of the bioeconomy sector and the risks related to it. The survey was carried out in Latvia in 2 phases, in 2020 (n = 150) and 2021 (n = 171), of entrepreneurs and employees of the enterprises working in the sector of bioeconomy, which allows for the identification of the digitalization tools used by these enterprises, their motivation in moving towards the digital transformation, and the risks they have encountered. The study involves a literature review supplemented with an analysis of secondary data obtained from the Eurostat database. There are around 124,58 thousand people in Latvia employed in the bioeconomy sector; thus, the sample size was defined to cover a representative sample of the SME employers and employees involved in management activities in the bioeconomy sector in the survey different age groups were represented.



Education level was divided into three groups—secondary education, higher education (bachelor), and masters’ degree (no representative sample was reached regarding the persons with primary education or Ph.D. degree, yet this target group was also not intended to be specifically researched). From all respondents (in 2020 and 2021), 53 had secondary education; 145 had higher education; and 119 had a master’s- or Ph.D.-level education. Considering the age groups, from all respondents, 16 were below 25 years old; 59 were from 26 to 35 years old; 56 were 36 to 45 years old; 66 were 46 to 55 years old; 30 were 56 to 65 years old; and 3 respondents were above 65 years of age.



The data were gathered electronically and represent the overall range of enterprises in Latvia related to the bioeconomy. The surveys about the importance of digitalization of the bio-based enterprises in Latvia in 2020 and 2021 were the same, yet a section of COVID-19-related questions was added for the survey of 2021.



Taking into account the risks assessed with the survey, it is considered that the results can be applied to other countries having the same development level in digitalization.



A cross-tabulation analysis was performed to evaluate the risks by their significance. The Chi-Square Test of Independence was used to determine if there is a significant association or relationship between two categorical variables (risks and education level). The Chi-Square Test of Independence is a nonparametric test that determines whether there is an association between categorical variables (i.e., whether the variables are independent or related) [27]. And the correlation analysis was carried out to assess relations between education and age and the analyzed risk groups using Kendall’s rank correlation and Spearman’s rank correlation. Kendall’s rank correlation coefficient and Spearman’s rank correlation coefficient are both non-parametric methods used to measure the strength and direction of association between two variables. They are used when the data are in the form of ranked or ordinal variables or when the assumptions of parametric correlation methods like Pearson’s correlation cannot be met.



The performed analysis allowed for testing the hypotheses set for the research.




3. Results and Findings


The current research findings respond to the overall suggestions that risks in digitalization are very important. There is a necessity to evaluate the perception of risks concerning the age and education level of respondents. Risk can be understood as uncertainty, either regarding the probability of the occurrence of certain facts that may directly or indirectly affect the company or regarding the moment when such facts may manifest themselves [28].



Following research question 2, “What are the main risks the entrepreneurs and employees of the SMEs consider?” among questions regarding the digitalization status of the enterprises, questions about the risks encountered and their significance were asked to the respondents. The limitations were set, and the risks were divided into five groups:



Technological risks:




	
Security risks;



	
Technology risks;








Social risks:




	3.

	
Professional challenges of the entrepreneur and employees to use digital tools;




	4.

	
Skills of the clients to use digital tools;









Other risks’ categories:




	5.

	
Other risks.









The risk groups were identified based on the theoretical analysis, taking into account that the security risks and the technology risks were among the most often mentioned. Cybersecurity plays a critical role in digital transformation, safeguarding enterprises from cyber threats while shifting to digital processes. The COVID-19 pandemic has underscored the necessity of strong cybersecurity measures, given the increased risks posed by rapid digitalization. Organizations embracing digital transformation need to prioritize cybersecurity to ensure a smooth transition and protect against disruptions caused by cyber-attacks [29,30,31].



In addition, the researchers noted that social risks should be considered, especially the professional challenges of the entrepreneur and employees in using digital tools [32] and the skills of the clients in using digital tools. Since the challenges to using digital tools and the skills in using digital tools might be related to the age and education level of the respondents, these two factors were also considered in the survey. A category of “Other risks” was also placed in the survey in order not to limit the answers.



The risks were assessed on a 5-point Likert scale from highly significant to insignificant. To estimate the risk perception with respect to the education level and the age of the respondents, a cross-tabulation analysis was carried out (Table A1, Table A2, Table A3 and Table A4 in Appendix A).



To test the hypotheses, the results of the survey were analyzed within the evaluated risk groups and the significance levels (Table 1); the total number of risks was assessed as “Significant”, or a sum of risks in the groups “Highly significant”, “Significant”, and “Moderately significant” was calculated. This calculation provides an overall measure of the level of significance across the different risk groups. In 2020, the “Total significant” percentage for security risks was 80.5%. This means that the percentages of “Highly significant” (28.9%), “Significant” (30.9%), and “Moderately significant” (20.8%) categories were added together to give the “Total significant” value.



In 2021, the “Total significant” percentage for security risks was 81.2%, technology risks had a “Total significant” percentage of 84.7%, professional challenges related to digital tools had a “Total significant” percentage of 78.8%, and the skills of clients to use digital tools had a “Total significant” percentage of 80.0%.



Overall, technology risks had the highest level of significance in both years, while security risks and professional challenges also remained significant. The skills of clients to use digital tools showed relatively consistent significance levels between the two years. Thus, these results indicate that H1 and H2 can be approved. More information is reflected in Table 1.



Figure 1 reflects cross-tabulation analysis for the evaluation results of security risks with respect to the education level of the respondents, thus aiming to test H3: People with higher education levels tend to consider the risks more significant.



The results reflect changes between the evaluation results in 2020 and 2021—in 2021, the security risks are assessed as “Highly significant”, especially by the group of respondents with higher education and master’s degrees. It may indicate that in 2020, many enterprises did not face the security risks that arrived with intensified digitalization during the COVID-19 period 2020. A different tendency can be observed for the respondents with secondary education—in 2020, 33.3% of respondents considered security risks to be “Highly significant”, while in 2021, only 7.4% of respondents considered security risks at this education level to be “Highly significant”, which might be linked to the digital tools they use in their work and the level of responsibility they take in the enterprise.



Figure 2 provides insights into how the perceived level of security risks varies across different levels of education. The percentages are given separately for 2020 and 2021, allowing for a comparison of changes over time. A majority of the respondents assessed technological risks as “Significant” from 2020 to 2021; there seems to be a change in the risk perception in the group with secondary education. Overall, they consider such risks as less significant, but the % of respondents determining this risk group as “Highly significant” increased in the group with higher education from 21.4% to 35.6%.



The risk of professional challenges of the entrepreneur and employees to use digital tools is assessed in Figure 3, which reflects that “Significant” professional challenges have been encountered in the group of respondents with secondary education—51.9% assessed these risks as “Significant” compared to 29.6% in 2020. This could be linked to new digital tools introduced in 2020 and 2021, and there could be challenges for this group of those of lower education levels to master new tools since their digital skills might not be sufficient. Yet they do not consider this risk to be “Highly significant”, perhaps indicating that the digital skills could be a hindering and not a limiting factor for them to use digital tools.



More than 50% of the respondents of all groups (leading to more than 66% of the respondents with higher education) consider that the skills of the clients in using digital tools are highly significant or significant (Figure 4).



Table 2 reflects The Chi-Square Test of Independence results to determine if there is a significant association or relationship between two categorical variables (risks and education level.



The results of the test indicate (Table 2) that in 2020, the risk evaluation scores in the groups “Security risks”, “Technology risks”, and “Skills of the clients to use digital tools” are significantly associated with the education level of the respondents, but in 2021, none of the responses are associated with education level. Thus, H3: People with higher education levels tend to consider the risks to be more significant can be rejected for “Professional challenges of the entrepreneur and employees to use digital tools” and “Other” risk groups, and it can be partly approved for the “Security risks”, “Technology risks”, and “Skills of the clients to use digital tools” groups.



Since the data reflected differences in risk evaluation results concerning the education level, the authors concluded analysis on the differences considering the risks, taking into account the age groups of respondents and testing H4: Older people consider the risks related to digitalization to be more significant. Figure 5 reflects the result for the Security risks group—overall, more consideration for security risks is given by the respondents of higher age, especially in 2021, where the age groups of 45–55 and 56–65 year-olds assessed security risks as “Highly significant”.



Figure 6 reflects the results with respect to Technology risks that are considered especially high by the youngest group of respondents— “Significant” in 2020 by 66.7% of respondents under 25 years and “Highly significant” by 50% of respondents from this age group.



Professional challenges (Figure 7) are considered “Significant” and “Moderately significant” by most age groups, with an overall higher significance given to this group in 2021 by the age groups of 26–65 year-olds and less significance given to younger respondents.



The consideration of the clients in using digital skills (Figure 8) was assessed as “Highly significant” by 40% of 46–55-year-olds in 2021 and “Significant” by the largest share of 26–45-year-olds.



The results of the Chi-Square Test of Independence (Table 3) indicate that in 2020, all risk evaluation responses for the risk groups (except “Other”) are significantly associated with the age of the respondents. And in 2021, all but “Professional challenges of the entrepreneur and employees to use digital tools” and “Other” risks groups are associated with the age of the respondents.



H4: Older people consider the risks related to digitalization to be more significant can be partly approved as there is a statistically significant association between the age of the respondents and the evaluation results in most of the evaluated risk groups in 2020 and 2021. Also, the results of the correlation analysis (Table 4) indicate a moderate positive correlation between the age of respondents and education in both surveyed years and also with ‘Technological risks’ in 2020.



But the strongest correlation can be found among the risk groups, e.g., the ‘Security risk’ score correlates with ‘Technological risks’ and ‘Professional challenges of the entrepreneur and employees to use digital tools’ in both surveyed years, which also indicates the cultural background of the respondents and the differences in the perception of risk. What one culture considers a high-risk behaviour or situation may be viewed as relatively safe in another culture or for respondents of other ages or educational backgrounds. It can be observed that the respondents who start their evaluation by assessing ‘Security risks’ as significant also proceed to consider other risk groups as equally significant.




4. Conclusions


Digitalization plays an important role in our lives. There are shifts in digital tools used, e.g., automation rendering human work, the introduction of new devices that allow employees to work remotely, tools to improve internal communications, systems that allow work without paper, and artificial intelligence that fosters digital data collection solutions. Following the shifts in the use of digital tools, risks become an essential part of digitalization and their importance is acknowledged by the enterprises of the bioeconomy sector.



The research paper contributes to the problems identified concerning the consideration of risks related to digitalization. The research results prove that entrepreneurs and employees of SMEs consider the risks related to digitalization significant:



H1. Entrepreneurs and employees of the SMEs consider the risks related to digitalization significant—proved;



H2. The Security and Technology risks are considered the most significant—proved.



The results of the Chi-Square Test of Independence indicate that in 2020, the risk evaluation scores in the groups “Security risks”, “Technology risks”, and “Skills of the clients to use digital tools” are significantly associated with the education level of the respondents (before COVID-19), but in 2021, none of the responses are associated with the education level.



H3. People with higher education levels tend to consider the risks to be more significant—rejected for “Professional challenges of the entrepreneur and employees to use digital tools” and “Other” risk groups, and it can be partly approved for the “Security risks”; “Technology risks” and “ Skills of the clients to use digital tools” groups. This leads to the conclusion that there is still no clear evidence of people with higher education being more aware of risks.



H4. Older people consider the risks related to digitalization to be more significant–proved, as there is a statistically significant association between the age of the respondents and the evaluation results in most of the evaluated risk groups in 2020 and 2021.



The findings of this study highlight the pivotal role of digitalization in the contemporary business landscape, showcasing a shift in the utilization of various digital tools within enterprises, but as the concept of Industry 5.0 evolves, the role of the human becomes more centric, emphasizing the importance of human creativity, problem-solving skills, and innovation in conjunction with advanced technologies.



As digital tools evolve, the significance of associated risks becomes increasingly acknowledged by bioeconomy enterprises. This research enhances the current understanding by tackling the recognized issues associated with risks in the process of digitalization. The results notably affirm that both entrepreneurs and employees in SMEs recognize the considerable importance of these risks, particularly emphasizing the significance of “Security” and “Technology risks”.



While the Chi-Square Test of Independence indicates a notable association between risk evaluation scores and the education level of respondents before the COVID-19 outbreak in 2020, this association diminishes in 2021. Contrary to the hypothesis that individuals with higher education levels are more attentive to risks, the evidence shows inconsistency in their perception, particularly regarding the ‘Professional challenges of the entrepreneur and employees to use digital tools’ and ‘Other’ risk categories. However, the relationship between higher education levels and the significance of risks pertaining to ‘Security risks’, ‘Technology risks’, and ‘Skills of the clients to use digital tools’ is partly affirmed.



This suggests a lack of conclusive evidence regarding individuals with higher education levels being inherently more risk-aware. Perhaps with a higher education, the understanding of the risk mitigation measures also evolves; therefore, the risks are perceived as less significant. Additionally, the findings confirm that older individuals consider risks related to digitalization as more substantial. Statistical significance exists between respondents’ ages and evaluation results in various risk groups for both 2020 and 2021. This also indicates that perhaps younger generations have a better understanding of the nature of risks related to digitalization and their mitigation measures, but these claims would need to be studied further.



In conclusion, while there is a confirmed relationship between older age and the perception of digitalization risks, the link between higher education levels and risk awareness lacks consistency, thus indicating a need for future research studying the link between risk perception and education for the risks linked with digitalization. The particular study focuses on specific types of risks related to digitalization, but other potential risks associated with digitalization, e.g., regulatory compliance, economic implications or ethical issues, should also be studied further. The research limitations also include the sample size and timeframe of the study; also, external factors like the COVID-19 pandemic could have influenced perceptions and behaviours. Therefore, a longitudinal study tracking the same participants over time with a larger sample size might offer more robust insights into how risk perceptions regarding digitalization evolve. Addressing these limitations could lead to a more comprehensive understanding of the complexities surrounding the perceptions of risks related to digitalization among entrepreneurs and employees in the bioeconomy sector.
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Table A1. Consideration of the risks referring to the education level, 2021.






Table A1. Consideration of the risks referring to the education level, 2021.





	
Level of Education

	
No Answer

	
Highly Significant

	
Significant

	
Moderately Significant

	
Not Very Significant

	
Insignificant






	
Security risks




	
Secondary education

	
18.5%

	
7.4%

	
22.2%

	
33.3%

	
14.8%

	
3.7%




	
Higher education

	
5.7%

	
40.2%

	
29.9%

	
17.2%

	
4.6%

	
2.3%




	
Master’s level education

	
7.3%

	
32.7%

	
29.1%

	
18.2%

	
5.5%

	
7.3%




	
Technological risks




	
Secondary education

	
11.1%

	
7.4%

	
51.9%

	
11.1%

	
18.5%

	
0.0%




	
Higher education

	
3.4%

	
35.6%

	
34.5%

	
19.5%

	
5.7%

	
1.1%




	
Master’s level education

	
3.6%

	
29.1%

	
38.2%

	
16.4%

	
9.1%

	
3.6%




	
Professional challenges of the entrepreneur and employees to use digital tools




	
Secondary education

	
11.1%

	
7.4%

	
51.9%

	
11.1%

	
18.5%

	
0.0%




	
Higher education

	
3.4%

	
35.6%

	
34.5%

	
19.5%

	
5.7%

	
1.1%




	
Master’s level education

	
3.6%

	
29.1%

	
38.2%

	
16.4%

	
9.1%

	
3.6%




	
Skills of the clients to use digital tools




	
Secondary education

	
11.1%

	
11.1%

	
44.4%

	
25.9%

	
7.4%

	
0.0%




	
Higher education

	
3.4%

	
32.2%

	
34.5%

	
18.4%

	
8.0%

	
3.4%




	
Master’s level education

	
9.1%

	
16.4%

	
38.2%

	
16.4%

	
14.5%

	
5.5%




	
Other risks




	
Secondary education

	
74.1%

	
3.7%

	
7.4%

	
7.4%

	
3.7%

	
3.7%




	
Higher education

	
82.8%

	
3.4%

	
1.1%

	
4.6%

	
1.1%

	
6.9%




	
Master’s level education

	
81.8%

	
0.0%

	
0.0%

	
3.6%

	
1.8%

	
12.7%











 





Table A2. Consideration of the risks referring to the education level, 2020.






Table A2. Consideration of the risks referring to the education level, 2020.





	
Level of Education

	
No Answer

	
Highly Significant

	
Significant

	
Moderately Significant

	
Not Very Significant

	
Insignificant






	
Security risks




	
Secondary education

	
3.7%

	
33.3%

	
22.2%

	
22.2%

	
11.1%

	
7.4%




	
Higher education

	
8.9%

	
21.4%

	
32.1%

	
30.4%

	
7.1%

	
0.0%




	
Master’s level education

	
7.8%

	
34.4%

	
34.4%

	
12.5%

	
9.4%

	
1.6%




	
Technological risks




	
Secondary education

	
7.4%

	
37.0%

	
29.6%

	
18.5%

	
0.0%

	
7.4%




	
Higher education

	
5.4%

	
21.4%

	
53.6%

	
14.3%

	
5.4%

	
0.0%




	
Master’s level education

	
6.3%

	
31.3%

	
37.5%

	
15.6%

	
6.3%

	
3.1%




	
Professional challenges of the entrepreneur and employees to use digital tools




	
Secondary education

	
7.4%

	
22.2%

	
29.6%

	
25.9%

	
11.1%

	
3.7%




	
Higher education

	
12.5%

	
16.1%

	
28.6%

	
33.9%

	
7.1%

	
1.8%




	
Master’s level education

	
10.9%

	
17.2%

	
31.3%

	
31.3%

	
4.7%

	
4.7%




	
Skills of the clients to use digital tools




	
Secondary education

	
7.4%

	
29.6%

	
29.6%

	
22.2%

	
3.7%

	
7.4%




	
Higher education

	
5.4%

	
28.6%

	
30.4%

	
25.0%

	
7.1%

	
3.6%




	
Master’s level education

	
9.4%

	
18.8%

	
26.6%

	
31.3%

	
10.9%

	
3.1%




	
Other risks




	
Secondary education

	
55.6%

	
0.0%

	
3.7%

	
14.8%

	
0.0%

	
25.9%




	
Higher education

	
75.0%

	
1.8%

	
0.0%

	
7.1%

	
3.6%

	
12.5%




	
Master’s level education

	
78.1%

	
3.1%

	
1.6%

	
4.7%

	
1.6%

	
10.9%











 





Table A3. Perception of risk and age group, 2021.
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Age

	
No Answer

	
Highly Significant

	
Significant

	
Moderately Significant

	
Not Very Significant

	
Insignificant






	
Security risks




	
<25 years

	
20.0%

	
30.0%

	
10.0%

	
30.0%

	
0.0%

	
10.0%




	
26–35 years

	
7.5%

	
26.4%

	
35.8%

	
20.8%

	
7.5%

	
1.9%




	
36–45 years

	
4.0%

	
30.0%

	
34.0%

	
18.0%

	
10.0%

	
4.0%




	
46–55 years

	
7.9%

	
42.1%

	
21.1%

	
26.3%

	
2.6%

	
0.0%




	
56–65 years

	
16.7%

	
44.4%

	
16.7%

	
5.6%

	
5.6%

	
11.1%




	
>65 years

	
0.0%

	
0.0%

	
0.0%

	
0.0%

	
0.0%

	
100.0%




	
Technological risks




	
<25 years

	
0.0%

	
50.0%

	
40.0%

	
10.0%

	
0.0%

	
0.0%




	
26–35 years

	
1.9%

	
24.5%

	
49.1%

	
17.0%

	
5.7%

	
1.9%




	
36–45 years

	
4.0%

	
30.0%

	
32.0%

	
24.0%

	
8.0%

	
2.0%




	
46–55 years

	
5.3%

	
31.6%

	
34.2%

	
15.8%

	
13.2%

	
0.0%




	
56–65 years

	
16.7%

	
27.8%

	
33.3%

	
5.6%

	
11.1%

	
5.6%




	
>65 years

	
0.0%

	
0.0%

	
0.0%

	
0.0%

	
100.0%

	
0.0%




	
Professional challenges of the entrepreneur and employees to use digital tools




	
<25 years

	
0.0%

	
10.0%

	
20.0%

	
50.0%

	
10.0%

	
10.0%




	
26–35 years

	
1.9%

	
9.4%

	
37.7%

	
32.1%

	
13.2%

	
5.7%




	
36–45 years

	
6.0%

	
8.0%

	
40.0%

	
32.0%

	
8.0%

	
6.0%




	
46–55 years

	
7.9%

	
10.5%

	
36.8%

	
28.9%

	
13.2%

	
2.6%




	
56–65 years

	
11.1%

	
11.1%

	
38.9%

	
33.3%

	
0.0%

	
5.6%




	
>65 years

	
0.0%

	
0.0%

	
0.0%

	
0.0%

	
100.0%

	
0.0%




	
Skills of the clients to use digital tools




	
<25 years

	
0.0%

	
20.0%

	
10.0%

	
50.0%

	
10.0%

	
10.0%




	
26–35 years

	
3.8%

	
22.6%

	
45.3%

	
13.2%

	
13.2%

	
1.9%




	
36–45 years

	
8.0%

	
14.0%

	
50.0%

	
20.0%

	
6.0%

	
2.0%




	
46–55 years

	
5.3%

	
39.5%

	
26.3%

	
15.8%

	
10.5%

	
2.6%




	
56–65 years

	
16.7%

	
22.2%

	
22.2%

	
22.2%

	
5.6%

	
11.1%




	
>65 years

	
0.0%

	
0.0%

	
0.0%

	
0.0%

	
100.0%

	
0.0%




	
Other risks




	
<25 years

	
70.0%

	
10.0%

	
0.0%

	
0.0%

	
0.0%

	
20.0%




	
26–35 years

	
79.2%

	
5.7%

	
1.9%

	
3.8%

	
1.9%

	
7.5%




	
36–45 years

	
78.0%

	
0.0%

	
4.0%

	
10.0%

	
2.0%

	
6.0%




	
46–55 years

	
84.2%

	
0.0%

	
0.0%

	
2.6%

	
2.6%

	
10.5%




	
56–65 years

	
94.4%

	
0.0%

	
0.0%

	
0.0%

	
0.0%

	
5.6%




	
>65 years

	
100.0%

	
0.0%

	
0.0%

	
0.0%

	
0.0%

	
0.0%
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Age

	
No Answer

	
Highly Significant

	
Significant

	
Moderately Significant

	
Not Very Significant

	
Insignificant






	
Security risks




	
<25 years

	
16.7%

	
16.7%

	
16.7%

	
50.0%

	
0.0%

	
0.0%




	
26–35 years

	
9.8%

	
27.5%

	
33.3%

	
15.7%

	
9.8%

	
3.9%




	
36–45 years

	
4.2%

	
37.5%

	
31.3%

	
18.8%

	
8.3%

	
0.0%




	
46–55 years

	
7.1%

	
25.0%

	
28.6%

	
32.1%

	
7.1%

	
0.0%




	
56–65 years

	
8.3%

	
25.0%

	
25.0%

	
16.7%

	
16.7%

	
8.3%




	
>65 years

	
0.0%

	
0.0%

	
100.0%

	
0.0%

	
0.0%

	
0.0%




	
Technological risks




	
<25 years

	
16.7%

	
16.7%

	
66.7%

	
0.0%

	
0.0%

	
0.0%




	
26–35 years

	
5.9%

	
29.4%

	
43.1%

	
15.7%

	
0.0%

	
5.9%




	
36–45 years

	
4.2%

	
37.5%

	
43.8%

	
12.5%

	
2.1%

	
0.0%




	
46–55 years

	
7.1%

	
17.9%

	
39.3%

	
28.6%

	
7.1%

	
8.3%




	
56–65 years

	
8.3%

	
25.0%

	
16.7%

	
8.3%

	
33.3%

	




	
>65 years

	
0.0%

	
0.0%

	
100.0%

	
0.0%

	
0.0%

	
0.0%




	
Professional challenges of the entrepreneur and employees to use digital tools




	
<25 years

	
16.7%

	
16.7%

	
33.3%

	
16.7%

	
16.7%

	
0.0%




	
26–35 years

	
11.8%

	
17.6%

	
23.5%

	
37.3%

	
7.8%

	
2.0%




	
36–45 years

	
4.2%

	
27.1%

	
33.3%

	
22.9%

	
10.4%

	
2.1%




	
46–55 years

	
10.7%

	
7.1%

	
35.7%

	
42.9%

	
0.0%

	
3.6%




	
56–65 years

	
33.3%

	
8.3%

	
25.0%

	
16.7%

	
0.0%

	
16.7%




	
>65 years

	
12.1%

	
17.4%

	
29.5%

	
30.9%

	
6.7%

	
3.4%




	
Skills of the clients to use digital tools




	
<25 years

	
16.7%

	
16.7%

	
33.3%

	
16.7%

	
16.7%

	
0.0%




	
26–35 years

	
11.8%

	
17.6%

	
23.5%

	
37.3%

	
7.8%

	
2.0%




	
36–45 years

	
4.2%

	
27.1%

	
33.3%

	
22.9%

	
10.4%

	
2.1%




	
46–55 years

	
10.7%

	
7.1%

	
35.7%

	
42.9%

	
0.0%

	
3.6%




	
56–65 years

	
33.3%

	
8.3%

	
25.0%

	
16.7%

	
0.0%

	
16.7%




	
>65 years

	
12.1%

	
17.4%

	
29.5%

	
30.9%

	
6.7%

	
3.4%




	
Other risks




	
<25 years

	
50.0%

	
0.0%

	
0.0%

	
0.0%

	
0.0%

	
50.0%




	
26–35 years

	
66.7%

	
2.0%

	
0.0%

	
9.8%

	
3.9%

	
17.6%




	
36–45 years

	
68.8%

	
4.2%

	
2.1%

	
8.3%

	
2.1%

	
14.6%




	
46–55 years

	
85.7%

	
0.0%

	
3.6%

	
7.1%

	
0.0%

	
3.6%




	
56–65 years

	
91.7%

	
0.0%

	
0.0%

	
0.0%

	
0.0%

	
8.3%




	
>65 years

	
100.0%

	
0.0%

	
0.0%

	
0.0%

	
0.0%

	
0.0%
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Figure 1. Consideration of Security risks referring to the education level in 2020 and 2021. Source: authors’ calculations based on the survey results. 
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Figure 2. Consideration of Technology risks referring to the education level in 2020 and 2021. Source: authors’ calculations based on the survey results. 
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Figure 3. Consideration of Professional challenges of the entrepreneur and employees to use digital tools referring to the education level in 2020 and 2021. Source: authors’ calculations based on the survey results. 
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Figure 4. Consideration of Skills of the clients to use digital tools referring to the education level in 2020 and 2021. Source: authors’ calculations based on the survey results. 
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Figure 5. Consideration of Security risks referring to the age of respondents in 2020 and 2021. Source: authors’ calculations based on the survey results. 
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Figure 6. Consideration of Technology risks referring to the age of respondents in 2020 and 2021. Source: authors’ calculations based on the survey results. 
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Figure 7. Consideration of Professional challenges of the entrepreneur and employees to use digital tools referring to the age of respondents in 2020 and 2021. Source: authors’ calculations based on the survey results. 
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Figure 8. Consideration of Skills of the clients to use digital tools referring to the age of respondents in 2020 and 2021. Source: authors’ calculations based on the survey results. 
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Table 1. The evaluation results of risks by their significance, %.
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Risk Groups

	
2020

	
2021




	
Highly Significant

	
Significant

	
Moderately Significant

	
Not Very Significant

	
Insignificant.

	
No Answer

	
Total Significant

	
Highly Significant

	
Significant

	
Moderately Significant

	
Not Very Significant

	
Insignificant.

	
No Answer

	
Total Significant






	
Security risks

	
28.9

	
30.9

	
20.8

	
8.7

	
2.0

	
8.7

	
80.5

	
32.9

	
28.2

	
20.0

	
6.5

	
4.1

	
8.2

	
81.2




	
Technology risks

	
28.2

	
41.6

	
15.4

	
4.7

	
2.7

	
7.4

	
85.2

	
29.4

	
38.2

	
17.1

	
8.8

	
1.8

	
4.7

	
84.7




	
Professional challenges of the entrepreneur and employees to use digital tools

	
17.4

	
29.5

	
30.9

	
6.7

	
3.4

	
12.1

	
77.9

	
9.4

	
37.1

	
32.4

	
10.6

	
5.3

	
5.3

	
78.8




	
Skills of the clients to use digital tools

	
24.2

	
28.2

	
26.8

	
8.1

	
4.0

	
8.7

	
79.2

	
23.5

	
37.6

	
18.8

	
10.0

	
3.5

	
6.5

	
80.0











 





Table 2. Consideration of the risk groups referring to the education level. Source: authors’ calculations based on the survey results.
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Risk Groups

	
2020, Χ2 = 24.99

	
2021, Χ2 = 24.99




	
Value

	
df

	
Asymptotic

Significance

(2-Sided)

	
Result

	
Value

	
df

	
Asymptotic

Significance

(2-Sided)

	
Result






	
Security risks

	
34.704

	
15

	
0.003

	
+

	
21.737

	
15

	
0.115

	
−




	
Technology risks

	
36.158

	
15

	
0.002

	
+

	
18.859

	
15

	
0.220

	
−




	
Professional challenges of the entrepreneur and employees to use digital tools

	
17.949

	
15

	
0.265

	
−

	
10.335

	
15

	
0.798

	
−




	
Skills of the clients to use digital tools

	
26.496

	
15

	
0.033

	
+

	
14.764

	
15

	
0.469

	
−




	
Other

	
12.139

	
15

	
0.668

	
−

	
11.933

	
15

	
0.684

	
−











 





Table 3. Consideration of the risk groups referring to the age of respondents. Source: authors’ calculations based on the survey results.
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Risk Groups

	
2020, Χ2 = 43.77

	
2021, Χ2 = 37.65




	
Value

	
df

	
Asymptotic

Significance

(2-Sided)

	
Result

	
Value

	
df

	
Asymptotic

Significance

(2-Sided)

	
Result






	
Security risks

	
41,126

	
30

	
0.085

	
+

	
45.611

	
25

	
0.007

	
+




	
Technology risks

	
70,115

	
30

	
0.000

	
+

	
29.524

	
25

	
0.243

	
+




	
Professional challenges of the entrepreneur and employees to use digital tools

	
38.869

	
30

	
0.129

	
+

	
17.863

	
25

	
0.848

	
−




	
Skills of the clients to use digital tools

	
46,114

	
30

	
0.030

	
+

	
39.869

	
25

	
0.030

	
+




	
Other

	
19,766

	
30

	
0.922

	
−

	
18.765

	
25

	
0.808

	
−











 





Table 4. Correlation analysis for the survey results of 2020 and 2021. Source: authors’ calculations based on the survey results.
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2020

	
Education

	
Age

	
Security Risks

	
Technological Risks

	
Professional Challenges of the Entrepreneurs and Employees to Use Digital Tools

	
Skills of the Clients to Use Digital Tools

	
Other Risks




	
Kendall’s tau_b

	
Education

	
1.000

	
0.296 **

	
−0.070

	
0.048

	
0.023

	
0.104

	
−0.128




	
Age

	
0.296 **

	
1.000

	
0.072

	
0.145 *

	
0.023

	
0.092

	
−0.184 *




	
Security risks

	
−0.070

	
0.072

	
1.000

	
0.486 **

	
0.363 **

	
0.171 *

	
0.191 **




	
Technological risks

	
0.048

	
0.145 *

	
0.486 **

	
1.000

	
0.436 **

	
0.427 **

	
0.065




	
Professional challenges of the entrepreneur and employees to use digital tools

	
0.023

	
0.023

	
0.363 **

	
0.436 **

	
1.000

	
0.552 **

	
0.199 **




	
Skills of the clients to use digital tools

	
0.104

	
0.092

	
0.171 *

	
0.427 **

	
0.552 **

	
1.000

	
0.184 **




	
Other risks

	
−0.128

	
−0.184 *

	
0.191 **

	
0.065

	
0.199 **

	
0.184 **

	
1.000




	
Spearman’s rho

	
Education

	
1.000

	
0.338 **

	
−0.079

	
0.054

	
0.027

	
0.120

	
−0.142




	
Age

	
0.338 **

	
1.000

	
0.086

	
0.169 *

	
0.025

	
0.111

	
−0.207 *




	
Security risks

	
−0.079

	
0.086

	
1.000

	
0.533 **

	
0.421 **

	
0.198 *

	
0.219 **




	
Technological risks

	
0.054

	
0.169 *

	
0.533 **

	
1.000

	
0.489 **

	
0.488 **

	
0.074




	
Professional challenges of the entrepreneur and employees to use digital tools

	
0.027

	
0.025

	
0.421 **

	
0.489 **

	
1.000

	
0.612 **

	
0.229 **




	
Skills of the clients to use digital tools

	
0.120

	
0.111

	
0.198 *

	
0.488 **

	
0.612 **

	
1.000

	
0.211 **




	
Other risks

	
−0.142

	
−0.207 *

	
0.219 **

	
0.074

	
0.229 **

	
0.211 **

	
1.000




	
2021

	
Education

	
Age

	
Security Risks

	
Technological Risks

	
Professional Challenges of the Entrepreneur and Employees to Use Digital Tools

	
Skills of the Clients to Use Digital Tools

	
Other Risks




	
Kendall’s tau_b

	
Education

	
1.000

	
0.161 *

	
−0.031

	
−0.004

	
−0.004

	
0.045

	
−0.017




	
Age

	
0.161 *

	
1.000

	
−0.068

	
−0.001

	
−0.100

	
−0.085

	
−0.095




	
Security risks

	
−0.031

	
−0.068

	
1.000

	
0.657 **

	
0.399 **

	
0.412 **

	
0.127




	
Technological risks

	
−0.004

	
−0.001

	
0.657 **

	
1.000

	
0.482 **

	
0.435 **

	
0.026




	
Professional challenges of the entrepreneur and employees to use digital tools

	
−0.004

	
−0.100

	
0.399 **

	
0.482 **

	
1.000

	
0.474 **

	
0.069




	
Skills of the clients to use digital tools

	
0.045

	
−0.085

	
0.412 **

	
0.435 **

	
0.474 **

	
1.000

	
0.187 **




	
Other risks

	
−0.017

	
−0.095

	
0.127

	
0.026

	
0.069

	
0.187 **

	
1.000




	
Spearman’s rho

	
Education

	
1.000

	
0.188 *

	
−0.035

	
−0.005

	
−0.005

	
0.053

	
−0.018




	
Age

	
0.188 *

	
1.000

	
−0.079

	
−0.004

	
−0.120

	
−0.099

	
−0.110




	
Security risks

	
−0.035

	
−0.079

	
1.000

	
0.723 **

	
0.466 **

	
0.474 **

	
0.142




	
Technological risks

	
−0.005

	
−0.004

	
0.723 **

	
1.000

	
0.556 **

	
0.501 **

	
0.028




	
Professional challenges of the entrepreneur and employees to use digital tools

	
−0.005

	
−0.120

	
0.466 **

	
0.556 **

	
1.000

	
0.534 **

	
0.078




	
Skills of the clients to use digital tools

	
0.053

	
−0.099

	
0.474 **

	
0.501 **

	
0.534 **

	
1.000

	
0.212 **




	
Other risks

	
−0.018

	
−0.110

	
0.142

	
0.028

	
0.078

	
0.212 **

	
1.000








Note: * and ** indicate statistical significance at the 10% and 5% levels, respectively.
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