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Abstract: With the increasing demand for digital innovation scenarios, it is important to complement
and improve the policy system for the governance of digital innovation activities. Combining
the previous research results on the analysis of antecedent variables, basic effects and potential
mechanisms of digital innovation, and based on the citation analysis of digital innovation topics
based on the Citespace method, we find that in the past two decades, the topic of digital innovation
policy research has gradually shifted from focusing on “constraining policies to control negative
impacts” to focusing on “constructive policies to expand positive impacts”. The digital transformation
has brought about multidimensional and profound impacts on the governance of innovation activities,
and it is necessary to accelerate the theoretical research on policy frameworks for the new areas of
technology socialization effects. Summarizing some of the important progresses, we propose a policy
framework covering three aspects: policy needs for sustainable transformation of digital innovation,
policy orientation and policy dimensions for sustainable transformation of digital innovation, creating
R&D opportunities, optimizing R&D organization, building ecological advantages, improving R&D
governance, knowledge creation, enabling applications, collaborative promotion, standardizing
management, national digital innovation system, digital innovation foundation, data governance
capacity, digital security and other aspects of the conceptual framework of the basic policies for
sustainable transformation of digital innovation. The research viewpoints and conclusions are of
theoretical reference value for further research on key policy conditions for digital innovation, major
policy impact effects and digital innovation governance mechanisms.

Keywords: digital innovation; policy framework; digital transformation; sustainable innovation;
literature review

1. Introduction

Digitalization promotes continuous changes in the participants, processes, results
and environment of innovation activities and poses challenges to the basic assumptions
of the analysis of innovation governance boundaries, institutional functions and related
social impacts (Nambisan et al., 2017) [1]. It has become a new way to open up theoretical
space in the field of innovation management. At present, digital platforms, systems
and models are becoming an important carrier for major developed countries to deploy
independent research and development resources, and digital innovation has also played an
important role in the transformation of manufacturing industries in important developing
countries (Liu et al., 2021) [2]. In this context, although the antecedent variables, basic
effects and potential mechanism analysis of digital innovation have been widely discussed
by scholars in recent years, except for some achievements, they have focused on the policy
construction of digital innovation such as industrial coordination, institutional foundation
and ecological construction. In addition to the key points, there is still a lack of special
and systematic research on policy issues that promote the sustainable transformation
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of digital innovation. Therefore, this study conducts research on the policy framework
for the sustainable transformation of digital innovation from three aspects: the policy
requirements for the sustainable transformation of digital innovation, the policy orientation
and policy dimensions to promote the sustainable transformation of digital innovation,
by means of literature review. The research results can further play the role of value
co-creation of various actors such as government agencies at all levels, scientific research
departments, universities and enterprises: optimize the allocation of innovative production
factors and resources, accelerate the overcoming of key technologies in important fields,
break through industrial bottlenecks and contribute to digital transformation. In the
new era, the main body of digital innovation activities can effectively grasp the initiative
of innovation and development. In turn, it can effectively support governments and
digital innovation organizations to analyze the key policy conditions of digital innovation,
study and judge the main policy impact effects and promote the policy development of
sustainable transformation of digital innovation, while it can provide valuable references for
governments and digital innovation organizations to formulate more effective sustainable
transformation policies.

Digital innovation refers to the change or creation of products and innovation processes
resulting from new combinations of digital and physical components enabled by digital
technologies (Liu et al., 2021) [2]. Some typical cases and related research in key areas have
found that digitalization of innovation is a revolutionary R&D process change. Digital
technology can use R&D multi-subjects and the whole process on the basis of building R&D
platforms, virtual verification capabilities and data feedback models. The data flow can
shorten the research and development cycle, reduce the cost and double the market value
(Kohli and Melville, 2019) [3]. These previous studies provide a direction for promoting the
update of digital innovation policy. First, the collaborative R&D platform can promote the
internal and external collaboration of the R&D subject, and is the co-construction carrier
of the agile development mechanism, which will promote digital technology to play an
important role in transforming the relationship between organizations and innovation, and
constitute the openness, affordability and generation of digital innovation (Nambisan et al.,
2019) [4], emphasizing the importance of digital innovation infrastructure construction and
development. Second, virtual reality can obtain the optimal model in reality in a virtual way,
breaking the limitations of physical space and time and reducing one-time development
costs. Digital twins can greatly reduce the number of tests of physical prototypes by taking
advantage of their strong reproducibility capabilities. To ensure the traceability, system
and economy of product design (Gao et al., 2022) [5], the proliferation and adoption of
emerging technologies and models provide new drivers for the transformation of the
innovation ecosystem and the development of the industrial economy, emphasizing the
importance of digital innovation system construction and R&D data governance importance.
Third, data feedback on the cloud mainly uses the value and supplementary information
created by back-end data analysis to feed back the front-end, and promotes business model
innovation, reflecting various changes at the business and social levels caused by the use of
digital innovation technologies and concepts (Van Veldhoven and Vanthienen, 2022) [6],
emphasizing the importance of digital innovation enabling scene mining.

Digital innovation is leading the transformation of innovation policy from “following”
following imitation to “leading” with independent innovation. Through literature review,
we found that the research topic of digital innovation policy has gradually shifted from
restrictive policy to constructive policy change. At present, the relevant policy dimensions
have been initially formed around the driving basis, system application and social impact
of digital innovation. The diversity of research perspectives and the complexity of research
points on digital innovation policy indicate that digital transformation has brought multi-
dimensional and deep-seated impacts on the governance of innovation activities. Although
many regions actively promote digital technological innovation and intelligent product
design, accelerate the construction of supporting policy systems for technological indepen-
dent innovation, and continue to promote the upgrading of regional R&D capabilities, the
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initial construction is based on “digital divide”, “digital economy” and “social media”. In
the digital context of the research direction, explore the important foundation of innovation
activity governance policies and at the same time rely on the support of digital technology
for innovation activities, improve the management efficiency and market value of digital
innovation organizations in innovation activities and then promote innovation activities
from the traditional departmental hierarchy. The transformation of division of labor to
network sharing and intelligent applications has greatly enhanced the value of scenario
empowerment for innovation activities and formed a digital innovation governance system
in key areas such as manufacturing [7], agriculture [8] and new materials [9]. However, the
existing progress pays little attention to the changes in the governance scope, demand and
orientation of innovation activities in the process of digital transformation, and there is
still a lack of integrated research results on relevant policy frameworks and change trends.
Moreover, the current digital innovation system and governance policy construction are
still unbalanced and uncoordinated, the main role of social innovation is limited, and the
potential mechanism and institutional conditions for profiting from digital innovation are
still unclear. Especially for the social and economic background of regions, industries, or
technologies, follow-up research needs to continue to improve the affordability of innova-
tive digital-related technological services (Liu et al., 2023) [7], enhance the multiplier role
of R&D data in digital scenarios (Sgroi and Marino, 2022) [8] and enhance the normative-
ness of open science paradigm construction (Lyytinen, 2022) [9], in order to promote the
coordinated development of digital innovation and digital economy.

Based on the above analysis and considering that there are no direct research results
on the digital innovation policy framework, this study combines the previous research
results of digital innovation antecedent variables, basic effects and potential mechanism
analysis, focusing on the policy background of digital innovation transformation. This
study uses the Citespace method to sort out the overall research progress, research trends
and orientation of the current innovation digitalization policy and further summarizes the
policy orientation of the sustainable transformation of innovation digitalization. Combined
with the construction needs of the national digital innovation system, digital innovation
infrastructure, R&D data governance system and innovation digital security guarantee,
this study proposes important policy dimensions to promote the construction of the digital
innovation system. Under the condition that the demand for digital innovation scenarios is
increasingly abundant, this research summarizes and puts forward the policy requirements,
formulation orientation and main dimensions of the policy system construction content for
the digital transformation of innovation activities, supplements the policy path for digital-
ization to support the transformation of innovative organizations, and clarifies the digital
innovation. The main points of system construction and policy improvement strategies
have improved the content of innovation governance institutions to continuously promote
the digital transformation of innovation activities and build a digital innovation system. It
provides theoretical reference value for further research on key policy conditions of digital
innovation, main policy influence effects and digital innovation governance mechanism.

2. Co-Citation Analysis of Documents Based on Citespace
2.1. Overall Rresearch Progress

The sample literature of this paper comes from the Web of Science database, with
“innovation”, OR “scientific research”, AND “digital (digitization)”, AND” policy” and
related synonyms as the main inscriptions, searching for SCI and SSCI retrieval journal
articles published in the category of “management or business” since 2000 (the data col-
lection time is 31 December 2022), and 2225 valid citation data were obtained. Each query
document covers the following contents: author, title, keywords, abstract and complete
citations. The CiteSpace 6.1 software is used to process the retrieved citation data, and the
first eight clusters with the highest citation frequency are selected as the analysis object.
After the stable analysis results are obtained from the citation network layout, the digital



Sustainability 2023, 15, 7169 4 of 26

innovation policy research map based on literature co-citation timeline shown in Figure 1
is obtained by keyword clustering time map analysis.
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relatively sparse).

In Figure 1, the node represents the citation potential, the greater the compactness of
the branches, the higher the citation frequency of the document, the thicker the connection,
the higher the number of citations between the documents, and the color and thickness
of the node reflects the research age and the number of citations. The analysis of Figure 1
shows that there is a close relationship among the three research themes of digital transfor-
mation, R&D and innovation activities and policy issues. The color depth and thickness
of most nodes have increased since 2013, indicating a gradual increase in the number
of citations. That is to say, the research on digital transformation, R&D and innovation
activities and policy issues is on the rise after 2013. In recent years, it has formed some
important research fields, such as digital economy, digital platform, digital transformation,
availability, smart city and so on.

2.2. Research Trends and Hotspots

On the basis of keyword clustering time graph analysis, the first ten main sudden
keywords of digital innovation policy research based on citation intensity and duration
shown in Figure 2 are obtained through burst keyword detection analysis.

The ten keywords in Figure 2 are sorted from high to low according to the citation
intensity, and the keyword appears and lasts as shown by the red line segment on the right
side of the figure. The more the red line segment appears to the right, and the longer the line
segment is, it shows that this keyword is an important research trend in recent years. From
the analysis of Figure 2, we can see that the digital divide is the earliest keyword that began
to emerge in 2007. Information technology, diffusion effect, intellectual property rights and
policy improvement are the continuous focus of digital innovation policy research from
2007 to 2017. Since 2018, scientific research, digital media, social participation, network,
big data and so on have gradually become new research focuses. In this regard, a further
analysis of Figures 1 and 2 shows that:

(1) The research of digital innovation policy has gradually changed from “binding pol-
icy to controlling negative influence” to “constructive policy to expand positive influence”.
The research themes of the top eight key words clustering (serial number 0~7 on the right of
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Figure 1) are “digital divide”, “digital economy”, “social media”, “digital platform”, “artifi-
cial intelligence”, “digital transformation”, “availability” and “smart city”. This shows that
with the development of new-generation information technology, such as 5G, IOT, artificial
intelligence, AR/VR, blockchain and so on, digital innovation not only drives the digital
transformation of R&D process, but also becomes an important part of digital economy.
The existing achievements have formed a basic policy framework to ensure the digital
transformation of innovation activities from the aspects of digital innovation opportunities,
organizational models, interactive communication, ecological construction and so on. The
current policy framework is further improving the relevant policy dimensions around the
driving basis, system application and social impact of digital innovation.

(2) There are many research perspectives and research points of digital innovation
policy, which shows that digital transformation has brought multi-dimensional and deep
influence on the governance of innovation activities. “Digital divide” (including keywords
such as digital inclusion, niche strategy, agency economy, intangible assets, technology
unemployment, etc.), “digital economy” (including network infrastructure, digital finance,
sharing economy, spatial spillover effects, environmental constraints, green technology
innovation, industry innovation, etc.), “social media” (including digital methods, media
impact, climate change, environmental impact, public health, dynamic capability, etc.),
“digital platform” (including keywords such as digital capacity, niche market, technological
innovation, sustainable business model innovation, adaptive policy, etc.), “artificial intel-
ligence” (including system technology, information technology, lean algorithms, digital
health, systems biology, systems medicine, etc.). These five clustering keywords have been
the main research content since 2000, and they constitute an important basis for explor-
ing the governance policy of innovation activities in the digital context. This shows that
digitalization not only greatly improves the organizational efficiency of modern complex
innovation activities with the support of digital platforms and tools in the process of design,
analysis, simulation, test and verification, but also enhances the value of innovation activi-
ties in the existing economic system. It has changed the traditional relationship between
production subjects, promoted the transformation of innovation activities from traditional
department-level division of labor to network sharing and intelligent applications, and
greatly enhanced the scene empowerment value of innovation activities. However, the
existing progress pays less attention to the changes in the governance scope, demand and
orientation of innovation activities in the process of digital transformation, and there is a
lack of integrated research results on the relevant policy framework and change trend.

(3) In the past four years, the research focus of digital innovation policy has gradu-
ally evolved to three themes of “digital transformation”, “accessibility” and “smart city”.
However, except for Guo et al. (2020) [10] (focusing on the innovation speed quality
paradox of the operation performance of small and medium-sized enterprises in the high-
tech industry), Nambisan et al. (2017 a, 2017 b) [1,11] (focusing on the basic structure
and ecology of digital innovation, as well as the theoretical elements and analytical logic
of digital innovation management such as digital technology, digital entrepreneurship
and entrepreneurship), Vial (2019) [12] (focusing on the digital technology, organizational
strategy, value creation path, etc. jointly form the dynamic capability transformation of
digital innovation), Rose and Chilvers (2018) [13] (focus on the key content and sustain-
able framework of expanding responsible innovation in the era of intelligent agriculture),
Klerkx et al. (2019) [14] (focus on digital agriculture, intelligent agriculture and agriculture
4.0 in different fields of social sciences have an important impact on social organization,
economic development, institutional changes, etc.), Wolfert et al. (2017) [15] (focusing on
the role of big data in the development of intelligent agriculture and its role in supply
chains, regional governance, etc.), highly cited research results have not yet appeared. The
burst word detection analysis in Figure 2 also shows that “scientific research”, “digital
media”, “social participation”, “network” and “big data” are important keywords that have
emerged in recent years. It shows that it is of great theoretical significance to explore the
governance policy of digital innovation for digital innovation system construction, social
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innovation environment construction and data-driven innovation capability construction.
Therefore, follow-up research needs to further expand the policy research content of these
themes: “digital transformation” (including key words such as absorptive capacity, digital
capacity, innovation ecosystem, innovation sustainability, etc.), “availability” (including
convenient access, affordability, public policy, collaborative mechanism, general design,
etc.), “smart city” (including citizen participation, social innovation, citizen crowdfunding,
social mission platform, new infrastructure, etc.).
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2.3. Research Directions of Digital Innovation Policy

Through the citation analysis results of the relevant research progress, we can see that
the construction of digital innovation policy system undertakes the key driving force and
important engine in the digital transformation of global digital economy carrier construc-
tion, integration application and governance mode. In recent years, the basic paradigm
of digital innovation has become increasingly clear, under the condition of the gradual
improvement of the relevant hardware foundation, the policy system urgently needs to
speed up the system construction. The research direction of digital innovation policy is
shown in Figure 3.

(1) Bridging the digital divide and improving the affordability, commercial value and
enthusiasm of social participation in innovative digital-related scientific and technological
services. On the one hand, in view of the particularity of innovation activities in system
construction, resource intensity and correlation impact, we should bridge the gap between
human-centered and machine-centered activities (Dennehy et al., 2022) [16] and improve
the intellectual property management system for digital innovation products and services,
increase financial support for high-performance computers, skills and data access, reduce
the cost and threshold of data use by the majority of participants and promote the prosperity
and development of regional digital innovation activities. On the other hand, facing the
new requirements of artificial intelligence, big data, blockchain and cloud computing for
innovation activities and the transformation and development of traditional industries,
we should control the social risks that may be caused by digital innovation, eliminate the
potential space-time barrier of innovation decision-making and the limitation of democratic
decision-making (Curran, 2018) [17], improve the inclusive value of limited R&D resources
and support the efficient connection and agile operation of multi-level R&D core business.
Based on this, further enhance the systematic support of innovation and digitization to
enterprise operation, administration, social culture and other related work and provide
diversified digital services for the government, enterprises and the public.
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(2) Enhance the multiplier role of R&D data in STI (science, technology and innovation)
digital scenarios. On the one hand, centering on the systematic process of data-driven
innovation (DDI), from the aspects of product conceptualization, data collection, data
extraction, data storage and retrieval, distribution, demonstration and market feedback,
etc. (Sultana et al., 2021) [18], build a bridge between innovative data analysis and intuitive
decision-making, especially for key core technologies such as the prevention and control of
sudden infectious diseases and biosafety risks, drugs and medical devices, key components
and basic materials and promote the development of a digital transformation system that
is balanced and fully and disciplined governance. On the other hand, in combination
with technological innovations such as key industrial transformation, improvement of
living standards, eco-friendliness and modern governance capacity building needs, the
innovation strategy for artificial intelligence-enabled predictive modeling tools is clarified.
Accordingly, it is necessary to rely on policy support to form a high-throughput multi-
dimensional innovation solution exploration capability (Konstantopoulos et al., 2022) [19],
support unbiased, decentralized and data-driven innovation decision-making, digital
innovation activity organizations such as government systems, universities, enterprises
and industry associations enhance the efficiency and effectiveness of scientific research
in the digital context by enhancing the multiplier role of R&D data and accelerate the
transformation of research results for socio-economic benefits.

(3) Standardize the construction of open scientific paradigm of digital innovation.
On the one hand, digital innovation entities such as government agencies at all levels,
universities and science and technology management departments attach importance to
the development and sharing of digital resources in digital innovation and accelerate the
development of artificial intelligence applications for digital innovation in the general
field by formulating R&D data sharing frameworks and plans and build R&D routes and
tasks coordination mode for government, industry and diversified social partners. On
this basis, accelerate the value reorganization in the open pattern of digital innovation
(Henfridsson et al., 2018) [20], improve the innovation and digital crowdsourcing and open
challenges and other scientific and technological unveiling methods, in order to form an
innovative atmosphere of digital products, services and business models in which small
and medium-sized enterprises widely participate. On the other hand, activities primarily
related to digital innovation improve the level of incentives for open access to shared
R&D data resources, promote international and domestic R&D network infrastructure
access standardization construction cooperation and accelerate the formation of general
public policies for R&D data sharing. In addition, by adding professional gatekeepers
responsible for technology adoption decision-making (Karunakaran, 2022) [21], we can
promote standardized trust in the inter-organizational relationship of platform-mediated
digital innovation and improve the consistency and trust of R&D data policies among
different organizations.

(4) Promote the coordinated development of digital innovation and digital economy.
On the one hand, we should enhance the role of cities in promoting digital entrepreneurship
and overcoming the resistance to institutional innovation, reduce the institutional instability
that may be caused by digital innovation and entrepreneurship (Geissinger et al., 2019) [22]
and increase the role of government systems, universities, enterprises, industry associations
and other organizations in the collection of innovative big data, collation and analysis of
infrastructure construction investment, provide a more diversified and intelligent way for
international and domestic regional scientific research, scientific and technological coopera-
tion and achievement sharing and transformation, promote enterprises, scientific research
institutions and policies to participate in the construction of digital innovation carriers,
and regulate from agenda-setting to a social R&D digital environment for experimentation,
knowledge sharing and public engagement. On the other hand, government agencies, insti-
tutions for scientific research and businesses and enterprises focus on core functions such
as pre-investment testing of one-stop innovation ecology, search for investment support,
innovation ecosystem, network, skills and training, etc., to speed up the definition and
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restoration of the value of R&D data elements in the digital economy, and build a digital
innovation center value proposition of the network to support ecosystem sustainability
(Sassanelli and Terzi, 2022) [23]. In this process, facing the massive and explosive R&D
data growth generated by digital innovation, guide digital innovation centers, academic
partners, R&D organizations, technology providers, users, etc. to participate collabora-
tive innovation in digital innovation-related technology R&D, business models, industrial
ecology and of R&D system.
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3. The Policy Demand of the Sustainable Transformation Process of
Digital Innovation

In order to further clarify the sustainable transformation process and policy needs of
digital innovation in the digital economy environment, we systematically summarize the
research achievements of Bican and Brem (2020) [24] and other scholars from four aspects:
digital innovation opportunity, digital innovation organization, digital innovation ecology
and digital innovation governance. The main research progress and core viewpoints are
shown in Table 1.

3.1. Create R&D Opportunities and Reduce R&D Costs

Digital technology can promote the mobility of R&D resources and improve R&D effi-
ciency, but due to the lack of normative governance and incentive and restraint mechanisms
at present, digitization may further strengthen the “Matthew effect” in the field of R&D.
Considering these concepts of openness, sharing and value co-creation, which are contrary
to the digital economy, it is necessary to accelerate the formation of policy guarantees
for innovative digital transformation in terms of R&D digital resource sharing, digital
innovation exchanges and cooperation and digital innovation opportunity acquisition.
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Table 1. Main research progress and policy requirements of innovation digital transformation process.

Dimensions of Innovative
Digital Transformation

Representative
Literature Core Point of View Key Points of Policy

Requirements

Digital
Innovation

Opportunities
[24–27]

The output of innovation data in
different dimensions and processes
has different mobility, the network
foundation and soft environment

for data-driven innovation have not
yet been formed and the

participation threshold for general
entities is relatively high.

Promote the sharing of R&D
digital resources, digital

innovation exchanges and
cooperation and the acquisition of
digital innovation opportunities,

and systematically reduce the
R&D costs of

multi-dimensional entities.

Digital
Innovation

Organization
[28–32]

The connectivity and
embeddedness of digital
innovation, as well as the

understanding and utilitarian
orientation of the innovative role

among participants (including
human and non-human), limit the

realization of the integrity of
digital innovation.

Implement digital innovation
organizational management

reforms for key areas and leading
companies, promote the update of
innovative digital organizational

models at the enterprise level,
and comprehensively improve the

efficiency of digital innovation.

Digital
Innovation Ecosystem [33–36]

Common knowledge and tacit
knowledge sharing are more
important in the knowledge

management of digital innovation
and have a profound impact on

shaping an intelligent, cross-cutting
and open scientific paradigm.

Strengthen hidden R&D data
management, support the

implementation of data-based
R&D decisions, and give full play

to the ecological advantages of
the digital innovation system.

Digital
Innovation Governance [1,3,4,37–39]

Oriented to the established stage,
quality, value contribution, etc.,

digital innovation has changed the
previous rules of innovation
preparation, cooperation and

value creation.

Build a digital evaluation
foundation, promote scientific
and technological cooperation
based on innovative big data,

monitor R&D risks and improve
R&D governance.

First of all, strengthen the policy guarantee of R&D digital resource sharing. In view
of the mobility differences in the output efficiency, quality and value of scientific research
data, and facing the relationship between digital preparation, digital technology, digital
business model and sustainable innovation (Bican and Brem, 2020) [24], digital innovation
organization takes into account the differences in the basis, ability to be shared by scientific
research groups in terms of human resources, achievements, data, instruments, etc. On the
basis of the previous sharing mechanism of large-scale instruments and equipment, the
network foundation of data-driven innovation is constructed by combining the four-stage
digital innovation process of discovery, development, diffusion and diffusion (Hodapp
and Hanelt, 2022) [25]. According to this, it can promote data collection in R&D planning,
design, process, inspection and other links, and form an incentive and restraint mechanism
for data sharing for key R&D tasks and specific R&D needs.

Secondly, promote the reorganization and innovation of digital assets involved in
digital innovation. In the process of implementing digital innovation, strengthen national
policies, regulations and international business environment defined by infrastructure and
culture for digital innovation exchanges and cooperation and international business policy
guarantees (Nambisan, 2022) [26]. Aiming at the basic characteristics of big data-supported
R&D data such as enhanced mobility, increased versatility and enhanced reuse value, the
information interoperability between multiple digital innovation systems is increased with
the help of digital innovation hyperlink ecosystems. Accordingly, the role of R&D data
in driving the flow of other scientific and technological resources will be enhanced, and
important scientific research platforms and institutions will be guided to form R&D data
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sharing, data quality control and multi-dimensional cooperation strategies. At the same
time, it encourages scientific researchers to go out of their own laboratories and face a
more efficient model and a broader stage to form cross-regional, cross-professional and
cross-field cooperation in talent training, achievement transformation and collaborative
research and development. On this basis, accelerate the collaborative R&D process through
digital innovation cooperation, promote the reconstruction of the R&D business chain and
value chain and realize the scientific and rational use of R&D resources.

Finally, strengthen the policy support for access to digital innovation opportunities.
In view of the situation that general R&D institutions and small and medium-sized enter-
prises are unable to bear the cost of digital innovation system development and platform
construction, digital innovation services for general R&D entities are encouraged to imple-
ment digital empowerment services. At the same time, considering the core role of key
laboratories and leading enterprises in the construction of a digital innovation system, it is
necessary to focus on key areas and typical models of innovative digital transformation to
ensure that technological innovation initially supported by government funding is subse-
quently widely and rapidly adopted by market participants (Campagnolo et al., 2019) [27].
Accordingly, it is necessary to use technology to reshape the status of participants in the
innovation space and coordinate the different timeliness and technical return rates of ex-
pected innovation tasks in the ecosystem. In addition, it is necessary to use SaaS and PaaS
to provide low-cost, low-code digital innovation participation opportunities for small and
medium-scale R&D participants, to stimulate their enthusiasm for participating in R&D
crowdsourcing, technology unveiling and achievement transformation, so as to give full
play to their basic role in the digital innovation system.

3.2. Optimize R&D Organization and Improve R&D Efficiency

The socialized technological work of digital innovation has a general impact on the
traditional mode of operation and a wide range of social changes. It is necessary to
develop an effective and evolutionable complex innovation organization system for digital
innovation for multiple participants such as application experts, software engineers, data
scientists, business managers, economists, venture capitalists, various user groups and
entrepreneur leaders (Hevner and Gregor, 2020) [28]. In response, the statistical results of
the 2018 OECD survey of international scientific authors show that the application of digital
technology is changing all stages of scientific research, from agenda setting to scientific
experiments to the exchange and evaluation of research results. The report “the Future of
Scientific Research: drivers and scenarios for the next decade” released by Elsevier in 2019
also points out that the open sharing of scientific data will become the most prominent
feature of scientific research activities in the next decade and is expected to lead to major
changes in the mode of scientific research organization and scientific research innovation.
Therefore, in order to promote the digital transformation of innovation, we need to focus on
key areas, leading enterprises to implement the reform of digital innovation organization
and management mode, as well as innovation digital organization model update at the
enterprise level and speed up the improvement of relevant policies and measures.

On the one hand, promote the reform of digital innovation organization and manage-
ment of key areas and leading enterprises. In order to ensure the advantages of digital
innovation connectivity and embeddedness in bringing together innovation participants
and form a digital innovation whole that transcends organizational and industry bound-
aries (Wang, 2021) [29], it is necessary to accelerate the formation of basic policies for the
governance of the innovation digital macro system. In this regard, it is necessary to first
avoid “market failure” problems such as unbalanced distribution of digital resources and
lack of efficiency caused by the accumulation of scientific and technological resources to
large scientific research institutions and leading companies in the process of digital trans-
formation. From important aspects such as data ownership, privacy protection, content
supervision and fair competition, the guiding policies for the construction of a digital
innovation ecosystem are given. At the same time, it is also necessary to form a discussion
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medium for understanding the connection and role of digital innovation between human
and non-human participants (Kolloch and Dellermann, 2018) [30] and promote the coordi-
nated implementation of digital innovation infrastructure, industrial digital empowerment
and enterprise digital transformation. Accordingly, it is also necessary to support the
optimization of industrial resource allocation for industrial technology flow, capital flow,
talent flow and material flow through innovative digitalization.

On the other hand, promote the construction of an innovative digital organization
model with enterprises as the main body. Taking innovative digitalization as the basis for
driving the digital transformation of enterprises and supporting enterprises, the main body
of digital innovation activities and relying on digital social innovation (DSI), solves the
special social and technical common problems in the process of digital transformation of en-
terprises and supports enterprises to balance the special utility of DSI in the transformation
process socialist (commercial) and collectivist (social) identity orientations [31]. Moreover,
focusing on the unique needs of DSI in solving social and technological common problems,
with the help of innovative digital transformation, it supports core enterprises to meet the
core needs of the entire chain of business, product, R&D and operation. At the same time,
it is also necessary to rely on digital, online and intelligent R&D management to improve
the overall operating efficiency of the industry, reduce operating costs and give full play to
the role of digital platforms in promoting digital innovation and sustainable development
of small and medium-sized enterprises in a frugal environment (Yousaf et al., 2021) [32]. In
addition, it is also necessary to promote the improvement of digital innovation service pro-
curement policies by organizing digital innovation technological transformation and digital
innovation project declarations and support enterprises to form cost-effective and frugal
business models to cope with digital challenges and rapid technological transformation.

3.3. Build Ecological Advantages and Support R&D Decisions

Through the overall construction of the digital innovation system in various industries,
fields and multi-level entities, a new R&D system centered on the creation, flow and value
creation of innovative big data will be gradually established. At the same time, the flow of
talent, knowledge and technology driven by data flow will jointly promote the formation
of a digital innovation ecosystem. In this context, how to strengthen the management of
hidden innovation data and support the development of data-based innovation activities
is a difficult problem. Based on this, it is necessary to give full play to the ecological
advantages of the digital innovation system and implement policy optimization.

On the one hand, strengthen the policy guarantee of R&D data management. Aiming
at the process data accumulated through continuous trial and error, improvement and
reorganization in innovation activities, promote the digital management of tacit knowledge
related to misconfiguration, research and development errors and management experience.
In this regard, it is necessary to introduce reciprocal policies for implicit data collection and
sharing and support the development of multidisciplinary heterogeneous scientific data
analysis tools based on text analysis (Rizk and Elragal, 2020) [33]. At the same time, it is
also necessary to encourage relevant participants to extract common knowledge and trans-
form them into knowledge for application in the process of R&D, design, production and
organization, so as to reduce trial and error costs and improve the accuracy of R&D design.
In addition, policies to guide the appropriate use of patent and copyright protection in
digital products will need to be developed based on the nature of R&D data generation and
key product values. This can provide a reference for digital products to adopt differentiated
digital content elements and achieve differentiated design (Boudreau et al., 2022) [34], so as
to promote the integration and innovation of digital technology, application scenarios and
business models.

On the other hand, strengthen the policy guarantee of data-based innovation activities.
Knowledge production activities present a trend of intelligence, crossover and openness.
Based on previous experimental science, theoretical science and computational science,
it supports the exploration and creation of a data-intensive scientific research paradigm
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for human–computer collaboration. At the same time, in industry/government plans and
large-scale infrastructure construction, it is also necessary to optimize the delivery mode
of digital innovation projects around the elaboration of supply chain relationships, digital
workflow analysis and formulation of integrated solutions (Whyte, 2019) [35]. On this
basis, it is necessary to give full play to the novel role of digital innovation cross-domain
collaboration and cross-border tools to promote work collaboration between experts rooted
in different digital innovation fields and non-digital knowledge fields (Pershina et al.,
2019) [36]. Accordingly, research design, experimental operation, data analysis and other
scientific research links are integrated into cloud computing and artificial intelligence
decision-making assistance, to collect large-scale data, solve complex computing problems,
optimize experimental design and provide division of labor and big data processing support
for researchers.

3.4. Promote Reform through Evaluation and Improve R&D Governance

Innovation activities generally have the basic characteristics of long cycle, high un-
certainty and difficulty in effective evaluation. In the context of lack of innovative big
data support, it is difficult to objectively evaluate the quality and improvement direction
of innovation activities based on the established stage, quality and value contribution.
In fact, most of the current evaluations for innovation activities are still in the stage of
“post-evaluation” and “subjective evaluation”. They usually judge success or failure based
on results, or use expert consultation to give qualitative evaluation and reference opinions
for improvement. At present, digital transformation provides an objective basis for sci-
entific evaluation to promote reform and scientific governance of innovation activities. It
also puts forward urgent policy requirements for building a digital evaluation foundation,
promoting scientific and technological cooperation and monitoring R&D risks in complex
innovation activities.

First of all, strengthen the construction guidance of evaluation criteria for digital
innovation. In view of the fact that digital innovation changes, threatens, replaces or
supplements the existing rules of the game in the field, guide the implementation of
three new institutional arrangements for digital organizational forms, digital institutional
infrastructure and digital institutional building blocks (Hinings et al., 2018) [37]. On this
basis, facing the evaluation needs of the R&D team’s task value, contribution and delivery
capabilities, etc., form guidance on the construction of a dynamic evaluation database
including R&D resource input-output data, R&D process management data and R&D
quality evaluation methods (Nambisan et al., 2017) [1]. Accordingly, support R&D team
managers, digital innovation platforms, key project organizers and other participants to
achieve scientific evaluation of R&D teams and individual work with the help of more
powerful analysis tools and more comprehensive, accurate and timely R&D information.

Secondly, strengthen the evaluation guidance of interdisciplinary projects and the
process of scientific and technological cooperation. Facing the impact of digital innovation
on the collaboration and competition of innovative organizations, policy research needs to
pay attention to the openness of innovation data in the Digital Business Ecosystem (DBE)
and the evaluation of the effects of scientific and technological cooperation and co-creation
of value (Senyo et al., 2019) [38]. In this process, it is necessary to promote the digital
science and technology cooperation values of collaborative innovation, equal cooperation
and value co-creation based on the delivery of R&D tasks and scientific research data
sharing, interoperability and information reuse. At the same time, with the help of digital
tools and big data analysis advantages in DBE, the precise docking of scientific research
equipment and data resources among different R&D subjects is promoted (Kohli and
Melville, 2019) [3]. Accordingly, it is possible to discover the potential relationship between
the choice of digital innovation behavior and the quality of work results, to select digital
innovation cooperation strategies for different levels of R&D subjects, to improve R&D
efficiency and to provide decision-making basis and policy-dimensional incentive and
constraint guarantees.
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Finally, give full play to the role of innovative big data in the macro-governance of
digital innovation. Using artificial intelligence to create new opportunities to comply with
the General Data Protection Regulation (GDPR) during digital innovation data collection
and analysis can systematically improve the rationality of R&D decisions in key areas,
avoid R&D risks and eliminate low-level duplication and vicious competition. At the same
time, in order to reduce the bias of public R&D decision-making (Trocin et al., 2021) [39], it
is also necessary to promote the construction of evaluation systems for digital innovation
strategies and projects by major scientific research management institutions. Therefore,
while regulating participants to prevent digital technology application risks, strengthening
R&D process assessment and monitoring potential default risks, it is also necessary to
deepen R&D strategic evaluation and R&D integrity big data system construction. Accord-
ingly, an ontological decision-making and data-driven legalization mechanism for digital
innovation will be formed (Nambisan et al., 2019) [4] and R&D resources will be guided to
increase investment in original and leading innovation fields.

4. The Policy Orientation to Promote the Sustainable Transformation of
Digital Innovation

On 11 February 2020, the Organization for Economic Cooperation and Development
(OECD) issued “Digitalization of Science, Technology and Innovation: Key Development
and Policies”. It puts forward the important contents of ensuring the efficiency of digital
innovation and promoting the transformation of research achievements from the aspects
of building an open scientific paradigm, supporting the innovation and development of
digital economy and perfecting digital innovation policies. On this basis, by analyzing the
policy background of digital innovation and the policy needs of the process of digital trans-
formation of innovation, we can see that digital innovation not only involves the digital
transformation of innovation itself, but also has a complex relationship with the reorganiza-
tion of multi-dimensional production factors and new industries and new business type
exploration in the innovation development economic system. As a result, R&D data, a cru-
cial component of production, is crucial to the innovation economic system’s foundational
functions, extensions, implementation processes and overarching management methods.
Digital innovation organizations must ensure and strengthen the role of innovation-driven
digital innovation. The study separates the policy direction of implementing creative digital
transformation from the aspects of knowledge generation, empowering application, col-
laborative promotion and standardized management on the basis of referencing pertinent
research findings. Figure 4 illustrates the four fundamental orientations’ key implications
and relationships.

4.1. Knowledge Creation That Encourages Digital Innovation

Facing the open source development trend of the national innovation system in
the digital economy environment, it is necessary to take the digital transformation of
innovation as an important basis for promoting the upgrading of R&D capabilities and
the integration of science and technology. Accordingly, it will continue to enrich and
standardize the digital knowledge production and dissemination tools, approaches and
modes of innovation activities and promote the knowledge production and diffusion of
digital innovation.

On the one hand, ensure and promote the knowledge production of digital innovation.
Through the development of digital innovation cooperation system construction and model
guidance for important R&D platforms, scientific and technological cooperation projects
and R&D service centers, it is possible to reduce the communication costs of experts in
different research fields and build an open innovation knowledge production base that ex-
pands the frontier of science and technology in a digital innovation environment (Guo et al.,
2020) [10]. In the face of different industries and product life cycles, it is also necessary to
give full play to the role of data production factors in reducing information asymmetry
between supply and demand in the open source technology system. Accordingly, it can
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improve the effect of data-supported learning-by-doing and learning-by-memory and en-
hance the role of feedback learning in knowledge production in co-creation, co-production
and open innovation (Vendrell-Herrero et al., 2022) [40].
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On the other hand, promote the knowledge diffusion of digital innovation. With the
help of digital media, digital publishing and other digital tools, media and model innova-
tions, the limitations of time, space, language and mechanism of traditional innovation
activities in knowledge dissemination can be eliminated. At the same time, by focusing
on the impact of Employee’s artificial intelligence awareness (EAIA) on not-invented-here
syndrome (NIHS), it can help support them to reduce bias in digital technology adoption
assessment (Arias-Pérez and Vélez-Jaramillo, 2022) [41]. All of these help to spread the
R&D knowledge achieved through on-site cooperation, personnel flow and face-to-face
communication and transform it into data-based, scenario-based and repeatable interactive
sharing of digital innovation. At the same time, in order to break through the previous
“one-way” communication path centered on R&D personnel, it is necessary to pay attention
to the impact of ad valorem tax and unit tax on bilateral and multilateral digital platform
intellectual property policies in the digital context (Sánchez-Cartas, 2021) [42]. On this
basis, these policies can reshape the ecology of R&D knowledge dissemination for complex
and large-group innovation activities, realize the diversification, refinement, platformiza-
tion and interactive broadcast of R&D knowledge and further improve the efficiency and
breadth of knowledge diffusion in innovation activities.

4.2. Expand the Enabling Application of Digital Innovation

Facing the wide penetration and compatibility of digital technology, it is necessary to
take digital innovation as an important basis for tapping new momentum for the innovation
and development of the digital economy. By giving full play to its special role in multi-
subject co-construction, multi-technology integration and multi-scenario linkage, it can
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improve the empowerment and application value of digital innovation in the field of basic
research public services and modern business scenarios.

On the one hand, expand the enabling application of digital innovation in the field of
basic research and public services. Facing complex, diverse and dynamic R&D needs in key
R&D fields such as new materials, medical care, energy and transportation, it is necessary
to promote the application of digital service models such as virtual reality/augmented
reality, blockchain, digital twins, distributed systems and smart networks. At the same time,
it is also necessary to improve the organizational driving role of digital complementary
assets in IT innovation adoption and discontinuous digital innovation in related fields
on the basis of existing equipment sharing (Steinhauser et al., 2020) [43]. Therefore, in
order to form digital service advantages in detection, inspection, modeling, repeated
experiments, etc., it is necessary to pay attention to product attributes such as product
modularization and upgradeability, as well as the influence of support environment such
as degree of uncertainty avoidance and technical proficiency (Alvarado-Vargas et al.,
2020) [44]. Accordingly, it is possible to further expand the service scope of modern
innovation activities, improve service availability, reduce service costs, form digital public
service capabilities that meet diverse R&D scenarios and promote the equalization and
inclusiveness of public services for digital innovation.

On the other hand, expand the data traction and enabling role of digital innovation
in modern business scenarios. Accelerating the integration of digital innovation, Industry
4.0 empowerment, and smart enterprise construction will help support enterprises’ efforts
to transform their existing business models into ones with more “self-adjusting” advantages
(Del Giudice et al., 2021) [45]. With the help of continuous mining, innovation drive and
system application of R&D data, the advantages of massive data, vast market space and
rich application scenarios can be fully released, and the value of data elements in digital
innovation can be stimulated. At the same time, relying on the deep integration of digital
innovation, product service innovation, application paradigm exploration and business
model creation, it can also promote relevant enterprises to master the concepts and methods
of operating and innovating based on external triggers on the basis of intelligent production
processes (Van Veldhoven and Vanthienen, 2022) [6]. These are all helpful to realize the
improvement of information perception and operation efficiency in the whole production
process, accelerate the establishment of an intelligent foundation for industrial innovation
and development and promote the agile, adaptable and dual development of enterprises.

4.3. Coordinate the Collaborative Promotion of Digital Innovation

Based on the actual needs of digital innovation system construction and industrial
digital innovation capacity building, it is necessary to coordinate the promotion of the
government, scientific research institutes, enterprises and relevant social entities to form a
multi-dimensional participation, linkage and co-construction mechanism for innovative
digital transformation. This will help give full play to the decisive role of the market in
the allocation of innovation resources and further straighten out the system functions of
different entities in the innovation and development of the new digital economy.

On the one hand, with the help of innovative digital transformation, the construction
of the national innovation system should be promoted synergistically. In view of the unique
high penetration and high integration attributes of digital and information technology,
it is necessary to accelerate the construction of digital platforms, resource structures and
ecosystems for technological innovation in the process of building new scientific research
paradigms, exploring new technology fields and empowering new application scenarios.
Accordingly, in view of the contradiction between distributed value creation of digital
innovation and centralized value capture of organizations, a coordination mechanism to
deal with this digital platform paradox should be gradually built. With the help of this
mechanism, digital platform companies can limit the abuse of their ecosystem members’
economic power, labor relations and privacy (Gawer, 2022) [46] and enhance the social
responsibility of digital innovation platform companies. At the same time, by focusing on
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the impact of technology preparation and digital technology development on technology
entrepreneurship and technology market expansion (Jafari-Sadeghi et al., 2021) [47], it can
promote the cross-integration development of new-generation information technology and
science such as artificial intelligence and cloud computing with digital innovation systems.
Under the combined effect of these, relying on scientific research big data analysis can
promote auxiliary decision-making in R&D management activities, enhance the positive
effect of digital transformation on the generation of innovation value and systematically
improve the development efficiency of the national innovation system.

On the other hand, with the help of innovative digital transformation, collaboratively
promote the construction of industrial digital innovation system. Engaged in digital inno-
vation, including all levels of government, science and technology management divisions,
businesses and industry associations focus on the digital transformation needs of indus-
trial technology integration, productive service industry construction and business model
innovation, digital innovation needs to be built as the technical foundation for the digi-
tal transformation of conventional businesses and the digital value of demand research,
procurement, manufacturing, logistics, warehousing and other businesses needs to be
enhanced. This can promote the establishment of a platform-based and ecological digital
innovation service foundation at the industry level and form a technical framework and
governance mechanism for managing independent and complementary participants for
the digital innovation platform (Saadatmand et al., 2019) [48]. At the same time, facing new
models and new formats such as shared manufacturing, service-oriented manufacturing
and personalized customization, it is necessary to realize multi-subject, multi-dimensional
R&D resource integration and “technology-business” integrated cooperation at the level
of the industrial chain and value chain. Accordingly, with the help of industry-level R&D
digital service capability improvement and inclusive equal service mechanism construction,
enterprises can be supported to adjust the functions and forms of their digital cores (such as
search engines, data mining technologies, platforms, or voice interfaces) through templates
(Huang et al., 2022) [49]. These can further reduce the risk of digital expansion, improve
the business environment of the industry and accelerate the bridging of the digital divide.

4.4. Strengthen the Normative Governance of Digital Innovation

A new round of technological revolution driven by digital technology is accelerating.
Technological breakthroughs, diffusion and application speed are accelerating, bringing
greater uncertainty to the construction of a digital innovation system. Therefore, in order
to ensure the important role of innovative digital transformation in reshaping the national
innovation system and assisting the construction of the industrial digital innovation system,
the government needs to improve the technological innovation policy in the digital environ-
ment. By promoting the establishment of a fair and orderly innovative digital governance
mechanism, a scientific research organization and management model that adapts to the
digital innovation situation can be formed. Accordingly, standardized management of
digital innovation can be implemented for departments, links and channels that may affect
the efficiency and effectiveness of digital innovation.

On the one hand, actors in the digital innovation space establish a fair and orderly
innovative digital governance mechanism. Building a digital innovation governance
structure that is government-led, multi-participatory and guaranteed by the rule of law
can form a cross-departmental and cross-regional collaborative supervision mechanism for
digital innovation. In order to maintain the bottom line of safety and improve the relevant
macro-control and policy and regulatory systems, it is also necessary to pay attention
to digital innovation activities such as demand-driven digital disruption, rapid digital
adaptation and continuous digital migration. The development of these regulations (Dong,
2019) [50] can guarantee the status of competitive policy foundation. At the same time, in
order to promote both industrial development and regulatory norms, it is also necessary to
coordinate the entire value chain of R&D, production, distribution, service and consumption
driven by R&D data resources and enhance the top-level design and control orientation of
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digital innovation information systems and the transformation of methods (Wiener et al.,
2019) [51]. Accordingly, promoting the orderly development of the marketization of R&D
data elements such as data rights confirmation, pricing and transactions can guide the
construction of an income distribution mechanism that is compatible with the value and
contribution of R&D data elements and stimulate the innovation vitality of multi-level
R&D subjects.

On the other hand, promote the construction of a scientific research organization and
management model that adapts to the digital innovation situation. Facing major scientific
research strategies, key tasks and key research and development links, it is necessary
to consider the duality of digital innovation governance in the main scientific research
management departments. This helps balance the innovation-oriented inhibitory effect of
efficiency creep and the unapproved innovation-enhancing effect of shadow innovation
support (Magnusson et al., 2020) [52]. At the same time, with the help of digital innovation
public service platform construction, distributed R&D model innovation and technology
unveiling team training, a symbiotic and co-constructed R&D organizational model that
helps release the value of digital innovation can be formed, and the stock value of the
entire chain of technological innovation can be tapped. In the process of creating a data-
intensive scientific research paradigm, it is also necessary to face the basic characteristics
of increased innovation input correlation, innovation process compression, innovation
output platformization, data collection strengthening, behavior analysis and asset demand
matching feedback among innovation participants (Ayre et al., 2019) [53]. This will promote
the optimization of the funding and management methods of science and technology plans
and science funds and improve the quality and efficiency evaluation system and methods
of science and technology projects based on digital innovation data. These measures
will guide the transformation of R&D resources to high-efficiency and intelligent digital
innovation and form a “bottom-up” market-oriented R&D policy coordination.

5. Policy Dimensions to Promote Sustainable Transformation of Digital Innovation

Facing the main policy orientation of implementing innovative digital transformation,
in order to give full play to the characteristics of data elements such as continuous iteration,
self-added value and sharing and co-construction, systematically build a policy system
for innovative digital transformation. On the basis of referring to the research results of
Tate [54], etc., this study summarizes and proposes to build a national digital innovation
system as the guide, to accelerate digital construction as the basis, to improve innovative big
data governance capabilities as a way and to enhance innovation digital security. Figure 5
shows the core content and interrelationships of each policy dimension. Among them,
creating a prosperous and orderly industrial digital innovation environment provides
an open and collaborative scenario for accelerating the digital innovation infrastructure,
enhancing innovation big data governance capabilities with data drive, further improving
the efficiency of innovation digital security and balancing the stakes on this premise
to address the opportunities and challenges of complex innovation activities. At the
same time, the improvement of innovative digital security provides a guarantee for the
transformation of innovative big data into valuable information and knowledge, thereby
promoting the change of digital innovation infrastructure paradigm. Enhancing the digital
governance capabilities of scientific research management departments and creating a
new pattern of multiple co-governance for digital innovation provides a basis for scientific
decision-making and a benign competitive environment for improving innovative big data
governance capabilities.

5.1. Guiding the Construction of a National Digital Innovation System

For the construction of digital technology innovation system, digital industry innova-
tion system and digital society innovation system, it is necessary to guide the construction
of a national digital innovation system and improve the overall efficiency of national R&D.
These contents mainly involve enhancing the digital governance capabilities of scientific
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research management departments, creating a new pattern of multiple co-governance
for digital innovation, creating a prosperous and orderly industrial digital innovation
environment and building an international scientific research cooperation network for
digital innovation.
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First, enhance the digital governance capabilities of scientific research management
departments. Digital innovation policies are being implemented, and innovative subjects
combine the basic needs of digital innovation’s open project operation, R&D process
and service capacity building, it is necessary to build a “fuzzy front end” (FFE) for R&D
public sector open digital service innovation (Tate et al., 2018) [54]. Accordingly, on the
basis of implementing cross-agency commitments on R&D funds and physical objects, the
government needs to increase the overall planning of scientific research and government
information construction and establish and improve a statistical monitoring and decision-
making analysis system for digital innovation. This will help improve the accuracy of
R&D strategy formulation and the coordination and effectiveness of implementation in
the digital environment and improve the risk identification and prevention level of the
R&D system.

Second, create a new pattern of pluralistic co-governance for digital innovation. In
order to improve the effectiveness of digital innovation and the multi-subject participation
scenario of R&D data element market construction, it is necessary to improve the digital
innovation participation mechanism including the government, platforms, enterprises,
industry organizations and the public. At the same time, it is also necessary to accelerate
the formation of important institutional foundations for participation in digital innovation
activities, such as qualification certification for participation in digital innovation activ-
ities, data security responsibilities, intellectual property protection and fair competition
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review. These measures can provide guidance for enterprises to adapt to the legal conflict
between business operation logic and digital innovation logic caused by digital openness
(Thorén et al., 2018) [55] and form a digital innovation ecology with multiple governance,
coordinated development and healthy competition.

Third, create a prosperous and orderly industrial digital innovation environment. Gov-
ernment agencies at all levels, industry associations and other departments support leading
enterprises to implement digital innovation system construction at the industrial chain
level for the reciprocity of R&D resources, capacity sharing and supply chain interoperabil-
ity, which will help form a digital innovation service platform for parks, industries and
regions as a whole. This will promote the generative emergence of digital innovation at the
socio-technical system level, forming seven generative components: generative architecture,
generative governance, generative community, generative fit, combinatorial innovation,
generative results and generative feedback (Thomas and Tee, 2022) [56]. These measures
are conducive to the construction of open source communities, developer platforms and
distributed R&D cooperation networks for industrial digital innovation and the systematic
convergence of R&D resources such as R&D conditions, standard formulation and revision,
testing and evaluation, application training and business incubation. Ultimately, they can
promote the construction of an industrial digital innovation service foundation for open
collaboration between large, medium and small enterprises and social developers.

Fourth, build an international scientific research cooperation network for digital in-
novation. In view of the opportunities and challenges of international cooperation, talent
exchange and mechanism innovation of complex innovation activities, it is necessary to
enhance the role of digitalization in accelerating the demise of distance and reducing the
inequality of innovation space. Focusing on the regional spillover effects of digital innova-
tion, digital capabilities and entrepreneurial activities (Haefner and Sternberg, 2020) [57], it
is necessary to break through the boundaries of scientific research organizations and rely on
digital innovation platforms to explore new cooperation methods such as “public science”,
virtual laboratories and technology unveiling teams. These measures help to absorb the
innovative wisdom of scientists and engineers on a global scale based on local resources
and knowledge advantages and further improve and enrich the international scientific
research cooperation mechanism.

5.2. Speeding Up the Infrastructure of Digital Innovation

Facing the role of digitalization in promoting the optimization of the knowledge
production process of innovation activities and multi-subject information collaboration,
it is necessary to enhance the cloud-network collaboration of digital innovation, pro-
mote the integrated development of computing and network in digital innovation and
strengthen the construction of digital innovation platforms. These policies will promote
the transformation of scientific research paradigms such as traditional experimental sci-
ence, theoretical deduction and computer simulation to data-driven scientific research
paradigms and accelerate the construction of a collaborative, symbiotic, open and shared
digital innovation ecosystem.

First, enhance cloud-network collaboration for digital innovation. For the data produc-
tion and application requirements of the whole process of digital innovation and process
management collaboration (Mendling et al., 2020) [58], it is necessary to improve digital
infrastructure such as 5G, data centers, software platforms and industrial Internet plat-
forms based on the basic principles of green, low-carbon, intensive and efficient. At the
same time, to promote the intelligent integration of R&D-related facilities around net-
working, intelligence and collaboration, it is necessary to create a digitally innovative
cloud-network collaborative infrastructure supply system to promote the application of
machine vision, machine learning and other technologies. These infrastructure construc-
tions can support the expansion of application scenarios such as data sharing, knowledge
dissemination, achievement transformation, scientific and technological cooperation and
popular science promotion of digital innovation and provide hardware support for the
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digital transformation of important R&D entities. Accordingly, it is possible to improve the
ubiquitous connection, flexible supply and efficient allocation of R&D data resources in
the economic system and build digital innovation carriers and digital innovation public
service capabilities.

Second, promote the integrated development of computing and networks for digital
innovation. On the basis of the construction of computing power network hub nodes in
important economic regions, it is necessary to promote the collaborative construction of
research and development data center clusters of government, universities, enterprises
and other institutions and improve the cross-network and cross-regional data interaction
capabilities of data centers. By accelerating the establishment of a large national scientific
and technological innovation database and strengthening edge computing capabilities in
key R&D areas, an innovative big data support system that coordinates computing power,
algorithms, data and application resources can be formed (Rizk and Elragal, 2020) [33] to
meet the needs of digital innovation and computing network integration. At the same time,
facing the basic orientation of creating a new type of intelligent infrastructure integrating
intelligent computing power, general algorithms and development platforms, it is also
necessary to build a regional, multi-level, multi-departmental, multi-dimensional techno-
logical innovation information platform and a diverse and open scientific and technological
management innovation platform. Accordingly, exploring a new model of ternary interac-
tion of big data, Internet of Things and cloud computing can support enterprises to adopt
certain types of software tools such as innovation management software (IMS) or digital
innovation management system and promote innovation plans, stakeholders and resource
integration (Endres et al., 2022) [59].

Finally, strengthen the construction of digital innovation platforms. In order to support
the use of big data, artificial intelligence and other digital technologies to promote the
construction of virtual laboratories and academic interactive scenes, it is necessary to accel-
erate the experimental design and operation of scientific researchers, the construction of
intelligent auxiliary systems for analysis and guide the creation of digital scientific research
paradigms of intelligent cooperation and human–computer collaboration (Trocin et al.,
2021) [39]. This will reduce the cost of scientific and technological exchanges and coop-
eration due to time, space, culture and background, reduce the low-value physical work
of scientific researchers in the R&D process and promote timely feedback between the
R&D knowledge production process and the product production process. At the same
time, new types of participants in decentralized applications (dApps), such as transac-
tion validators, bring a lot of generative and unpredictability (Leiponen et al., 2022) [60].
Accordingly, it is also necessary to enhance the blockchain governance capabilities of the
digital innovation platform based on the basic operating characteristics of the decentralized
blockchain platform. These policies help to improve the cooperation between different
innovation elements and innovation subjects in the innovation system and thereby optimize
the commercialization and value creation process of innovative technologies.

5.3. Improve the Governance Ability of Innovative Big Data

In the past, innovation activities were prone to problems such as resource dispersion,
lack of competition and closed knowledge due to single-subject and centralized R&D.
Facing the changing trend of data-driven scientific research paradigms and the high-quality
management requirements of innovation activities, it is urgent to enhance the governance
capabilities of innovative big data from the aspects of data element development, operation
and decision support. With the help of networked and distributed research and devel-
opment of digital innovation, complex scientific problems can be solved more efficiently
and the allocation efficiency and market value of research and development resources can
be improved.

First, enhance the ability to develop R&D data elements. While promoting the research
and development of big data digital basic technology, the formulation of digital technology
and digital economy standards, promote the unification of the process of research and
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development of digital technology updates and the improvement of compatibility of
communication protocols in various fields. In this process, it is necessary to break down the
R&D process, technology and protocol barriers around the collection, storage, transmission
and processing of data in the whole process of R&D and the requirements of standardized
management (Steinhauser et al., 2020) [43]. At the same time, it is also necessary to
promote the standard system of R&D data resources and the construction of a complete
R&D data chain and guide the formulation of analysis units, digitalization degrees and
social-technical attributes of digital platforms in different architectural levels and different
industry environments (De Reuver et al., 2018) [61]. In the long run, data-oriented labeling,
cleaning, desensitization, decryption, aggregation, analysis and other links will gradually
realize the intercommunication and interoperability of R&D data. Accordingly, it is also
necessary to explore the management system and business model of R&D data sharing,
exchange, collaboration and openness for business applications, improve the quality of
R&D data and cultivate and expand the R&D data service industry.

Second, enhance the operational capabilities of R&D data elements. In view of the
increasingly prominent cross-industry and multi-party innovation collaboration charac-
teristics in the process of digital innovation, it is necessary to pay attention to the non-
competitive and non-scarce characteristics of data elements, as well as the attributes that
the value of data elements is significantly positively correlated with the scale and richness
of data. Accordingly, it is necessary to speed up the construction of asset evaluation, market
transaction rules and transaction demand matching mechanisms for R&D data elements
(Gawer, 2022) [46], promote the deep integration of data, technology and scenarios in the
R&D value chain and improve the resource processing capabilities of R&D data. At the
same time, it is necessary to reverse the inherent technological bias in the dominant view of
innovation, starting from the market dimensions of demand, action and behavior used or
replaced by market participants (Makkonen and Komulainen, 2018) [62] and mobilize in-
dustry associations, scientific research institutes, enterprises and other parties to participate
in R&D data operations. In addition, it is also necessary to support other market entities
to carry out the commercial value mining business of R&D data in accordance with laws
and regulations through data openness, licensed development and authorized applications,
so as to promote the productization and service of R&D data value. These policies will
help reduce the information asymmetry between the supply and demand sides of elements,
accelerate the cultivation of market players, improve the governance system, promote the
growth of the R&D data element market and form a diversified R&D data asset operation
mechanism that supports “open innovation”.

Third, enhance the decision support application of R&D data elements. Based on the
relevant platforms and achievement documents and patent databases of digital technology
services, it is necessary to accelerate the establishment of a Digital Science and Innova-
tion Policy (DSIP) system. This will break down the data barriers between science and
technology and industrial sectors and promote continuous competition in digital innova-
tion in terms of digital integration capabilities, digital platform capabilities and digital
innovation capabilities by integrating R&D plans and progress information of different
industries, regions and departments (Annarelli et al., 2021) [63]. At the same time, the
new relationships, skills, arrangements, technologies and equipment required to innovate
the value of activities and to profit from digital tools and services all challenge previous
players. Accordingly, it is necessary to speed up the digitization process of innovation
policy formulation from the aspects of policy effect evaluation, innovation index definition,
R&D funding gap evaluation, R&D application evaluation, social and economic impact
analysis of achievements, forward-looking technology and representative scholars’ recom-
mendation (Wiener et al., 2019) [51]. These policies can provide digital R&D consulting
support for scientific and technological planning formulation, precise scientific research
management and transformation of scientific and technological achievements and improve
the decision-making efficiency of multi-dimensional scientific research management.
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5.4. Enhance Security for Digital Innovation

At present, the innovation of digital and network technologies is accelerating, the
competition in key research and development fields is intensifying, and the demand for
innovative big data security continues to increase. In this context, it is necessary to further
enhance the role of relevant bill construction, risk assessment and technological innovation
in the construction of an innovative digital security system in combination with the system
construction, multi-dimensional management and technological progress requirements of
innovative digital transformation.

First, study and formulate relevant bills on the use and protection of innovative data.
The platform model in the public domain has brought economies of scale, demand integra-
tion, data-attracting innovation and significant infrastructure benefits, all of which have
brought challenges to effectively implement the requirements for simultaneous planning
and simultaneous construction of network security technologies. Therefore, the platform’s
dominant policy support, promotion of open standards, long-term planning and focus
on incentives will make privacy policy updates, governance and regulatory method dif-
ferentiation more important (Thompson and Venters, 2021) [64]. Accordingly, according
to the entire life cycle of R&D data collection, transmission, storage, processing, sharing
and destruction, it is necessary to further clarify important content such as the boundaries
of rights and responsibilities of different participants, usage specifications, information
protection responsibilities and intellectual property management. Based on this, it is also
necessary to accelerate the formulation of policy frameworks for multi-agency coordination
and cooperation, resource sharing and public sector data sharing and reuse and improve the
ethical norms for digital technology application in innovative activities. These policies help
to update the settings of digital innovation platforms and projects’ strategic and commercial
goals, delivery models, risks, governance, roles, incentive structures, possible architectures,
openness to cooperation, etc. (Mendling et al., 2020) [58]. The implementation of policies
can enhance the trust of multi-dimensional R&D subjects, especially non-government per-
sonnel, in the digital empowerment of innovation activities, support the expansion of the
scope and scale of data use for digital innovation and optimize the application environment
for digital empowerment innovation and development.

Second, improve the dynamic risk management capabilities of innovative data. To
secure public support for innovative data use (and re-use), a public engagement-promoting
trust relationship-building approach to digital innovation public values and social license
is needed (Aitken et al., 2020) [65]. Facing the practical needs of co-design, co-creation
and co-governance of R&D digital ecology, it is necessary to build a unified innovation
data open platform and development and utilization port and improve data sharing and
interoperability in innovation management with the help of standardized construction
of identity and behavior identification. At the same time, in order to deepen the security
risk assessment, monitoring and early warning, emergency response and traceability
of innovative data use, it is necessary to rely on the orderly sharing of research and
development data across levels, regions and departments and systematically improve the
level of openness and hierarchical and classified management capabilities of innovative
data. Accordingly, by supplementing the innovation supervision basis of data-intensive
industries, it can provide information for the formulation of relevant digital innovation
ethical codes of conduct (Endres et al., 2022) [59] and promote cross-domain network
security information sharing and work collaboration for complex scientific tasks.

Finally, enhance the data security management role of new technologies such as
blockchain. Combining the application experience of blockchain technology in innovative
digital processes in the fields of biomedicine, energy and smart cities, it is necessary to
enhance the data protection and network security of blockchain at the level of industry
technology integration and application (Amenta et al., 2021) [66]. Accordingly, in order
to simultaneously update the existing data regulatory framework and important rules,
it is necessary to encourage the exploration of diversified data security technologies and
pilot commercial applications, promote the application of network security technologies
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such as mimic defense and data encryption and strengthen system security assessment.
These policies will improve the quality of digitally empowered products and services
for innovative activities (Thompson and Venters, 2021) [64] and avoid data crises such
as vicious competition, discriminatory access and “big data deception” caused by the
unrestricted dissemination of R&D data.

6. Research Conclusions

Under the background of accelerated innovation of Internet, big data, cloud computing,
artificial intelligence, blockchain and other technologies, digital innovation is becoming a
key force in global restructuring of innovation resources, changing R&D organization and
reshaping the competition pattern. Although the relevant digital technology and paradigm
research has been paid more attention by many scholars, it is necessary to strengthen
the policy system research of digital innovation to promote the digital transformation of
industrial and social innovation. At present, the basic policy framework for the sustainable
transformation of digital innovation has not been formed.

In order to systematically sort out and propose policy points for the digital transforma-
tion of innovation activities, this study analyzes and summarizes relevant research results
on the antecedent variables, basic effects and potential mechanisms of digital innovation
and mainly carries out research work in four aspects. First, combined with the citation
analysis of relevant achievements, based on the Citespace method to analyze the citations
of digital innovation topics, the overall research progress, research trends and research
orientations of digital innovation policies are sorted out. The research shows that academic
research on digital transformation, digital R&D, innovation activities and policy issues
has gradually increased and research results have been widely used in important research
fields such as digital economy, digital platform, digital transformation, accessibility and
smart cities. Second, it summarizes the policy requirements for the innovation and digital
transformation process from four aspects: creating R&D opportunities, optimizing R&D
organizations, building ecological advantages and improving R&D governance. The policy
requirements for the innovative digital transformation process proposed in this study
include promoting the sharing of R&D digital resources, digital innovation exchanges and
cooperation and opportunity acquisition, reducing the R&D costs of multi-dimensional
subjects, improving the efficiency of digital innovation, strengthening hidden R&D data
management and supporting the implementation of data-based R&D decisions, giving full
play to the ecological advantages of the digital innovation system and building a digital
evaluation foundation. Third, put forward the basic policy orientation for the implemen-
tation of innovative digital transformation from the four aspects of knowledge creation,
empowerment application, collaborative promotion and standardized management and
propose tools, approaches and models for digital knowledge production and dissemination
to further enrich and standardize innovation activities; digital innovation is an important
basis for tapping new momentum of innovation and development of the digital economy,
collaboratively promoting digital innovation organizations to form a multi-dimensional
participation, linkage and co-construction mechanism for innovative digital transformation,
building a fair and orderly innovative digital governance mechanism and implementing
digital innovation norms management orientation. Fourth, from the four aspects of national
digital innovation system, digital innovation foundation, data governance capabilities and
digital security assurance, key policy dimensions for promoting innovation and digital
transformation are proposed and the relationship between the core contents of each policy
dimension is explored. In the context of the accelerated construction of the global digital
economy construction model, the research viewpoint can also provide certain theoretical
reference and practical guidance for the systematic implementation of digital innovation
system construction in various countries.

The world’s major economies are changing from the stage of rapid economic growth
to the stage of high-quality development and are in a critical period of changing the mode
of development, optimizing the economic structure and changing the driving force of
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growth. In this context, facing the general trend of accelerating the construction of regional
digital innovation systems and infrastructure around the world, it is of great significance to
carry out further research on the policy system around the policy requirements of reducing
R&D costs, improving R&D efficiency, coordinating R&D decision-making and leaning
R&D management. In the follow-up research, it is not only necessary to strengthen policy
research on innovative big data governance and digital security, but also to give full play to
the R&D value co-creation of multi-level participants such as the government, universities,
research institutes and enterprises. These policies will help innovative entities with different
foundations get rid of the constraints of historical factors such as path dependence and
low-end lock-in, optimize the allocation of innovation resources as a whole and form a
broad social foundation for digital innovation.
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