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Abstract: Road accidents occur everywhere in the world and the numbers of people dead or injured
increase from time to time. People hope that emergency vehicles and medical staff will arrive as
soon as possible at the scene of the accident. The development of recent technologies such as the
Internet of Things (IoT) allows us to find solutions to ensure rapid movement by road in emergencies.
Integrating the healthcare sector and smart vehicles, IoT ensures this objective. This integration gives
rise to two paradigms: the Internet of Vehicles (IoV) and the Internet of Medical Things (IoMT), where
smart devices collect medical data from patients and transmit them to medical staff in real time. These
data are extremely sensitive and must be managed securely. This paper proposes a system design
that brings together the three concepts of Blockchain technology (BC), IoMT and IoV to address the
problem mentioned above. The designed system is composed of three main parts: a list of hospitals,
patient electronic medical record (EMR) and a network of connected ambulances. It allows the road
user in the case of an accident to report their position to the nearby health services and ambulances.

Keywords: Blockchain; smart contract; emergency healthcare services; IoMT; IoV; road accident

1. Introduction

According to the World Health Organization (WHO), 1.3 million people die because
of car crashes annually. In Tunisia, 616 people lost their lives, and 4873 others were injured
in road accidents during the first 8 months of 2022, according to data from the National
Observatory of Road Safety under the Ministry of the Interior.

The United Nations General Assembly has set an ambitious target for road safety to
halve the total number of road traffic deaths and injuries by 2030 (A/RES/74/299). Several
factors can contribute to reducing this number. Among them are the timely arrival of
ambulances at the scene of the accident and the recognition of the medical data of the
injured in advance by the medical staff. However, the questions here are how to determine
the nearest available emergency vehicle and how to inform the emergency services of
patient information. Therefore, two strategies are possible responses to these two questions.
The first is the use of connected ambulances and the second is the sending of vital signals
of injured people to the appropriate service in real time. In this case, emergent technology
such as the Internet of Things is seen as a prominent solution to manipulate the components
mentioned above.
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The Internet of Things (IoT) has invaded several areas, including connected vehicles
and healthcare [1–3]. As a result, a new paradigm named the Internet of Medical Things
(IoMT) is arising. IoMT proposes to radically transform healthcare delivery. Through
machine-to-machine (M2M) interaction and real-time intervention solutions, IoMT solves
accessibility and reliability issues [4,5]. In addition, increased patient engagement in
decision making will drive healthcare compliance. IoMT enables faster disease diagnosis
and decision making by compiling large amounts of medical data in a timely manner. IoMT
increases human–machine interaction, which improves medical record keeping. We are
talking about the exchange of medical data that require a prominent level of confidentiality,
security, and rapid intervention.

The convergence of IoT and Intelligent transportation system (ITS) gave rise to the
concept of Internet of Vehicles (IoV) [6]. Over the past decade, the concept of the smart
vehicle has grown considerably. It plays an especially key role in several application areas
such as smart cities, healthcare, and intelligent transportation systems, since vehicles can
communicate with each other and with their surroundings. Through vehicular commu-
nication, many data are manipulated that require extremely high security, confidentiality,
and availability.

Blockchain technology has recently become important in systems that handle security
and privacy concerns. In its report, published in December 2018, the National Assembly’s
joint information mission on the uses of BC and other register certification technologies,
defined BC technology as follows [7]: “A BC is a register, a large database that has the
particularity of being shared simultaneously with all its users, all of whom are also holders
of this register, and all of whom also have the ability to enter data into it, according to
specific rules set by a computer protocol that is very well secured thanks to cryptography”.
It is indeed a connection of nodes that communicate and save transactions. So, every
entity in the network records a copy to mitigate a single failure point. The record from the
BC is arranged in blocks to construct a distributed ledger (DLT). Cryptographic processes
guarantee the confidentiality and integrity of data. Satoshi Nakamoto introduced the idea of
BC for the first time in 2008 [8]. Numerous key characteristics highlight BC technology, such
as decentralization, integrity, autonomy, confidentiality, and immutability [9,10]. These
characteristics increase the demand for BC in a wide range of sectors [11,12].

The fusion between IoV and IoMT gives a fantastic opportunity to reduce the number
of people losing their lives due to road accidents. However, the data managed in such
cases are highly sensitive. They need a dependable, decentralized, and secure system.
To ensure these properties, BC technology is highly recommended. The integration of
blockchain technology, l’IoV, and IoMT is a crucial solution to these issues with decentral-
ized, efficiency, privacy, and partner trust management. In the form of a distributed and
secure register that enables emergency medical personnel in addition to have admission
to harmed vital signs but also to change them, blockchain technology offers just such
a solution. Hence, we guarantee the compatibility of the platform used by the various
actors of the proposed system using Blockchain technology. To cut maintenance costs
and get rid of legacy threats from centralized systems, this approach removes the central
authority (CA). The fundamental goal is to build autonomous interaction without human
involvement through smart contracts, ensuring security and trust amongst the agents in
the system. To guarantee the security of patient data, the following criteria must be taken
into consideration: authentication and access control.

Based on smart contracts, we propose a system for the treatment of road accidents.
This system is composed of two subsystems. The first one includes an IoV part that takes
care of the search for the nearest available ambulance and the nearest emergency service.
On the other side, the second sub-system deals with the transfer of the vital signs of injured
people to the appropriate emergency service staff.

The following are the most significant contributions of this manuscript:

(1) Designing a system for road safety emergencies.
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(2) Proposing a subsystem to search for available rescue vehicles and the nearest emer-
gency service, using IoV.

(3) Suggesting a sub-system to transfer the patient’s health data to the appropriate service.
(4) To ensure the security and confidentiality of the exchanged information, smart con-

tracts are provided in each part of the total system.

The rest of this manuscript is structured as follows. The second section covers the
fundamental concepts of BC technology, IoMT, and IoV. Section 3 shows how BC technology
is being used in healthcare data management and connected vehicles. Section 4 describes
in detail the proposed system architecture. Finally, Section 5 wraps up this paper and
offers some suggestions for future research. Table 1 summarizes a list of abbreviations and
acronyms used in this paper.

Table 1. List of abbreviations and acronyms used in this paper.

Abbreviation Full Form

WHO World Health Organization
BC Blockchain
IoT Internet of Things

IoMT Internet of Medical Things
ITS Intelligent Transportation System
IoV Internet of Vehicles

VANET Vehicular Ad Hoc Networks
V2V Vehicle to Vehicle
M2M Machine to Machine
EMR Electronic Medical Record
DLT Distributed Ledger Technology
P2P Peer to Peer
PoW Proof of work
PoS Proof of Stake

DPoS Delegated Proof of Stake
PBFT Practical Byzantine Fault Tolerance
HIS health information system

MAS Multi-agent system

2. Background
2.1. Internet of Vehicles and Road Accident

Yang et al. [13] proposed the IoV concept. It is, in fact, an improvement of VANET. In
this network, people, vehicles, and their surroundings are grouped together or integrated to
ensure better and safer operation of road services. In IoV, communication is not limited to
vehicles (V2V), but we also find vehicle-to-everything communication [14], which leads to
several applications. These applications include road safety applications such as collision,
road speed and spot warning information. It moreover enables vehicles to exchange data
on traffic and road conditions with their neighbors [15]. Vehicular communication involves
the problem of exchanged data security. Security concerns can occur during any point in
the IoV network’s life cycle. Because massive amounts of data are created at any time and
continue to grow, ensuring data security becomes increasingly difficult. So, it is necessary
to guarantee data confidentiality against attacks or illegal use of crucial personal data. In
this case, only authorized nodes can access the information. Furthermore, data integrity
must be verified, so that end users receive the exchanged data without modification.

2.2. Internet of Medical Things

The IoMT integrates the digital and physical worlds to enhance patient health through
faster, more accurate diagnosis and treatment as well as real-time changes in patient
behavior and health condition [16]. The connectedness of medical equipment will have
a significant impact on patients and doctors. IoMT plays a leading role in improving
the efficiency, responsiveness, and remote monitoring of medical devices. The IoMT is
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processed by connecting and communicating M2M using Wi-Fi-equipped medical devices.
The received data are stored in the cloud server database and analyzed.

EMR is a filing system for information relevant to treatment. It contains elements
from the computerized medical record. The process of opening a file should be easy and
secure, since it involves sensitive medical information made available by physicians on a
decentralized archiving system [17].

Since they are recorded in multiple health care organizations and manipulated in a
centralized way, data decomposition, counterfeiting, and destruction are all major threats
to today’s health record frameworks. As such, many hospitals store their patients’ data in
a database via an agent. Regardless of the situation, each person is required to bring his
report, if he switches doctors or hospitals. This is an untrustworthy method of overseeing
such sensitive information [18].

2.3. Blockchain Technology

Satoshi Nakamoto’s Bitcoin application, introduced in 2008, supported BC. BC is
built on the idea of a distributed blockchain that allows for more secure transactions.
Between the years 2009 and 2013, digital currency transactions were the basis of blockchain
1.0. Subsequently, BC 2.0 appeared following the use of smart contracts. These last ones
offer a greater level of security and a tamper-proof transaction process. BC 3.0 and the
concept of DApps were introduced by the Ethereum platform. BC 4.0 is gaining traction in
business and industry.

Because of its powerful capabilities not only regarding distributed storage, but also
for confidentiality, data protection, efficiency, automation, and lower processing cost, BC
technology has recently emerged as a secure distributed process used in a variety of
industrial application fields. The primary benefits that a BC technology can offer have
motivated many industries and researchers to integrate it into a wide range of fields. These
characteristics include decentralization, immutability, security and privacy, transparency,
automation, and traceability [19].

2.3.1. Blockchains as Distributed Ledgers

A sort of distributed ledger technology called a blockchain enables numerous parties
to share a single view of data without the need for a central authority. A distributed ledger
is essentially a database that is shared among a group of computers, with a copy of the
ledger being kept on each member of the network. Blockchains are intended to be tamper-
proof, transparent, and secure. To do this, they employ encryption to make sure that once
data is put to the blockchain, it cannot be changed or removed without the network’s other
users’ consent. Blocks of data are connected in a chronological chain to form blockchains.
Each block consists of a group of transactions, and each transaction denotes the transfer of
data or digital assets. As a new block is added to the chain, the other network users verify
it; if they find it to be genuine, the block is added to the chain and becomes a permanent
part of the ledger. The potential of blockchains to build trust between parties who may not
already have it is one of their main advantages. It is challenging for one party to falsify the
data or game the system because the ledger is shared and can be read by anybody on the
network [20–23].

Ledger databases are most associated with cryptocurrency transactions, as they pro-
vide the underlying infrastructure for cryptocurrencies such as Bitcoin and Ethereum.
However, ledger databases have a wide range of potential applications, including supply
chain management, voting systems, and digital identity management, among others.

Ledger databases are a type of database that is designed to maintain a continuously
growing list of transactions or records, known as a ledger. The ledger database provides
a tamper-proof, transparent, and auditable history of all transactions that have occurred.
These databases are commonly used in finance, banking, and accounting.

There are several ledger databases technologies that are designed to support blockchain-
based applications. Among them, we find Oracle blockchain table, Alibaba LedgerDB, and
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Microsoft SQL Ledger [24–27]. Oracle blockchain table is a feature of the Oracle Database
that allows developers to create blockchain applications using familiar SQL commands.
It provides a secure and scalable infrastructure for storing blockchain data and executing
smart contracts. With the Oracle blockchain table, developers can create blockchain appli-
cations without having to learn new programming languages or tools. Alibaba LedgerDB
is a distributed database technology that is designed to support blockchain applications.
It provides a highly scalable and reliable infrastructure for storing and processing large
amounts of data. Alibaba LedgerDB is built on top of the Alibaba Cloud platform, and it is
designed to be easy to use and deploy. Microsoft SQL Ledger is a blockchain-based ledger
that is built on top of the Microsoft SQL Server database. It provides a secure and scalable
infrastructure for storing and processing blockchain data, and it supports the development
of smart contracts using familiar programming languages such as C# and NET. Microsoft
SQL Ledger is designed to be easy to use and integrate with existing Microsoft technologies.

Overall, these technologies provide developers with powerful tools for building
blockchain applications, and they offer a range of features and capabilities that make it
easier to create secure, scalable, and reliable blockchain-based systems.

2.3.2. Smart Contracts

In 1995, Nick Szabo defines the smart contract as “a computerized transaction protocol
that executes the terms of a contract. The general objectives of smart contract design are
to satisfy common contractual conditions (such as payment terms, liens, confidentiality,
and even enforcement), minimize exceptions both malicious and accidental, and minimize
the need for trusted intermediaries. Related economic goals include lowering fraud loss,
arbitration and enforcement costs, and other transaction costs” [28].

2.3.3. Consensus Mechanism

BC consensus protocols are “the agreement of a common value among a group of
nodes in BC systems.” Indeed, their primary role is to instill trust in an untrustworthy
atmosphere, as well as to validate the authenticity and reliability of data records linked to
the new block [29]. In the PoW mechanism, a mathematical challenge or puzzle represents
an amount of work that must be completed by a miner. This amount is easy to check
but depends on the time needed to validate a block. A PoW guarantees the integrity of
the blocks and transactions, but when overseeing the work, the PoW consumes a large
amount of energy, not to mention the decrease in the number of miners. Most BC systems
use this block validation mechanism. The PoS has the same goal as the PoW. Its basic
principle is to randomly choose the validator of the block. This mechanism is more energy
efficient because there is no mining where a lot of resources are consumed. Block validation
is based on the amount of money in the node. A variant that has the same principle of
proof of stake is named Delegated Proof of Stake. In the first one, the block validation
is performed by any node of the network with a minimum number of crypto currencies.
On the other hand, in DPoS, BC users use the voting principle to choose representatives.
These representatives have the role of validating the blocks in place of the voters. It is
a form of participatory democracy that brings speed and precision to the validation of
transactions. The Practical Byzantine Fault Tolerance (PBFT) consensus algorithm is based
on the same voting principle. It allows the main nodes in the distributed network to
choose the transaction to be executed first. It uses the authentication of the request and
response of nodes that allows avoiding system failures. PBFT guarantees a high perfor-
mance by reducing the execution time seen in the PoW consensus, but with a delay in the
data transfer.

3. Related Works

BC technology provides benefits such as decentralization, immutability, confidentiality,
and data security exchange. As a result, BC could be a powerful tool for transforming
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the IoV and IoMT systems into ones that are trustworthy, dependable, and private [30,31].
Tables 2 and 3 outline various works discussed in this section.

3.1. BC and IoV Shared Data

Yang et al. [32] propose a decentralized trust management approach in vehicle net-
works based on BC. Vehicles in this framework use the Bayesian inference method to
validate data transmitted from surrounding vehicles. They employ a hybrid consensus
technique that incorporates PoW and PoS. Through this fusion, all Roadside Units (RSUs)
collaborate to keep the confidence BC up to date, credible, and coherent.

In [31], the authors suggested a trust management mechanism for the IoV system.
The researched framework is to use BC technology to solve the scalability problem. Smart
contracts and PoW as a consensus protocol verify the decentralized feature. The authors
use the Ethereum BC platform for validation, which allows them to examine the system’s
performance in terms of average throughput and execution time.

In [33], the authors suggested security rules for fatal crash detection and alerting in an
Intelligent Transportation System (ITS) atmosphere that used an identity verification tech-
nique named BCAS-VADN (Blockchain-enabled Certificate-based Authentication Scheme
for Vehicle Accident Detection and Notification). They store the information generated
by this method using BC technology. Moreover, the platform’s safety and truthfulness
are affirmed with a Practical Byzantine Fault Tolerance consensus mechanism and the
encryption of interactions via a cryptographic hash signature.

A model for the exchange of information between system actors based on smart
contracts and multi-agent systems (MAS) is proposed by Mhamdi et al. [34]. Here, the
distributed information flow among both multiple stakeholders is the primary essential
characteristic. The envisaged system is made up of many agents. Every agent has their own
BC address. The BC keeps track of the actors’ transactions as well as its own information.
The smart contract guarantees these transactions, which are endorsed by consensus protocol,
automatically. The suggested model is built around three key ideas: smart contracts, access
control, and MAS.

Blockchain IoV solution for payment (PSEV) [35] is a BC-based framework that enables
the establishment of reimbursements and secure data transmission between IoV involved
parties. Using smart contracts, this approach guarantees the automation of data transfer
operations. To verify their solution, the author developed a decentralized real-time parking
booking and billing application on the Ethereum BC. When compared to current systems,
the proposed framework has a lower cost and shorter execution time. It also ensures the
integrity, immutability, and confidentiality of the data.

Table 2. IoV-BC summarized Literature Review.

Ref Contribution
Blockchain Performance

1 2 3 4 5 6 7

[31]

Focus on providing
protected automation of
data transfer operations
between the various IoV

involved parties.

* * * *

[32]

Guarantee that received
interactions between

vehicles and their
neighbors are trusted and

decentralized.

* *

[33]

suggested a security rules
for fatal crash detection
and alerting in an ITS

atmosphere

* * *
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Table 2. Cont.

Ref. Contribution
Blockchain Performance

1 2 3 4 5 6 7

[34]

Maintain the safety and
confidence of the
system’s agents
by constructing

automatically generated
interaction via

smart contracts.

* * * * * *

[35]

Secure message
transmission between

automobiles in
the IoV subnet.

* *

1: Smart contract, 2: consensus mechanism, 3: Access control, 4: confidentiality, 5: Integrity, 6: privacy, 7:
Authentication, *: Covered.

3.2. Monitoring Patient Data with Blockchain

To study the impact and integration of this technology in the healthcare sector, we
compiled statistics about the numbers of articles published in this context. This is based on
a simple query “BC and healthcare”. This study included the scientific articles published
between 2018 and 2021 from the IEEE, Springer, and Science Direct databases.

Figure 1 represents the number of articles published during the last 4 years. It is
noticeable that the exploitation of BC technology in the healthcare field is growing. It has
attracted increased attention from several researchers, exceeding 1260 in 2022 for just the
three mentioned publishers.
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Analyzing the type of publications in IEEE as shown in Figure 2a, conference papers
occupy a percentage of about 66% to almost 23% of the articles in journals. On the other
hand, the latter represent 89% in Springer and 60% in Science Direct (Figure 2b,c).

Through developing a method for remote patient monitoring, Ref. [36] tackles the
problem of patient data privacy and transparency. The Hyperledger Fabric BC and smart
contracts serve as the basis for this platform. The suggested systems gather and distribute
data from medical sensors via the BC network. These data are then monitored and managed
by smart hospital stakeholders using a data-accessible web application built with HTML5
and JavaScript. The patient’s vital parameters are traceable and secure, ensuring good
performance. The presented prototype performs well due to its low response time, simple
interface, and greater transaction. It does, however, have security flaws because of a gap
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in identity verification between network elements, specifically between the server and
IoT sensors.
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The authors of [37] designed a system for patient surveillance and that notifies health
providers about an emergency case using smart contracts. This telemonitoring system
ensures the patient’s security and privacy by implementing BC. Data from IoT sensors
will be processed before being stored in the BC by smart contracts for patient monitoring.
This step enables doctors to instantaneously check on their patients. The final role focuses
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on the firm and its diagnostic implants. A smart contract is formed between both the
financial institution and the patient when a device is purchased that allows the device to
be registered in his name. Thus, the information retrieved by the IoT tool is recorded in
healthcare center.

In their study, Saini et al. [38] used the Ethereum private BC. To manage EMR, it
employs the smart contract concept. The EMR includes private patient information. When
overseeing them, security should be considered. To that end, the authors developed a
framework for medical data sharing among patients, hospitals, and any other agency
involved in the project. Incorporating cryptographic and access control features, the smart
contracts used ensure EMR privacy, while the cloud allows health records to be stored to
minimize bottlenecks. The proposed framework ensures decentralized and patient-centric
real-time EMR monitoring.

The authors of [39] recommended a system called BiiMed. Within the proposed method,
so many actors will share the patient’s EMR. The DLT guarantees system integration and
data protection. The proposed scheme consists of two parts. The health information system
(HIS) collects, saves, and transmits health records, whereas the BiiMed framework manages
data files. It is based on smart contracts and the Ethereum BC. Seamless integration and
reliability are critical components of EMR interaction. These characteristics are affirmed by
the technology founded using a decentralized, trustworthy network.

Table 3. IoMT-BC summarized Literature Review.

Ref Contribution
Blockchain Performance

1 2 3 4 5 6 7

[36]

Create a platform
which thus enables

you to track
the patient’s

vital indicators.

* * *

[37]

create a system for
remote surveillance of
patients and alerting

health professionals in
the event of

an emergency

* * * *

[38]

Create a model for
spreading health
records among

patients, hospitals,
and other entities who

are involved.

* *

[39]

To suggest the BiiMed
framework. The goal
of this remedy is to

allow different
involved parties to
access the patient’s
electronic medical

record.

* *

1: Smart contract, 2: consensus mechanism, 3: access control, 4: confidentiality, 5: integrity, 6: privacy,
7: authentication, *: Covered.

4. Proposed Framework

The proposed system is composed of three main stakeholders: connected vehicles,
emergency vehicles and hospital emergency services.

The idea, as illustrated in Figure 3, is to broadcast the information in case of a road
accident to the neighboring vehicles to give way or change the traffic voice. In a second step,
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emergency vehicles are sought in the surroundings and the exact location of the accident
is transmitted. After arriving at the indicated location, these vehicles collect information
about the injured person through sensors that measure vital signals to the emergency
service. These services in turn process the data in advance. The prompt treatment of the
data and the timely arrival of the emergency service increase the likelihood of saving the life
of a human being. To reach our goal, we divide our system into three sub-systems that will
be detailed in the next section. Based on BC technology, we process all data automatically
via smart contracts.
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4.1. V2V Communication Sub-System

In the case of vehicular communication, each smart vehicle can transfer information
either to neighboring vehicles or to the nearest emergency services. The distributed infor-
mation must be decentralized. Indeed, the list of services and the vehicles are registered on
the BC. In case of an accident, a request is automatically launched to search for a nearby
medical center, which in turn informs the ambulance to travel to the scene of the accident.
As a result of these requests, data about the parties involved are automatically recorded via
a smart contract.

In such a case, priority on the road is given to the emergency vehicles. Figure 4
illustrates the communication process between the vehicles. After receiving an accident
alert, the emergency vehicles proceed as follows:

1. Automatically generate an itinerary by indicating its position and destination.
2. Use GPS to locate the other vehicles on the route.
3. Send a message to the located vehicles to give way.
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The Blockchain network allows the management of communication between cars.
Vehicles access a public blockchain network to send the data collected on the location of an
accident. This whole process runs automatically via smart contracts. The smart contract has
two main roles: sending messages or publishing a new message on the blockchain network,
and reading messages, which allows the device connected to the blockchain network to
read the existing data.

4.2. Emergency Vehicles and Healthcare Communication Sub-System

This sub-system allows communication between the emergency vehicles and the
emergency service center (Figure 5). Each injured person in an emergency vehicle must be
equipped with sensors to measure vital signals such as temperature, respiration rate, oxygen
level, etc. The collected information is transmitted to the appropriate emergency service
to be processed in advance by medical staff. In this case a smart contract is established
between the sources of the medical data and the existing system in the hospitals. So, in
this way, an EMR containing the medical data of the person in question is handled in a
decentralized and secure way.
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4.3. Remote Healthcare Sub-System

This part consists of tracking the patient by different stakeholders, namely the doc-
tor, the analysis laboratory and the pharmacist. For the management of EMR of the
patient, each stakeholder must authenticate with his identifier and his role. The manip-
ulated information is gathered and saved on the BC. A smart contract is responsible for
their update.

4.4. System Requirements

The data manipulated in our system are sensitive and requires confidentiality and
security during transmission. So, we need two types of BC: public and consortium.

• Public BC: Everyone with Internet connectivity can connect to a BC platform to become
an authorized node, making the public BC open and unconstrained. This person has
access to both recent and old data, and they can also do mining operations—complex
calculations necessary to confirm transactions and add them to the ledger. On the
network, no valid entries or transactions can be altered. This kind of BC is used to
hold information about vehicles and other emergency services.

• A consortium BC: this type of BC operates in a restrictive environment as a closed net-
work. The members of this network collaborate on a decentralized network. However,
access is limited to a particular group. The controlling organization defines permission
levels, security, permissions, and accessibility. We need to identify all the medical staff
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so that it can manage the data of the injured person in full confidentiality and security,
so we resort to the use of this type of BC.

For the transmission of vital signs of an injured person, sensors are needed to collect
the information and transmit it in real time to the appropriate service. These devices are
integrated into computer networks via the web. This process takes place as illustrated in
Figure 6.
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In this article, we are just interested in the simulation of the part of the proposed
system that involves the processing of data manipulated via BC technology. The study of
sensors used as well as the communication protocols in IoMT network architecture are the
subject of another paper.

5. System Implementation and Results

In our system, several actors share a large amount of information. The crucial aspect of
the manipulated information requires a fast transfer in a secure way and in real time. There-
fore, these requirements must be considered. To ensure this, smart contracts are used to
automate the distribution of data. Authentication and access control ensure confidentiality.
Table 4 describes the concepts used.

5.1. Fundamental Framework and Software Required

All simulations are executed on an Intel Core i5, CPU 2.60 GHz, 8 GB RAM, and
Windows 10 to verify our framework. Ethereum BC is based on BC technology. It aims
to create a platform based on smart contracts. This technology is also distributed via a
P2P network. The smart contracts in Ethereum are written by the programming language
Solidity; via this language, one manipulates transactions. An Ethereum transaction consists
of several elements, such as the sender and the receiver as well as a fee that the sender
must pay. Both the sender and the receiver have an account or an Ethereum address which
consists of twenty bytes. We utilize the web3.js framework to access this account over
an HTTP connection in JSON RPC style. To compile and move smart contracts to the
neighborhood BC Ganache, one must use the Truffle development environment.



Sustainability 2023, 15, 5748 13 of 19

Table 4. Used concepts.

Concept Description

Smart contract

Because they perform basic functions, smart contracts are among
the most critical features of any BC schema. The implementation

of various smart contracts, whether for the system, interested
parties’ enrolment, or for access control to manipulate and
monitor exchanged data, is the first step in designing our

conceptual model.

Access control

A method of restricting user access to resources. It specifies the
actions that each user must take and prevents unauthorized
access to information. The access control model is built on
authentication, identification, and authorization. Based on

role-based access control (RBAC) and attribute-based access
control (ABAC), each user is assigned a role that defines their

access to a resource.

Authentication

User authentication mostly through Ethereum addresses is
required for each agent’s entry into the system. Following

authentication, medical personnel can consult and communicate
with one another.

5.2. Smart Contracts Deployment

We use a personal blockchain, Ganache, to implement our smart contracts. It enables
the deployment of smart contracts, the development of Dapp, and the execution of tests.
Ganache offers ten Ethereum accounts, each with a balance of 100 ether, as well as a
graphical interface for examining everything that happens on this network. The creation
and transfer of smart contracts to the blockchain Ganache are shown in Figures 7 and 8.
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Figure 7. Truffle smart contract compilation. Figure 7. Truffle smart contract compilation.

Several smart contracts have been developed to meet the requirement of our system.
Among them we find a Registration contract (Figure 9) which allows us to assign to
each user a predefined role linked to his Ethereum account. The hospital contract, as
shown in Figure 10, allows us to add information related to each emergency service.
Figure 11 illustrates the basic functions of the doctor contract. These functions include the
consultation of the patient’s vital signs as well as the addition of prescriptions or treatments
to be performed for a patient.
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5.3. Smart Contracts Cost

The Ethereum BC assesses presented systems according to the costs incurred by smart
contracts. These are the fundamental units for the execution of transactions and smart
contract operations. Alternatively, both the transaction and execution costs would be
incurred. The price of migrating the smart contract script to the Ethereum BC is referred
to as the transaction cost. The size of the smart contract is a constraint. The underlying
transactions that a smart contract performs determine its size. The data needed to store
global variables and smart contract approach calls is their execution cost. The arithmetic
activities performed during execution also have an impact on it.

The total smart contracts cost of the proposed system is approximately 0.02723253 Eth.
The cost of each sub-system is detailed in Table 5. It can be noticed that the highest cost is
occupied by the sub-system of monitoring vital signs of injured persons, followed by the
sub-system of exchanging them between the emergency services. The large amount and
types of data exchanged are the cause of this prohibitive cost.

Table 5. System deployment cost.

System Transaction Cost (Eth) Price ($)

Vehicle-to-vehicle communication sub-system 0.003796388 13.21

Emergency vehicles-to-healthcare
communication sub-system 0.005920182 20.6

Remote healthcare sub-system 0.01751596 58.85

Figure 12 depicts the execution costs of some smart contracts in our system. The results
obtained are in Ether. The execution cost for the VitalSigns_contract is 0.0088114 Eth while
the cost for the registration contract is 0.00823677 Eth; 0.0083497 is the cost of V2E_contract
and, for the V2V_contract, it is 0.0082886 Eth. Since VitalSigns_contract oversees the data
of injured people by several intervening or different medical staff, it occupies the highest
energy amount. It also holds access control to the managed information. The registration
contract consumes less energy. The V2V_contract contract deals with communication
between vehicles by exchanging information about an accident. Finally, the V2E_contract
allows sending vital signs of the patient to the emergency centers.

It should be taken into consideration that these energy values are only test values
as we use the test Ethereum network and PoW consensus. For a real system, there are
consensuses that consume much less computing power, such as PoS or DPoS.
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5.4. Comparative Analysis of the Proposed System and Related Work

In Table 6, we compare our work with some studies previously summarized in Sec-
tion 3. BC technology, IoV, IoMT, access control and security are particularly important
criteria on which we focus our comparison. All references satisfied the first criterion.
In [25–27], the authors took into consideration the second Cr citerion. The authors
in [28,30,31] satisfied Cr 3 criterion. Moreover, the access control-based criterion is satisfied
in [26,28,30]. On the other hand, criterion 5 is found in the work of Halima et al., Jabbar
et al. and Faisal et al. [26–28]. Finally, based on this analysis, it is clear that only our research
considered all these evaluation criteria.

Table 6. Comparison of proposed system with related work.

Criterium ID
Reference

[25] [26] [27] [28] [30] [31] Our System

Cr 1
√ √ √ √ √ √ √

Cr 2
√ √ √

X X X
√

Cr 3 X X X
√ √ √ √

Cr 4
√ √

X
√ √

X
√

Cr 5 X
√ √ √

X X
√

Cr 6
√ √

X X X
√ √

Cr 1: BC; Cr 2: IoV; Cr 3: IoMT-based; Cr 4: Access Control-based; Cr 5: Security; Cr 6: Integrity; X: Not supported;√
: supported.

In the proposed system, very important and sensitive data are handled. For this, our
system satisfies security requirements that include data security and communication security.

• Confidentiality: The remote healthcare sub-system contains patient vital signs. To
ensure the confidentiality of these data, unauthorized manipulation by third parties
must be avoided. The use of smart contracts, by rejecting access to the system by any
untrusted third party, ensures patient privacy, trust, and accuracy. The information
saved in the system is immutable and cannot be modified by third parties thanks to the
use of blockchain technology. This guarantees the confidentiality of the data handled.

• Integrity is a further basic feature of systems that exchange sensitive data among
users. As a result, the data integrity property of the proposed software solution must
be evaluated. Data integrity is the accuracy and dependability of data throughout
their entire life cycle. It is crucially related to the concept of data security and remains
constant in its entirety. It is critical for data security to maintain consistency throughout
its life cycle. In our system, Merkle Trees and cryptographic Hashing are responsible
for maintaining the data integrity on public and private Blockchains.
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• Security: The security of our suggested framework is guaranteed by the usage of the
RBAC and ABAC techniques. Hence, no outsider is permitted to use the system. Do
not forget that protocols and methods are used to secure the blockchain. As a result,
agent data can be handled securely and privately. This information is only accessible
to reliable individuals. Any untrusted outsider trying to access the system is denied
access by the system.

• Availability means that a system is online and ready to be accessed at any time. The
availability is ensured by the decentralized notion of the blockchain which fights
against different attacks as well as the single point of failure.

6. Conclusions

This paper proposes a BC-based system allowing emergency vehicles to arrive as
soon as possible at the scene of an accident. They first receive the location of the injured
person. Then, with vehicular communication, they obtain road priority. In a second step
and through the IoMT concept, our system allows us to collect the vital signs of the patient
and transmit it to the emergency center, that, in turn prepares their treatment in advance.
To achieve our goal, several smart contracts are deployed in Ethereum BC. To ensure safety,
security, and trust surrounding the manipulated data, two types of access control were
used, namely RBAC and ABAC.

BC technology, IoV and IoMT help to speed up the intervention in emergency cases.
However, in such cases a large amount of data is manipulated. Since the data are stored
in blocks, there is a problem of data storage. We will evaluate this attempt to promote
the mixed hosting of blocks in the cloud and through distributed storage systems as
future studies.
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