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The world is currently at the dawn of a new era characterized by a global transfor-
mation reshaping how we interact with our surroundings and each other. This global
transformation is being fueled by rapid advancements in intelligent technologies [1,2],
such as artificial intelligence (AI), big data, and the Internet of Things (IoT) [3,4]. These
intelligent technologies increasingly connect people and their surrounding environments
in previously unimaginable ways.

As we are witnessing the proliferation of these intelligent technologies, it is transparent
that they hold tremendous promise for improving people’s well-being and prosperity [5,6].
For example, these technologies help develop more efficient and sustainable systems for
energy production, transportation, healthcare, and many other critical domains.

Future smart connected cities (FSCCs) [7] are urban areas that leverage advanced intel-
ligent technologies to enhance their residents’ quality of life while promoting the sustainable
and efficient use of resources [8]. These cities utilize a wide range of technologies, such as
the IoT, big data analytics, AI, and blockchain, to optimize the management of various city
services, including transportation, energy, water, waste, public safety, and healthcare.

In FSCCs, these services are seamlessly integrated and connected through a robust
digital infrastructure that enables real-time data collection and analysis. This allows city
managers to make informed decisions and take proactive actions to improve the delivery
of these services while also reducing waste.

Furthermore, the IoT-based smart city paradigm [9] is considered the latest wave of
world information technology after the computer and the Internet. In an IoT-based smart
city, various devices and sensors are deployed throughout the city to collect data on various
parameters, such as traffic flow, air quality, energy consumption, waste management, and
water usage. [10]. Different types of data are then analyzed in real-time to provide insights
that enable city managers to make informed decisions and take proactive actions to improve
the delivery of services, reduce waste, and minimize environmental impacts [11].

Nevertheless, with the proliferation of techniques in the smart city paradigm, many
challenges emerge in achieving trust, privacy, interoperability, and security in the con-
text of the smart city paradigm. The digital divide [12,13] is also important since smart
city solutions may not be accessible to all citizens, particularly those from marginalized
communities or areas with limited connectivity.

Meanwhile, trust, privacy, and security are critical to developing sustainable smart
cities [14]. As cities become more connected and data-driven, ensuring the systems’ trust-
worthiness and protecting citizens’ privacy and security become increasingly important [15].
Smart city technologies can improve the quality of life for citizens, increase efficiency and
sustainability, and drive economic growth. Still, these benefits are only possible if the
systems are designed with trust, privacy, and security in mind [16]. Ensuring trust, privacy,
and security in future sustainable smart cities is critical for several reasons.
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First, it promotes citizen confidence and participation in smart city initiatives, leading
to greater acceptance and adoption of new technologies. Second, it protects citizen privacy
and data, preventing potential abuses or misuse by third parties. Third, it safeguards
critical infrastructure and systems from cyber-attacks [17,18], ensuring the continuity of
essential services. Fourth, it fosters innovation by enabling secure and responsible data
sharing between the public and private sectors. Finally, it promotes sustainable urban
development by improving the efficiency of resource allocation [19] and reducing waste,
resulting in more livable and resilient cities [20].

Ultimately, ensuring trust, privacy, and security in future smart cities is essential for
creating sustainable and equitable urban environments that benefit all citizens. The suc-
cessful development of sustainable smart cities depends on implementing robust measures
to ensure trust, privacy, and security.

To achieve these objectives, technical solutions such as data encryption, access con-
trol, authentication, data minimization, anonymization, blockchain technology, and threat
modeling can be employed [21]. Encryption can secure sensitive data, access control
mechanisms ensure only authorized access [22], authentication verifies identities, data min-
imization limits data collection, anonymization removes personal identifiers, blockchain
technology provides tamper-proof and decentralized records [23], and threat modeling
identifies potential security threats [24]. A holistic approach that considers the entire smart
city ecosystem is essential to safeguard citizen privacy and security while delivering the
benefits of smart city technologies to enhance urban life [25].

This SI aims to bring together researchers from academia, industry, and government
agencies to understand innovative technologies to achieve security and trust privacy in
FSCCs. Submitted papers are expected to cover solutions using state-of-the-art and novel
approaches for the smart city related to cost-effectiveness, security, sustainability problems,
and challenges.
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