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Abstract

:

The Internet of Things has driven the transformation of the traditional offline rental model to online rental platforms such as Zillow, Zigbang, and Lianjia. These platforms provide abundant housing options, detailed information, convenient communication, and greater price transparency. However, existing online rental platforms are still centralized and rely on third-party intermediaries for settlement, which raises concerns about the integrity of real estate data, transaction security, and price transparency. To improve the real estate leasing business, we propose leveraging the decentralized nature of blockchain technology. By eliminating intermediaries, we can ensure customer privacy and reduce transaction costs. This strategy revolves around smart contracts as a core component, automatically matching landlords and tenants based on their offers, achieving transparency, and maintaining anonymity for both parties. We introduce a novel auction system that combines the features of interactive auctions and sealed-bid auctions, enabling landlords and tenants to engage in range bidding. In this study, we developed a detailed algorithm to define how smart contracts function during the auction process. Through a cost analysis, we demonstrate the economic feasibility and provide a secure, transparent, and reliable approach for online auctions.
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1. Introduction


The total asset scale of the global real estate market has exceeded USD 200 trillion, making it the largest single asset class worldwide. However, the operational dynamics within this sector are not only highly complex, but also come with significant costs, opaqueness, and inefficiency [1]. The commercial real estate industry has been progressing slowly in innovating its core business processes, facing an array of challenges. Currently, commercial brokers and other intermediary entities continue to grapple with outdated technologies, data sharing mechanisms, inefficient cash flow management, and real-time performance data issues. These problems collectively result in collusion among tenants, landlords, and investors, consequently yielding adverse impacts [1]. With the development of the traditional real estate market, many problems have gradually been exposed, such as a lack of transaction transparency, a lack of transparency in intermediary services, frequent leakage of user privacy, and limited rights [2]. However, the rapid development of the Internet at the beginning of the 21st Century has brought opportunities. Online rental models, with the advancement of technology and the popularity of the Internet, have rapidly risen and achieved significant growth in the past 10 to 15 years. It has a large enough list of properties, and users can freely change the prices of the properties [3].



Although online rental platforms leverage the convenience of the Internet and mobile apps, providing landlords and tenants with a more-convenient and -efficient rental experience, there are still problems with third-party organizations and personal privacy protection. The real estate industry faces multiple challenges including complex, time-consuming, and security-threatened property registration procedures. These problems can lead to high transaction costs, low efficiency, and even errors at times [4,5]. The control of transaction data by intermediary agencies makes the transaction process opaque, and end-users usually have limited access to this kind of information [6]. Intermediaries may control the market and may even monopolize the housing rental market [7]. To solve these problems, new technological means must be sought to improve transaction efficiency and security [8].



Blockchain technology is recognized as a pivotal component of the Industry 4.0 paradigm. It plays a crucial role in enhancing transparency in land registration and resource management, effectively mitigating instances of fraud and unlawful land seizures [9,10]. Forward-thinking companies are exploring the application of blockchain technology in the real estate sector. For instance, aassio is a blockchain-based platform that enables individuals to easily invest in, hold, purchase, or sell real estate with other cryptocurrencies or crypto assets. Furthermore, AgentMile aims to become the world’s first decentralized commercial real estate leasing platform driven by artificial intelligence (AI), and Properbuz plans to decentralize the USD 217 trillion global real estate market through the development of a blockchain-based decentralized protocol. These cases showcase the potential viability of blockchain technology in the real estate industry and have garnered industry attention. This, in turn, safeguards land rights and promotes sustainable resource utilization. Furthermore, the evolution of blockchain technology, coupled with smart contract advancements, offers substantial potential for the transformation of the existing real estate market [11]. On the one hand, blockchain technology can accelerate transactions and reduce costs by eliminating third-party verification [1]. On the other hand, online auctions provide a simplified communication model [12], allowing the bidding process to be completed in a few hours or days instead of weeks or even months [13,14]. In addition, smart contracts bring greater transparency and security to the transaction process [15]. Blockchain technology can help eliminate gender discrimination and achieve gender equality and inclusivity [16]. Simultaneously, smart contracts can also be checked for correctness by applying formal methods [17]. By using the newly developed smart contract transaction method, the system can automatically match the prices of landlords and tenants to determine the optimal transaction method [18]. This process is achieved with complete transparency on the blockchain. Therefore, all participants can view transaction records and identities. Also, the prices of participants are anonymized, effectively protecting personal privacy.



By using blockchain technology, we can establish a decentralized system to effectively solve the main problems of online rentals. Blockchain-based auctions can remove intermediary agencies [19], reduce transaction costs, and enhance trust [20]. Smart contracts can be programmed to automatically execute business rules and logic when predefined conditions are met [21,22,23]. Combining the characteristics of double-auctions and sealed auctions, we can achieve anonymous and transparent automated auction processes.



It should be noted that, although blockchain and smart contract technology have obvious advantages, there are also possible risks and challenges. For example, auction participants may collude to manipulate auction results. When it comes to the auction process, potential collusion between sellers, buyers, and auctioneers is a concern, including potential collusion between auctioneers and sellers, auctioneers and buyers, and sellers and buyers. The decentralized nature of blockchain plays a crucial role in preventing collusion between auctioneers and sellers, as well as between auctioneers and buyers. This is because there are clear conflicts of interest between sellers and buyers, as they pursue different objectives. Sellers seek to sell their goods at the highest possible price, while buyers aim to purchase at the lowest possible price, making collusion between sellers and buyers less likely. However, vigilance is still necessary because, in certain situations, buyers may engage in strategic cooperation to manipulate auction outcomes and gain unfair profits. In such cases, blockchain technology and smart contracts may need further refinement to address potential risks. Additionally, the conflicts of interest between landlords and tenants also help offset potential collusion motives. Therefore, we must remain vigilant to ensure fairness and transparency in the auction and rental processes [24].



In summary, we can achieve higher transaction efficiency, reduced transaction costs, enhanced anti-fraud capabilities, and privacy enhancement through the application of blockchain and smart contract technology [25]. This technology has great application potential and development prospects. In this study, we will explore its actual application to and impact on the rental market more deeply.



The primary objective of this paper is to propose a blockchain-based solution to address the shortcomings in existing real estate leases. The main contributions of this paper are summarized as follows:




	
We propose a solution founded upon the Ethereum blockchain framework, wherein the said solution harnesses Ethereum smart contracts in conjunction with decentralized storage systems to capture the interplay between lessors and lessees. This orchestration safeguards the integrity of data, augments transparency, and obviates the necessity for intermediary agents.



	
We propound on a conceptual framework and algorithmic elucidation delineating the operational mechanics underpinning the enunciated blockchain methodology. Furthermore, we provide detailed algorithmic representations to describe the underpinnings of the blockchain-driven scope auction framework.



	
We empirically probed the robustness and feasibility of the scope auction system.








The structure of this work is as follows: Section 2 introduces the real estate leasing market, the principles of blockchain smart contracts, and various auction methods. Section 3 places distinct emphasis on the interval price auction paradigm. Section 4 provides a particular focus, detailing the modus operandi of the implementation, whilst Section 5 validates the code through testing procedures. Finally, Section 6 discusses this work and draws the conclusions, while pointing out future prospects.




2. Background


This section focuses on the key concepts of blockchain technology and smart contracts and shows how these technologies can be used to make the rental process transparent and more efficient.



2.1. Real Estate Rent


The global real estate market is vast; yet, the real estate leasing market suffers from a series of issues and limitations that affect the satisfaction of tenants, landlords, and investors, as well as the efficiency of the market. In the existing real estate rental market, complex processes, a lack of transparency and trust, high intermediary fees and transaction costs, illegal and false information, and transaction uncertainty and disputes have presented numerous challenges to the market [5]. Firstly, the existing real estate rental market operates in an extremely complex manner. From tenant search and contract signing to payment and lease management, multiple parties and cumbersome processes are involved, resulting in inefficiencies and high costs [1,26]. Tenants need to communicate with multiple intermediaries and landlords, which not only wastes time, but also increases transaction risk and the possibility of information asymmetry [27].



Secondly, the existing real estate rental market lacks transparency and trust [28]. Tenants and landlords struggle to obtain accurate market information and housing conditions. Tenants often do not have access to real housing history and landlord credit information, and it is difficult for landlords to assess tenants’ credit status and ability to pay. This information asymmetry has led to transaction uncertainty and the possibility of disputes, affecting the normal operation of the rental market.



Thirdly, high intermediary fees and transaction costs have become a major burden on the real estate leasing market. Intermediaries in the real estate rental market play an important role, but the high intermediary fees and transaction costs they charge have become a burden for owners and tenants. These fees not only increase the cost of living for tenants, but also make it difficult for landlords to obtain reasonable returns. In addition, as a third-party, the intermediary agency needs a certain amount of time and manpower to review and manage the lease contract, further delaying the completion of the transaction.



Additionally, there is much illegal and false information in the existing real estate rental market. Some unscrupulous intermediaries or individuals deliberately publish false housing information to mislead tenants and try to make huge profits from it. It is often difficult for tenants to discern authenticity, leading to increased risk in leasing transactions. Additionally, false information creates trust issues for landlords, making it difficult for them to find suitable tenants [29].



Finally, due to the problems and uncertainties in the real estate leasing market, transaction disputes occur from time to time. Issues such as payment disputes, inconsistent interpretation of contracts, and even a breach of contract and legal proceedings can arise between tenants and landlords. These disputes increase the risk and cost of transactions, while also weakening the stability and attractiveness of the market.



In order to solve the problems and limitations of the real estate rental market, the introduction of blockchain technology and smart contracts is considered an innovative solution [30]. The decentralization and credibility of blockchain technology and the automatic execution function of smart contracts can provide higher market transparency, reduce the risk of information asymmetry and false information, reduce transaction costs, and enhance transaction security and reliability [31]. By adopting blockchain technology and smart contracts, the leasing process can be simplified, intermediary links can be reduced, data security and privacy protection can be strengthened, and the efficiency of the market and the interests of participants can be improved [32,33].



In summary, the existing real estate rental market has issues such as complexity, a lack of transparency and trust [34], high intermediary fees and transaction costs, illegal and false information, and transaction uncertainty and disputes. The introduction of blockchain technology and smart contracts provides innovative solutions to these problems to promote the innovation and development of the real estate rental market.




2.2. Blockchain and Smart Contracts


Blockchain technology has sparked a revolution in the financial sector, particularly in the transformation of electronic auctions and banking services based on Ethereum. The success of this transformative change can be attributed to the transparency, integrity, and stability offered by blockchain [22], which collectively contribute to the rise of new financial models.



Blockchain is a decentralized distributed data system where each data block contains the encrypted hash of the previous block [35,36], ensuring data integrity and tamper resistance [37]. By eliminating the need for intermediaries, blockchain technology reduces transaction costs while enhancing transparency and security [38,39]. At the same time, data security plays a vital role in blockchain technology. In detail, it is divided into the following parts:



1. Distributed ledger technology: The core feature of blockchain is its distributed ledger, where each participating node possesses an identical copy of the data. This means that the data do not rely on a single central server, but are distributed across the entire network, enhancing data security. Even if one node is compromised, other nodes still have access to the data.



2. Encryption technology: Blockchain employs robust encryption technology to safeguard data confidentiality. Transaction data are encrypted, and only users with the correct encryption keys can unlock and access the data. This ensures that sensitive information remains inaccessible to unauthorized users.



3. Immutability: Once the data are added to the blockchain, they are nearly impossible to tamper with. Each block contains the hash of the previous block, and any alteration to the data would change the hash, triggering alerts from other nodes in the network. This feature enhances data security.



4. Smart contract security: Smart contracts, which are self-executing contracts with their code stored on the blockchain, undergo rigorous code quality checks and audits to prevent vulnerabilities and malicious operations. This is a critical step in ensuring data security.



5. Permissions and privacy: Some blockchain networks offer permission and privacy controls, ensuring that only authorized users can view and access specific data. This is especially important for enterprise applications and safeguarding sensitive information.



Furthermore, blockchain has found applications in various fields such as finance, artificial intelligence, the Internet of Things, and the supply chain [40,41,42].



Smart contracts, acting as software agents within the blockchain network, enable the feasibility of Ethereum-based auctions. Through these scripts, which automatically execute the protocol terms, the transaction process is automated, eliminating the need for trusted third-parties in traditional auction models [43]. Ethereum, as a blockchain platform that supports smart contracts [44], currently has a transaction processing capacity of 15 transactions per second (TPS), which will further improve with the introduction of Ethereum 2.0 [45,46].



In electronic auctions running on Ethereum, common auction models include sealed-bid auctions, double-auctions, English auctions, and Dutch auctions, each with specific advantages, disadvantages, and application scenarios [47]. Sealed-bid auctions, in particular, are widely used on Ethereum due to their bids being closer to the actual value of the goods, making them worthy of further exploration.



Although blockchain auctions offer numerous advantages, such as providing a fair competitive environment, transaction transparency, and traceability, they also face challenges such as network congestion, information asymmetry, and excessive competition. Additionally, it is crucial to conduct in-depth research on ensuring auction quality on the blockchain to prevent the emergence of low-quality products or services.



Overall, blockchain and smart contracts provide an innovative and efficient solution for traditional financial transaction models, particularly auctions. However, the implementation of these new models still faces various challenges that require further research and improvement to fully leverage the potential of blockchain and smart contracts. The Ethereum blockchain platform supports smart contracts, and we utilized the Solidity programming language for the blockchain auction implementation [48].




2.3. Auction Mechanisms


Auctions can be broadly categorized based on the auction mechanisms and the corresponding contexts. Table 1 introduces several commonly used auctions, including double-auctions, sealed-bid auctions, and reverse auctions.



The double-auction is a mechanism implemented on the blockchain to achieve information symmetry among participants, ensuring the confidentiality of bids [49]. The transaction outcomes are publicly recorded on the blockchain, promoting trustworthiness and enabling auditability. This type of auction effectively addresses concerns such as low-price transactions and the lack of real-time bidding.



The sealed-bid auction, also known as blind bidding, involves the auctioneer keeping bid information confidential until the designated deadline [47]. In a first-price sealed-bid auction (FPSBA), bidders have a single opportunity to submit their bids, and the winner is determined based on the evaluation of the bids. On the other hand, the second-price sealed-bid auction, often referred to as the Vickrey auction, closely resembles the FPSBA, except that the winning bidder pays the second-highest bid rather than their own bid amount [50].



The reverse auction is a mechanism wherein the buyer selects the optimal bid on a blockchain. Through the utilization of smart contracts, buyers can directly interact with sellers, ensuring transaction transparency and verifiability [51]. This type of auction effectively addresses issues related to excessive competition and the potential presence of low-quality products or services.





3. An Overview of Interval Pricing Auction


The interval pricing auction is an innovative method for property auctioning, incorporating the strengths of both the double-auction and sealed auction. The implementation of the double-auction on blockchain has provided buyers and sellers with a fair competitive environment, where all transaction records are permanently stored on the blockchain, ensuring transaction transparency and traceability. Correspondingly, sealed auctions achieve information symmetry by executing on the blockchain, protecting the confidentiality of bids, and publicly recording transaction results on the blockchain to ensure their credibility and auditability.



Figure 1 depicts a blockchain-based range price auction model, which primarily consists of the landlord (i.e., the seller), the tenant (i.e., the buyer), and the Ethereum smart contract. The landlord’s role is to announce when the auction will be open to all interested bidders. Moreover, the provided information includes the auction start time, end time, minimum price, maximum price, deposit amount, and threshold for refunding the deposit. The landlord is also responsible for initiating the auction contract and deploying it on the blockchain network. Potential tenants participate in the auction by submitting a deposit at the beginning of the auction. Eligible tenants compete with each other through range bidding until the auction concludes. Buyers evaluate each other based on necessary credentials, such as their qualifications and transaction record history. Smart contracts are coded using Solidity 0.8.0 within an open-source tool called Remix. The Remix IDE supports the deployment, debugging, and testing of Ethereum contracts. The contracts within this framework are designed to cater to open-range-price auctions.



In the design of interval pricing auctions, both buyers’ and sellers’ interests are maximized. The buyers (tenants) stipulate their acceptable price range—lowest and highest price—while the sellers (landlords) set their expected price range—highest anticipated price and lowest acceptable price. Furthermore, the system introduces a market reference price (  P  m a r k e t   ), where residents can collectively inquire about the price of housing in a specific area. Under this system, tenants may desire to rent a house at a low price or might be willing to pay a high price for satisfactory property; concurrently, landlords will weigh tax considerations, avoiding setting their highest expected price too high.



If the price range provided by the tenant overlaps with the price range provided by the landlord, the tenant offering the highest price will win. If there is no overlap in price range, the system will calculate the average price (  P  l t   ) between the highest price offered by the tenant and the lowest price from the landlord and notify the relevant tenants and landlords in an attempt to facilitate a deal.



To ensure the fairness of the auction, the time is predetermined and all participants are notified 10 min before the auction starts. Each participant needs to deposit a security deposit equivalent to one month’s rent, calculated based on the market reference price. If participants cancel their participation 30 min before the start of the auction, the full deposit will be refunded. If they cancel 10 min before the start, half of the deposit will be deducted. If they cancel after the auction has started, their deposit will be fully deducted, with this part of the deposit distributed to the landlord and winning tenant as extra compensation.



Tenants who wish to participate in the auction need to pay a deposit and gas fees, allowing for the pre-screening of high-quality tenants. Furthermore, if a tenant is satisfied with the property, he/she will naturally strive to bid successfully because, only by winning can they benefit. Therefore, the key to successful competition is to increase his/her maximum bid. Deliberately placing low bids not only wastes his/her time, but also incurs unnecessary gas fees, rendering participation in the auction meaningless. Furthermore, our model shares similarities with the “total demand law” and, in the case of discrete and heterogeneous houses, demonstrates that, when houses are substitutes, this law can maximize the interests of tenants [52]. Simultaneously, landlords aim to rent out their properties as much as possible while maximizing their own profits. Consequently, landlords set a minimum price they can accept and their desired maximum price (without setting it exceptionally high to avoid excessive tax burdens). This leads to a strategic process where all participants share a common goal: hoping for a successful transaction and making a fair evaluation of the property. Range pricing auctions enable both parties to maximize their interests to the fullest extent.



Based on different auction methods utilizing blockchain technology, each method has its own advantages and disadvantages. Double-auctions and sealed auctions have their limitations: double-auctions may face network congestion and information asymmetry, while sealed auctions may lead to low-price transactions and are unable to achieve real-time bidding. These problems make these two models not very suitable for the current real estate rental market. To address these problems, interval pricing auctions were introduced. The new perspective proposed in this article possesses unique advantages. It effectively addresses issues such as low-cost transactions, network congestion, and information asymmetry. Simultaneously, it protects the confidentiality of bids while maximizing profits for both buyers and sellers. Additionally, this new perspective also exhibits a certain level of scalability, which other auction methods lack.



It can be predicted that the application of blockchain and smart contract technologies can enhance the transparency of the leasing market, improve transaction efficiency, reduce transaction costs, prevent fraudulent behavior, and protect user privacy; hence, these technologies have huge potential for application [53,54].




4. Case Study Verification through Implementation in Blockchain


In this section, we delve into and articulate a sequence of algorithms that were devised to facilitate our blockchain-based leasing transaction model. These algorithms elucidate the functioning of our proposed solution and guide the development of smart contracts.



4.1. Algorithm 1: Landlord Provides Auction Details


Algorithm 1 outlines the detailed information that the landlord must provide as input to initiate the auction process. This includes the direct link to the file hashes stored in a decentralized storage system. This step is exclusively executed by the landlord’s address. Additionally, the provided information comprises the auction’s start time, end time, minimum price, maximum price, deposit amount, and time thresholds for refunding the deposit: 30 min before the auction, tenants can fully withdraw the deposit, and 10 min before the auction, tenants can withdraw 50% of the deposit. Subsequently, the tenants in the network are notified to participate.





	Algorithm 1: Landlord provides auction details
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4.2. Algorithm 2: Tenant Deposit Submission


Algorithm 2 provides a detailed explanation of how tenants can participate by submitting their deposit through the submitDeposit function. The deposit amount is predetermined by the contract’s constructor, representing the market’s average price, and is thoroughly validated within this function to ensure the accuracy of the submitted amount. Only tenants who have successfully submitted the required deposit are eligible to proceed with their active participation in the auction.





	Algorithm 2: Tenant deposit submission
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4.3. Algorithm 3: Tenant Bidding Phase


Algorithm 3 demonstrates the bidding phase in the auction, where tenants can participate in the bidding process by calling the function placeBid. Each tenant must provide both a minimum bidding amount and a maximum bidding amount. The highest bidder will be determined as the winner. If the winning bidder’s bid exceeds the landlord’s maximum set price, the bid will be limited to the landlord’s maximum offer.





	Algorithm 3: Tenant bidding phase
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4.4. Algorithm 4: Auction Closure and Handling


Algorithm 4 provides a detailed explanation of how, upon the conclusion of the auction, the landlord can utilize the finalizeAuction function to process the bidding outcomes. This function facilitates the refund of the deposit to the participants who were not successful in winning the auction, while designating the participant with the highest bid as the auction’s winner. The victorious bidder will subsequently become the ultimate buyer of the auctioned item and will be required to make a payment equivalent to his/her highest bidding amount.





	Algorithm 4: Auction closure and handling
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4.5. Algorithm 5: Tenant Gets Back Security Deposit


Algorithm 5 outlines the process for tenants to retrieve their security deposit after the auction. Unsuccessful tenants can request a refund by calling the withdrawRefund function. Additionally, there are two time thresholds for early deposit withdrawal: one allows tenants to reclaim the full deposit 30 min before the auction begins, and the other allows tenants to withdraw only 50% of the deposit 10 min before the auction starts. In the latter case, the remaining 50% will be awarded to the landlord as an incentive.





	Algorithm 5: Tenant gets back security deposit
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Table 2 and Figure 2 describe the functions used to implement the proposed algorithm to implement a range price auction process converted into a smart contract. The developed smart contract can be found in the GitHub repository. By comparing the smart contract Solidity code and Algorithm 3 explanation in Figure 3 in the GitHub repository, one can gain a complete understanding of Algorithm 3 and its significance in the code. Furthermore, the sequence diagram depicted in Figure 4 captures the interactions among different stakeholders. Each participant in the blockchain network holds an EA, enabling them to interact with each other by invoking the designated functions as illustrated in Table 2 Firstly, the landlord must provide details such as the start time, end time, and deposit before the smart contract is created, as shown in Figure 4. Tenants then submit their deposits using the submitDeposit() function. Subsequently, eligible tenants engage in range price bidding by calling the placeBid() function. Tenants use the finalizeAuction function to refund deposits to all unsuccessful participants. If a tenant wishes to withdraw his/her deposit at a different time during the auction, he/she can utilize the withdrawRefund() function. Only after the auction concludes can the landlord claim his/her reward by invoking the claimLandlordReward() function. After the auction ends, anyone can call the getAuctionResult() function to view the winning bid.





5. Test Scenarios


In this section, we provide a comprehensive exposition and demonstration of our newly proposed smart contract, as depicted in the code snippet below. Through this contract, our aim was to realize a decentralized rental auction model, leveraging blockchain technology to enhance transaction transparency, security, and efficiency. We will progressively elucidate the various aspects of the smart contract, starting from the deployment by the landlord to tenant bidding, the refund rules, and the generation of the auction results.



Landlord deploys the smart contract: To initiate the auction process, the landlord is required to deploy the smart contract. In Figure 5, we illustrate the process of the landlord deploying the smart contract. The landlord needs to specify the following parameters:



Start time (STARTTIME): The commencement time of the auction, calculated using Solidity’s Unix Epoch time. End time (ENDTIME): The conclusion time of the auction, likewise calculated using Unix Epoch time. Minimum acceptable value (MINIMUMPRICE): (The unit we used in this process is gas). The minimum bid amount the landlord is willing to accept. Maximum acceptable value (MAXIMUMPRICE): The maximum bid amount the landlord is willing to accept. Deposit amount (DEPOSIT): The deposit amount tenants need to submit before participating in the auction to demonstrate their serious intent. Additionally, the landlord is required to manually configure refund thresholds, namely the following two thresholds:



REFUNDTHRESHOLD1: If a tenant withdraws within 30 min before the auction starts, he/she is eligible for a full refund of his/her deposit. REFUNDTHRESHOLD2: If a tenant withdraws within 10 min before the auction starts, he/she can claim back half of his/her deposit. These parameter settings provide the foundation for the entire auction process, ensuring the fairness and controllability of the contract.



Tenant bidding and refund rules: Qualified buyers need to submit a deposit before the auction starts to be eligible for bidding. Subsequently, tenants can place bids during the auction by calling the placeBid function. This function takes two parameters: the minimum bid amount (minBidAmount) and the maximum bid amount (maxBidAmount). The contract determines the winner based on these bids.



Our contract establishes a winning condition: If a new bid’s maximum amount surpasses the current winning bid, the current winner’s deposit is refunded, and the winning bid is updated. It is important to note that the winning bid cannot exceed the landlord’s set maximum acceptable value.



Regarding refund rules, we provide a detailed explanation. Based on the refund threshold settings, if a tenant withdraws within 30 min before the auction starts, he/she can retrieve his/her full deposit (_REFUNDTHRESHOLD1). If a tenant withdraws within 10 min before the auction starts, he/she can claim back half of his/her deposit (_REFUNDTHRESHOLD2). These rules ensure participants have reasonable withdrawal options, ensuring fairness and incentivizing participation.



5.1. Auction Data Simulation


During our auction testing phase, we simulated ten tenants, each assigned a range of maximum and minimum bid amounts they were willing to pay (The unit we used in this process is gas). Figure 6 displays the simulated scenarios of these tenants, representing various bidding strategies.




5.2. Gas Cost


We assumed that the peer-to-peer network operates under normal conditions, with supply and demand for block space in an equilibrium state. Furthermore, gas consumption for each function was calculated in accordance with the specifications outlined in the Ethereum Yellow Paper. Furthermore, we considered the gas fees paid by both the landlord and tenants throughout the auction process. In the Ethereum network, every operation requires the payment of gas fees, such as executing and deploying smart contracts. Consequently, every line of code in Solidity incurs a certain amount of gas cost. There are two primary components to consider: execution cost and transaction cost. Ethereum gas is a unit used to measure the computational workload required for transaction execution. It is essential to understand that Ethereum gas consists of two main components: the gas limit and the gas price [55].



The gas limit represents the total gas allocated to a smart contract and primarily affects execution, ensuring it is sufficient for all operations. On the other hand, the gas price is related to the gas consumed by the contract and directly influences the speed at which transactions are added to the blockchain. Higher gas prices accelerate transaction confirmation. During periods of high network traffic, the average gas price tends to increase as miners compete to include transactions in the next block. As shown in Table 3, we summarize the gas fee situations for both parties. It is important to note that each tenant needs to submit a deposit upfront before participating in the auction, an essential measure to ensure active participation. Table 4 shows the gas cost results for each function of the real-time testing scope of the auction. The submitDeposit() function generated a gas cost of 52,473 when Tenant 6 submitted the deposit. The placeBid() function simulates the average gas fee generated by ten tenants bidding within a price range, which was 147,678. The finalizeAuction() function simulates the average gas fee generated by the other nine tenants among the ten tenants, who receive refunds for unsuccessful bids, and the average gas fee was 133,466. The withdrawRefund() function simulates the average gas fee generated by the ten tenants when they withdraw their deposits at various times during the auction, and the average gas fee was 35,918. The claimLandlordReward() function, used by the landlord to claim the reward at the end of the auction, had a gas cost of 0 since there were no breaches in the simulation. The getAuctionResult() function, used by the landlord to view the winning bid results, had a gas cost of 4785.




5.3. Comparison of Test Results


In conclusion, at the end of the auction, according to our test data, Tenant 6 emerged as the winning bidder. This result is derived from the internal logic of the contract, undergoing sound evaluation of the winning criteria and refund rules. Significantly, the gas fees incurred by Tenant 6 and the landlord during the entire auction process were notably lower than the costs typically associated with traditional offline intermediaries. This underscores the advantages of our new model, leveraging blockchain technology to achieve lower transaction costs and enhanced efficiency. Real estate brokerage fees around the world typically range from 5% to 6% of the property’s value. This implies that, in practice, the cost of brokerage fees increases proportionally with the property value, resulting in relatively high fees when there is an intermediary involved. In contrast, when utilizing blockchain, one only needs to pay fees associated with the issuance of smart contracts, independent of the property value. This makes real estate rentals much more cost effective.



At the same time, we conducted a comparison with similar types of smart contracts. In the paper titled “A Blockchain-Based Housing Rental System [56]”, the solution for the smart contract-based renting problem was built upon Ethereum smart contracts, IPFS, and Oraclize services. Specifically, IPFS is used to store housing listing information, and the hash values of this information are stored on the blockchain. The smart leasing contract is written to operate on the blockchain and manage rental transactions, while Oraclize serves as the trigger for generating rental invoices. This system ensures the authenticity and traceability of housing information, providing a legal foundation for future transactions. The aim of this paper was to propose a decentralized housing rental system based on blockchain technology, facilitating information sharing, tracking, visibility, and the storage of rental transaction records through smart contracts to protect the interests of both tenants and landlords.



However, this paper placed a greater emphasis on the entire rental process from start to finish. Nevertheless, from the authors’ viewpoint, the Lease Agreement Producer Contract (LAPC) section of this paper shares similar functionalities, making a thorough comparison worthwhile. The development of a blockchain-based rental system has already been completed, and the smart contract code for this system has been uploaded to GitHub. For the sake of comparison, we also used the November 2018 Ethereum to USD exchange rate, which was approximately 1 Ether ≈ USD 179.56, as a reference point. The minimum gas price for executing transactions is 1 GWEI, where 1 GWEI = 0.000000001. Therefore, from Table 5, it is evident that the new perspective we have introduced excels in terms of the gas efficiency, error rate, learning curve, and participation of both parties in the range price auction lease smart contract:



1. Concise code design: In comparison to the Solidity code in the reference literature, our implementation features a more-streamlined code design. This not only enhances maintainability, but also reduces code complexity, consequently lowering gas costs.



2. Fewer functions and features: Relative to the reference code, our implementation maintains fewer functions and features, resulting in a significant reduction in gas costs. The reduction in functions and features not only enhances performance, but also reduces transaction execution costs.



3. Higher gas efficiency: Due to the factors mentioned above, our code exhibits greater gas efficiency. This implies that users incur lower transaction fees, making our solution more appealing.



These distinctions and advantages render our approach competitive in terms of gas costs, while delivering improved performance and efficiency.





6. Conclusions


In this paper, we explored the significant opportunities presented by a novel situational auction mechanism based on blockchain technology, the range price auction model, within the context of the real estate rental market. Our investigation was centered on enhancing transparency, data integrity, and data traceability across three crucial dimensions, while concurrently fostering fair competition and thwarting collusion.



We introduced a blockchain-based smart contract framework that combines the advantages of sealed bidding and double-auction techniques to derive a range price auction, specifically tailored to address the existing challenges in the real estate rental market. By capitalizing on Ethereum smart contracts to autonomously execute transactions, we effectively eradicated the necessity for intermediaries. The intricate amalgamation of the system architecture, algorithms, and comprehensive testing not only elucidated our innovative concept, but also laid the groundwork for future enhancements. Our framework is poised to upgrade to Version 2.0, accommodating a multitude of landlords and tenants, thereby further elevating transaction efficiency.



Currently, we used a single landlord, multiple tenants model. In the future, we plan to expand to a multi-landlord and multi-tenant model while optimizing our transaction algorithms for increased efficiency. Furthermore, smart contracts can be modified or extended in the future to meet new requirements or introduce new features without disrupting existing functionality. Compared to conventional offline real estate transactions, our solution demonstrated a substantial reduction in both transaction costs and duration. Harnessing the inherent attributes of blockchain, we established a foundation of transparency, traceability, and security. Additionally, our smart-contract-driven approach instills bidder confidence by guaranteeing a level playing field throughout the auction process, thus safeguarding the authenticity of every bid submitted.



Vulnerabilities or errors within a smart contract can lead to potentially severe consequences. Hence, it is of utmost importance to employ formal methods to guarantee the accurate configuration of smart contracts. Recent studies have extensively addressed the specification and verification of smart contracts using cutting-edge formal methods [17,57]. To facilitate the commercialization of smart contracts within the real estate rental market and establish a sustainable environment, it is essential to consider conducting security-focused verification using formal methods as a significant area for future research. At the same time, vulnerabilities or errors within a smart contract can lead to potentially severe consequences. Hence, it is of utmost importance to employ formal methods to guarantee the accurate configuration of smart contracts. Recent studies have extensively addressed the specification and verification of smart contracts using cutting-edge formal methods. To facilitate the commercialization of smart contracts within the real estate rental market and establish a sustainable environment, it is essential to consider conducting security-focused verification using formal methods as a significant area for future research [58]. To facilitate further exploration and reproducibility, the complete smart contract code is made publicly accessible on GitHub (GitHub is a database of open-source code, and readers interested in smart contract code and related resources are encouraged to find more information in this GitHub Repository accessed on 30 August 2023).
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Figure 1. A systematic overview of the range price auction process using smart contracts. 






Figure 1. A systematic overview of the range price auction process using smart contracts.



[image: Sustainability 15 15467 g001]







[image: Sustainability 15 15467 g002] 





Figure 2. Smart lease contract flow chart. 
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Figure 3. Translation of Algorithm 3 into a smart contract code. 
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Figure 4. Sequence diagram showing function calls and events during an automatic range price auction. 
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Figure 5. Landlord deploys smart contract. 
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Figure 6. The maximum and minimum bid amount each tenant is willing to pay. 






Figure 6. The maximum and minimum bid amount each tenant is willing to pay.



[image: Sustainability 15 15467 g006]







 





Table 1. Each auction mechanism and suitable scenarios.
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	Auction Type
	Auction Mechanism
	Suitable Scenarios





	Double-Auction
	Multiple sellers and buyers submit their bids/offers. The auctioneer chooses a price that clears the market.
	Suitable for perishable auction items or auctions that need to be completed quickly.



	Sealed-Bid Auction
	Bidders participate in the auction by submitting their bids on a sealed-bid sheet without knowledge of other competitors’ information.
	This applies to scenarios involving multi-attribute considerations, bidder privacy protection, and situations of uncertain value.



	Reverse Auction
	The bids may have multiple attributes. A scoring mechanism calculates the attributes’ value.
	Suitable when multiple attributes (e.g., service time, quality) need to be considered in an auction.










 





Table 2. Description of functions used in the smart contract.






Table 2. Description of functions used in the smart contract.





	Stage
	Function
	Input
	Output
	Permissions
	Description





	Landlord deployment
	-
	Start and end times, maximum and minimum amounts the landlord is willing to pay, security deposit, refund requirements.
	-
	Landlord
	Details the landlord must provide as input to kick off the auction process.



	Tenant(s) participation
	submitDeposit
	-
	The address of the eligible tenant(s).
	Tenant(s)
	Submit a deposit.



	Tenant(s) bidding
	placeBid
	The minimum bid amount and the maximum bid amount submitted by the tenant.
	-
	Tenant(s)
	The highest bidder will be determined as the winner.



	Auction closed
	finalizeAuction
	-
	Return deposits to unsuccessful tenant(s), and reset state variables.
	Landlord
	Unsuccessful bidders return their deposits, and the participant with the highest bid is designated as the auction winner.



	Tenant(s) gets deposit
	withdrawRefund
	-
	Tenant(s) withdraws deposit and refunds.
	Qualified Tenant(s)
	Tenant gets back security deposit.



	Receive award
	claimLandlordReward
	-
	-
	Landlord
	Only after the auction ends, the landlord can call this function to claim the reward.



	Public results
	getAuctionResult
	-
	Winner’s address and amount.
	Everyone
	Anyone who inquires about the final results of an auction, including the auction winner and the amount of his/her bid.










 





Table 3. Comparison of gas fee for landlord and Tenant 6.
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	Participant
	Gas Used
	Actual Tx Cost (Ether)
	USD





	Landlord
	1,747,860
	0.001747
	0.3136



	Tenant 6
	200,151
	0.002001
	0.3592










 





Table 4. Consumed gas cost for different functions of the auction contract.
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	Function
	Gas Used
	USD





	submitDeposit
	52,473
	0.0094



	placeBid
	81,912.4
	0.0147



	finalizeAuction
	133,466
	0.0239



	withdrawRefund
	35,918
	0.0064



	claimLandlordReward
	0
	0



	getAuctionResult
	4785
	0.0008










 





Table 5. Gas fee comparison.
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	Contrast
	Operation
	Gas Used
	Actual Tx Cost (Ether)
	USD





	A Blockchain-based Housing Rental System
	Create a contract
	4,512,562
	0.004513
	0.8103



	New idea
	Create a contract
	1,743,075
	0.001743
	0.3129
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