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Abstract

:

Industry 4.0 (I4.0) systems are often designed without sufficiently considering the needs of stakeholders and the organizational processes to be supported, leading to solutions that are socially and organizationally unsustainable. In this study, the notions of social and organizational sustainability were viewed from a micro-level perspective, referring to the ability of technology to sustain the concerns of people and work organization within the socio-technical system, as opposed to a macro-level perspective related to concerns outside the system. Through a literature review, this study shows that social and organizational sustainability is covered by principles originally proposed in agile software engineering. A set of core requirements for model-based design approaches were then derived from the agile principles, based on insights from design research and model theory. The requirements include (1) the coverage of function and behavior, (2) simplicity, (3) executability and (4) modularity. They were then used to evaluate an existing modeling approach—subject-oriented process modeling (S-BPM)—to demonstrate their applicability and usefulness.
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1. Introduction


Today’s industrial automation systems are increasingly developed as cyber-physical production systems: networks of physical assets (e.g., machines, sensors, robots, products and human operators) equipped with software and electronics to enable autonomous, flexible manufacturing and customer-oriented business models. These developments, frequently called Industry 4.0 (shorthand: I4.0) or smart manufacturing, represent a fundamental shift from traditional production systems that are based on centralized control.



I4.0 systems are highly complex, involving a multitude of interactions between heterogeneous components that often lead to non-linear system behavior [1], making the design of these systems a challenging task. According to an industry survey [2], only 14% of smart manufacturing initiatives were considered successful. Due to the high investment risk, many production companies, in particular SMEs, hesitate to undertake I4.0 projects. A recent survey found that only 34% of small and medium manufacturers in the United States have begun adopting I4.0 technologies [3].



Modeling is generally viewed as a key enabler for designing I4.0 systems, as it facilitates the understanding of complex system interactions [4,5]. Most approaches for I4.0 system design have therefore used model-based systems engineering (MBSE) methods. However, these methods are strongly technology-centric and neglect the fact that I4.0 systems need to be aligned with the business operations and human stakeholders responsible for them [6,7]. Digital technologies and the processes they afford are often perceived as too rigid to effectively support flexible work activities, which may result in employees circumventing automated procedures and systems [8,9,10]. In addition, common modeling notations used in MBSE, such as SysML and UML, are quite heavyweight, formal and not easy to use by domain experts [11].



These issues can be understood in terms of insufficient sustainability of I4.0 system modeling with respect to social and organizational aspects, where the social aspects include the needs and viewpoints of the stakeholders working within the I4.0 system and/or with models of the I4.0 system, and organizational aspects include the operations and processes creating value for the production company. In this study, we focused on the social and organizational aspects from an internal or micro-level perspective (i.e., related to the stakeholders and processes within the organization or socio-technical system), rather than from a macro level that considers economic, social and ecological issues outside the socio-technical system. The key to addressing micro-level sustainability for I4.0 was suggested, both by industry and academia, to be early stakeholder involvement and the use of agile design techniques [12,13,14,15,16,17]. While there have been various methods incorporating such aspects into (model-based) I4.0 systems engineering, there is no general framework for guiding or assessing the development of modeling approaches. One exception is the work by Lohmeyer et al. [11], who proposed categories of human-based and organizational aspects of systems engineering methods. Yet, that work does not include a systematically derived set of requirements specifically for I4.0 modeling approaches.



This study developed requirements for a modeling approach for I4.0 system design, built on the basic ideas of stakeholder orientation and agile methodologies. This was undertaken to enable the development of model-based I4.0 system design approaches supporting social and organizational sustainability on a micro level. This study derived the requirements from a literature review that identifies the key principles of stakeholder-oriented, agile I4.0 system design. The applicability of the requirements was shown by evaluating an existing modeling approach.



This paper is structured as follows: The notions of social and organizational sustainability on a micro level are elaborated in Section 2, including the basic assumptions of stakeholder-oriented and agile design approaches. The research methodology used in this study is described in Section 3. The results of a literature review are reported and analyzed in Section 4. They include four principles (P1−P4) that are consistent with previous accounts of agile software development. A set of core requirements (R1−R4) for modeling approaches are then derived in Section 5. Their applicability is demonstrated in Section 6, where they are used for evaluating an existing modeling approach. A discussion of the results, limitations and future work is provided in Section 7. The conclusion of this paper is given in Section 8.




2. Social and Organizational Sustainability at a Micro Level


2.1. Terminology


Sustainability has been defined in several ways depending on the specific goals and viewpoints of different scholars. In order to clarify the understanding and scope of sustainability for the purposes of this study, let us first consider the most general account of sustainability as provided in common dictionaries. This account is then elaborated according to social and organizational aspects, and viewed from two perspectives—macro level and micro level—that can be related to the academic literature on sustainability.



According to the Collins English Dictionary, the term “sustainable” is defined as “designating, of, or characterized by a practice that sustains a given condition, as economic growth or a human population, without destroying or depleting natural resources, polluting the environment, etc.” The “given condition” in this definition is often further characterized using adverbs, denoting something as being, for example, “environmentally” or “socially” sustainable. In the context of technical or socio-technical systems, sustainability is understood as a relational notion, linking the system under consideration (i.e., the system that is or shall be made sustainable) to another system, such as a social, economic or ecological system. A graphical representation of this relation is shown in Figure 1 using a (mini-)concept map that defines the general meaning of “X-sustainability” of a system under consideration. Following this definition, a system was characterized in this study as socially sustainable when X is a social system (including human systems) or organizationally sustainable when X is an organization. It is important to note that the literature sometimes uses different terminology, e.g., the notion of organizational sustainability is often used to mean an organization that is sustainable with respect to environmental or societal concerns (see, for example, [18,19]).



A basis for elaborating upon the notions of social and organizational sustainability used in this study and delineating them from other accounts is the human–technology–organization (HTO) model of socio-technical systems [20]. According to this model, socio-technical systems are located within a market that itself is situated within the natural and social environment. Within a socio-technical system there are three interacting subsystems: human (H), technology (T) and organization (O). The H subsystem includes the physical, biological, cognitive and cultural capabilities and concerns of the people working inside the socio-technical system. The T subsystem includes technical systems, including technical artifacts and methods, that are directly in operation or support human operations [20]. The O subsystem includes the formal and informal work organization in terms of role structures and procedures, aiming at coordinating the various organizational entities to reach a common goal. The socio-technical system can be decomposed to comprise only certain subsets of a company or enterprise, such as different departments, subsidiaries and teams. There are two useful socio-technical (sub-)systems in a manufacturing enterprise, which may be called the “design system” and the “operational system”. The “design system” is a socio-technical system concerned with designing products and manufacturing systems. It comprises designers (H), design artifacts and tools (T), and design processes (O). The “operational system” is a socio-technical system concerned with using a designed manufacturing system. It comprises shopfloor workers (H), manufacturing machines (T) and manufacturing operations (O). The discussion of sustainability in this paper is primarily based on applying the HTO model to the operational system.



Similar to an approach by [21], we can distinguish different levels in the HTO model to delineate different types of sustainability depending on the system under consideration (SUC): a macro level, where the SUC is the socio-technical system, and a micro level, where the SUC is the T subsystem within the socio-technical system. On the macro level, the socio-technical system may sustain the natural environment, the social environment and/or its position on the market, as shown in Figure 2a. These types of sustainability correspond to the environmental, social and economic dimensions of Elkington’s [22] triple bottom line (TBL), which is often paraphrased as planet, people and profit, respectively. More detailed aspects of macro-level sustainability were defined by the United Nations in terms of the 17 Sustainable Development Goals (SDGs).



On a micro level, the T subsystem may sustain the H and/or the O subsystem, as shown in Figure 2b. (The O subsystem may also sustain the H and/or T subsystems, and the H subsystem the T and/or O subsystems. However, we did not consider these types of sustainability in this study, as the most commonly discussed issue is how technology can sustain the other subsystems.) Specifically, we viewed the T subsystem as socially sustainable when it sustains the H subsystem, and organizationally sustainable when it sustains the O subsystem. It is important to note that on the micro level, the term “social sustainability” is understood in a different way than on the macro level: here, it is used to denote the sustainability of technology with respect to the people within the socio-technical system, rather than of the socio-technical system with respect to the people outside it.




2.2. Design for Social and Organizational Sustainability


In order to make systems X-sustainable, the needs of X are to be considered during system design. “Design for X” (DfX) is a general term used in engineering design research to denote approaches oriented toward taking certain design concerns into account early on in the design process [23]. Originally, DfX included approaches where “X” stands for technological concerns, such as manufacturing (DfM) or assembly (DfA). Later, sustainability has been taken into account in DfX research [24]. Design for sustainability (DfS) can be represented as shown in Figure 2 by reversing the direction of the arrows, which would then be read as “the needs of [X] are considered for the design of [the SUC]”. Most of the research in DfS is based on a macro-level view, focusing on environmental and societal issues pertaining to designed products and systems. Yet, micro-level sustainability can be argued to be a pre-condition for achieving macro-level sustainability because it is not before the HTO subsystems are aligned with each other that the socio-technical system can sustain its external environment in the long run. The complexities of Industry 4.0 make this alignment more challenging than in traditional organizations. Therefore, the focus of this study was on DfS at the micro level, considering the needs of the human and organization subsystems when designing I4.0 technologies.



Creating technologies that sustain the human subsystem is one of the goals of the recent “Industry 5.0” initiative by the European Union, which aims to adapt Industry 4.0 technologies to the needs of human workers [25]. In the general area of design research, several approaches have been developed for similar purposes. A common assumption (for macro and micro levels alike) has been that human concerns can be most effectively considered by empowering stakeholders to participate in the design process [26,27]. Empowerment, generally, is conditional on “(1) access to resources and institutions, (2) strategies to mobilize them and (3) the willingness to do so” [28] (p. 512). These conditions can be supported by organizational arrangements aimed at including stakeholders in the design process. Several approaches have been developed in this context, such as human-centered design [29,30], participatory design [31], co-design [32] and design thinking [33]. In terms of the “design system” vs. “operational system” distinction presented in Section 2.1, stakeholder empowerment can be understood as blurring the boundary between the two systems by using the same H subsystem in both of them, i.e., workers becoming (co-)designers.



Approaches to sustaining the organization subsystem concentrate on aligning technologies with the changing needs of the organization that are the result of a dynamic business environment. The idea of agile design covers these approaches and is widely seen as a paradigm required for creating organizationally sustainable I4.0 systems [12,13,14],15,16,17. Its basic values or principles, which were originally proposed in the area of software engineering [34], include:




	
Individuals and interactions over (i.e., should be valued more than) rigid procedures and tools: This concept emphasizes the importance of informal communication and self-organized work in the design process, leading to emerging forms of collaboration. Formal, fixed procedures should be reduced to a minimum, as they can reduce creativity and often represent unnecessary overhead.



	
Working systems over comprehensive documentation: This concept reflects the need for the continuous, iterative delivery of executable systems so that their usefulness can be evaluated from the perspective of the stakeholders using them. Failures to meet user expectations can thus be identified early in the design process, reducing the risk of developing wrong or ineffective solutions.



	
Customer collaboration over contract negotiation: Here, the customer can be viewed in a broad sense to refer to any adopter or stakeholder of the system being developed. Closely involving stakeholders in the design process avoids misunderstandings between system designers and system users and increases the acceptance of system designs by their users. This concept encompasses the idea of stakeholder empowerment described earlier.



	
Responding to change over following a plan: Changes during design processes occur frequently, based on new requirements, constraints or emerging opportunities. Being prepared to integrate changes in the current design is often a more successful strategy than assuming a linear (waterfall) process. It is most directly embraced by incremental approaches in which a minimum viable product (MVP) is produced and gradually extended by adding more features.








There is a lack of research on using agile and stakeholder-oriented paradigms for deriving requirements for model-based approaches for I4.0 system design. We therefore formulated the following research question (RQ): What are the core requirements for modeling approaches to support the design of socially and organizationally sustainable I4.0 systems?





3. Research Methodology


The methodology of this research consisted of three steps, as shown in Figure 3. In step 1, a literature review was carried out to identify the principles of agile and stakeholder-oriented I4.0 system design. It was based on the methodology for systematic literature reviews (SLRs) proposed by [35]. However, it is not claimed to be a full SLR because it was carried out by this paper’s (single) author rather than by several independent reviewers as recommended by most SLR methodologies. In step 2, requirements for I4.0 modeling approaches were derived from the principles identified in step 1, based on insights from research in modeling and design. In step 3, the operationalization of the requirements was demonstrated by evaluating an existing approach commonly known as S-BPM [36]. In the remainder of this section, the three steps are described in more detail.



3.1. Step 1: Identify Principles of Stakeholder-Oriented, Agile I4.0 System Design


After formulating the research question (see Section 2.2) in the planning stage, a literature search was carried out using the Scopus database. This database was chosen because it indexes the major publishers of I4.0-related literature, including Elsevier, Emerald, IEEE, Springer and Taylor & Francis. The search terms included AND combinations of “industry 4.0” with any of the following: “stakeholder-oriented” OR “empowerment” OR “participatory” OR “co-design” OR “user-centered” OR “human-centered” OR “design thinking” OR “agile”. The terms were chosen based on the micro-level DfS approaches presented in Section 2.2 and then validated based on a pilot search on Scopus. The search was limited to the titles, abstracts and keywords of journal articles, conference papers and book chapters. The types of studies considered were not limited and comprised reviews, conceptual research and empirical studies. The timeframe included any date until 30 April 2023. The search returned a list of N = 964 publications. After a screening of abstracts, the full texts were analyzed under consideration of the following criteria:




	
Must be written in English;



	
Must have full text available;



	
Must identify concepts of agile or stakeholder-oriented I4.0 system design in terms of enablers, success factors or specific approaches;



	
Agility and stakeholder orientation must refer to the process of designing the I4.0 system rather than to the results of designing (e.g., the agility of the resulting I4.0 production system), the process of production (e.g., ergonomic work tasks on the shopfloor) or the results of production (e.g., user-centered consumer products).








Applying these criteria reduced the number of papers to N = 32 after screening and N = 27 after a full-text analysis. The data extraction phase then consisted of collecting basic metadata and finding suitable categories for the stakeholder-oriented, agile concepts proposed or analyzed in the remaining 27 papers. The four principles stated in the agile manifesto originally proposed by [34] were found to provide a useful basis for categorization. In the analysis and synthesis stage, the extracted data was aggregated across the different papers and visualized using charts and tables. The reporting stage focused on describing the key findings in the literature review.




3.2. Step 2: Identify Requirements for Modeling Approaches


The principles found in step 1 were used as goals to be supported by modeling approaches. The required characteristics of such approaches were then derived based on research on design and modeling. This included insights into the use of conceptual models as artifacts in the process of designing. The requirements were summarized in a matrix that interrelated them with the principles, allowing for tracing them back to social and organizational sustainability goals.




3.3. Step 3: Evaluate a Modeling Approach Based on the Requirements


To demonstrate the applicability and usefulness of the requirements derived in step 2, they were used to evaluate an existing modeling approach, namely, the S-BPM methodology [36]. A presentation and subsequent analysis of the approach resulted in an evaluation table that shows whether it fulfills the requirements.





4. Principles of Agile and Stakeholder-Oriented I4.0 System Design


The distribution of the 27 relevant papers by year, publication type and research type is shown in Figure 4. All of them were published in the period of 2017–2023. All but one of the papers appeared in peer-reviewed journals and conference proceedings, which indicates high levels of quality. While most of the literature consists of conceptual contributions and SLRs, there is a reasonable share of empirical work (19%). This shows that there is sufficient grounding of the scientific claims in practice.



The hypothesized principles of stakeholder-oriented, agile I4.0 system design, as borrowed from the Agile Manifesto for software engineering, are all supported by the literature. The distribution of publications by principles is shown in Figure 5. Most individual publications support more than one principle. The mapping between the principles and individual publications is depicted in Table 1.



In the remainder of this section, the ways in which the literature addresses the four principles are elaborated.



4.1. Individuals and Interactions over Rigid Procedures and Tools (Principle P1)


A common theme in the literature is the importance of having organizational structures and cultures in place that provide sufficient room for individual creativity and autonomy. These structures are characterized by flat hierarchies, decentralized decision making and unstructured ideation techniques, with few regulatory constraints and little technology-centricity [37,40,42,43,44]. Interactions between individuals play an equally important role: Short information paths are seen as a success factor—and, for many companies, as a challenge—for I4.0 projects [44]. More generally, the need for effective and efficient communication has been recognized [38,45,46]. Here, the focus should be on providing the involved actors with the right information (at a suitable abstraction level) at the right time, thus reducing irrelevant information flow [46]. Given the multidisciplinary and multi-departmental nature of many I4.0 projects, the issue of communication is discussed not only at an individual level but also across teams [38,39,41] and stakeholder networks [30,47]. A lack of guidance and control in coordinating different development teams has been recognized to lead to architectural technical debt (ATD) pertaining to the overall system in the sense of subsystem implementations becoming inconsistent with the globally defined architecture [39].




4.2. Working Systems over Comprehensive Documentation (Principle P2)


Working (i.e., executable) systems are implicitly assumed in the many accounts of iterative development characterized by early production and testing of prototypes. While additive manufacturing is widely accepted as a key technology for rapid prototyping in the I4.0 context, a lot of potential is also seen in virtual approaches [38,41,47,51,52,53,54]. These approaches range from the use of app mockups, simple paper storyboards [47] and process simulations [50,53,54] to 3D-realistic virtual factories [52]. Virtual models are not only more cost-efficient than physical prototypes but also allow for loosely-coupled interactions between the various disciplines involved in I4.0 design, and thus, enable parallel ways of working for different design teams [41]. Comprehensive documentation is seen as unnecessary overhead for agile I4.0 design and should be reduced to specific types of documents, namely, those describing “concept development, technical specification, drawings and interface description” [38] (p. 628).




4.3. Stakeholder Collaboration over Contract Negotiation (Principle P3)


The majority of the literature advocates for worker involvement in the early stages of I4.0 system design. The main benefits include the higher acceptance of designs by workers, better quality of design decisions [45] and high innovation potential [17]. In an industry survey [42], 97% of the respondents stated they would be more inclined to accept changes they have designed themselves. Engineers in a German automotive company were generally found to have positive attitudes toward worker involvement in I4.0 system design [45].



Precise identification of the point in the design process where stakeholders should be involved is often not provided. A few publications pinpoint the system requirements definition [38] and architecture definition [47,50,53,56] stages as the key points. Some authors propose involving stakeholders in the validation phase as a way to support designers (in system requirements and architecture definition phases) via iterative feedback loops [17,38,42,47].



While the benefits of worker involvement are recognized, there is the downside of additional costs for the project [42]. According to the survey reported in [45], missing time and “unsuitable procedures” are identified as major obstacles to involving shopfloor workers in design decisions. In addition, it was found that stakeholders are often opposed to changes, partially because of fear of job loss.




4.4. Responding to Change over Following a Plan (Principle P4)


Many authors view the complexity of I4.0 systems as a major challenge that requires effective and efficient approaches for handling changes throughout the development process. Generating system designs in small increments using frequent iterations is seen as the key enabler [37,38,46,47,49,50,61]. Feedback from downstream phases of verification and validation—sometimes even from operations and maintenance—is used for improving or extending the design in earlier phases, particularly those concerned with defining system requirements and architecture [38,39,50,61]. Modularity is seen as a basic principle for allowing such changes [46,60]. Methodologies embracing I4.0 design changes were proposed based on models from agile development, such as design thinking [49] and DevOps [47,57,58]. Others integrate agile methods in more structured, plan-driven approaches, such as the V model [38,41]. This aims to combine agility with the more systematic, rigorous nature of systems engineering that subsumes mechanical and electrical engineering, which are disciplines where the extent to which agile methods can be applied is rather limited [39]. According to [44], even within I4.0 software engineering, there is a goal conflict between the need for change and the need for stable operations. The authors of [44] propose DevOps and “Bimodal IT”—a notion originally proposed by the Gartner consulting group that denotes a combined use of routine and exploratory styles of work—as possible resolutions for this issue.





5. Core Requirements for Modeling Approaches


Having elicited the principles of agile and stakeholder-oriented I4.0 system design from the literature, a set of core requirements can be derived for model-based I4.0 design approaches. An overview of the requirements and their interrelationships with the elicited principles is shown in the form of a matrix in Table 2. They are described in the remainder of this section.



5.1. Coverage of Function and Behavior (Requirement R1)


One key aspect of a model—and of the modeling approach governing the construction of that model—is that it covers the concepts of the particular domain of interest [62]. The concepts used in the stakeholder-oriented design of I4.0 systems are—according to the analysis of stakeholder collaboration (principle P3) presented in Section 4.3—those occurring in the three phases of system requirements definition, architecture definition and validation. In an analysis of the INCOSE systems engineering process [63], it was found that the three phases are predominantly concerned with two ontological concepts: function and behavior. Function is defined as the purpose of a system or component. Behavior denotes the interaction of the system or component with its environment. It is only in the detailed design phases that the focus shifts from function and behavior toward the structure of the system being designed. Those phases require specific engineering knowledge that is not commonly available among stakeholders. The findings are consistent with an observation in [64] that I4.0 system design commonly follows a top-down strategy, starting with specifying business, usage and functional viewpoints before developing more technical details of the component structure.



The concepts of function and behavior are based on a black-box view of a system that corresponds to the perspective of an external observer rather than a specialist. This aligns with findings from system modeling that behavior models are preferred over structural models when little is known about the details of a system’s components [65]. Behavior models were found to increase the human understanding of complex systems and represent a key concern of stakeholders [66]. Function models, which abstract from specific structures and behaviors, can be accessed and used with a reduced cognitive load [67]. They afford the perspective of an “overall picture”, matching the general preference of people for understanding the whole system before attending to its parts [68]. Therefore, function and behavior models can be useful for coordination across different disciplines, thus enhancing the interaction between individuals within and across teams (P1).




5.2. Simplicity (Requirement R2)


The notion of simplicity can be defined generally as the set of qualities of a modeling approach that contribute to a low level of effort required to produce and interpret models. These qualities encompass various syntactic and semantic properties and their relationships. One of the most important factors for the simplicity of a modeling approach is the number of semantic constructs it contains [69]. Fewer constructs reduce the effort of learning and using the approach, which is especially critical for most I4.0 stakeholders who are not trained in system modeling. Other factors include the suitability of the approach to be used with simple, intuitive tools—tools that do not require much effort in learning and usage by untrained stakeholders. Anecdotal evidence suggests that there is a strong correlation between the complexity of the approach and the complexity of the modeling tools required [70]. The simpler the constructs and tools of the modeling approach, the easier and more ad hoc becomes the interaction between the individuals involved (P1) and their joint construction of a system model. Simplicity also implies abstraction because it is the result of omitting information. Simple, abstract models provide common ontologies that facilitate communication between stakeholders that have different backgrounds [71] (P3). Finally, simplicity can be seen as enhancing responsiveness to change, as every change involves constructing a new, modified model. The simpler the modeling approach, the more responsive the model is to change (P4).




5.3. Executability (Requirement R3)


Executability is a feature of a modeling approach that allows for transforming models into working systems (P2), which can be used either directly for the implementation of the target system or for simulations executed by a “proxy” system. Executability is based on the availability of formally defined execution semantics for the model. Having an executable model has the advantage that no manual effort is required for the transformation, reducing the cost of changes to an existing model (P4) and the risk of misinterpretations of the model by human implementers. It also allows for rapid prototyping in short, iterative cycles of design and testing. The target systems of model transformation in I4.0 need to include execution technologies for cyber-physical production systems, manufacturing execution systems, programmable logic controllers (PLCs) and other control systems on the shop floor. Existing standards for some of these technologies include IEC 61131-3 [72] and IEC 61499 [73].



In agile software engineering, the motivation for producing executable models was found to be higher than for non-executable ones because of their direct impact on implementation [74]. When the models represent services, “service walkthroughs” can be executed in real or simulated environments that can lead to better comprehension and acceptance of the modeled services [75]. A variety of tangible and immersive technologies may be used to enhance this effect [76]. In conclusion, executability also contributes to stakeholder involvement (P3).




5.4. Modularity (Requirement R4)


In the domain of modeling, modularity is generally understood as the ability to organize a model into a set of interconnected subsystems (also called modules) with reduced dependencies [77,78]. It increases the changeability (P4), as the effects of changes can be limited to individual modules, without necessarily propagating to other parts of a system [79]. Modularity also enhances the reuse of modules across different models, thus facilitating the creation of new models and the modification of existing ones [80]. Incremental design strategies that begin with developing a set of core features to produce a minimum viable product (MVP), which is then gradually augmented and modified, are particularly dependent on modular structures. One additional benefit is that modularity facilitates “divide-and-conquer” approaches: A complex system design task can be broken down into a set of loosely coupled subtasks (i.e., modules), each of which can be assigned to different stakeholders [81]. This enables effective stakeholder involvement, as the modules can be defined to match the stakeholders’ individual areas of responsibility and expertise (P1). Modularity makes the development, deployment and evolution of systems more flexible and scalable [82]. Finally, models that explicitly represent the interfaces between modules (e.g., architecture models) provide effective support for the coordination of the stakeholders (P3) assigned to the respective modules [74]. This is because the models encapsulate, and thus hide, details that are internal to a module and not relevant for the interplay with other modules. Internal details can be added by the respective stakeholder in their own time, independently of their peers’ schedules. It is only in the case of interfaces needing to be (re-)defined that the stakeholders need to coordinate [83].





6. Evaluating an Existing Modeling Approach


We can demonstrate the applicability and usefulness of the requirements by using them for the evaluation of existing modeling approaches. In this section, a modeling approach commonly known as subject-oriented business process management (S-BPM) [36] is evaluated based on the requirements. The S-BPM approach was originally developed for modeling and executing business information systems but has increasingly been applied to cyber-physical system design in production and other domains [84,85,86,87]. In this approach, systems are conceived of as interactions between functional entities called “subjects”. Subjects coordinate their individual behaviors by exchanging messages with one another. This section commences with an introduction to the basic concepts of S-BPM using a very simple example of an order management process to facilitate understanding by most readers. A more complex example of a robot-based package handling process is shown later, demonstrating the applicability of S-BPM in the domain of Industry 4.0. Finally, this section evaluates the S-BPM approach with respect to the requirements derived in Section 5. More details of the S-BPM methodology and notation can be found in [36].



S-BPM modeling uses two types of diagrams: subject interaction diagrams (SIDs), which describe the subjects and the exchange of messages between them, and subject behavior diagrams (SBDs), which specify the behavior of individual subjects. The SID of an order management process for spare parts is shown in Figure 6. Arrows in the SID represent messages exchanged between subjects. A message consists of a piece of information that can be a simple signal or a complex data object. A message can also be used for denoting physical objects exchanged between subjects, such as the spare parts transferred from Production to Shipment.



The detailed behavior of every subject is specified using an individual subject behavior diagram (SBD). An example of an SBD is shown in Figure 7, which describes the behavior of the Shipment subject. It is a directed graph that connects three types of nodes: Do states (representing actions), Receive states (representing receipt of a message from another subject) and Send states (representing dispatch of a message to another subject). The arrows represent state transitions that become active once the preceding state has been executed. Conditions may be added to transitions to enable XOR branching. Parallel (AND) branches are not allowed with a single SBD. They must be represented using separate subjects for every individual behavior.



The constructs of S-BPM are quite generic and can be applied to process modeling in any domain. An example from Industry 4.0 is represented as an SID in Figure 8. This model was produced using a commercial S-BPM modeling tool. The blue boxes correspond to subjects, and the white boxes on arrows correspond to messages. The SID represents an automated package handling process, where packages arrive that need to be placed in smart transport boxes equipped with sensors that can monitor the state of the packaged items (e.g., pharmaceutical products that may be sensitive to temperature). The process is triggered by a light barrier upon detecting the arrival of a package at a workstation. A scanner is used by a robot to read the package label and identify which sensors are required for the transport box. The robot then uses its arm units to collect the sensors from a shelf, mount them inside the box and place the package in that box.



The explanation of this process is not further elaborated here, as the evaluation to be carried out in this section is independent of the particular example used. For more examples of using S-BPM in the manufacturing domain, readers are referred to [85].



6.1. Coverage of Function and Behavior


Subjects are ultimately executed by human or computational actors. However, the notion of a subject is defined as a process-centered functionality. By abstracting from the specific actors, subjects allow for greater flexibility, as the same functions can be performed by different actors. For example, in Figure 6, the Shipment and Production subjects may be executed by different service providers and factories. Subject interaction diagrams (SIDs) can be seen as architectural models of a system that are similarly based on the composition of functional entities [88]. The use of messages for representing material flows and information flows is consistent with functional models in engineering design [89]. Sequences of the subjects’ actions and interactions compose their behavior. Therefore, S-BPM covers both function and behavior, which allows for modeling how a system is to behave without necessarily having to know the structural “mechanics” of its components. As a result, common ground between stakeholders, as well as between experts from different disciplines, can be reached more effectively and efficiently.




6.2. Simplicity


One of the most characteristic features of modeling in S-BPM is the reduced set of notational elements and model types compared with similar, process-oriented approaches, such as BPMN, which has over 160 elements. Only three basic constructs (Do states, Receive states and Send states) are needed for SBD modeling, and only two (Subject and Message) for SID modeling. This facilitates learning and correctly applying the notation, especially for stakeholders not trained in modeling. The notational simplicity comes with the possibility to use simple tools for fast, ad hoc ways of modeling. Such tools range from pen and paper, cards, whiteboards and office software (e.g., MS Visio version 2023 and Excel 2019) to high-tech, tangible tabletop interfaces [90]. There is anecdotal and empirical evidence for the ease and speed with which novices can learn S-BPM modeling. In a study by Fleischmann [91], factory workers were instructed in the approach for only 20–30 min before they were able to produce correct S-BPM models. In experiments reported in [92], novice modelers producing S-BPM diagrams significantly outperformed those producing BPMN diagrams in terms of modeling time and model quality. In three digitalization projects in the manufacturing industry [93], workers were able to produce S-BPM models of their own workplaces after a few minutes of introduction to S-BPM and with modeling support provided by a facilitator.




6.3. Executability


S-BPM models provide visual diagrams consistent with the formalism of abstract state machines (ASMs) [94], enabling their instant transformation into executable workflows. A range of open-source and commercial systems are able to execute these workflows in productive or simulation environments (www.i2pm.net/category/tools, accessed on 7 October 2023). Müller [95] showed that S-BPM models can be transformed into IEC 61131-3 [72] sequential function charts (SFCs) that can be executed by PLCs, and thus, be used for manufacturing control. On the other hand, SFCs are seen as insufficient for providing the decentralized control capabilities needed for Industry 4.0 [96]. Therefore, the executability requirement is only partially fulfilled by S-BPM in the context of I4.0 systems.



The executability of the models in (non-real-time) IT environments has been demonstrated to contribute to stakeholder engagement and their continued use throughout the system design process as a practical tool rather than just for documentation [93]. S-BPM models readily provide test scenarios for unit testing [97] and acceptance testing [93].




6.4. Modularity


SIDs are modular based on the encapsulation of behavioral details of subjects in the respective SBDs. Interfaces are established by the message exchanges defined between them. As long as these interfaces remain the same, the internal behavior of a subject can be changed independently of the behaviors of other subjects. This has the benefit that stakeholders can model individually and in parallel with other stakeholders, leading to overall time savings of about 40% compared with the non-modular BPMN approach [92]. In the order management example, the behavior of the Shipment subject can be modeled completely independently of the other subjects as long as the agreed message exchanges are incorporated as Send and Receive states in the corresponding SBD. A modeling method based on S-BPM that explicitly comprises alternating phases of individual modeling (concentrating on SBDs) and collaborative alignment (concentrating on the SID) was developed by [98] and applied to I4.0 system modeling by [99].



With S-BPM, I4.0 systems are modeled from the perspective of a single process type. For many single-purpose systems, such as a simple conveyor belt, such a view is sufficient. Other systems, such as autonomous guided vehicles (AGVs) or robotic systems may be involved in more than one process type. For these multi-process systems, S-BPM models can be seen as analogous to minimum viable products (MVPs) that specify only one “feature” (process). Adding S-BPM models of other “features” or processes then leads to a complete specification of the system.




6.5. Evaluation Summary


The results of the evaluation are summarized in Table 3. It can be seen that S-BPM fulfills almost all of the requirements of a modeling approach to support stakeholder-oriented, agile I4.0 system design. It is only the missing readiness to execute S-BPM models on decentralized I4.0 control infrastructures that reduces the capacity of S-BPM to be used as an effective modeling approach for socially and organizationally sustainable I4.0 systems.





7. Discussion


The evaluation of the S-BPM approach demonstrated the applicability of the requirements identified in this study for purposes of assessing, selecting and potentially extending modeling approaches for I4.0 system design. The requirements can therefore be seen as a step toward operationalizing the development of modeling approaches for (micro-level) sustainable I4.0 system design. The focus on modeling approaches may complement current efforts in developing MBSE methodologies with increased individual and organizational acceptance [100].



When shifting the focus from the “operational system” to the “design system” (see Section 2.1), an I4.0 modeling approach can be viewed as (part of) the technology (T) subsystem in the MTO model, as shown in Figure 9. The requirements (R1−R4) support the sustainability of the approach with respect to the concerns of design stakeholders (H) and design processes (O). In the figure, the positioning of R1−R4 with respect to the two arrows indicates their emphasis on either social or organizational sustainability in the design system. The coverage of function and behavior (R1) (what is represented) and simplicity (R2) (how it is represented) strongly facilitate human comprehension of I4.0 system designs, while their impact on the design process is rather low. They are thus located near the arrow representing social sustainability and further away from the one representing organizational sustainability. In turn, executability (R3) and modularity (R4) strongly support rapid iterations and incremental change, which are most directly connected to design process aspects. They are therefore located closer to the arrow representing organizational sustainability.



The “design system” view depicted in Figure 9 is independent of the macro vs. micro level distinction made for the “operational system” view. It may be possible that the design stakeholders include external actors, e.g., citizens, governments and NGOs, depending on the scope of the I4.0 system design and its relevance to the general public. They may also include networks of organizations with common goals pertaining to economic, ecological or other macro-level improvements [101]. The four requirements are likely to remain the same for such an extended focus of sustainability from the micro to macro levels. Therefore, existing modeling approaches for involving external stakeholders [102] may also be examined with respect to the requirements identified in this study.



This study has assessed the S-BPM approach based on conceptual analyses of its notational constructs and on available evidence from empirical studies. Future research may focus on similar evaluations using other modeling approaches, such as SysML, UML and BPMN, allowing for comparative statements based on their respective strengths and weaknesses. To date, such a comparison has been done only between S-BPM and BPMN [92]. Identified weaknesses may drive further research investigating how the various approaches can be improved to better align I4.0 design with stakeholder-oriented, agile principles. In the case of S-BPM, its lack of executability in decentralized manufacturing environments is planned to be addressed by creating mappings between S-BPM models and I4.0 control standards, such as IEC 61499 [96].



There are a few limitations that also represent directions for future research. One such limitation is the coarse-grained level of granularity with which the requirements were described. Take the requirement of “simplicity” of a modeling approach: It depends not only on the number of semantic elements in the approach but also on the number of possible compositions of these elements as defined in a notational grammar. The symbolic appearance of elements (e.g., shape and color) also plays a role in the ease with which modelers can interpret and construct models [69,70]. In addition, further research may specify standardized metrics and test scenarios in order to quantitatively measure and compare the performances of different modeling approaches. This involves defining uniform modeling tasks to be performed in controlled settings, similar to the comparison of modeling with S-BPM vs. BPMN in the experiments conducted by [92].



Another issue is that the requirements related to social sustainability are based mostly on the cognitive, information-processing needs of stakeholders. However, the H subsystem also comprises other aspects, such as physical, biological and cultural characteristics. For example, motivation is a major prerequisite for empowerment [28], which for a variety of reasons is not always available among factory workers [85]. In addition, stakeholders may not always have sufficient knowledge to provide useful input into an I4.0 system design. Their expertise is often restricted to their own workplace and existing ways of working, lacking the essential competences needed for imagining novel manufacturing scenarios beyond Industry 3.0. Such competences include systems thinking, future-open thinking and strategic thinking [103]. It remains to be explored to what extent a modeling approach is able to support these modes of thinking.



This study focused only on core requirements—those directly derived from the micro-level sustainability perspective. Future work should also investigate whether there are additional requirements. For example, there is a need to integrate a stakeholder-oriented modeling approach for the early design phases—mostly concerned with the functions and behaviors of the I4.0 system—with the ones used by mechanical and electrical engineers, software experts, etc., in the later phases that are mainly concerned with system structure. It fits with recent research efforts to augment digital twin models that today are predominantly structurally oriented with information regarding behavior [86,104]. Mappings between different modeling approaches may, therefore, be required to allow for model transformations across design phases. Such research fits with recent extensions of the VDI 2206 guideline for mechatronic system development to include seamless modeling throughout the entire system lifecycle [105].




8. Conclusions


The notion of micro-level sustainability is the result of adopting a socio-technical perspective of I4.0 systems that was found to increase the adoption of I4.0 technologies by production companies [7], supporting the United Nation’s Sustainable Development Goal 9 “Industry, Innovation and Infrastructure”. This study contributes to this effect by identifying core requirements for modeling approaches supporting the socio-technical perspective of I4.0 system design. They include (1) coverage of function and behavior, (2) simplicity, (3) executability and (4) modularity. The requirements are grounded in the basic principles of stakeholder-oriented, agile design in an I4.0 context, as extracted and elaborated using systematic literature review techniques. The applicability and usefulness of the requirements were shown by evaluating an existing approach for modeling I4.0 systems.



The scope for future work is proposed to include two broad areas: First, the requirements should be used for assessing and enhancing individual I4.0 modeling approaches. Here, work is already underway to improve the executability of S-BPM in I4.0 environments by mapping it to the IEC 61499 control standard [73]. Second, the requirements should be extended by considering more aspects of social and organizational sustainability and further operationalized by developing more detailed metrics and test scenarios.
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Figure 1. A system under consideration (SUC) is called “X-sustainable” if it sustains a state of another system X. 
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Figure 2. Different notions of X-sustainability located in the human–technology–organization (HTO) model of socio-technical systems: (a) macro level and (b) micro level. 
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Figure 3. Methodology used in this study. 
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Figure 4. Distribution of relevant publications (a) by year, (b) by publication type and (c) by research type. 
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Figure 5. Distribution of relevant publications by principles of stakeholder-oriented, agile I4.0 system design. 
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Figure 6. Subject interaction diagram (SID) of an order management process for spare parts. 
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Figure 7. Subject behavior diagram (SBD) of the “Shipment” subject. 
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Figure 8. Subject interaction diagram (SID) of a robot-based package handling process. 
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Figure 9. The four core requirements (R1−4) for I4.0 modeling approaches located on a spectrum between social and organizational sustainability within the design system. 
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Table 1. Literature found to be consistent with the four principles of agile I4.0 system design.
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	Principles
	Literature





	Individuals and interactions

over

rigid procedures and tools
	Nguyen Ngoc et al. [30], de Paula et al. [37], Mule et al. [38], Martini and Bosch [39], Ericson et al. [40], Eisenträger et al. [41], Le Grand and Rébecca [42], Bauer et al. [43], Wolf et al. [44], Pfeiffer et al. [45], Sjödin et al. [46], Jussen et al. [47], Varela et al. [48], Mesa et al. [49]



	Working systems

over

comprehensive documentation
	de Paula et al. [37], Mule et al. [38], Eisenträger et al. [41], Wolf et al. [44], Jussen et al. [47], Mesa et al. [49], Christensen et al. [50], Rauch et al. [51], Kaasinen et al. [52], Niermann et al. [53], Clement et al. [54]



	Stakeholder collaboration

over

contract negotiation
	Orso et al. [17], Nguyen Ngoc et al. [30], de Paula et al. [37], Mule et al. [38], Christensen et al. [50], Ericson et al. [40], Le Grand and Rébecca [42], Bauer et al. [43], Pfeiffer et al. [45], Sjödin et al. [46], Jussen et al. [47], Mesa et al. [49], Kaasinen et al. [52], Niermann et al. [53], Vereycken et al. [55], Frysak et al. [56]



	Responding to change

over

following a plan
	Nguyen Ngoc et al. [30], de Paula et al. [37], Mule et al. [38], Martini and Bosch [39], Eisenträger et al. [41], Le Grand and Rébecca [42], Bauer et al. [43], Wolf et al. [44], Sjödin et al. [46], Jussen et al. [47], Mesa et al. [49], Christensen et al. [50], Rauch et al. [51], Clement et al. [54], Salehi [57], Salehi and Wang [58], Mrugalska and Ahmed [59], Kayabay et al. [60], Santos et al. [61]










 





Table 2. Overview of core requirements for modeling and their mapping to the principles of stakeholder-oriented, agile I4.0 system design.
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Requirements (R) for

Modeling Approaches

	
Principles (P) of Stakeholder-Oriented, Agile I4.0 System Design




	
P1: Individuals

and Interactions

	
P2: Working

Systems

	
P3: Stakeholder

Collaboration

	
P4: Responding

to Change






	
R1: Coverage of function and behavior

	
X

	

	
X

	




	
R2: Simplicity

	
X

	

	
X

	
X




	
R3: Executability

	

	
X

	
X

	
X




	
R4: Modularity

	
X

	

	
X

	
X











 





Table 3. Summary of the evaluation of S-BPM. Requirements may be fulfilled (+), partially fulfilled (+/−) or not fulfilled (−).
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	Requirements
	Fulfillment





	R1: Coverage of function and behavior
	+



	R2: Simplicity
	+



	R3: Executability
	+/−



	R4: Modularity
	+
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