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Abstract: Today, social commerce is one of the most rapidly growing subsectors of e-commerce,
creating new opportunities for brands of all types and sizes. However, despite its popularity and
potential, social commerce faces significant challenges, including issues of privacy, trust and ethics.
This paper sets out to identify key aspects of privacy which influence ongoing user engagement with
social commerce, so that social media, and other social commerce, platforms can more effectively
address the issue. In particular, the paper seeks to determine the extent to which these aspects of
privacy are a function of gender and, therefore, to increase our understanding of the role of gender
in determining a user’s likelihood of sustainable engagement with s-commerce. To explore these
issues, the study deploys a mixed methodology (semi-structured interviews and questionnaires) to
examine the views of a broad demographic of s-commerce users in Saudi Arabia. The results allowed
us to identify three distinct aspects of online privacy that significantly influence the likelihood of
engaging in s-commerce and also demonstrated that the relative importance of these aspects is a
function of gender. The study enhances current understanding of the role of gender in intention to
use s-commerce and provides a framework for further research. The findings of the study will be of
interest to all parties involved in the design and provision of s-commerce services, including social
media platforms.
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1. Introduction

Over the past few years, social commerce (s-commerce) has grown rapidly [1]. This
is a result of a number of key drivers, such as the increasing ability to take advantage of
deals, discounts and exclusive offers [2] and relatively high levels of social support from a
peer network [3]. However, another key driver of s-commerce, and one that is growing in
importance, is ease of purchase. In a 2022 worldwide Statista survey on factors driving use
of social commerce [4], 32% of respondents named “ease of purchase” as an important factor
in participation in s-commerce. This suggests that the value of the s-commerce market has
the potential to grow significantly more as the use of mobile devices increases, allowing
“anytime-anywhere” access to social media for an ever-growing number of people. Social
media use is substantially driven by the use of mobile devices [5,6], and social commerce
will offer far greater ease of purchase when provided on mobile devices [7,8]. To illustrate
this, the number of mobile devices in use globally is predicted by Statista to rise from
4.2 billion in 2020 to 18.22 billion by 2025 [9].
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Despite the many factors which positively affect participation in s-commerce, there
are also some factors which can, and do, significantly hinder the use of s-commerce. These
include the risk of purchasing products of poor quality or illegal products, as well as the
risk of financial loss or theft [10,11]. However, one of the main, and enduring, issues
that negatively affects the use of s-commerce is concerns over privacy and the security of
personal information. Many users fear that the use of s-commerce can expose their personal
information to dangers such as unauthorised access or misuse by cybercriminals [12].
These conclusions are supported by studies such as [13,14] (including a recent large-scale
meta-analysis by Zerbini et al. [13], although this suggests a more nuanced picture across
e-commerce generally), which indicate that concerns about privacy decrease purchase
intention in s-commerce. There are also several studies which have examined the effects of
privacy concerns on engagement with the Internet in general, and all report that the issue
is a significant challenge for all online platforms and organisations [15-19].

Most social media platforms are aware of the privacy concerns of potential s-commerce
users and have taken steps to mitigate them through the use of privacy policies and by
giving users features that offer a perception of some degree of control over their private
information. This has had some effect, and research has shown that privacy assurance
has a positive influence on trust, which ultimately increases the likelihood of purchase on
s-commerce sites [20]. Despite this, however, many social media users are hesitant about
engaging with m- or s-commerce, due to the possibility that their personal information
could be shared with other third parties, both legitimate and illegitimate, without their
consent [15,16]. Identity theft is another significant concern of users [21]. The extent
to which these threats are real is not a determining factor in the context of s-commerce
behaviour: it is the perception that has an impact on intention to use and consequent
behaviours. However, there are obvious ethical issues if purchasing behaviour is induced
or encouraged, which is actually risky or unsafe given the reality of the threats. Ideally, real
threats will be minimised, and users will be well informed so that their perceptions, and
hence behaviour, are appropriate to the real threat level. Growth in s-commerce needs to
be not only sustainable, but also responsible.

While there is considerable research that seeks to understand the attitudes of Internet
users towards privacy in general, and some which looks at privacy in the context of
s-commerce, there are relatively few studies which specifically aim to examine gender
differences in attitudes towards privacy. Gender can be an important parameter for s-
commerce providers, because markets are often strongly differentiated by gender [8], e.g.,
in areas such as fashion, technology, housewares, etc. Moreover, social media user groups
are strongly differentiated by gender [5].

Some studies have found real attitudinal differences between men and women, in
terms of privacy, but these studies tend to be focused on the behaviours of specific demo-
graphic groups, such as teenagers or students [22], on a single and specific social media
platform [23], outside of the context of s-commerce. It has also been found that, in a general
online context, women tend to be more concerned about privacy compared to men [24].
Although not specifically designed to examine how gender differences in privacy concerns
impact on s-commerce, it is interesting to note that one study has found women to be
more inclined than men to share certain kinds of less sensitive private information on
social media in exchange for customer benefits [25,26]. This may have relevance in an
s-commerce environment.

This study sets out to add to the current knowledge by examining the impact of gender
differences in privacy attitudes on intention to engage with s-commerce. The paper focuses
specifically on seeking insights relating to two main questions:

RQ1: Do differences in attitude towards online privacy, between men and women, in Saudi
Arabia, impact the intention to use s-commerce?

RQ2: To what extent do these differences, if they exist, impact reported behaviour, in terms
of engaging with s-commerce?
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An examination of the impact of gender on attitudes towards online privacy, and the
consequent use of s-commerce, will contribute to current knowledge, act as the basis for
further research and provide a guideline for s-commerce platforms, regulatory authorities
and other relevant bodies, for designing policy. This will be useful for commercial reasons,
as well as political and cultural reasons in regions where different gender roles apply.

2. Literature Review

In the context of this study, there are three main areas of interest within the literature.

2.1. Social Commerce

The term social commerce (s-commerce) is essentially a portmanteau phrase derived
from combining social networking and e-commerce and is a “form of commerce mediated
by social media” [27]. Allowing users to buy and sell goods and services within a social
media platform, it is a model which extends the role of social media, by encouraging users
to carry out the purchase process without leaving the app. This, according to McKinsey [28]
removes friction from the purchasing process, produces a more engaging consumer journey,
and presents new opportunities for brands to increase consumer awareness.

S-commerce is often predicted to be an area of large potential growth. This is prin-
cipally because, in 2021, almost half of the world’s population (some 3.5 billion people)
were using social media, and the number continues to grow rapidly, while consumers
spend, on average, two hours a day on social platforms [29]. However, although the use
of s-commerce is expanding quickly, the drivers of this growth are not fully understood.
Some studies have shown a clear association between the intention to use s-commerce and
utilitarian benefits such as cost-savings and convenience, while others have suggested that
emotional factors, such as pleasure, are important [11,30]. Other recent studies have identi-
fied environmental issues, such as sustainability, as having an impact on user behaviours
in an s-commerce context, while others have established a positive connection between
purchasing intention and WOM (word-of-mouth) recommendations [29]. One of the most
significant factors in influencing user intent and behaviour, however, is the issue of privacy.

2.2. S-Commerce and Privacy

Online, or digital, privacy can be defined as an individual’s right to be protected from
unauthorised sharing of the personal information provided to a website or platform and
the individual’s right to be protected from unauthorised publicity, examination, usage,
or monitoring of their digital information or activities [31,32]. Providing such protection
is a real and growing problem, especially in a big-data economy, where cybercrime is
increasingly common and where machine learning algorithms are designed to recognise
and commercially exploit patterns, trends and behaviours exhibited by users [33,34]. The
result is that concerns over privacy are growing. This is perhaps understandable in the
light of data breach statistics over the past few years (where, even if there is improvement
in some areas [31,32], the picture in the Middle East is concerning [7,8,35]). Yet, s-commerce
also continues to grow. This might be seen as a manifestation of the well-known “privacy
paradox” [36], whereby users of online services are concerned about privacy risks but
persist in taking little or no action to reduce them.

An important contributor here is the fact that users often do not fully understand
the risks involved with using an application or platform. Although most social media
(and other online) platforms do take some measures to protect users and publish privacy
policies to explain users’ rights and responsibilities, these policies are often long, complex
and legally worded documents which are designed to protect the provider rather than the
user [33,37]. On many occasions, users simply do not engage with the relevant policies,
but even if they did, it is questionable whether this would help them to appreciate the
risks, because policies tend to describe, for example, how information will or may be
shared, without describing the risks as such. In the end, the risks arise from complex
social factors that extend far beyond a given s-commerce context, influencing the behaviour
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of s-commerce providers and many other organisations and individuals. Mitigation of
the risks is often more a consequence of legal and regulatory frameworks than anything
else [38]. In the long run, the sustainability of s-commerce (or e-commerce generally) will
depend on equitable and responsible approaches emerging to these wider social issues.

While the benefits, to both buyers and sellers, of s-commerce are widely recognised,
and despite the fact that risks may be ill-understood, the restraining effect of users’ privacy
concerns on the sustainable growth of the market is also well documented. In fact, the
impact of privacy concerns on the broader market of e-commerce has been recognised for
over two decades [39,40]. More recent research has shown that these concerns still exist. A
study by Fortes and Rita [40], for example, found that privacy concerns when online have
a negative impact on several factors which influence intention to purchase, including trust,
perceived usefulness, perceived ease of use and perceived behavioural control. It is natural
to presuppose that these concerns about the general e-commerce environment will migrate,
at least to some extent, to the s-commerce environment, and this expectation is supported
by research [41,42].

The fact that individuals vary widely in their attitudes, and in their consequent be-
haviour, towards privacy is well known. Often, these variations are a result of external
factors such as culture [43,44], but they can also result from internal psychological or person-
ality traits [32,45]. This leads to the question of the quantification of privacy concerns—how,
in other words, can privacy concerns be effectively measured?

Several methodologies have been proposed for the purpose of measuring an individ-
ual’s privacy concerns. Earlier approaches, however, were based on single-dimensional
models which provide only a broad-brush picture which lacked depth and detail [46,47].
Subsequently, other tools, based on a multi-dimensional approach, have emerged, and these
have proved more informative in terms of understanding an individual’s concern for pri-
vacy. The first tool of this kind, developed by Smith, Milburg and Burke in 1996 [48], identi-
fied four factors—errors, collection, secondary use and unauthorised access to information—
as the dimensions of privacy concern and became known as the Concern for Information
Privacy (CFIP) scale. Although the CFIP was a significant step forward, the model was
further developed by Malhotra, Kim and Agarwal in 2004, who introduced a multidimen-
sional notion of Internet Users Information Privacy Concerns (IUIPC) [49]. This model
has since become one of the most endorsed scales of privacy concern [49] and provides
a reliable and valid measurement tool which has been used in many studies related to
Internet use [46,47].

2.3. Gender and Attitudes to Privacy

This research on an individual’s attitude to privacy prompts the natural question of
whether attitudes differ between the sexes, and—if so—how, and to what extent. Interest
in this question has grown steadily over time, and there has been a considerable number
of studies which have sought to provide insights. Some studies of gender differences (in
privacy attitudes) in a general (offline) context have suggested that women tend to have a
greater perception of risk and lower risk behaviours than men [19], which might go some
way to accounting for why women are more concerned about their privacy and less likely to
share personal information than men [19,24]. These results have been reflected by studies in
an online context. Studies such as those by Fogel and Nehmad [50] and Hoy and Milne [23]
showed that women are, in general, more concerned with their privacy than men, while
other research has shown that, in an online setting, women are less likely to share specific
personal details such as phone numbers than men [51]. Behavioural differences in sharing
personal information (online) are critical as unless stringent steps are taken to protect it,
such data can easily be shared and abused without the user’s consent [8,52]. Despite these
greater inhibitions, it has been found that women spend more time than men using social
media [24,26] and, as noted above, that they are more predisposed to share certain kinds of
personal information if a reward is involved [26].
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While these studies have made significant contributions to our understanding of the
relationship between gender and privacy, most refer to a general context; relatively few
relate specifically to the s-commerce environment. This is the focus of the current study. It
is also worth noting that there is little existing evidence for the contention that gender is a
strong determinant of concerns over online privacy. In one 2022 study, for example, which
sought to establish a methodology for predicting “privacy personas”, it was found that age
was the most significant factor in privacy concerns, while gender and education were poor
predictors of an individual’s profile for privacy concerns [53].

3. Research Method

To ensure the validity and reliability of the data [54,55], the current study uses a
two-stage method approach: qualitative and quantitative. The first (qualitative) of these
methods collects data from semi-structured interviews, while the second (quantitative)
method collects data from questionnaires. These stages are described in more detail in
Sections 4 and 5.

The study followed, at all stages, standard ethical guidelines provided by King Saud
University’s Research Ethics Committee (KSU-HE-12-242). All participants were assured
(in writing) of confidentiality and advised as to the purpose of the study and how data
would be used. All data were collected with full participant consent, and they were advised
that they could withdraw from the study at any time. All data, from all sources, were fully
anonymised. Participation was completely voluntary, and no financial (or other) incentive
was offered to any participant.

4. Exploratory Stage

This stage uses semi-structured interviews to gain insights into the various factors
which influence an individual’s attitude towards online privacy, and how (if at all) these
factors affect engagement with s-commerce. An analysis (thematic) of these interviews was
combined with an analysis of existing literature, and the findings of other research, to build
the research model of the study and formulate hypotheses.

4.1. Sample and Data Collection Procedure

The data collection procedure used interviews with 20 randomly selected professionals
with varying degrees (a minimum of one year) of experience in using social media and
s-commerce. Participants were selected from diverse professional backgrounds, and an
approximately equal mix of genders (male/female) was used. The sample size was deter-
mined using the principle of saturation [56]. The sample size of 20 was considered enough
to provide meaningful results, as, after this point (17 interviews), participants supplied no
new information, perspectives or ideas. Each interview lasted about an hour and followed
a similar format. Each interview was also taped for transcription and analysed at a later
stage. Interviews were conducted and analysed in Arabic and translated into English only
for purposes of presentation in this report. Further details about the interviewees are shown
in Table 1 below.

Table 1. Summary of participant profiles.

Participant Profiles Frequency
Male 10
Gender Female 10
<3 years 5
Social commerce experience 3to5 11
6 to 10 years 4
Humanities 14

Professional background Sciences 6
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4.2. Findings of the Exploratory Stage and Hypothesis Development

Thematic analysis was used to analyse the text content of the interviews. This resulted
in the identification of three distinct domains of (information) privacy that have a significant
effect on the readiness of those using social media platforms to engage in s-commerce. These
aspects are the following: Awareness and Acceptance of Privacy Policy (AAPP), Collection
and Use of Personal Information (CUPI) and Perceived Control of Private Information
(PCPI). These factors are defined as follows:

AAPP—a measure of users’ belief in the relevance and effectiveness of privacy policies
(specific to the platform) in protecting and safeguarding private data.

CUPI—a measure of the level of user concern that the service provider will abuse private
data.

PCPI—a measure of a user’s confidence that they are in control of any private information
provided to the service provider.

The extent to which these factors were found to vary with gender and how they
impact the user’s readiness to engage with s-commerce is discussed in the following
sections. Figure 1 below shows the research model. This proposes a relationship between
PCPI, AAPP and CUPI, and how these factors influence a user’s decision to engage with
s-commerce, which is based on the theory of reasoned action (TRA) [57].

CUPI

AAPP

PCPI

H1

H2

Intention to use social Social commerce

———— H7 —» .
comimerce / behaviour

HS8

HS

Gender

Figure 1. Research model.

4.2.1. Collection and Use of Personal Information (CUPI)

Concerns over how service providers might use or abuse private information signif-
icantly affected both the male and female elements of the sample. However, there were
also clear differences in the nature of these concerns and the level to which they affect
readiness to engage with s-commerce. Overall, men tended to take a more pragmatic view
of the situation and displayed a higher risk profile. One male participant commented, for
example:

Most things in life involve a risk reward equation. The same is true with s-commerce. In
order to take advantage of s-commerce, you have to share some private information, but
the risks of this being abused are relatively small compared with the rewards on offer.

Another participant expressed a similar view:

This is a highly connected, digital world which can offer many benefits. The cost is that
you have to make some private information publicly available in order to engage with it.
It’s true that this information could be abused, but it’s a risk we have to take. Having said
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that, it’s always worth looking at the privacy policies of the app you are using, to check
that the risks are minimised.

These comments reflected the general male position that sharing private information is
an inescapable part of implementing services such as s-commerce, and that while service
providers should take appropriate steps to protect that information, there is also an onus
on individuals who want to participate in such services to take an interest in the process of
safeguarding data. These views contrasted quite markedly with the attitudes of female par-
ticipants, which often reflected a condition of uncertainty, if not fear. One such participant
commented, for example:

The amount of information you need to supply seems totally unnecessary for the services
provided. What's worse is that once you ve given up this information, you usually have
no control over it, and it could be abused in lots of ways. And what does one do when
there is a misuse of one’s data? I find the whole situation very worrying.

Another participant remarked:

Stories of how private information has been abused are all around us. It's scary. Although
I do quite a lot of s-commerce, it took me quite a while to gain the confidence to do so, and
—even now —I'm forever worrying about what could happen if my private information
falls into the wrong hands.

This feeling of powerlessness was expressed by another female participant:

The problem is that you have very little say over how your information is used. The
privacy policies they publish are usually impenetrable legal jargon, so you have no idea
whether you're protected or not—and if your data is abused what action can you take?
These social media companies normally hold all the power.

Overall, the position of female participants was one of general scepticism, together with
serious concern over how privacy issues are handled by social media and s-commerce
providers. While the male participants also had concerns, they tended to have a more
practical and optimistic outlook which was less likely to stand in the way of engaging
with s-commerce. Despite this difference in risk perception, however, there was a general
understanding among all participants that information abuse is always possible, and that
the problem needs to be addressed by service providers for s-commerce to be successful.

This is a general position that reflects the findings of existing literature. Perceptions of
data collection and use are one of the most important factors affecting online activity [58-60],
and—whatever an individual’s gender—they can significantly affect a person’s decision
to use a site or its services [61]. It has also been demonstrated that privacy concerns affect
people’s trust in service providers of all kinds, including s-commerce [62]. However, it has
also been noted that trust is a “repairable” concept, providing that appropriate actions are
taken by service providers after any invasion of privacy [62]. Based on these findings from
the exploratory study and literature review, we hypothesise that:

Hypothesis 1 (H1). CUPI has a significant impact on users’ intention to share private information
for the purpose of engaging in s-commerce.

Hypothesis 2 (H2). If hypothesis H1 is supported, then the degree of support varies with gender
(male/ and female).

4.2.2. Awareness and Acceptance of Privacy Policy (AAPP)

There are a number of studies which show that users” awareness [63-65] and engage-
ment with privacy policies strongly influences readiness to use s-commerce [63,64]. It
is also true that low awareness of privacy policies increases willingness to share private
data [64,65].

However, the extent to which gender plays a role in determining the relationship
between policy awareness and intention to use s-commerce is not clear from the existing
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literature. The results from this study suggest that women are more cautious about sharing
personal information, which aligns with the suggestion of the CUPI theme that men have a
higher risk profile. One male participant, for example, said:

I'm aware that all the big platforms publish extensive privacy policies, but, to be honest, |
rarely engage with such policies these days. They re usually written to cover the service
providers back, not the users, and it's often difficult to make sense of them.

Another male participant made a similar remark:

The length and technical nature of a typical privacy policy makes them pretty well
inaccessible to most users. I think that this is probably true with all online platforms, not
just social media and s-commerce.

This scepticism was echoed by other users. For example:

I know I should read them, but I don’t actually do so very often. As far as I can tell, they
are a cut and paste exercise from other companies, so when you ve read one you ve read
them all. However, it worries me if a service provider doesn’t actually have a privacy

policy.
While these sentiments were broadly shared by the female participants, they (female par-

ticipants) seemed to be more willing to engage with privacy policies. One (female) participant
said of privacy policies, for example:

They're usually hard to understand, and they're long and tedious, but it’s worth making
the effort to read them, to make sure that your private stuff is protected at least to some
degree. Everyone knows what can happen if your private information gets into the wrong
hands.

Another female participant commented:

Privacy policies are important, but in my experience they tend to be very generic and
usually built to fit the laws of Western countries, so don’t take account of regional cultural
or religious needs. All the same, I do always scan the relevant policy before signing up to
a platform or app, especially in s-commerce, which can expose you to more risk than some
other activities.

This impulse among female users to read policies despite viewing them cynically was
displayed in several comments. For example:

I like to know where I stand when it comes to privacy and sharing information, so I nearly
always have a brief look at the privacy policy. I wouldn’t be very confident that these
policies actually prevent abuse, though. The big companies know that most users either
don’t understand them, or are too involved in their [s-commerce] activities to care.

In terms of general online activity, the existing literature provides conflicting conclusions
on the relationship between gender and information privacy [66]. Some studies have found
that the perception of strong privacy practices has a greater effect on women [24,63,67],
but others have shown that men are more strongly affected [64,65]. Other research has
concluded that there are no differences between genders [68]. Although the current research
is not conclusive, it strongly suggests that there are real and significant differences between
the genders when it comes to the impact of awareness of privacy policy on the use of
s-commerce. We therefore propose the following hypotheses:

Hypothesis 3 (H3). AAPP has a significant impact on users’ intention to share private information
for the purpose of engaging in s-commerce.

Hypothesis 4 (H4). If hypothesis H3 is supported, then the degree of support varies with gender
(male and female).
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4.2.3. Perceived Control of Private Information (PCPT)

Engagement in s-commerce is strongly related to users’ belief that they are in control of
their personal data. Further, the literature suggests the perception of control is an important
factor in determining information-sharing behaviour. This seems reasonable at an intuitive
level and is borne out by the evidence, as perceived control of information plays an active
role in internet information-sharing behaviours [69-71]. Further, users of social media
platforms such as Facebook and Twitter share information with the sites depending on
perceived level of control over its use [72,73].

Opverall, the current research supported all of these findings, suggesting that PCPI does
have significant influence on information sharing for s-commerce purposes. Compared
with the other two themes, the gender divide in this theme was relatively small and subtle.
Despite this, such a divide does exist. For example, the perspective of male participants
was represented by the following comments from male participants:

As users usually have little or no control over what happens to the data they share, then
that information is vulnerable to abuse. This means that users should only share the
minimum amount of information that’s required by the platform, in order to mitigate
risks.

Given that you can’t control what happens to the information that you supply, it makes
sense to share it only If you have to. I tend to feel more confident about platforms that
give the user some level of ability to edit and control private account information through
a settings panel—the implication is that these platforms care more about data security
and privacy than platforms which don’t give this facility.

These comments suggest that male participants may feel that the issue of PCPI is
principally the responsibility of the individual, and that any sense of vulnerability and/or
lack of control could be reduced significantly by moderating the private information
supplied to the (s-commerce) platform.

However, while the female participants shared this view to a certain extent, they
differed in the mechanisms by which an individual fulfils this responsibility. For instance,
one female participant said:

Most s-commerce platforms allow users some control over the amount of information they
provide, but they often give very little guidance or advice on how to use things like filters
and passwords effectively. This leaves many users thinking they have less control than
they really do.

As with the male participants, this seems to put the onus of responsibility onto the
individual, but for slightly different reasons. It implies that users could mitigate their
vulnerability to data abuse by learning how to better manage and protect their personal
information. This view was echoed by another participant:

There’s not much point in expecting governments or tech companies to provide high levels
of data protection, so users need to become more tech savvy.

Based on the findings from the exploratory study and the literature reviewed in relation to
this theme, it is therefore hypothesised that:

Hypothesis 5 (H5). PCPI has a significant impact on users” intention to share private information
for the purpose of engaging in s-commerce.

Hypothesis 6 (H6). If hypothesis H5 is supported, then the degree of support varies with gender
(male/female).

4.2.4. The Effect of Attitude and Intention Behaviour

As has been established through the Theory of Reasoned Action [57], intentions are
different from behaviours. While an intention to engage in a certain behaviour is a strong
predictor of actual behaviour, it does not guarantee that the individual will in fact engage
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in that behaviour. This research model was therefore developed around the three thematic
areas (CUPI, AAPP and PCPI) in conjunction with the Theory of Reasoned Action (TRA).
The model seeks to establish the extent to which intention is linked to behaviour in each of
the thematic areas. We thus hypothesise that:

Hypothesis 7 (H7). The intention to share personal information influences users’ information
sharing behaviour.

Hypothesis 8 (H8). If hypothesis H7 is supported, then the degree of support varies with gender
(male/female).

5. Confirmatory Stage

As noted above, this stage of the study deployed a questionnaire developed from
the outcome of the first stage of the research. The questionnaire was used to validate the
structure of the research model and to identify any differences in privacy concerns between
s-commerce users that could be attributed to gender.

5.1. Developing the Research Questionnaire

There are several ways of developing questionnaires. In this study, we employ a
set of 20 questions, based on a 5-point Likert scale, to gain an understanding of how an
individual’s concerns about information privacy impacts their decision to use s-commerce.
Most questions were developed for this particular study, based on the data from the
interviews in stage one, though some were derived from existing questions that have been
successfully used in previous studies. To identify any problems of clarity to participants,
and to ensure that the questions were returning meaningful data, the questionnaire was
piloted with a group of 20 s-commerce users, 10 males and 10 females. As a result of the
pilot, some minor adjustments were made to questions.

5.2. Content Validity Assessment

As a first step, prior to data collection [74,75], a survey validation exercise was carried
out [76,77]. This used several experts, each with significant experience in the research
field [78]. Each expert reviewed and assessed each item in the questionnaire [75,78]. A
total of 7 experts were invited by email to participate and 6 responded. This is significantly
more than the number of external validators required for meaningful feedback, which is
generally agreed to be three [79]. Based on the expert assessments of the questionnaire,
two questions were removed, resulting in a final survey of 18 fully validated questions.
These 18 items were again reviewed to check clarity and consistency, before the primary
data collection phase.

5.3. Primary Data Collection

The study used a simple random sampling strategy to connect with a large number of
participants. The online survey was hosted by the widely used internet-based application
Google Forms, and the data were collected over a period of two months in early 2023. All
those invited to participate were known to be social media users based in Saudi Arabia with
an interest in s-commerce. Reminder emails were sent to non-responders on a bi-weekly
basis. In all, a total of 266 questionnaires were returned, 1 of which was eliminated due
to missing information, leaving 265 valid questionnaires. Table 2 summarises the key
demographics of the sample. The language used was Arabic, which is translated into
English for the purposes of this report.
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Table 2. Sample demographics—summary.

Participant Characteristic Frequency
Male 133
Gender Female 132
<3 years 90
S-commerce experience 3to5 99
6 to 10 years 76
Student 77
Professional level Qualified 178
Retired 10
<25 101
Age 25-50 141
>50 23

Ensuring that respondents filled out the questionnaire correctly was an important con-
cern in this research. Following the recommended guidelines by many authors (e.g., Creswell
and Clark [80]), several steps were taken to address this issue:

- Respondents were provided with clear and concise instructions about the purpose of
the survey and how to complete it—this included information about how to answer
each question and how to complete the questionnaire within the given time frame.

- Clear and concise language was used in developing the research questionnaire (see
Section 5.1 for more details).

- Respondents were given an option to email or call the researchers to clarify any
ambiguous responses or ask additional questions.

- Before administering the questionnaire to the target population, a pilot study was
performed (see Section 5.1 for more details).

It is important to note that no method is foolproof, and some respondents may still
provide inaccurate or incomplete responses despite researchers’ best efforts. However,
employing these strategies helped to minimize the risk of errors and increase the validity
and reliability of the data collected.

5.4. Descriptive Statistics and Normality Testing

In order to assess the assumption of normality for all factors, the skewness and kurtosis
scores were tested. The results, as given in Table 3 below, reveal that the skewness and
kurtosis values for all factors were less than the £2 cut off value recommended in the
literature [81]. This means that the data are normally distributed and appropriate for
evaluating the measurement model.

Table 3. Skewness and kurtosis values of factors.

Factors Kurtosis Statistic Skewness Statistic
(Male-Female) (Male-Female)
Intention 1.358 —1.053
Behaviour —0.485 —0.351
PUCI —0.766 —0.253
PCPI 0.679 —0.949
AAPP 1.326 —1.577

5.5. Data Analysis Techniques

Version 21 of the SPSS (Statistical Package for the Social Sciences) was used to code the
collected raw data and prepare the data for further analysis. For example, the maximum,
minimum and frequency scores of each question were determined to make sure the data
were entered accurately. The data were also assessed to identify any potentially missed
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data [81]. Structural equation modelling (SEM) was then used to analyse the psychometric
properties of the measurement model as well as for hypothesis testing. There is some debate
in the literature over the relative merits of covariance-based SEM (CB-SEM) and partial least
squares SEM (PLS-SEM) (see, e.g., [74,75,82], among many others). It is sometimes said
that they produce very similar results in a variety of circumstances [78,81], but a consensus
emerges that CB-SEM is useful with samples that are normally distributed and not too
small, whereas PLS-SEM is more flexibly applicable also to smaller and non-normally
distributed samples. One of the most authoritative sources, Hair et al. [81], claims that
“the PLS-SEM method is much more appropriate at the theory development stage than is
CB-SEM” (p. 119). Hence, even though the data iares quite normally distributed, as shown
above, PLS-SEM is applied in this study, using SmartPLS 4.

5.6. Testing the Measurement Model

Factor loading, Cronbach’s alpha (CA), average variance and composite reliability
(CR) were used as measures of the internal consistency, construct validity and reliability
of the model [81]. As can be seen in Table 4, each factor loading is over 0.6, and Table 5
shows that the values of CA and CR are greater than 0.7, with AVE greater than 0.5 in each
case. This analysis confirms the internal consistency reliability, as well as both discriminant
and convergent validity [81,83]. It was also noted that the nature (self-reported) of the
questionnaires used in the study could lead to low variable validity, due to common
method variance (CMV). It is possible that this could impact the rejection or acceptance of a
hypothesis [81,83]. However, the analysis results indicated that CMV was not a significant
issue. A potential source of bias arises from the fact that the questionnaire items, as shown
in Table 4, tend to request ratings of positive attitudes, with a lack of negative ones for
balance. If present, however, this bias should be uniform across the items and participants,
and hence not affect the comparisons that are at the heart of the study.

Table 4. Constructs, items with factor loadings and sources.

Constructs Items Loading Source
I will continue to share information for social commerce purposes. 0.85
. Iintend to continue frequently sharing information for social commerce purposes. 0.86
Intention . . . . . [38]

Sharing information for social commerce purposes will continue to be part of my 0.87

daily activities. :

I often share information for social commerce purposes. 0.88

Behaviour I am happy to share my experiences of social commerce with other users. 0.89 [57]

I often share information for social commerce purposes. 0.85

I worry about how social commerce platforms use my personal data. 0.84 If-developed

It frequently concerns me when a social commerce platform demands personal data. 0.84 Si i Zve O};le ¢

CUPI I am against providing personal data to social commerce platforms. 0.83 als,e on td €

I'have concerns that my personal data is passed on to third-parties by social qualitative data
0.81 and [48].

commerce platforms.

Having control of your own personal data is essential for privacy. 0.84

I feel more confident when I can control the information I supply to a social 0.83 Self-developed,

commerce platform. based on th

PCPI Privacy settings are important for controlling data provided to a social asec ontie

0.82 qualitative data

commerce platform. nd [59]

I am more likely to take part in social commerce when I can control the use of my 0.81 and 1571

personal information supplied to the platform. ’

I believe privacy policies reflect a social commerce platform’s commitment to 0.80

protecting users’ privacy. ’

I believe that privacy statements mean that my personal information will be properly 078 Self-developed,

safeguarded by social commerce platforms. based on the

AAPP I feel confident that social commerce platforms genuinely try to comply with their 083 qualitative data
privacy statements. ’ and [60].
I believe that privacy policies on social commerce platforms are an important and 081

effective approach to building trust among users.
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Table 5. Correlations, Cronbach’s alpha (CA), composite reliability (CR) and average variance
extracted (AVE).

Correlations
Constructs CA CR AVE
1SI IS CUPI PCPI AAPP
Intention 0.87 0.86 0.71 0.84

Behaviour 0.88 0.84 0.73 0.55 0.85

PICU 0.85 0.85 0.70 0.63 0.70 0.84

PIC 0.86 0.81 0.67 0.55 0.65 0.75 0.82
AEPP 0.88 0.80 0.65 0.52 0.63 0.64 0.57 0.79

Note: Square root of AVE shown in bold as the diagonal.

5.7. Results of Structural Model Evaluation

Structural model analysis evaluation and hypothesis testing was carried out using
SmartPLS, and the results are shown in Figure 2. This shows that PCPI, CUPI and AAPP
account for 53.8% of the variance in intention to share information and 69.2% of the variance
in information sharing behaviour. This means that a significant amount of variance is
explained [84]. The results of the research suggest that all of the study’s hypotheses are
supported. PCPI, CUPI and AAPP were all found to have significant effects on users’
attitudes towards information sharing, as well as their intention to share information. This
has a consequent effect on information sharing behaviours in an s-commerce context. The
t values and standardised path coefficients of the model are presented in detail in Table 6.

CcuPl A
03877
. .| Intention to use social o Social commerce
AAEE 041 commerce (R?=53.8%) 0.75"= — behaviour (R = 69.2%)
03477
PCPI

Figure 2. Research model (results of structural model evaluation using the whole sample, *** p < 0.01).

Table 6. Path coefficients and t values for full sample.

Standardised Path

i ?
Hypothesis Coefficient T Value Support?
H1: CUPT has a significant impact on users’ intention to share private
. . o 0.38 5.55 *** YES
information for the purpose of engaging in s-commerce.
H3: AAPP has a significant impact on users’ intention to share
. . . . 0.41 5.59 *** YES
private information for the purpose of engaging in s-commerce.
H5: PCPI has an impact on users’ intention to share private
. . L 0.34 5.10 *** YES
information for the purpose of engaging in s-commerce.
H?7: The intention to share personal information influences users 075 6.56 ++* YES

information sharing behaviour.

Note: ***: 0.001 significance.

Further, the model fit was based on PLS-SEM as shown in Table 7. The fact that the
two indices, NFI (normed fit index) and CFI (comparative fit index), are both above the
recommended threshold (0.9) suggests that the model was a good fit. Further, the RMSA
(Root Mean Square Error of Approximation) was below the recommended threshold of
0.05 [85], again suggesting the acceptability of the model. The chi-square value was 2.21,
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which is also less than the recommended threshold of 3.0 [86]. All the model-fit indices
exceed the normal acceptance levels, confirming that the measurement model was a good
fit with the data collected for this study.

Table 7. Goodness of fit indices.

Fit Index Results Recommended Criteria

Absolute fit measures

Chi-Square (x2/DF) 2.21 <3.0

RMSEA 0.043 <0.05

GFI 0.938 >0.90

SRMR 0.939 >0.80

Incremental fit measures

AGFI 0.931 >0.90

NFI 0.953 >0.90

IFI 0.951 >0.90

CFI 0.976 >0.90
Parsimonious fit measures

PNFI 0.673 >0.50

PGFI 0.632 >0.50

5.8. Gender Differentials Based on the Model—Analysis of the Model Paths

A multi-group partial least squares (PLS) analysis was used to test the hypotheses
concerned with gender differences (male/female). This was achieved through comparison
of the corresponding path coefficients in the structural model of both groups using a t-
test [87]. PLS is also useful for identifying differences among subgroups [88]. The analysis
of the sample (male:female = 133:132) showed that the standardised path coefficients were
significantly higher for females compared to males (p < 0.05), supporting H2, H4, H6 and
HB8 (see Table 8). Although they are statistically significant, the standardised comparisons
between females and males (ranging between 0.14 and 0.17) are small [81].

Table 8. Standardised comparisons of paths between females and males.

Femat e Slondartioed
(1 =132) (n =133) ot
Hypothesis of Paths Support?
Standardised -Value Standardised £-Value A Path
Path Coefficient u Path Coefficient u (Female-Male)
H2. 0.61 *** 5.58 0.46 ** 4.94 0.15 YES
H4. 0.51 *** 5.11 0.37 ** 3.21 0.14 YES
Heé. 0.62 *** 5.42 0.47 ** 4.90 0.15 YES
H8. 0.71 *** 5.72 0.54 *** 5.15 0.17 YES

Note: ***: 0.001 significance, **: 0.01 significance.

6. Discussion

With the constant advancement of technology, it becomes ever easier to capture, store
and share information. As a result, it becomes more and more difficult to protect and
control personal data while online. In recent years, this has become a critical issue, as
the number of people spending a significant amount of time online increases rapidly and
as activities such as s-commerce emerge which require individuals to make private data
available to host platforms. However, although the protection of online privacy is one of
the most important and challenging issues in today’s digital world, the majority of studies
related to the subject tend, understandably, to focus on the ethical behaviours of companies,
individuals and public organisations [16,89,90].
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In this study, we are more focused on how concerns over information privacy affect
users’ attitudes and intentions to engage with online services. In particular, we seek to better
understand how privacy concerns impact sustainable engagement with the relatively new
activity of s-commerce, and whether this impact varies between genders (male/female).
The paper seeks to contribute to the existing gender-based narrative on online information
sharing and privacy issues. While there are several studies which examine the relation
between gender, intention and behaviour, there are relatively few that focus on this rela-
tionship in the context of s-commerce. The paper is further differentiated from the existing
literature in that it uses a two-stage method, consisting of quantitative and qualitative ele-
ments, to systematically develop the research model. Carried out in two stages (exploratory
and confirmatory), the research provides a more detailed and nuanced understanding of the
relationship between gender, privacy concerns and active engagement with s-commerce.

We divide our further discussion into two parts: one focussing on implications for
theory and investigation in the academic context, the other on managerial implications.

6.1. Implications for Research and Theory

The research produced a number of outcomes which add to our current knowledge.
Most notable of these outcomes is the importance of three specific themes related to informa-
tion privacy, namely, CUPI (Collection and Use of Personal Information), PCPI (Perceived
Control of Private Information) and AAPP (Awareness and Acceptance of Privacy Policy).
The findings of the study showed, for example, that CUPI strongly influences users’ attitude
and intention (H1), which, in turn, influences their sustainable behaviours (with respect to
s-commerce). This finding reflects the work of other researchers [47,49], who have found
that privacy is a primary concern to those who share information for the purposes of
engaging in s-commerce.

A similar result was found for PCPI (H5), highlighting the importance of how the con-
trol of information is perceived. It has been demonstrated that while users of social media
and s-commerce platforms do not have much actual control, greater PCPI has a powerful
effect. Other studies have implied the same effect by demonstrating that, in a similar way,
greater perceived risks can reduce users’ engagement with online platforms [91,92]. This
means that strategies such as giving users more settings for the control of their information
and ensuring that privacy policies are in place are likely to increase the perception of control
and, therefore, levels of engagement. As noted before, there is an important responsibility
implied here to ensure that users are not given misleading perceptions and hence drawn
into inappropriately risky behaviour.

The study also found that AAPP influences users’ intention to engage (H3), in that the
greater the level of AAPP of users on an s-commerce platform, the more they are likely to
engage. This finding is echoed by some similar studies, such as those by [93,94]. Although
there is widespread recognition that, in practice, users rarely read or understand privacy
policies, it is crucial that they exist and that users have confidence in them [38].

Possibly the most significant contribution of this paper is that it highlights a potential
weakness in the assumption of the existing literature concerning information sharing. This
assumption is that the various factors which influence the decision to share information
online, and specifically in an s-commerce context, affect males and females to a similar
extent [16,95]. This study, however, found that while key factors such as CUPI, PCPI and
AAPP all influence the decision of both males and females to share private information, they
do so to different extents. This supports the contention that gender plays a moderating role in
an individual’s intentions and behaviour in terms of private information sharing [24,67,91],
and provides a basis for future researchers to explore further the impact of gender on
sustainable engagement with s-commerce, as well as other online activities where loss of
online privacy represents a significant risk.

This study found, for example, that the impact of all our variables on intention and
behaviour was higher in the case of females, but it does not provide detail on the reasons for
that. The qualitative part of our investigation provides some insight into possible reasons
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for the observations elsewhere in the literature (see Tifferet’s review and meta-analysis [24])
that women have generally greater concern over privacy: we see female participants less
likely to take the view that some risks in s-commerce are inevitable and to that extent
are not worth worrying about. This observation also lends some support to Tifferet’s [24]
conclusion, after canvassing a range of possible explanations, that men’s lower level of
concern over privacy in social media generally is probably not explained by men having
greater technical skill. Strikingly, however, if women's level of concern is higher, our results
show that this is nonetheless more likely to combine with a higher intention to continue
engagement. This may suggest that women will both be more demanding of platforms’
addressing their privacy concerns and also be more optimistic that their demands will
ultimately be met.

Perhaps unsurprisingly, the highest level of influence between factors in our model
is between intention and behaviour. But the influence between these is also where we
find the greatest gender difference (HS8 in Table 8): women'’s expressed future intention
to engage is much more likely to be consistent with their reported current engagement
behaviour; men are more ambivalent about continuing their current practices in engaging
with s-commerce. An explanation for this awaits further research, along with possible
implications for a sensitivity to gender in approaches to sustainability of engagement with
social commerce.

We are contributing to a more complete awareness of gender differences in the context
of information sharing, which still needs further development. An improved understanding
of these issues will have substantial practical implications. These will emerge especially
in allowing social media and s-commerce platform designers to create privacy strategies
and features that more effectively maximise adoption of, and sustainable engagement with,
their services in the context, noted earlier, that the usage patterns (and markets) of many of
these services are strongly differentiated by gender.

We noted above that s-commerce occurs within a social context that strongly conditions
the risks and mitigations that are mediated by the technology. This context also strongly
conditions users’ perceptions, and it includes important aspects such as culture. We
acknowledge that the present study, being carried out in Saudi Arabia, has a specific cultural
setting which could influence the outcomes. Al-Omoush et al. [96] discuss extensively the
impact of Arab culture on social commerce but have little to say directly about either gender
or privacy. However, Zerbini et al. [13], based on a substantial review and meta-analysis,
claim that “in individualistic and indulgent cultures, the effect of privacy concerns on
intention diminishes”: because Saudi Arabia is a relatively non-individualistic culture, this
might suggest a more sustained concern with privacy risk. Moreover, the Saudi culture
can give rise to relatively larger gender differences in various respects compared with
some other cultures. This may include attitudes to privacy [38,97]. We note this, below,
among the limitations of the study, but we note also that ultimately a broader picture
across cultures will only emerge from comparing specific studies such as this one. A large
cross-cultural study, even if it could be run, would be challenging to control any more
effectively in terms of the complexity of the factors involved.

6.2. Managerial Implications

The findings of this study have several implications for social commerce managers. In
the context of social commerce, perceived control of private information (PCPI) is a critical
issue, especially for women. The literature establishes that women are more likely to be
concerned about their privacy than men [24], and they are less likely to engage in social
commerce if they do not feel confident that their private information will be protected. This
is likely due to a number of factors; for example, women are more likely to be concerned
about the potential for their personal information to be used for marketing purposes [98].

In addition to standard guidelines on transparency and the provision of privacy
policies, we can make several recommendations:
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1.  Social commerce managers should focus on enhancing both Perceived Control of
Private Information (PCPI) and the perceived benefits of social commerce in order
to increase women’s engagement. They should also consider the unique privacy
concerns of women when designing their platforms and marketing campaigns.

2. Awareness and Acceptance of Privacy Policy (AAPP) is an important factor in user
engagement, as users who are aware of and accept the privacy policy of a platform
are more likely to engage with that platform. AAPP can be influenced by a number of
factors, including the clarity of the privacy policy, the perceived trustworthiness of
the platform and the user’s own privacy concerns [5]. Gender is one of the factors that
can influence AAPP, with women being more likely than men to be concerned about
their privacy and less likely to accept privacy policies that they do not understand
or trust [99,100]. Platforms should take gender into account when developing their
privacy policies and marketing campaigns. They should make sure that their privacy
policies are clear and concise, and that they address the specific privacy concerns of
women. They should also build trust with women by being transparent about how
their data are collected and used.

3. Managers should consider the target audience, the regulatory environment and the
technological landscape when developing their privacy policies and marketing cam-
paigns. The privacy concerns of different users may vary depending on their age,
gender and location. Managers should tailor their privacy policies and marketing
campaigns to the specific needs of their target audience.

4.  Collection and Use of Personal Information (CUPI) is an important factor in user
engagement, as users who are concerned about how their data will be used and
shared are less likely to engage with a platform [8,24,38] unless they are effectively
reassured that the platform protects their data. The effect of CUPI can be influenced
by a number of factors, including the perceived trustworthiness of the platform, the
user’s own privacy concerns and the platform’s privacy practices [101,102]. Platforms
can address the appropriate scepticism inherent in CUPI by being transparent about
how they collect and use data, by building trust with users and by taking steps to
protect user privacy. Gender can play a role in CUP], as different genders may have
different privacy concerns. For example, a study by Mutambik et al. [38] found that
women are more likely than men to be concerned about their personal information
being used for marketing purposes. They are also more likely to be concerned about
their personal information being used to track their online activity.

Managers can overall take a more general approach to addressing CUPI, recognising
PCPI and justifying AAPP, by creating a culture of privacy within their organization. This
includes educating employees about privacy issues and making sure that privacy is a top
priority in all decision making. By taking these steps, managers can help to create a more
trustworthy environment for users, which will work with privacy concerns and develop a
strong and positive path towards more responsible and sustainable user engagement.

7. Conclusions and Limitations

Social commerece is a rapidly growing subsector of e-commerce, but it faces significant
challenges, including issues of privacy, trust and ethics. This study set out to identify the
key factors that have a significant impact on users’ intention to share private information
for the purpose of engaging in s-commerce. In particular, we sought to provide insights
as to whether these factors vary with gender. In the study, we found three key aspects of
privacy that influence ongoing user engagement with social commerce: Awareness and
Acceptance of Privacy Policy (AAPP), Collection and Use of Personal Information (CUPI)
and Perceived Control of Private Information (PCPI). Addressing our research questions
(RQ1), we found that these three factors affect male and female participants to identifiably
different extents (Table 8). Addressing RQ?2, the study found a connection between these
intentions and engagement behaviour, also reflecting the difference in strength by gender.
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A theoretical question raised by this research is around the relative independence of
CUPI and PCPI: one might speculate that concern about misuse of information would be
tightly coupled to the perception of control over that information, yet these appear as inde-
pendent constructs in our analysis (see Table 4). This warrants further investigation. The
findings of this study have managerial and other implications for social media platforms
and other social commerce providers, as noted in Section 6.2.

The findings of this study have also laid foundations for future research, as mentioned
in Section 6.1, and pointed towards implications for other online contexts. The study could
have benefitted from research into whether other (independent) control variables—e.g.,
ethnicity and cultural context—could impact sustainable consumer behaviour and could
also have further explored other constructs, to confirm the full mediating impact of CUPI,
PCPI and AAPP. Similarly, other variables such as whether the user normally uses a mobile
device or a desktop could affect behaviour. However, at this stage, the focus adopted has
allowed us to take a clear step forward. Other constructs could usefully be explored in
future studies. Finally, it should be noted that the study uses a cross-sectional approach,
which neglects the dynamic and evolving nature of attitudes to privacy, and that the
research sample was focused on a single geographic region (Saudi Arabia). This could
introduce a number of biases, such as sociocultural and economic biases. Further research
in other cultural settings and perhaps with a larger, more contextually diverse, sample is
therefore recommended.
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