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Abstract

:

The digitization of logistics processes enables, among others, real-time data exchange, which is currently the driving force of the modern economy, as well as functioning supply chains. Digital transformation has been accelerated in recent years, primarily by the development of the Industry 4.0 concept. It is also perceived as a trend supporting the sustainable development of organizations and industries. The main research challenge was identifying current research directions related to the digitalization of supply chains. Therefore, this article aims to present the literature review results of the last five years (2018–2022) regarding the digitalization of supply chains. The research used the PRISMA method (The Preferred Reporting Items for Systematic reviews and Meta-Analyses), and 127 articles were analyzed. On this basis, we proposed a two-level qualifications framework that includes eight core categories and sixteen subcategories. The main contributions of this work are as follows: providing a complete and up-to-date (last five years) literature review on supply chains in the digital age from a global perspective that summarizes the current state of the art in an integrated framework; and provides an indication of the two most significant challenges currently observed, which are interrelated. The first key challenge is the digital transformation of businesses and supply chains; the second is sustainable development, which focuses on the Sustainable Development Goals; reducing the complexity of the issue by providing structure and clarity (Identifying categories and subcategories as the mind map); and identifying research gaps that we will work on in the future. Based on the review, we indicate three identified research gaps: there is a lack of research assessing the use of digitalization to build supply chain resilience; there are no studies evaluating the risk of the negative impact of technologies and threats on relations integrating future supply chains; and there is a lack of research on the changing role of man in modern logistics systems.
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1. Introduction


Real-time data exchange is a major driving force of modern economy and society and is viewed as a core engine of the Fourth Industrial Revolution [1,2]. For this reason, we have been observing the intensive development of digitization processes and the technologies supporting them for several years. Initially, digitization was mainly identified or associated with the electronic version of a document or sound [3]. Currently, however, this concept is perceived from a broader perspective and is identified with the various socio-technical phenomena and processes of adopting and using digital technologies in a more comprehensive individual, organizational, and societal context [4]. The critical issue in the contemporary understanding of digitalization is the awareness that it is not only a process of technology adoption but, above all, a fundamental change taking place in organizational strategy, business processes, organizational knowledge, and the whole socio-technical organizational system [5]. This point of view is also confirmed by research [6], according to which digitalization introduces changes regarding the following: (1) technical capabilities and technological infrastructure in the organization, (2) organization strategy and development directions, (3) human factor potential, and (4) integration of all. For this reason, it should be stated that although digitalization is mainly associated with technological changes, other factors also determine the success of its implementation.



Digitalization is now a trend that forces enterprises to adapt and improve their digital capabilities in every respect. This is emphasized by many authors, including [5,7,8]. Digital technology transforms the internal and external elements of the organization and their mutual relationships, significantly affecting the company’s performance [9]. Technological and organizational changes also significantly impact the human factors in the implemented processes. Human capital is the basis of any undertaking related to organizational changes [6]. For this reason, digital transformation also forces the development of specialized capabilities in an organization’s employees and workers [10,11].



Digital transformation is also perceived as a trend supporting the sustainable development of organizations and industries. Many authors (e.g., [12]) indicate that the Fourth Industrial Revolution intensively supports the transition of enterprises towards more sustainable and circular production models. Jabbour et al. [13] emphasize that future initiatives related to the development of the circular economy will have opportunities and challenges that depend on applying new digital technologies. These technologies provide organizations with smarter products, devices, and services, which assist businesses and their value chains and reduce environmental impacts [14,15]. On the other hand, some studies show the negative impact of Industry 4.0 on the environment. As Chen et al. note, this is due to [16]: (1) the generation of large amounts of e-waste; (2) absorbing more and more materials, which speeds up the depletion of natural resources; and (3) high energy consumption and large emissions generated by data centers. Therefore, research on the impact of digitization on sustainable development should focus on both positive and negative effects.



Digitalization also supports the integration of management structures [17] and cooperation in supply chains. In today’s dynamically changing supply chains, their links face many challenges in their activities, such as global competitiveness, a lack of adaptability, and time to market [14]. For this reason, digitalization in supply chains is mainly focused on implementing many techniques that monitor real-time items, reduce idle time in production, visualize a smart interconnected network, make more efficient use of resources, optimize supply chain inventories to enable supplier risk assessment, and provide excellent visibility along the supply chain [18]. However, as Herold et al. note, despite the growing interest in digital services and products, the emergence of digitalization in the logistics and supply chain industries needs more attention [19]. This is incomprehensible because, as Kayapinar Kaya and Aycin note, any changes in production are directly reflected in supply chains [18]. For this reason, implementing Industry 4.0 solutions in manufacturing will also force transformations from the traditional to the digital supply chain. They also note that this is possible by integrating physical logistics processes with digital data and increasing the visibility of each link in the supply chain [18]. For this reason, digital transformation is one of the key trends whose development has a significant impact on the current functioning of supply chains and the future directions of changes and investments. Therefore, we considered it justified to conduct a literature review, the purpose of which was to seek answers to the following research questions:




	
Q1: What are the research directions related to the digitalization of supply chains over the last five years (2018–2022)?



	
Q2: Which research areas are particularly interesting to the scientific community (high publication rate), and which are still in the early stages of development or less popular?



	
Q3: Is there a research gap that should be analyzed due to recent economic and political changes?








The aim of this article is, therefore, to present the results of the literature review, which, in addition to the answers to the research questions defined above, makes an essential scientific contribution in the form of:




	
Development of a two-level classification framework for research in the analyzed area according to the assumptions of the concept map;



	
Conducting the qualification procedure following the adopted distribution criteria based on the results of the literature research;



	
Detailed characteristics of research on the digitalization of supply chains from the last five years.








The outline of this review paper is as follows: Section 2 presents the research method based on which we identified and selected articles as part of the prepared literature review. Section 3 describes the main results of the bibliometric analysis. Section 4 presents the detailed results of the analytical procedure, including a map of concepts, the division into categories and subcategories, the results of the classification procedure, and the characteristics of articles assigned to individual categories. Section 5 will deliver the discussion results, define theoretical and practical contributions, and identify the research gaps in the analyzed area. Finally, Section 6 describes the conclusions, limitations, and further lines of planned research.




2. Materials and Methods


Booth et al. [20] distinguish two types of information (overview) documents. Depending on the method of conducting the review, the following can be distinguished: (1) review plan, a method understood as a more informal note prepared for research; and (2) review protocol, which is a very detailed information document about the characteristics and methodological and analytical approach adopted in this study. The PRISMA (the Preferred Reporting Items for Systematic reviews and Meta-Analyses) protocol was used for this study to minimize bias in selecting bibliographies for the literature review. Moreover, a graphical diagram of the procedure was presented to enable the reader to view the research procedure adopted by the authors (Figure 1).



Like any research activity, a systematic literature review should be properly planned (phase 1). In our case, planning the review involved determining the scope of this study and selecting the method, which was then used to answer the research questions. Then, an initial literature search was carried out to determine the scope of literature on the topic of interest to us, and verification of alleged research gaps in scientific research was conducted. Thanks to this, we ensured that the planned literature review was necessary. We have confirmed that no systematic reviews are analogous to the one we are planning. At this stage, the final form and wording of the research questions were also established. The right keywords were identified, and because they determine the scope of the obtained database and affect the results of the entire review, the proposed list of keywords was subject to internal discussion in the research team. At this stage, the electronic indexing databases used in this study were also indicated, and the criteria for the inclusion and exclusion of publications for this study and the search strategy used in the entire search were established.



Two selected electronic indexing databases were searched using keywords in the second research phase. The article search strategy was based on the search procedure for scientific publications in: (1) The Web of Science (WoS) Core Collection, an indexing database provided by Clarivate Analytics—it is an interdisciplinary (multidisciplinary) research platform that records the content of over 12,000 high-profile journals and over 160,000 conferences worldwide; (2) Scopus, an indexing database provided by Elsevier—indexes content from 24,600 active titles from 5000 publishers. We chose these two databases because they contain publications from the most important publishing houses and conferences related to technical sciences and management. At the same time, the materials published in them are subject to scientific reviews, which allows the research to include results with the required quality parameters. The free-text searching strategy was also used, which allows searching for specific words in the topic fields, i.e., in the title, abstract, and keywords (considering differences in spelling rules) and using search filters.



In review publications, keywords constitute a specific framework that specifies the analysis area. Choosing keywords allows researchers to reach the most appropriate target group. Since the keywords selected for the review determine the scope of the primary database obtained and affect the results of the entire review, the prepared list of keywords was discussed with the research team. The first keyword in finding the right publications for the analysis was the term “supply chain”. It was chosen freely based on a basic premise, i.e., the main keyword was taken from the title of the article we prepared due to the primary research area. The second concept of searching for publications was “digital”. It was chosen because we consider the digitization of operations in supply chains. The third keyword chosen for this study was the term “technology”, because we are interested in the context of technology in this study. The last concept included in the review was the concept of “digitalization”. The effect of digitization is the digitization of the supply chain, whose development has been accelerated due to the implementation of the Industry 4.0 concept. And this aspect of the functioning of modern supply chains is crucial for us, following the research questions posed in Section 1.



With a list of scientific publications that met all the criteria for inclusion in the review, detailed analysis and selection were carried out. In the first place, those publications that were duplicated in both indexing databases were removed. Based on a detailed review, scientific publications whose description went beyond the scope of the conducted research, e.g., related to banking, were excluded. As a result of individual analyses and internal discussion in the research team, 127 scientific publications were included in further qualitative and quantitative analysis. Detailed quantitative results of the procedure following the PRISMA protocol are presented in Figure 2.



Thanks to a well-thought-out and systematic review of scientific publications, it was possible to proceed to the following research stage. The synthesis and content analysis of 127 selected scientific publications following explicit and consistently applied rules prevented intentional manipulation of the content analysis results.



The synthesis and analysis of the results first required organizing data from scientific publications and grouping them into logical categories. The next step was critically analyzing each scientific publication, its content within the separate categories, and its evaluation. As a result of the research conducted, seven main categories of scientific publications were specified (Figure 2).




3. Bibliometric Analysis


Bibliometric analysis was used to quantitatively analyze 127 selected open-access scientific publications published in 2018–2022 (Figure 3). It uses mathematical and statistical methods to evaluate the results of scientific activity in an interesting research area. Let us recall that scientific publications were selected based on two databases indexing scientific works: Web of Science and Scopus. The proceedings were completed in December 2022.



The growing number of published scientific papers from year to year indicates that the selected thematic area of research is important for science and economic practice. Digitalization in the current world is becoming a priority for enterprises and supply chains. It helps enterprises and organizations transform their activities and processes into systems supported by modern, highly advanced technology.



For this study, research areas related to the indicated research area were verified. In total, 53 areas of knowledge were specified, which shows that the researched subject is characterized by multidisciplinary specificity, which is related to the mutual complementation of issues and concepts from various fields of science. There are six leading areas of knowledge, of which three can be considered crucial, as their total share is about 84% (Table 1).



The Business Economics group includes 39 scientific publications. Digitalization takes place at many levels of the functioning of enterprises and supply chains. It focuses on economic factors that affect business, as confirmed by the articles included in this group. Publications in this area of knowledge focus on management and applied economics, and 35 scientific publications were assigned to the Engineering group. Publications in this knowledge area use technical, scientific, practical, and empirical knowledge to digitize enterprises and supply chains. The area of knowledge in Environmental Sciences: Ecology (33 scientific publications) is also not surprising. Research confirms that the digitalization of business supports the processes of achieving sustainable economic practices and focusing on greater sensitivity to environmental and social aspects.



The bibliographic analysis lists the six most crucial source titles in which the identified scientific works appeared (Table 2). The Sustainability magazine had the most significant impact on promoting research in the researched area. A total of 21 scientific publications were published under this title alone. In other cases, the total number of published articles did not exceed two.



MDPI (the most significant number of publications—38) is the leading publisher promoting publications on the analyzed subject. It is a publishing house that supports the policy of free and unlimited access to the full texts of published articles. Elsevier is also quick to act to meet various open access requirements—25 scientific publications have been identified here (Table 3).



An analysis was also carried out using a tool for analyzing knowledge visualization using semantic maps. The result is a science map. Using mapping and visualization opens up new research perspectives in inter- and transdisciplinary fields. The analysis allows for examining the structure of science, a field, or an area of knowledge.



For keywords, 678 were extracted from 127 scientific publications. The separated set of concepts was subject to the “normalization” process. This means that the listed keywords have been standardized as to the form of writing (lower/uppercase letters, words with hyphens), and nouns have been transformed from plural to singular (e.g., “digitalization”, “artificial-intelligence” to “artificial intelligence”).



The result is a network based on 34 keywords that appear at least five times (i.e., according to the software’s default threshold for the minimum occurrence of keywords). The VOSviewer software [21] was used for this study, which implements the VOS cluster technique (Visualization of Similarities).



The most frequent word is the supply chain, linked with other words 273 times. The second word that is also often connected is the concept of digitalization (271 links).



As a result of the cluster analysis using the VoSviewer software version 1.6.9, three conceptual clusters were identified by separating a group of similar objects (Table 4), which intensively coexist. These clusters are a set of closely related objects (Figure 4).



The conceptual clusters listed on the semantic map are internally highly uniform and externally highly differentiated. Conceptual clusters are like separate sub-areas of knowledge; you can see their connections as interactions on the map. Sub-areas of knowledge can interact with each other, change, and develop each other.




4. Results


The analysis of publications allowed us to identify eight research categories and 16 subcategories, which were presented as a mind map (Figure 5). It should be noted, however, that based on the content of the selected articles and the scope of the research described, it was possible to classify them into two or more categories. The assignment of individual articles to defined categories and subcategories is presented in Table 5, which is attached to the article.



4.1. Literature Review


The digital revolution has continued for many years, and Industry 4.0 has only intensified its development and application. For this reason, many authors undertake the challenge of reviewing the literature, the purpose of which is to identify existing research gaps, determine current and future directions of research conducted in the world, and answer questions important from the point of view of their research in this area.



4.1.1. Circular Economy (CE)


Researchers point to the need to involve digital technologies in the Circular Economy [12]. Remanufacturing is recognized as a key CE strategy. The key to remanufacturing success is leveraging existing and emerging digital technologies to shorten and strengthen the links between product manufacturers, users, and remanufacturers [22]. Researchers point to pursuing a holistic achievement of sustainable digitalization to benefit people, prosperity, and the planet and implement the Sustainable Development Goals [23]. In the context of the Circular Economy, they explore the use of new technologies [24]. Tavana et al. discover big data, data analytics, blockchain, artificial intelligence, machine learning, and the Internet of Things as the most critical technologies for facilitating supply chain digital transformation [25].




4.1.2. Traceability and Agility


Researchers identify research gaps, for example, between theoretical frameworks and actual implementations of traceability [26]. Based on a literature review, Chang and Chen examined blockchain technology’s current state and future directions in supply chain management [27] toward agility and traceability. Seyedghorban et al. indicate that the area of supply chain digitalization is starting to attract growing attention; however, its research status remains unclear [28]. Another review shows a two-way managerial approach to the relationship between digitalization and open access [29]. Conversely, Amentae and Gebresenbet identified infrastructure and cost challenges for practical applications [30]. Researchers indicate that breakthrough technologies such as IoT, blockchain, and artificial intelligence are gradually affecting the modus operandi of the food industry, especially regarding the traceability of products and ingredients [31]. Meanwhile, the public sentiment analysis on this topic showed a generally positive social overtone to technological changes in agri-food production [32]. Park and Li focus on blockchain-based supply chain management and its sustainability performances in environmental protection, social equity, and governance efficiency [33]. They pay attention to supply chain management’s transparency, reliability, traceability, and efficiency.




4.1.3. Disruptive Technologies


Researchers explore scientific advances related to breakthrough technologies through a literature review [34] and chart promising paths for future research [35]. They highlight the impact of digital transformation on small and medium enterprises (SMEs) [36] and the integration of sustainable economic development and digital technologies [37].



On the other hand, Hänninen et al., based on a review of the retail literature, determined the future directions of the development of retail supply chains [38]. They identified five research areas that aim to better understand technological and digital developments in the retail sector. Mthimkhulu and Jokonya suggest that technical factors (security, complexity, and cost), organizational factors (management support), and environmental factors (competition, IT policy and regulations, and support) affect the adoption of blockchain technology in the supply chain and logistics industry [39]. Chen et al. identify practices relating to the management of sustainable work development based on digital technology and indicate best practices [40].



Researchers are also analyzing breakthrough technologies through systematic literature reviews. Based on the analyses, a supply chain innovation matrix was developed that links operational and management practices to innovation outcomes [41]. An analysis of digital technologies by Samoggia et al. allows a better understanding of their most popular features [42]. Li and Kassem indicate that distributed ledger technology (DLT) (e.g., blockchain) and smart contracts to ‘supplementary’ technologies are used in conjunction with other technologies, e.g., applications [43].




4.1.4. Models


In one of the papers, the authors identified 28 models of maturity. Each focuses on a specific supply chain function or digital technology [44]. Whereas Queiroz et al. proposed a new perspective on categorizing maturity levels [45]. As part of the analysis presented in [46], the authors proposed possible ways of implementing digital transformation for specific supply chain models. The research presented in [47] highlights the features of high-performance food production chain models.





4.2. Digital Transformation


As defined by Abdallah et al. [6], digital transformation is a customer-centric mechanism that enables continuous improvement in the productivity of the manufacturing processes using advanced digital technologies, such as cloud computing, the Internet of Things (IoT), big data analytics, digital twins, and artificial intelligence, in all aspects of the organization. Digital transformation is perceived as a solution to improve the current cooperation of partners in supply chains through better communication, greater transparency, and, above all, faster data exchange. For this reason, many authors in their research define a conceptual framework for the effective implementation of digital technologies to improve processes carried out by individual organizations as well as cooperation between links in the analyzed supply chains. Abdallah et al., in their research, distinguished four areas of the digital transformation framework [48]: (1) people; (2) enabling technology and tools; (3) business processes; and (4) strategy and leadership. In many cases, digital transformation analyses are universal, referring to broadly understood production processes and the implementation of Industry 4.0 solutions in global supply chains. Some publications, however, focus on selected sectors and the specificity of supply chains operating in them. With all this in mind, we propose the creation of four subcategories in the “Digital Transformation” category.



4.2.1. Framework of Digitalization


The conceptual framework for implementing digitalization is most often related to improving the production or purchasing process. An example of such research is purchasing digitalization and assessing data analysis’s role in digitizing orders, as presented in [49]. On the other hand, Sjodin et al. presented a proposal to modify purchasing process models by implementing digital solutions [50].



In some publications, the authors focus on selecting an appropriate digitalization strategy and identifying the required implementation stages. Ho et al. identified and evaluated three approaches for formulating digital strategies in production supply chains [51]: (1) top-down, (2) bottom-up; and (3) mixed. Every identified typology is supplemented with determinant criteria for digital supply chain strategy formulation, i.e., number of suppliers, market demand, and product types. A proposal for a framework for implementing digitalization in manufacturing enterprises was also developed by [52]. The framework he presented can be used to position and discuss companies’ digitalization and automation initiatives concerning business-, manufacturing-, and supply chain- digital strategies. Many authors [6,48] also identified the most critical steps in implementing digital transformation for manufacturing supply chains. On the other hand, Deepu and Ravi, in their research, identified key decision-making factors that became the basis for developing a conceptual framework for effective digitalization of the supply chain [53]. A conceptual framework for using digital transformation to improve redistributed manufacturing was also presented by [54].



The framework for implementing digital technologies is also examined in the context of developing management concepts that support the functioning of supply chains. Ehie and Ferreira proposed using digital technologies to improve basic supply chain management processes under the SCOR model (Supply Chain Operation Reference model) [55]. Their research aimed to understand the conditions under which supply chain digitalization is more or less effective. In [56], however, digitization was proposed to improve the concept of DDMRP (Demand-Driven Material Requirements Planning).



The implementation of digitalization often requires organizational and process changes. For this reason, Genzorova et al. proposed changes to business models adapted to the opportunities and requirements of digital transformation [57]. At the same time, Chen et al. developed a new supply chain coordination model based on data exchange using digitalization [17]. In [58], the authors proposed using digitalization to modernize processes in a selected enterprise, including as part of its cooperation with cooperators. Also, Chen et al. [59] have developed an integrated management structure based on digitization for the functioning of supply chains. Dolgui et al., in their research, developed an implementation framework for a reconfigurable supply chain that responds to the needs of changing environments [60]. A critical element of this framework is the use of digital technologies.




4.2.2. Assessment of the Impact of Digitalization on the Functioning of SC


The development of the concept of digitalization has had a powerful impact on changes both in individual enterprises and entire supply chains. For this reason, an important research area of this concept is the analysis of the impact assessment of the implementation of digitalization, which relates to both individual links and the entire supply chain. An example is the research presented in [61], which assessed the impact of digitalization on fast, fair, and safe humanitarian logistics. The presented results of the analysis may also concern a specific group of enterprises that come from one region. Examples of such analyses are presented in [62]. The authors assessed the level of impact of technology development and digitization on supply chains and organizational performance in Malaysian manufacturing enterprises. Digitalization is often analyzed in the context of global supply chains. For this reason, some authors assess its impact on the internationalization capacity of enterprises, in particular in the SME sector [36]. On the other hand, Gviliya et al. studied the depth of logistics integration and the accompanying level of digitalization in inter-organizational logistics entities [63].



One of the areas of impact is assessing the impact of digitization on building resilience throughout the supply chain. The research presented in [64] found that the development of digitization in individual chain links positively affects the level of their resilience. The impact of digitalization on building resilience in short food supply chains was also analyzed in [65].



Researchers in various aspects assess the impact of digitalization. The research presented in [66] is an example of an analysis that considers the mutual relations between objects of influence. The researchers proposed a model considering the interrelationships between Industrial Innovation, Inequality, and Inflation. Using the interplay between these variables, the researchers analyzed various scenarios, considering technology development, inequality rise, and massive unemployment, and providing an archetype for digital transformation and its impact on sustainability models. A broad view of the impact of digitalization was also presented by [67]. The authors identified and analyzed the impact of the Industrial Revolution 4.0 on goods and service production processes. The results indicated the breakthrough nature of the introduced changes and the resulting economic, social, and political effects.



Digitization affects not only the modification of existing processes, organizational structures, and technical systems but also the requirements for the competencies of managerial and operational staff. For this reason, in numerous publications, this impact is also analyzed by researchers. This aspect is discussed in detail in the category “Human capital”. The positive impact of digitalization on the creation of social capital and the efficiency of the supply chain was demonstrated, among others, by [68]. It should be noted, however, that such an impact is also assessed in terms of (1) the future role played by the management staff managing supply chains [69]; (2) changes in the directions of personnel development for the management of sea shipping handling deliveries in global supply chains [70]; and (3) as well as changes in the skills of employees employed in construction supply chains [71]. Song also indicates that digitizing container shipping will change the behavior and relationships of stakeholders in individual supply chains [72].




4.2.3. Identification of Challenges Related to Digitalization and Factors Determining Implementation


In many cases, the identification of challenges related to digitalization is preceded by interviews conducted among a selected group of enterprises. An example of such research is presented in [73]. The authors assessed the level of digitization of supply chains in which Romanian enterprises participated. Based on this research, they identified the main challenges emerging in the digitization process and good practices related to its implementation. Research on the challenges related to the implementation of digitization and Industry 4.0 tools was also studied by [74]. Their research indicated that coordination and collaboration are the most significant challenges to adopting Industry 4.0 out of the fourteen identified challenges, followed by resistance to change and governmental support. The implementation of digitization is a challenge, especially for partners in the SME sector. For this reason, Omrani et al. identified in their research, the factors that determine the implementation of digital transformation in small and medium-sized enterprises [75].



A significant challenge regarding digitalization is the selection of appropriate tools and technologies that meet the needs of modern supply chains. Research in this area was conducted by [76], who analyzed the scope of the implementation of new technologies in international business. Their results identified the drivers of the use of particular technologies in global supply chains. Similar analyses regarding the critical criteria for selecting I4.0 technology were conducted by [18]. In their research, the authors also identified the criteria for selecting suppliers to provide these technologies. Apart from traditional criteria such as price, quality, efficiency, and delivery conditions, these are criteria relating to the use of I4.0 technology, i.e., (1) Smart warehouse and shelving systems; (2) Intelligent Transportation system such as GPS, RFID (Radio-frequency identification), and dynamic sensors; (3) Employee training on Industry 4.0; (4) Use of autonomous machine; (5) Internet of Things (IoT) Implementation; and (6) Big data and Cloud computing. Also, Suleiman et al. presented research results to identify areas and concepts supported by Industry 4.0 solutions. They distinguished five such areas [77]: (1) Customer Orientation; (2) sustainability; (3) Knowledge Management; (4) Global Value Chain; and (5) Smart Factory. For each area, the authors proposed selecting appropriate solutions using I4.0 technologies.




4.2.4. Digitalization in the Selected Sector


In some articles, the possibilities of digitalization and its impact on the operation of supply chains are related to a specific sector. The research results for the analyzed sectors are presented in Table 5.
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Table 5. Conceptual clusters for keywords Supply Chain & Digital & Technology & Digitalization; source: own work.






Table 5. Conceptual clusters for keywords Supply Chain & Digital & Technology & Digitalization; source: own work.





	
Sector

	
Research Area

	
Authors






	
Agri-food

	
critical challenges related to the implementation of digitalization

	
[78]




	
improving food traceability and verifying its authenticity through digitalization

	
[79]




	
creating digitization incubators

	
[80]




	
the possibility of using digitalization to improve Agriculture 4.0 solutions

	
[81]




	
building the resilience of short-food supply chain participants through digitalization

	
[65]




	
implementation of digital transformation and automation in the meat industry

	
[82]




	
Automotive

	
the impact of digital transformation on the integration of global value chains

	
[83]




	
differences in the use and impact of digital technologies between manufacturing subsidiaries and lead companies

	
[84]




	
Fashion/Textile

	
using digitalization in creating interactive clothing design systems

	
[85]




	
implementation of an IoT-based solution for warehouse process management

	
[86]




	
Wood

	
restructuring of business processes by implementing digital technologies

	
[87]




	
Metallurgical

	
tools used in the metallurgy in Poland on the way to full digitalization

	
[88]




	
Public services

	
modernization of processes by implementing blockchain technology

	
[89]




	
assessing different approaches to digital transformation in the public services sector

	
[90]




	
Humanitarian supply chains

	
the impact of digitalization on fast, fair, and safe humanitarian logistics

	
[61]




	
configuration of the technology portfolio and overcoming barriers related to the implementation of digital technologies

	
[91]











4.3. Industry 4.0—Disruptive Technology


Another group of publications discusses the digitalization of supply chains and the technologies used. It should be noted that the technological context is widely discussed. For the specified category, five subcategories have been identified.



4.3.1. Blockchain Technology


Supply chain digitalization is a trend that refers to the evolution towards a more intelligent model that includes digital technologies [92]. These are Industry 4.0 disruptive technologies [93]. One of the most attractive technologies for supply chains seems to be Blockchain technology (BCT), which can be combined with others, e.g., Digital Twin [94], IoT [92], and Artificial Intelligence (AI) [95,96]. Mthimkhulu and Jokonya study the impact of blockchain adoption in the supply chain and logistics industries [39]. Digital supply chains are not the only ones struggling with issues such as traceability, transparency, and the trust of supply chain partners. Digital technologies have become more prevalent in different industries, for example, agriculture and the food industry. Many Industry 4.0 technologies (AI, IoT, BD, blockchain, robotics, and smart sensors) are used in the plant supply chain—from farm to fork [97].



Rana et al. [98] indicate that Blockchain technology can be integrated into the supply chain, e.g., in supply chain transactions [99], through data and security management [100], or to support transparency and poor exchange of information between the parties [101]. All of this is to deal with existing problems and improve the efficiency, reliability, and usability of data in supply chains. Blockchain technology helps enhance the various sources of trust in SCM and provides supply chain partners with protection mechanisms to avoid the risks and costs of opportunistic behavior in collaboration, shifting trust from relational to system-based and cognition-based [102]. Blockchain technology can be seamlessly combined with the Internet of Things (IoT) system [103], which generates and uses digital information throughout the chain.




4.3.2. Digital Twin


Blockchain technology ensures digital safety, and the digital twin model of supply chains enables digital mapping of the supply chain in virtual space. The digital twin enables real-time data processing and continuous updating of the status of facilities and processes in this supply chain. The digital model of supply chains will allow for finding reserves to optimize and transform all links of this chain [104], more effective data management [105], improved cooperation between enterprises, identification of inconsistencies, and knowledge transfer [94,105,106].




4.3.3. IoT and RFID


The use of IoT technology in an industrial environment allows for real-time data capture and artificial intelligence, data analytics [107], the introduction of digital traceability technology [108], and increased visibility along the whole value chain [56] to optimize supply chain performance.




4.3.4. Artificial Intelligence


The joint implementation of Artificial Intelligence (AI) and Blockchain technology in supply chains makes it possible to use the synergistic technical possibilities of these technologies to implement digital-driven traceability. Their interaction supports the achievement of the Sustainable Development Goals [95]. A critical technology supporting the implementation of Artificial Intelligence is Big Data (BD). According to [96], Big Data is a crucial component of a fully digitized supply chain. The authors also indicate that with increasing digitalization among all stakeholders within the metal processing sector, digital transformation and digitalized value chains will subsequently increase, leading to further utilization of Big Data and corresponding technologies [96]. Artificial Intelligence can, for example, effectively improve resource efficiency [109].




4.3.5. Digital Marketing


It should be remembered that digitalization changes both buying and sales processes. Sales configurators support industrial marketing and supply chain management. It is a technology that supports the process of customer customization and visualization of a product or service [110]. We see that social media can also impact supply chain management [111]. Digital platforms can generally play a vital role in addressing these challenges by governing information flows across the supply chain and ensuring that intellectual property is protected and knowledge sharing happens without disclosing sensitive data [112].





4.4. Impact of Digitalization on Sustainable Development


Another group of publications separated by us is the one on the impact of the digitalization of supply chains on sustainable development and environmental protection. Three critical areas are highlighted in this category. These are Business Analytics, Environmental management, and Transport.



4.4.1. Business Analytics


As pointed out by Rusch et al., using digital technologies often entails only incremental improvements that result in a more sustainable business economy, e.g., increasing the efficiency of existing processes [113]. AI can also be an instrument to increase the transparency of sustainable supply chains [114]. Business analytics, which can support environmental protection issues, is also important. Research shows that companies with strong business analytics capabilities can excel in a circular economy more remarkably. Business analytics is highlighted as an essential enabler of an accelerated circular economy transition [115]. Business analytics can support the analysis of environmental data and energy consumption in the supply chain [116]. More radical forms of upgrade remain relatively rare [113].




4.4.2. Environmental Management


Parhi et al. indicate that, among others, infrastructure, technological solutions, and cyber security are the fundamental factors responsible for sustainable logistics 4.0 and sustainable supply chains [117]. This is confirmed by a study by Lee, who pointed to the positive impact of sustainable SCM on digital supply chain integration [118]. A classification system for sustainable development measures in decarbonization has been developed [119]. However, it should be remembered that Industry 4.0 and the digitalization of supply chains will not automatically improve the environment. Other supporting measures must also accompany the transition to a more sustainable economy [120]. Other studies suggest that sustainability assessments of, e.g., suppliers currently do not play a central role in supplier relationship management, primarily due to the lack of standardization that applies to indicator definitions and data properties [121]. The impact of digitalization and its environmental impact are also visible in agriculture and agricultural supply chains. Digital technologies are promoted as solutions to improve the efficiency and sustainability of agricultural production systems with economic, social, and environmental dimensions. Digital agricultural marketplaces and electronic platforms can connect producers directly with consumers, shorten agri-food supply chains, reduce food losses, and create new business opportunities for small agricultural producers [122]. The occurrence of the energy crisis in Europe in 2022, due to Russia’s aggression against Ukraine, resulted in the development of energy-saving strategies in supply chains for sustainable development. Kunkel et al. focus on environmental sustainability aspects such as environmental data analysis and energy consumption in the supply chain [116].




4.4.3. Transport


The transport issue deserves attention in a separate group related to sustainable development. Considering that transport significantly impacts climate change (it is mainly responsible for CO2 emissions), the digitalization of transport is an important research area. Research indicates that two primary environmental sustainability goals should be considered: decarbonization and dematerialization [120]. The use of digital technologies and applications in transport and logistics significantly impacts sustainability, especially concerning the economic implications [123]. Ref. [124] presented a method of estimating the CO2 emission reduction potential for various Logistics 4.0 technologies. Based on a comparative analysis of the CO2 footprint, the possibilities of integrating some technological achievements of Logistics 4.0 [119] were assessed. Digitalization also concerns the creation of intelligent, environmentally and user-friendly IT systems. This is one of the directions for the development of transport around the world. Mobile applications, electronic tickets, electronic waybills, remotely managed transport, or digital platforms for predicting the maintenance of rolling stock or railway lines [125].





4.5. Impact of COVID-19 on Digitalization


Observations in many countries confirmed that the COVID-19 crisis (2019–2021) was a turning point in the use of digital technology—it accelerated the digital transformation of enterprises, education, schooling, and administration. The impulse for change was the need for society to adapt quickly to the new reality in this difficult time. At this time, companies needed to react to such situations as follows: (1) online sales increased dramatically [126]; (2) the number of disruptions in the work environment has grown, and new technologies have changed the way organizations work [127]; (3) accelerated the need to develop new skill sets [128]; and (4) explorative business process management (BPM) skills [127]. The pandemic has also undone progress on the Sustainable Development Goals (SDGs) and widened income inequalities [129]. Ref. [130] discusses how COVID-19 has accelerated the digitalization of the PDS (Public Distribution System in India). This study emphasized the need for the digitalization of PDS and proposed a three-layer conceptual framework: food grain supply chain networks, digital process automation, and digital technologies. Also, the work by Sridhar et al. discusses the pandemic’s global impact on food security and the digitalization of the agri-food sector [131]. Possible advancements like the use of digital tools, mainly artificial intelligence, machine learning, deep learning, and blockchain technology, in the agro-food sector have been discussed as they could be promising tools to develop a self-reliant society.




4.6. Hazards


In general, publications refer to research on the advantages and opportunities of the digitalization of supply chains. However, our research also identified a group of publications focusing on the dark side of supply chain digitalization. Publications that refer to the risks and threats resulting from the digitalization of supply chains have been separated. Research indicates the threats resulting from asymmetry and asynchronization that may occur in the supply chain. Son et al. indicate supplier-perceived digital capability asymmetry, wherein a buyer has a superior digital capability than its SME supplier, increases the SME supplier’s dependence on the more digitally capable buyer, resulting in more exposure to buyer opportunism [132]. And asynchronization was distinguished as a problem encountered when synchronizing the work of various participants in the digital supply chain [133]. Heim points to a reluctance to disclose supply chain information to potential competitors [134]. Researchers point out that digital technologies are often adopted to counter some of the existing threats in the supply chain. However, it should be remembered that their implementation introduces new sources of risk (e.g., cyber threats) [135] and widens income inequalities [129].




4.7. Human Capital


The introduction of digitalization has had the most significant impact on people and their current work. For this reason, some publications focus on aspects related to the human factor and social capital. Most of them assess the social impact of digitalization. The study of the impact of digitalization on the creation of social capital and the efficiency of the supply chain was assessed, among others, in [68]. Wehrle et al. also assessed the social impact of digitalization [69]. Their research analyzed the future role of supply chain management after digital transformation. Digitization affects employees employed in supply chains and other actors in these processes. For this reason, Song analyzed and assessed the impact of the digitalization of container shipping on changing behavior and relationships between stakeholders in supply chains [72]. Digitalization is also an essential knowledge domain for sea shipping management, as confirmed by the research presented in [70]. Among the other domains of maritime business, the personal development of the employed staff was also indicated. In [136], the author focused on corporate responsibility in the aspect of digitalization, bearing in mind the use of blockchain in supply chain management.



The second important area in this group is the impact of digitization on changes in employee competencies. Kuteyi and Winkler explored existing challenges in Sub-Saharan Africa and the region’s potential to implement modern digital technologies [137]. Their results clearly indicate that training to improve human capital competencies is the main challenge. This is also confirmed by research by Marinas et al., who developed a model for implementing digitalization, considering employee competencies, and assessing human resources for acquiring new digital skills [138]. Meyer et al., in their research, focused on building the potential for port workers based on training programs that increase competencies in digitalization [139]. Digital transformation is also dynamically changing the nature of the skills that workers in the construction sector should possess [71]. For this reason, it is necessary to introduce significant changes in the training programs for employees in this sector.




4.8. Other


There were articles in the research that described results that did not fit into any of the categories described above and, at the same time, were so unique that it was impossible to create a separate group of them. A separate group called “Others” has been created for these publications. In these publications, the authors focused their attention on:




	
Analysis of aspects related to business ethics in the light of implementing digital and mechatronic solutions [140].



	
Digital transformation of a human-centric manual assembly process by implementing a multi-criteria algorithm [141].



	
Development of digitization over the past 60 years in the logistics and supply chain sector [19].



	
Equipment maintenance model by utilizing digitization and organizational integration [142].



	
Using digitization to solve the information transmission problem between enterprises as part of project management [143].










5. Discussion


Modern supply chains, particularly the processes of their integration observed for many years, are a natural environment for digitizing internal processes and those carried out at the organization’s interface. The short response time to consumer needs, which has been required for many years, and changing economic and technological trends have forced companies to abandon traditional forms of cooperation in favor of flexible solutions that agilely adapt to the prevailing market conditions. The literature often emphasizes the need for organizations to adopt changing technologies to cope with shorter product life cycles and rapid environmental changes. The literature review presented in [3] shows that most publications related to the current development of technology focus on technologies such as cloud computing, wireless networks, big data, and the Internet of Things. An important area of their application is the exchange of information along supply chain links, supported by the digitization of primary and supporting processes.



The review results also point to the two most significant challenges today. It is digital transformation and sustainable development, i.e., strengthening digitalization that focuses on the Sustainable Development Goals and intensifying digital opportunities that foster sustainable social inclusion. Transforming enterprises and optimizing and automating processes using the opportunities offered by digital technologies and services are the basis for changing thinking and acting in supply chains. However, for the goal to be achieved in the implementation and sustainability of sustainable supply chains, it is necessary to take action to address the adverse effects of technology. The development of new technologies can pose significant hazards to the economy and society. Thanks to new technologies, breaking and crossing certain boundaries is easier. With technological progress, environmental pollution increases. Excessive use of scarce resources is increasing. The more technologically advanced the economy, the faster the development progresses, which drives consumer demand for ever newer technology. Thus, investing in digitalization can be a powerful driver of growth that supports the sustainable development of all actors in the international community, in the public and private sectors, as well as in civil society and the scientific community.



According to our research, digital transformation generates many challenges at the scale of one company and entire supply chains. Regarding supply chain management, the main challenge is coordinating processes and integrating data-sharing collaboration [72]. For this reason, in the published results, the authors propose various strategies for introducing digitalization [51] and supply chain coordination models based on data exchange [59]. Our literature research also indicates a strong connection between digitization processes and developing the Industry 4.0 concept. However, as [19] emphasized, in the results we obtained, it can be clearly seen that the aspects of Industry 4.0 technology relate primarily to the sphere of production and less to issues related to logistics operations. Among the most commonly used I4.0 tools in the context of supply chain integration, Blockchain technology is mentioned, which supports the conclusion of transactions between partners [99,100]. Another popular technology is the Internet of Things [14], which can support partners in collecting relevant information from the implemented logistics processes. An important aspect of digitalization is also the creation of various platforms that provide an environment for exchanging knowledge and operational data between participants in the supply chain. Such solutions include purchasing platforms, e.g., Procurement 4.0, described by [50]. The research directions adopted in this way result mainly from the fact that, in the aspect of the functioning of supply chains, the primary research attention is focused on relations and data exchange between cooperating enterprises.



The need for digitalization in supply chains is driven primarily by the changing conditions of modern enterprises. This is confirmed by the research collected in the “Impact of COVID-19 on digitalization” category. The conditions of functioning in the economy controlled by the COVID-19 pandemic accelerated, and in some areas even forced, the introduction of digital solutions. Six articles were qualified for this category, but many of the publications we analyzed from other categories began with the sentence “The COVID-19 pandemic significantly influenced the development of digital transformation...” (among others, [6,107]). Therefore, many results related to this research area should be expected to be published in the coming year.



Due to the existing political and economic situation, we currently see the need for dynamic changes in global supply chains. The armed conflict in Eastern Europe has forced the reconfiguration of many supply chains serving various sectors of the economy. Many Western manufacturers have broken off their cooperation with Russian contractors, and transporting goods through war zones is now impossible for many supply chains. This situation necessitates the search for solutions that, now and in the future, will help build the resilience of supply chains to this type of disruption and other disruptions. It seems that digitization is one such development path. In our research, only two papers [64,65] addressed aspects related to building resistance to disturbances. However, it should be expected that more and more such analyses will appear in the coming months (as was the case with the COVID-19 pandemic). After all, Eastern Europe is not the only area of armed conflict. In addition, the problem of interrupted supply chains and disruptions in the continuity of goods flows is now becoming a topical issue in humanitarian supply chains and other sectors (e.g., automotive in 2020–2021).



Our literature studies allowed us to finally define four fundamental research gaps. This is due to the lack of publications on: (1) assessing the use of digitization to build supply chain resilience; (2) risk assessment of the risk of the negative impact of technology and new threats on relations integrating future supply chains; and (3) the changing role of humans in digital logistics systems. The articles we identified do not sufficiently describe the scope and nature of the threats associated with implementing digital technologies and Industry 4.0. Of course, the asymmetry between supply chain participants, their reluctance to share information, and cybersecurity are important areas of the analyzed risk. However, there are no publications on the threats resulting from implementing cyber-physical systems, the automation and robotization of selected logistics processes, or the changing role of humans in modern logistics systems. In addition, we are witnessing the most significant transformation of the labor market in decades. Technologies that favor and enable automated activities eliminate and will increasingly eliminate human work. There is a legitimate concern that digital transformation and automation will result in the loss of millions of jobs worldwide. Of course, new technologies also create new jobs, but with a high specialization profile. This can lead to inequalities, primarily threatening medium- and low-skilled workers. Therefore, it is worth being aware that digital transformation and automation driven by artificial intelligence can significantly disrupt the labor market.



Our conclusion highlights the need for further research on the impact of digitalization on the modern supply chain. The stakeholders in supply chains face new opportunities related to digital transformation but also potential risks. As noted by Brunetti et al. [144], supply chain participants in their digitization strategies should take into account four areas of challenge, which we include



	
Market challenges related to changes in business models, producer-customer relations, and the evolution of servitization.



	
Organizational challenges relate primarily to knowledge management and increased access to information.



	
Economic challenges refer to new digital paradigms’ impact on labor demand.



	
Societal challenges deal with the impact of environmental sustainability, notably resource efficiency and energy consumption.






For this reason, Brunetti et al. in their research [144] indicate that in the face of currently observed intensive investments in new digital technologies supporting the functioning of supply chains, their stakeholders should consider in their activities how to face such defined challenges effectively.




6. Conclusions


The literature review allowed us to identify a group of 127 publications concerned with modern supply chains’ digitalization processes. This study has important implications for practitioners and researchers. The proposed classification framework shows the directions of research work dominating in the last five years, the results of which are published in international journals. This allowed us to identify the current research gap that people can fill by researching the development of supply chains and digitizing logistics processes. This is important from the point of view of the Industry 4.0 concept, whose further development is closely related to the digitization of primary and auxiliary processes in manufacturing, commercial, and service enterprises. At the same time, the result of classifying the analyzed documents has a practical dimension. It groups publications relating to particular aspects of the digitization of information flows in supply chains so that the classification framework is a guide for people looking for good practices in defined areas.



Our research procedure can be considered comprehensive. The results presented in this article answer the research questions formulated in Section 1: Introduction. In our analyses, we included the two most significant databases of journals (Web of Science and Scopus), and the choice of keywords was well thought out and confirmed by previous research. However, the focus of attention only on articles and proceedings papers and the lack of non-reviewed documents in the analysis, which often appear in magazines and on industry websites, can be considered limitations. However, such action is justified by our care for the quality of published results accepted for analysis. We also limited our analyses to articles available in open access. It was a conscious action because our previous experience shows that analyzing the content of articles only based on abstracts is insufficient. Therefore, to ensure the high quality of the results obtained from our research, we decided to introduce this limitation. However, we know that by doing so, we could exclude many valuable publications in the form of paid articles and conference materials distributed only to a small group of recipients.



The obtained results allowed us to define the existing research gaps and thus provide an answer to research question Q3. These research gaps will determine the future directions of our research. As a critical area of our future research, we have identified the need to identify the factors influencing the building of supply chain resilience to emerging external changes and the role of digitalization in this process. The second important direction of our future work will be identifying and analyzing risks related to digitalization processes, particularly their impact on new threats occurring in individual supply chain links and their mutual cooperation.
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Figure 1. Five-phase procedure for conducting a systematic literature review; source: own work. 
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Figure 2. PRISMA-based flowchart of the systematic selection literature in the analyzed research area; source: own work. 
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Figure 3. Number of scientific publications in 2018–2022 for keywords Supply Chain & Digital & Technology & Digitalization; source: own work. 
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Figure 4. Visualization of the semantic web for keywords Supply Chain & Digital & Technology & Digitalization; source: own work. 
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Figure 5. Identified categories and subcategories as the mind map; source: own work. 
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Table 1. Fields of knowledge for the analyzed scientific publications in 2018–2022 for keywords Supply Chain & Digital & Technology & Digitalization; source: own work.
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	Research Areas
	Record Count
	% of 127





	Business Economics
	39
	30.7%



	Engineering
	35
	27.5%



	Environmental Sciences: Ecology
	33
	25.9%



	Science, Technology, and Other Topics
	27
	21.2%



	Operations Research, Management Science
	15
	11.8%



	Computer Science
	13
	10.2%










[image: Table] 





Table 2. Source titles for the analyzed scientific publications in 2018–2022 for keywords Supply Chain & Digital & Technology & Digitalization; source: own work.
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	Publication Titles
	Record Count
	% of 127





	Sustainability
	21
	17%



	International Journal of Environmental Research and Public Health
	4
	3%



	Annals of Operations Research
	3
	2%



	IFIP Advances in Information and Communication Technology
	3
	2%



	International Journal of Production Economics
	3
	2%



	Journal of Business Logistics
	3
	2%
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Table 3. Publishers that support research for the analyzed keywords Supply Chain & Digital & Technology & Digitalization; source: own work.
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	Publishers
	Record Count
	% of 127





	MDPI
	38
	29.92%



	Elsevier
	25
	19.68%



	Emerald Group Publishing
	11
	8.66%



	Springer Nature
	11
	8.66%
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Table 4. Clusters for keywords Supply Chain & Digital & Technology & Digitalization according to VOSwiever; source: own work.
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	Cluster 1
	Cluster 2
	Cluster 3





	Adaptation
	Analytics
	Blockchain



	Artificial Intelligence
	Barriers
	Challenges



	Business
	Big Data
	Information



	Capabilities
	Design
	Model



	COVID-19
	Digitalization
	Traceability



	Dynamic capabilities
	Framework
	Trust



	Impact
	Future
	



	Implementation
	Industry 4.0
	



	Information technology
	Internet
	



	Innovation
	Internet of Thing
	



	Integration
	Logistics
	



	Management
	Supply chain
	



	Performance
	Sustainability
	



	Technology
	
	



	Transformation
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