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Abstract: Airlines’ principal focus these days is on managing safety risks. However, multiple manage-
ment systems are established individually to manage other risks without any form of interoperability
to function as one integrated management system, to have a holistic view of the different risks in an or-
ganisation. This study will review if an integrated management system can be developed by looking
at the interoperability of existing management systems to define a common standard /language across
all individual management systems, to work as one integrated system. A survey was developed and
rolled out via aviation organisations towards airlines to capture the quantitative data on how manage-
ment systems are implemented, as these data are currently unavailable. The main contribution of this
article is that it provides an overview of how management systems are implemented within airlines
today, how they work together, and where interoperability could be improved between different
systems. This paper provides the primary outcome of the survey, an overview of the status of inter-
operability between the different systems, and where interactions could be improved. Findings have
shown that although different management systems are implemented, there needs to be a correlation
to be able to work as an integrated system. Secondly, different management systems speak different
risk languages with work against integration. Finally, large airlines with a fleet of over 50 aircraft
have less integration between their different management systems. Besides the lack of regulations,
IMS in aviation needs more research. This paper’s contribution lies here, as it provides an overview
of which management systems are implemented in the aviation industry and if integration exists
between those. Due to the limited research in this field, this paper, with the survey results, provides
new insights into if and how interoperability exists between different systems in aviation. It also
provides a unique insight into the different management systems airlines use. The results will be
used in the following research phase to develop a concept for an integrated management system, one
language, on which other management systems can be built.

Keywords: management systems; integration; interoperability; risk

1. Introduction

As of 2002, EASA Aviation regulations took effect for all European operators. A strong
focus is added to the Management System of an airline, consisting of a safety pillar and
a compliance monitoring pillar. It became clear that the requirements for safety were
much more advanced than the compliance monitoring requirements. However, strangely
enough, the regulator leaves it up to the operator on how and which risks must be assessed,
leading to different methodologies used in the industry. No comparison can be made
between operators.

Looking at the Management Systems of an airline, limited standards are defined. If
standards are defined, for example, in the safety pillar of the management system, in that
case, there is no possibility to compare data or benchmark the different risks similarly. We
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know that the risks an airline faces today are safety risks and go far beyond that (compliance
risks, economic risks, security risks, cybersecurity, environmental risks, etc.). There is
no integration standard or interoperability standard between the different management
systems. What we see today is that management systems are added as silos without any
connections to other existing management systems, creating diversity in how each system
operates and making working together extremely difficult. In addition, if interoperability
is possible and processes have been identified on how different risks can be assessed in a
holistic way, it has to be seen how this can be achieved. Are there current software systems
in place that can create this interoperability, and which software language is to be used?
Many methods for software integration are possible, but it needs to be assessed which
software system could be the best fit for the different processes so that all management
systems can interchange and interoperate [1,2].

Hence, an airline cannot see if a compliance risk returns as a different risk in another
domain. For example, maintenance staff that are not properly trained can be a compliance
risk, a health risk to the individual, a financial risk for the organisation due to potential
mistakes, and can create delays and even a safety risk for the flight. Are all these risks
assessed, and if so, how? Are they looked at individually for each pillar by identifying the
most significant risk individually, or is the overall risk looked at for an organisation?

The framework lies here to see if a standard can be created for an Integrated Man-
agement System (IMS), to ensure that management systems can have a specific language
so that different risks can be identified and used industry-wide to see if proper analysis
and benchmarking can be conducted. The current regulations nor industry standards have
developed such a uniform language, unable to benchmark internally or with the industry
in general. Besides the lack of regulations, IMS in aviation needs more research. This
paper’s contribution lies here, as it provides an overview of which management systems
are implemented in the aviation industry and if integration exists between those. Due to the
limited research in this field, this article, with the survey results, provides new insights into
if and how interoperability exists between different systems in aviation. It also provides a
unique insight into the different management systems airlines use.

Literature Review

Surprisingly, limited articles or studies regarding integrated management systems
are available for the aviation industry. Numerous articles are available about safety man-
agement systems as stand-alone systems and different methods to improve such a system;
however, a literature review on the integration with other systems is a very scarce resource
for the aviation industry. Due to limited articles or studies in the aviation industry, it is
valuable to investigate other sectors to see how integrated management systems are devel-
oped to see if lessons can be learned to implement such a system in the aviation industry.
Looking into other industries means that most articles are about ISO (International Organi-
zation for Standardization) standards and how they can be integrated. It is worthwhile to
mention that articles on ISO standards in the aviation industry are also limited as covered
in the literature if we think about ISO standards like Occupational Health and Safety or
Environmental standards. They may be implemented in an aviation environment but are
almost non-existent in the literature.

Integrated Management Systems (IMS) have become a topic since the beginning of
this century. The first questions were raised about the word integration and to which
degree an individual system can be integrated. Singh defines three types of integration,
varying from 0% integration to 50% and 100% [3]. No integration means that all systems
work independently and have almost no interactions. The second type of 50% already
goes for some alignment between the different systems, but there is still a clear line where
one stops and another begins. At the same time, 100% is where there are full interactions
and standardisations between the different systems. This view was defined previously by
Seghezzi [4] but nominated the integrations as “addition”, “merger”, and “integration”.
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The 100% integration can also be understood as a “language created between the dif-
ferent departments and tuned to the same wavelength” [5]. This view has also been shared
by Nunhes [6] and Palmira [7], who speaks about a certain autonomy of individual systems
integrated via some interrelated components but without describing these components.
Integration does not mean that all processes are integrated, as some Management Systems
(MS) have specific requirements unique to their existence that do not allow integration [7,8].
Karapetric [9] goes even further and defines that a complete loss of identification for the
individual MS should characterise an IMS.

It becomes clear that an IMS differs from an MS. It needs different components and can
be seen as “a set of interrelated processes” [10] to meet the different stakeholders’ require-
ments. Maier [11] uses a similar definition, where “integrated” cannot mean the simple
annexation of other MS, which have been developed independently. However, common
elements are the cornerstone of IMS. The approach of Maier is more accurate. An IMS is
not just another MS in addition, but rather a tool that has a specific language translated
into the individual MS that are part of the IMS, without losing the identity of each MS.
The importance of the identity of the individual MS and that not all components from
each management system can be integrated is also described by different authors [12,13].
“Different systems have different requirements, not all document or component should be
integrated, it cannot be integrated then it can be used as a single management system” or
by Algheriani [14] who describes it as follows: “IMS as an attempt to create a single man-
agement system which is built based on interrelationships among the various management
systems with a focus on effectively satisfying the needs of interest groups”.

Besides discussing the definition of an IMS, many articles are written on the different
components of an IMS based on individual ISO management systems from different
industries [15-20]. Different proposals are described to identify which components are
the cornerstone of an IMS. Some authors define components like policy, responsibilities,
and management review [12,21]. Others include a component called objectives [22,23],
and other authors add a component called “documentation”. A review was conducted in
2019 [24] to unify the past literature. The main contribution of this study is the technical
framework of the 30 most cited articles on IMS between 2006 and 2016, based on data
from articles from Scopus and Web of Science databases. Based on that literature review,
Nunbhes created a concept where an IMS is built upon six pillars to try to understand how
an IMS should work, as shown below (Figure 1). The six pillars (systematic management,
standardisation, integration, organisation, de-bureaucratisation, continuous improvement)
resulted from different components described in the literature over his review’s ten years
timeframe. However, the review is missing on how this should be implemented.

Since the review of Nunhes of 2019, the number of articles on IMS has reduced, but
some new concepts have been raised slowly concerning IMS. Aside from the composition
of components for an IMS, a new factor called “risk” comes into play. Muzaimi [13] believes
that this component should be considered in an IMS because each management system
defines a risk, environmental risks, occupational health risks, compliance risks, etc., and all
these risks should be managed via the IMS to have a holistic business risk. Algheriani [14]
states that it should be an integral part of an IMS to include the awareness of different risks
in the continuous improvement concept and how this should be assessed. It will enhance
an organisation’s risk culture driven from top to bottom.

As studies and articles are scarce for integrated management systems in the aviation
industry, other industries also admit that the topic needs more research. The review of
Nunhes comprises many articles and mentions that this study is just a starting point for
further research for an IMS, as there is a lack of case studies, quantitative studies, and
surveys on implementing an IMS. The author is not alone in that point of view, and it has
been shared with many authors [7,14,25-27]. In addition to further research, some authors
mention that there is a need for more international standards for IMS, and more validated
concepts and models are needed [28-30]. The current SMS in aviation is not able to manage
complex risks across the business, and a new sort of system is needed to be able to manage
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diverse risk information by integrating organizational processes [31]. It shows that IMS
remains a concept today, and many authors have reviewed how an IMS should look but
also mentioned that no empirical studies exist to prove the concept.

Integrated Management System
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Figure 1. Nunhes, Bernardo, and Oliveira, 2019.

2. Methods
2.1. Study Area

The survey has been distributed via social media platforms and email distribution
channels of EASA, IATA, Flight Safety Foundation and IBAC. Due to GDPR, the email
distribution details could not be shared with the researcher, so it is unknown how many
airlines have received the survey link or spotted the survey via social media channels from
these organisations to participate in the survey. As none of the participating associations
holds any data to know who participated or not, it is a limitation to ensure sufficient
participants conduct the survey, but it is considered the highest chance to get airlines
to participate in the survey using the associations’ social media channels and collecting
sufficient data.

2.2. Research Method

A post-positivism approach is used with a qualitative method, using a survey, to
obtain different data points. The data points are selected based on the current ICAO Safety
Management System (SMS) requirement, as it is the only mandated aviation system to
ensure compliance with regulatory requirements. These data points have been set off
against other management systems, ISO, and IOSA to understand the current correlation
between them. This method was used to determine the data points unavailable today
and was the best method for this study. After validation of all the responses, 77 airlines
participated in the complete survey, and the sample size was sufficient to capture the
desired information for the research.

2.3. Research Instrument

The literature review pointed out that integration can mean different things (partial
or full integration, with or without the individual entity of each system). In order to
understand which data need to be collected, a new concept needs to be created to see if
the required data for such a concept exists and can be captured. IMS is often presented or
compared to a house where the IMS is the roof of the house, built on walls of processes
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and where the foundations are the individual management systems, like the example
from Nunhes.

In this concept, the IMS is not the roof of the individual management systems but
a holistic concept. (Figure 2) It is based on a foundation of processes on which other
management systems are built. The roof symbolises the result, which are the approvals
and procedures applied in the organisation, considering the different management system
requirements and the requirements for the Integrated Management System.

i

Figure 2. IMS concept.

EMS [| OHs CSR Other

The literature review also revealed a big unknown on how to set up an IMS. Therefore,
the question in this concept is how to define that foundation. What are the building blocks
and materials to make a solid foundation? On this foundation, other systems can be added,
respecting their own identity due to the specific scope of each management system. This
results in an integrated system where other systems can be built as the standard components
are integrated into the foundation.

To define that foundation, as the aviation industry is highly regulated, we start from
the existing system SMS, which is regulated and imposed on each airline to have this
implemented, to understand how this system works and to build upon it. It is necessary
to consider this factor. Otherwise, we could end up with a concept that might not be
regulatory compliant. This requirement is founded on the ICAO Annex 19 [32,33] and
ICAO Doc9859 [34-37], which provide the baseline for implementing an SMS. It consists of
4 components and 12 elements.

Besides regulated management systems, there are also industry standard management
systems, of which ISO standards are the most common and known in different industries.

The ISO Management Systems are founded on the PDCA Cycle from Deming [38].
The Wheel of Deming was developed by Dr. W. Edwards Deming in 1950, based on
Shewart [39] Cycle from 1939, and is a circular method to continuously review processes,
products, and services. It is a continuous feedback loop to improve, solve problems,
and manage changes by preventing error re-occurrence by establishing and continuously
improving those standards. The cycle consists of four components, Plan, Do, Check, and
Act (PDCA), and is applied to each ISO Management System.

By plotting the Deming wheel to the ICAO components/elements of a Safety Man-
agement System (Figure 3), we could define some data points in the regulatory required
systems and industry-standard systems.
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Figure 3. ICAO SMS elements vs. PDCA cycle.

The following common points would be the foundation to ensure each system can be
built upon this foundation:

e  Plan: Identify objectives necessary for the organisation to commit to statements de-
scribed in the policy;

e Do: Identify the different hazards, assess them, and try to mitigate them to an accept-
able level to ensure meeting the objectives;

e  Study: Study the performance of the actions taken to ensure it provides the expected
result after mitigations, and check changes to the organisation to ensure it does not
create new hazards;

e  Act: Continuous improvement by adding measures to counter changes and lessons
learned from the system to improve, change, or add objectives to increase the standard.

Several questions are derived from this selection: a combination of a single choice,
multiple choice, and a 5-point Likert scale, depending on the different survey questions.
Each common point of the PDCA cycle consisted of multiple questions to understand how
each step is working from the point of view of the Safety Management System and how it
works with other systems, but also vice versa, to confirm if the interoperability exists in the
other direction. A summary of the complete data set is provided in this article. The survey
is complemented with demographic data points to understand if the interoperability of
different systems depends on these demographic parameters.

This paper is structured in the same logic as the chosen data points. The paragraphs
of Section 3 represent the primary outcome of the survey results to the selected elements.
Section 3.1 represents the outcome of the impact of the chosen demographic parameters and
which are used throughout the survey. The second subsection contains the management
commitment of each system of the “Plan” element. The “Do” step is divided into two
subsections, Sections 3.3 and 3.4, showing how each system identifies its hazards and how
these are assessed and mitigated. The following paragraphs represent the survey results
of the performance monitoring and change management processes, two elements of the
“Check” step. Section 3.7 conclude the last step of the survey, representing the continuous
improvement results, the “Act” step of Demings” wheel. The presentation of the main
results of the survey is concluded in Section 4.
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3. Results
3.1. Data Collection and Analysis
Due to the data collected, this paper’s most significant results are presented from the

research survey. Figure 4 shows the demographic impact of the 77 airlines that completed
the survey.

Total

Without IOSA 31%
With IOSA 69%
Pax & Cargo 82%
Business Jets 10%
Europe 60%
Non-Europe 40%

Figure 4. Percentages of demographic impact.

Most participating airlines are European airlines with a fleet smaller than 50 aircraft.
Nineteen large operators participated in the survey (25%). Two are business jet operators,
and one is a cargo operator. The remaining sixteen operators, according to IATA WATS
(World Air Transport Statistics), represented, in 2019, 25% of the top 20 airlines based on
RPK (scheduled Revenue Passenger Kilometres), represented 29% of the top 20 airlines
worldwide in 2020, and represented 23% of the top 20 airlines worldwide in 2021. Therefore,
this demographic parameter will be considered for the analyses.

The number of business jets operators who participated in the survey is only 10%,
representing eight operators in absolute numbers, which is relatively low compared to
the other participants and, therefore, will not be considered for the analysis and only be
shown as an indication. A small group of 8% are operators with helicopters, aeromedical,
or cargo-only operators, which are not defined as separate groups for analysis.

By looking at some demographic parameters, more differences can be seen. The
average amount of management systems implemented per organisation is 3.87 systems
(green line in Figure 5). Business operators tend to have fewer systems implemented
(average of 2.5). It is mainly because there is less need to have an Aviation Security
system in place (as they are not IOSA certified, as a consequence, it does not require to
be implemented) and do not participate in other standards like ISO at all. Pax and Cargo
operators airlines have, on average, 4.05 systems implemented. The size of the airlines
matters as airlines with a large fleet have, on average, 4.42 systems implemented compared
to smaller companies with less than 50 aircraft (on average, 3.68).

The main difference is that larger airlines have, in 68% of the cases, implemented a
fatigue management system, compared to 43% with smaller airlines (Figure 6). Another
difference is that large airlines have implemented more ISO standards than small airlines.
One explanation could be that large airlines are more exposed and complex organisations
with more in-house maintenance facilities than smaller airlines, where contracting services
could be more applied. Furthermore, these facilities require some standards not covered
in aviation regulations and, therefore, require ISO standards like the OHS Systems. As
they are more exposed to media, the environmental topic could be more critical as there
is a tendency to operate as green as possible (hence the environmental systems in place).
However, due to their exposure, they could be more a risk for cyber-attacks, which could
explain the highest rate of cybersecurity systems implemented. Considering that only
27% of the survey are airlines with a large fleet, it can already be noted that they have
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implemented more different management systems, including the highest percentage of
ISO standards.

IOSA Airlines

Non-I0SA
Airlines

Business
Operator

More then 50

Pax & Cargo Aircraft
Outside Less then 50
Europe Aircraft

Within Europe

Figure 5. Average MS implemented.

Management Systems breakdown per demographic
parameter

m Business Jets

m without I0SA
® Qutside Europe
m<50AC

W Pax & Cargo

W Within Europe
m |[OSA

m> 50 AC

Figure 6. MS breakdown vs. demographic parameter.

The main difference between IOSA operators (average of 4.13) and non-IOSA op-
erators (average of 3.29) is that non-IOSA operators implemented much fewer Security
Management Systems (almost 50% less compared to IOSA operators) and other ISO systems
(10% and more compared to IOSA operators). Only safety management and compliance
monitoring systems are equally implemented.

Outside Europe (average of 3.48), compared to inside Europe (average of 4.13), there
is a drop in implementing a compliance monitoring system, environmental system, and
cybersecurity system (lowest of all demographic groups). However, they have a higher
aviation security system implementation. Different reasons could be at play here. Outside
the EU, different rules apply for airlines, and it is not part of the research to evaluate each
participating airline from each country to review the local requirements for MS. In Europe,
safety and compliance monitoring systems are mandated, which might differ in other parts
of the world. In addition, European airlines are seemingly more open to implementing ISO
standards than airlines outside Europe.
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3.2. Management Commitment

Policies and objectives, which can be related to the step “Plan” of Deming’s wheel
(Figure 3), are the first data points captured. When different systems are implemented,
different policies exist (Figure 7). In 74% of the responses, input from other systems
is considered to avoid conflicting policies. Policies define commitments and objectives.
Without coordination, it could result in counterproductive goal setting, as one system’s
objective could work against another. As an example, reducing emissions by changing the
fuel policy could have a negative effect on the safety of an aircraft. Policies and objectives
are the first elements in a management system. An objective is a tangible measure, a specific
step to achieve what is defined in a policy. Both are interconnected. Consequently, the same
should be seen in the objectives settings between the different systems.

Safety policy coordinated
with input from other
systems
don't Other
know - 1%

4% i
No Yes
21% 74%

Figure 7. Policy coordination.

Therefore, two additional questions were asked to see if safety objectives are co-
ordinated with other systems and vice versa if objectives from other managements are
coordinated with safety objectives.

The outcome of the data shows an imbalance in that connection. Regardless of the
level of integration of policies, considerable coordination exists to set up policies between
the different systems (74% in Figure 7) but significantly less when the objectives are set up
(Figure 8). It is unclear why this difference is because objectives result from policies. One
would expect the same amount of coordination between policies and objectives.

Coordination between safety
objectives and other objectives
100%
80%
60%
40%
20%

0%
Other objectives coordinated Safety Objectives coordinated
with safety objectives? with other objectives?

mYes mSome Objectives are coordinated m No

Figure 8. Coordination of objectives.

Maybe policies are less coordinated than the data show us, or are objectives more
coordinated? More interesting is the misalignment as it will reduce the efficiency of how
these systems work together, if at all, and could result in systems which work against each
other, which is the opposite goal of an integrated system.
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3.3. Hazard Identification

The second set of data points is related to Deming’s “Do” step, which consists of two
elements, of which hazard identification is the first.

This element will have multiple data points in the survey as we are touching the core
of each management system to identify risks and assess and mitigate them ALARP (As Low
as Reasonably Possible). The first data point is the reporting tool used, which is the entry
point in a system when a risk is identified. In 74% of the answers, one reporting system is
used for the different systems. There is no demographic impact, and the high percentage
was confirmed later in the survey to verify if other reporting tools exist. It indicates that the
same reporting tool is used for events reported to an organisation, meaning the data are
centralised for the different systems. Risks today come from various places like industry
events, notifications from regulators, and own reporting data. The variety of risks is
expanding and does not remain only for safety-related events. The majority is using one
reporting tool to receive all these kinds of risks, which is a good indicator (Figure 9).

Reporting Tool

H Only for Safety reporting

M Reporting from other systems

Figure 9. Usage of reporting tool.

Although the reported events are centralised, the different risk analysis varies. Most
airlines use the ICAO 5*5, followed by a custom-made matrix developed by the airlines. By
comparing if the same matrixes are used in other systems besides the safety system, we see
that only 65% of the other systems use the same matrix on average. In other words, in 35%
of the cases, the risk from other management systems is looked at differently and classified
differently than the risk for a Safety Management System (Figure 10).

Safety Risk Matrix used

ARMS E;SS
12% ’

Custom

-made

matrix
21% ICAO
5%5
65%

Figure 10. Risk matrix used.

What stands out is, when looking at the larger airlines, which have the most manage-
ment systems in place on average; they not only have the most custom-made matrices in
place for safety management (32%, Figure 11) but also 47% are using other risk matrixes for
the different implemented management systems. In comparison, smaller airlines tend to
have a more aligned approach to risk rating between the different management systems. It
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needs to be clarified why management systems of larger airlines use more different risk
matrixes for each system. Could large airlines have a more significant company structure,
making the silo effect between the different systems more apparent? Although there is
a high rate of using the same reporting tool to identify hazards, different systems use
different matrices to rate the risk. There should be a correlation between the reporting tool
and the risk matrix used. As the same tool is used to identify different risk hazards, all
centralised, one would expect that the next step in the process, to evaluate the risk, is also
standardised, but nothing is less true.

Safety Risk matrix in other MS vs demographic
paramater
80%
60% \
40% v/
20% e ————e e ——
0%
< < 2 (2 e g O S
S Q?‘ kOQ QOQ \O‘o \O") 'b&’ \Q}
P 2 <& < N C &
K & ° g 2
° P Q)QL)
Yes don’t know Each MS own risk matrix

Figure 11. Risk matrix vs. demographic parameter.

It indicates a need for more integration between the different systems. Comparing one
system’s risk level with another would be difficult if different matrixes are used. What does
a high-risk red event mean in one system if another matrix is used for other systems? For
the decision makers, it means they need to know which event is risk-rated in which system,
understand the risk matrix used in that particular system, and make the right decisions.
Moreover, do all, or some individual systems, use a different matrix? This simple example
demonstrates the complexity it induces.

The difference between a centralised reporting tool and how these risks are evaluated
becomes more apparent when examining how these risks are classified via the taxonomies
available. More important is the high number of custom-made classifications, as the other
classifications requested by authorities or industry are too comprehensive or cumbersome.
Therefore, custom-made trees are used to classify safety risks which are then linked to other
taxonomies. It also indicates that there is no industry standard (Figure 12).

Regardless of which classification is used for safety events, only 41% of the classi-
fication type is used in other management systems (Figure 13). Moreover, almost 35%
do not use any classification in other management systems, and 24% have an individual
classification system. ADREP, ECCAIRS, and IDX were initially developed for operational
safety events. However, if management systems are integrated, one would expect that at
least the own developed classification trees are used cross-system wise, but that is also not
the case. The low level of the same classification used in other systems for airlines with
more than 50 aircraft, or differently added, the high number of no classifications used and
where each system has its own classification sticks out. The same is true for non-IOSA
operators, where 50% do not use any classification to define risks entering the organisation.
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Safety Event Classifications vs demographic parameters

I0SA
50%

<50 AC : Non-I0SA

= Custom Made classification

e FCCAIRS
e ADREP
>50AC Europe
No Event dassification
e Ot her
Pax & Cargo Non-Europe

Business jets

Figure 12. Event classification vs. demographic parameters.

Same event classification used in other systems
14%
18% 24% 7% 22% 18% 26% 24%
42%
32% 43%
32% 30% 38% 50% 29% 35%
. I I I I I
<50 AC >50AC Pax & Cargo Business jets Non-Europe  Europe Non-IOSA I0SA All
H Yes No classification Each systems own classification

Figure 13. Classification used in different MS.

It indicates another lag in integration. If no taxonomy or other taxonomies are used for
different systems, having an integrated system where all systems can “speak” to each other
would be challenging. For example, if a risk is identified as “procedures not followed” and
in other management systems classified as “not following procedures” or “not adhering to
procedures”, it would be challenging to keep the overview if risks are returning in different
nomenclature in different systems. The holistic overview can only be kept when different
classifications are used and there is a mapping between them. In addition, it should be
defined which classification is the “master” classification which could provide the overall
risk picture of which risks are occurring.

Compared to the event classification, to understand the “what” type of risk is happen-
ing, there is less variation in defining “why” these reported risks are happening (Figure 14).
On average, the participants use HFACS (38%) and custom-made classifications (36%). It
is worth mentioning that the responses under “others” are mainly techniques, like the “5
WHY”, to determine a root cause, but this is not a classification. Therefore, the 12% of
participants identified as not having a root cause classification is higher, probably closer
to almost 30%, if some of the “others” are also considered as “no root cause classification”
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labels. The higher score for the usage of HFACS is to be encouraged as it includes soft
aspects to identify why events are happening in an organisation, and it determines the
maturity of an implemented SMS [40].

Safety Root Causes Classifications

<S50AC Non-I0SA

>50AC Europe
Pax & Cargo Non-Europe
Business jets
e HFACS e Custom-made
e Other =0 root cause classification
| DX

Figure 14. Root cause classifications.

The same observation as for the “what” classification applies to the “why” classifica-
tion (Figure 15), that only 44% use the same classification in other systems, with an absolute
minimum for airlines with more than 50 aircraft and business jet operators. Alternatively,
they have a high amount of no classification used for determining causes in other systems,
together with non-IOSA operators.

<50AC

Same root causes classification used in other systems

>50AC  Pax & Cargo Business jets Non Europe  Europe Non-10SA I0SA

HYes W Noclassification M Each systems own classification

Figure 15. Cause classification in other MS.
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The same problem as with “what” classifications is also present here. If, for exam-
ple, a reason for a certain risk is identified due to “training”, but in other systems, this
classification is named “Training missing”, “lack of training”, or “training oversight”, the
holistic understanding of why risks are happening is challenging. Only an additional
mapping could counter this, but a master classification would need to be defined to have
the complete picture.

3.4. Risk Assessment and Mitigations

The second element of Demings’ “DO” step, after hazard identification, is the element
of risk assessment. Data points were collected for risk assessments and mitigations to verify
if this includes the involvement of multiple systems to identify the different risks.

Most airlines use the ICAO 5*5 matrix (Figure 16) and custom-made matrixes to
conduct safety risk assessments. Other implemented management systems use 70% of the
same matrix as the Safety Management System to conduct risk assessments (Figure 17).
No trends are spotted in the data by looking at the different demographic parameters; the
same pictures apply.

Matrix used for Safety risk
assessments

ARMS ERCS
12% 4%

Custom
made
21%

ICAO 5*5
63%

Figure 16. Risk matrix safety assessments.

Same Matrix used in other MS
for assessments
No risk

Matrix
10%

Own
20%

Figure 17. Risk matrix other MS.

This also aligns with the risk matrixes used when events (hazard identification) are
reported (Figure 10). It indicates that the same method is used for different organisational
processes. If a risk matrix is used to evaluate an event’s risk, the same matrix is used to
conduct risk assessments. A small note is that the ARMS methodology consists of two
risk approaches, one for reported events and one for conducting assessments, resulting in
different risk matrixes for both processes within one ARMS method.
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There is a high coordination rate between the individual systems, as almost 80% of the
risk assessments consider the risks of other systems and vice versa (Figure 18).

Risks considered in assessements?
0%  20% 40% 60%  80%  100%
- |
Conside red
. ]
Not considered —

| —
Not happen O

m Safety Assessments considers other risks

m Other Assessmens considers safety risks

Figure 18. Risk in assessments.

Risk assessments do not need to classify events as one specific event is looked at in
more detail and analyses what is already in place to assess a specific risk resulting from an
event. The absence of taxonomies could facilitate this cooperation.

The result of these assessments is translated into mitigation actions to enforce what is
already in place or to create new barriers to prevent the event from happening again. As
each management system considers different risk angles for conducting an assessment, one
would expect that the mitigations are coordinated. This is the case, and Figure 19 shows
that, due to those assessments including different systems, sometimes mitigation actions fall
outside a pure aviation safety point of view and confirms that other management systems
are part of the assessment and, therefore, look beyond the safety management system.

Do Mitigations sometimes fall out
of scope of aviation safety ?

0% 20% 40% 60% 80%

Yes, transfer to respective MS _
Other MS part of assessment -

Limit to Safety System I

Figure 19. Mitigations outside safety risks.

When mitigation actions are transferred to other management systems, it is to be
questioned how this works as the other system could speak another risk language (ma-
trix/ classification). One would need to know all the different evaluation methods used in
each system to know that it is a risk in the first place for the organisation and to understand
that mitigation is required, which could impact multiple systems.



Sustainability 2023, 15, 10424

16 of 23

3.5. Performance and Measurement

The first element of the component risk assurance, which is also part of the “Check”
step from Deming’s wheel, is performance and measurement, achieved via the collection of
trends. The term “trends” is to be understood as a collection of activities such as, but not
limited to, surveys, audits, training, and promotion.

Looking at the action taken following the identified trends of each system and if those
are shared amongst the other systems, only 64%, on average, are coordinating trends with
other systems. A total of 24% took action when it involved other systems, and 12% replied
that no actions are coordinated with other systems.

As we have seen that not all systems use the same method to define and classify risk,
the average of 24%, which relates to when other systems are impacted, is questionable. If
different systems use different methods, how would one system know which trends could
have a risk impact on another system? Adding to the different demographic parameters
(Figure 20), the larger airlines interact less with other systems and the non-IOSA airlines.
This is in line with the result of previous data points, as these groups use the most different
risk matrixes and taxonomies for the different systems, which increases the complexity
between the different systems. Consequently, sharing trends spotted in one system and
coordinating this with other systems is challenging.

Action on safety trends coordinated with other MS?

80%
05

60%

40% e Only when it

involves other
20% p S MS
0% No

C ¢ & & » »
e \s L R $ o

N N © O 0 X
P 7‘9 N N N

« g A
N ? &

Figure 20. Coordination of trends amongst MS.

3.6. Management of Change

The second element of the “Check” step in the PDCA cycle, falling under the SMS
component risk assurance, is the Management of Change. This process is created to evaluate
changes, not only internal changes in a company but also external changes which could
impact an organisation. Changes are not limited to aviation safety but could be various
changes with different risks, meaning the involvement of different management systems.

A similar picture comes out for the risk assessment, where 67% (Figure 21) use an
ICAO matrix to assess these risks and other management systems, and 77% (Figure 22) use
the same matrix as the safety management system. When not the same matrix is used, only
a minority have created their own matrix (6%), and 17% do not use a risk matrix at all.
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Matrix used for Management

of Change
ERCS
3% No
1%

ARMS
10%

ICAO 5%5
Custom 67%
made

19%

Figure 21. Risk matrix for MoC.

Same Matrix used by other MS
for MoC

No risk matrix

17%

Own

6%
° Yes

77%

Figure 22. Matrix used by other MS for MoC.

Looking at the demographic differences, a slight change for larger airlines can be seen
(Figure 23). The use of the same matrix for change management in other management
systems drops to 53%, and almost 37% of the other systems use their own risk matrix. It
also applies to non-European airlines, but the peaks are less significant, where only 64% use
the same matrix, whereas, in 25% of the cases, each management system has its own matrix.

Same matrix used in other MS for MoC
100%
80% ~——
60%
40%
20% /\/\
0% /\/\/\7
< @) (2 el v o o
L « 2 OQ E-2 .(\Q"o
%o(\ N Q/S‘. Q)r,\

—— 5
e O\\/ N

e N O risk matrix

Figure 23. Matrix used for MoC vs. demographic parameters.
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Besides the different risk matrixes in use, other risks are considered in only 52% of
the cases (Figure 24). It is not surprising, as we have seen that the different systems use
different risk evaluations and classifications. The change process can be for any internal or
external change that could imply a new organisational risk. Like the risk assessment, this
process should include many potential risks, but this does not result from the survey. It
confirms (again) that the current interoperability between systems is difficult.

Risks included in MoC process

m Other risks always
considered

m Other risks
considered when
occurring

= Only safety Risks

Figure 24. Risks in MoC process.

3.7. Continuous Improvement

The last data points of the survey are on continuous improvements of the ICAO SMS,
representing the corresponding “Act” step of Demings’ wheel. Questions were raised to
learn from the different risks in the various management systems to see if improvements
are shared between the systems.

There is some inconsistency as the communication flow from an SMS system is more
present (Figure 25). A total of 82% responded that improvements are communicated
towards other systems. However, other management systems only communicate towards
SMS in 18% of the cases, and even 29% do not communicate with the safety management
system (Figure 26). If communication is established in one way, one will suspect that there
is communication established in the other way. As this is not the case, it indicates that the
integration is absent. Otherwise, we would see two-way communication.

SMS improvements towards
other MS

No
5%

In case off
13%

Yes
82%

Figure 25. SMS improvements toward other MS.
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MS improvements towards
SMS

No
29%

In case off

53%

Yes
18%

Figure 26. MS improvements toward SMS.

This significant imbalance in communication is remarkable. Why does a Safety Man-
agement System communicate with other systems, not vice versa? It might result from
the fact that no standard taxonomy nor standard risk evaluation is used, which results
in each management system speaking its language, which might increase communica-
tion complexity. Some processes have less coordination between the different systems,
but the gap is smaller. Although other processes (risk assessments and change manage-
ment) are seemingly working closer together, the outcome and implementation have been
questioned because of the need for more language or translation between the different
management systems.

Can organisations not make the translation bridge between the safety management
system, which is more mature due to its mandatory character, and other management
systems, which results in this imbalance?

4. Discussions and Limitations

The survey compared the different systems to the ICAO Annex 19 Safety Management
requirements. As this is the only system mandated worldwide, it is used as a baseline to
ensure, when creating a concept and further on creating an IMS model, that it complies
with the ICAO requirements, not conflicting with it. The Deming Wheel Concept, used as
a basis for ISO standards, is also mapped against the different systems. It resulted in an
indication of the required data needed for the research.

As no data are available, a survey was rolled out to capture as much data as possible.
The survey proceeded with some demographic data points to identify participant groups’
differences. As 77 airlines completed the survey entirely, the capture is to be considered
successful, and the data results were validated. As no previous data are available, and
similar surveys have not been conducted on this scale, it needs to be considered a positive
outcome as it provides a first understanding of how systems work together. On average,
3.87 management systems are implemented within airlines. Large airlines with over 50
aircraft in the fleet have the most systems implemented (on average, 4.42) and the most
ISO systems implemented. The survey started to investigate if a correlation exists between
policies and objectives, demonstrating an imbalance. Different types of policies exist (all-in-
one, stand-alone, partially combined), and there seems to be coordination to define different
policies for the different management systems implemented. However, when looking at
the objectives settings, which is the outcome of policies with concrete goal settings, there
needs to be more coordination between the different systems. As policies and objectives go
hand-in-hand, the coordination of objectives should be as high as when creating policies, if
not higher.

Risk assessment processes and management of change processes also require to evalu-
ate risk. A good outcome of the survey is that a centralised system is used to identify risks
from different systems. However, the evaluation of these risks needs to be standardised.
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Most airlines use a 5 x 5-scale matrix (five levels of probability and five levels of severity
scaling), but in 35% of the responses, another matrix is used to evaluate risks from other
systems. It is also true for other processes studied in the survey. In other words, when an
airline selects a risk matrix, it uses the same for all processes. There is a sidenote to the risk
matrixes used. The difference in risk matrixes might exist in some or more management
systems implemented. A safety management system could have implemented an ICAO
5*5 matrix, also used in the security management system. However, another matrix is
used for compliance monitoring, which makes it easily complex as multiple combinations
could exist.

The different risk matrixes used (or not used) for various management systems increase
complexity for decision makers. They must navigate the various management systems and
understand the risk evaluations conducted for different events to take proper action. This
lack of standardisation between the different management systems is even more apparent
when looking at the classifications for all these events entering a management system.
Mandatory and non-mandatory risks/events are recorded, and a structure is needed to
manage all these entries to understand “what” is happening. Besides a standardisation to
evaluate risk (risk matrix), a common taxonomy is also needed to ensure that similar risk
factors can be seen in other systems. Most airlines use custom-made taxonomies mapped
out against other mandated taxonomies to identify what type of risk is noticed. However,
only 41% use the same taxonomy on other systems.

The same can be seen by looking at taxonomies used to understand “why” all these
events are happening. Only 44% of the different management systems use the same
taxonomy, and the majority use other or no classifications.

The two classifications used to define what and why certain risks happen go hand-
in-hand. If an airline is not using classification to define “what” is happening, it will not
use a taxonomy to identify “why” certain risks happen. In other words, there is no partial
integration in that sense; some components are aligned or not. The lack of classification
systems used amongst the different implemented management systems is another sign
of needing more integration between the different systems. It indicates a need for more
interoperability between systems.

If other or no classification is used between the different systems, it would be difficult
to understand if different risks could impact other management systems. The holistic
approach will disappear and become counterproductive as decision makers could make
decisions due to an individual system, which could negatively affect another system.

If we define risk language as a combination of risk evaluation and classification, there
is a big gap between the systems implemented.

Mitigation actions are present across management systems. However, the actual
implementation of how these actions are transferred is to be seen, as not all systems use
the same matrix approach as seen before. Looking at the risk assessment process, more
coordination exists amongst the different systems. It involves the risk point of view of other
systems, which is also translated into the risk assessment outcome. The same goes for the
performance of the systems, the so-called trends, which comprise audits, surveys, training,
and promotion. The survey also shows a reasonable coordination rate, but how this is
implemented still needs to be answered. How would one system know that an audit result
or a training need also affects another system, as the language between those systems is not
aligned? Although the process for risk assessment has a higher implementation among the
different systems, this is the opposite of the change management process. Risks from other
management systems are considered in only 52% of the responses. If a risk assessment
process is in place, which involves coordination between the different systems to identify
the different risks, it would also be for the change management process, but it is not. This
is strange as the process is to capture changes due to various internal and external risks,
which could have a risk impact on one or more systems and indicates another need for
interoperability.
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The lack of bilateral working relationships between the different systems is becoming
more pronounced when looking at the last element of continuous improvement. All the
systems would need to learn from each other, but that communication could be improved.
The communication flow from a Safety Management System exists towards other systems
but only exists for about 50% in the other direction. This significant imbalance is another
indication as before, where implementation actions were questioned as different systems
have different ways of evaluating risk and using different taxonomies. These different
languages from the various systems are challenging to translate amongst each other.

The conclusion is that large airlines with over 50 aircraft in their fleet have the most
systems implemented, including ISO management systems. They have significantly less
coordination and processes aligned between those systems than other demographic groups.
It might be because larger organisations are more complex and suffer from siloed depart-
ments. However, to their exposure of being a large airline, it would be in their interest to
have one approach to have a holistic approach to the risks they are facing.

Another limitation could be the availability of software systems. Does each manage-
ment system use dedicated software to manage its risk? If procedures and processes are
made to create an IMS, there might be an additional need to create interoperability between
software systems so that data can be exchanged amongst them. Or would one software
system exist, able to align all the processes for an IMS and have the possibility to map the
holistic risk approach?

The survey results already provided a first inside on the subject. Due to various
reasons, it remains challenging to reach out to airlines to participate in such a survey.
Although 77 airlines participated, it remains a small portion of all the airlines in the
industry worldwide.

5. Conclusions

From the information gathered via the survey, the next step in the research is to
build further on the IMS concept to develop a method to create interoperability between
the different management systems by creating an IMS language to facilitate this. This
language should be defined, and a common understanding of how risk should be evaluated
uniformly throughout the different management systems by developing a risk matrix that
different management systems can use. The scale of such a matrix should be calibrated
for each management system and aligned among them. A significant risk in a Safety
Management System should have an equivalent in another management system. An
example is that a significant safety risk, like an aircraft accident, is an equivalent significant
risk in a Security Management System, for example, a bomb threat during flight. To classify
risks between all those systems, a uniform taxonomy should be developed which could
work for all the different systems so that all systems can identify in the same way what is
occurring in the airline and why it is occurring.

In addition, an alignment for the building blocks of the “foundation”s” concept should
be defined to ensure which processes can work together (or not at all). These components
are to be defined to build a foundation for an IMS for airlines, to which any other MS can
be added so that the individual identity of each management system is respected.

An airline would benefit from such an integrated management system in two ways.
An airline would understand which risks are occurring in its organisation, what the impact
is, and why they would occur, not limited to safety. Events that were not looked at from a
safety point of view could also impact other systems and vice versa. A risk coming from
a security system or OHS system will not be treated isolated but holistically. Secondly,
by setting up a framework, integrating future management systems into the IMS would
be easy.

The outcome of some demographic parameters on the survey results will drive the
selection of different airlines to test the IMS method via case studies. Large airlines seem
more siloed than smaller airlines, and different case studies could explain this anomaly.
The case studies will evaluate the possibility of the practical implementation of the IMS
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model and where further research is needed. It will also define the challenges for airlines
to implement such an IMS and highlights the gaps in current regulations and standards to
implement an IMS.
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