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Abstract: Despite the focus on knowledge risks in the literature, a limited number of studies have
empirically examined technological knowledge risks in terms of digitalization, old technologies, and
cybercrime as moderating variables in the relationship between work-life balance and job perfor-
mance. To address this gap, this paper investigated the moderation effects of technological knowledge
risks on the relationship between work-life balance and job performance during the pandemic period
in employees of cooperative credit banks. A quantitative approach that involved gathering surveys
was adopted. Applying PLS-SEM, the empirical findings revealed that technological knowledge risks
have a significant impact on the relationship between work-life balance and job performance. Addi-
tionally, this research encourages managers to create and maintain a healthy work environment that
promotes valuable employees’ job performance while also evaluating the use of new technological
advances and their related risks.

Keywords: knowledge risks; work-life balance; job performance; digitalization; old technologies;
cybercrime; cooperative credit banks

1. Introduction

The COVID-19 pandemic, in addition to causing humanitarian and socio-economic
emergencies, exposed companies of all sizes and sectors to different and complex challenges,
which impacted various aspects of organizational design and behavior [1]. This is especially
the case for small and medium-sized enterprises (SMEs) due to the difficulties that these
organizations may encounter in finding the financial resources and human skills necessary
to promptly and effectively manage the turmoil deriving from these crises [2,3]. Regarding
work occupation, the COVID-19 pandemic caused career shocks that were differentiated in
the short and long term [4], as well as significant changes in the status of some occupations
and their relative value [5]. Therefore, organizations and employees had to face a work
environment that was profoundly changed by the crisis [6], with the implementation of
remote work practices influencing organizational performance [7], leading to financial and
bureaucratic constraints and making it harder to monitor workers’ output [8]. Sudden
changes following the COVID-19 pandemic could also have a positive or negative impact
on employee work-life balance and job performance [9,10]. Technological advances, routine
planning, and self-discipline become essential to maintaining good standards of work
performance, especially when workers had to work from home (WFH) [11], in which case it
was also important to ensure a home environment conducive to work, which could protect
physical and mental health at the same time [12].

This changed situation after the COVID-19 pandemic also led organizations to be
exposed to a greater number of risks, including risks related to knowledge management [13].
Considering the knowledge risks mapped and classified by Durst and Zieba [14] into
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human, technological, and operational domains, it can be noted that some of the threats
associated with these risks became more serious during the COVID-19 pandemic. Human
knowledge risks such as knowledge hiding, unlearning, and forgetting may be more likely
to occur in the context of remote working. Employees can easily hide knowledge behind
their private screens, while the lack of direct contact with workmates could favor the
unlearning and forgetting of valuable knowledge due to communication being virtual and
contacts filtered [13]. Knowledge risks most likely to affect employees who WFH are those
related to the use of technology. Knowledge risks related to cybercrime, for example, could
occur more easily in a less secure home internet network that could possibly be exposed to
hacker attacks or through risky behaviors, such as sharing sensitive files via private devices.
Knowledge risks related to old technologies could also affect remote workers, as employees
may use outdated programs that do not allow IT security devices to be updated [13,14].
SMEs may find it more difficult to maintain their organizational balance—in particular,
the balance between work and private life in the case of WFH, while also considering the
effects of possible exposure to knowledge risks linked to the use of technology [15,16].

Considering the above, this paper aims to investigate the possible effects of techno-
logical knowledge risks (KRT) on the work-life balance (WLB) and job performance (JP)
of employees of small banks. In particular, it investigates the moderating effects of KRT
in terms of the risk of knowledge digitalization (KRTD), risks related to old technologies
(KRTO), and risks related to cybercrime (KRTC) [17] on the relationship between WLB
and JP in cooperative credit banks (CCBs). Haider, Jabeen, and Ahmad [18] stated that,
although many scholars have investigated the WLB/JP relationship, the mechanisms that
explain its functioning have still received little consideration. To fill this gap, it may be
useful to introduce variables that mediate or moderate this relationship. A statistical anal-
ysis of mediation can be applied to check whether the effect of one variable on a second
variable is transmitted through a third variable [19], while moderation occurs when the
direction of the effect of a predictor variable on a result variable varies as a function of
the value of another variable—that is, the moderator [20]. The extant literature has high-
lighted mediating and moderating effects of several variables on the WLB/JP relationship.
Baral and Bhargava [21] examined the mediating role of work-family enrichment in the
relationships between organizational interventions for WLB; in another study, optimism
was tested as a mediator of the relationship between WLB, life satisfaction, and creative
performance [22]. Furthermore, Sari and Seniati [23] investigated the effects of WLB on
lecturers’ organizational commitment, using job satisfaction as a mediator; meanwhile,
Rasheed, Mukhtar, Anwar, and Hayat [24] focused on the moderating role of obligation felt
on employees’ desire for revenge.

Despite the wide range of studies available, to the best of our knowledge, in the
literature so far, no study has investigated the WLB/JP relationship considering the role
of KRT as a moderating variable. Against this background, in this paper, a quantitative
approach that involved gathering surveys from a sample of 100 employees at CCBs in Italy
was adopted. Data collection started on April 2021 and finished in June 2021. The chosen
sample allowed us to fill another gap in the literature, as there is a noticeable lack of studies
on this topic focused on organizations belonging to the financial and banking sectors. Using
MACRO Process, a moderation analysis was performed in order to analyze the collected
data and verify the possible moderating effects of KRT on the WLB/JP relationship.

Both theoretical and practical implications can be derived from this study. This
research was based on the WLB/JP relationship, providing new insights into its functioning
through the introduction of KRT as a moderating variable. Furthermore, encouraging
attention to be paid to the technological knowledge risks of WFH and remote working and
their possible effects on the WLB/JP relationship could help managers create and maintain
a safe working environment for their employees.

The present paper is organized as follows: in Section 2, we discuss the findings on
knowledge risks, WLB, and JP of past studies. Then, we develop a research model with
hypotheses and methods. In the following section, empirical results are provided. The last
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section of the paper presents a discussion of our solutions and recommendations, possible
future research directions, and conclusions.

2. Literature Review
2.1. Knowledge Risks: The State of the Art

Knowledge risk is an emerging field within the areas of knowledge management
(KM) and intellectual capital (IC) [25] that aims to offer solutions to problems related
to conventional risk management methods, applying KM tools and techniques for the
management of organizational risks [26].

Knowledge risks have seldom been defined in the literature [14]. A more complete
definition was proposed by Durst and Zieba [14] (p. 2), who describe knowledge risk as
“a measure of the probability and severity of adverse effects of any activities engaging
or related somehow to knowledge that can affect the functioning of an organization on
any level”. This definition highlights the potential harmfulness of knowledge risks for
organizations of all types and sizes, as well as the need to address these risks in relation to
each other, preferably following an integrated approach [27].

The scientific literature on knowledge risks is still fragmented at present, addressing
knowledge risks in isolation and often without comparing the organizational contexts
involved [28]. Durst and Zieba [29] proposed the first taxonomy for knowledge risks to
foster more rigorous research on this topic and, at the same time, support organizations in
preventing or reducing these risks. Some types of knowledge risks were then identified
and categorized according to their origin—internal or external to the organization. The
risk of knowledge waste is another problem that occurs within organizations; it arises
when valuable knowledge that is available in the organization is not used. An example
of a knowledge risk originating outside an organization is knowledge spillover, which
occurs when knowledge spills over to competitors, who gain a competitive advantage from
it [29]. In order to further highlight the differences between types of knowledge risk, the
same authors [14] divided knowledge risks into human, technological, and operational
types. Human knowledge risks include knowledge hiding, forgetting, and unlearning—i.e.,
risks linked to the personal, social, psychological, and cultural factors of individuals. An
organization is exposed to the risk of knowledge hiding, which is when people intentionally
hide knowledge that has been requested by another person for reasons related to their fear
of losing a competitive advantage or a position of power. The second category includes
knowledge risks related to the use of technology by organizations, such as the risk of cyber-
crime (e.g., hacker attacks); the risk of digitalization—namely, the excessive dependence
of organizations on technology rather than human factors; and risks associated with the
obsolescence of organizational technological equipment [14]. The COVID-19 pandemic
has heightened companies’ risk of exposure to KRT, as organizations during this period
often resorted to WFH solutions due to the implementation of lockdown measures [13].
In this regard, it is important to ensure the adoption of cyber-safety behaviors based on
digital safety skills in order to maintain a safe digital work environment [30] and encourage
the development of employees’ digital skills to enable them to better cope with the new
paradigm of Industry 4.0 [31]. These skills should also be adequately defined and mea-
sured [32,33] in order to avoid phenomena such as digital divides and inequality [34–37],
especially in the era of the COVID-19 pandemic, which required considerable efforts from
human resources departments to improve the digital skills of employees to allow them to
maintain a satisfactory WLB even working remotely [38,39].

Operational knowledge risks that can affect organizations in their regular operations
include knowledge outsourcing risks, the risk of using outdated/unreliable knowledge,
and the risk of knowledge waste [14].

All organizations can be exposed to one or more knowledge risks, both private [17,40]
and public [41]. SMEs are at particular risk, as they may experience greater difficulties
in managing knowledge risks due to their lower capital endowments [42]. Organiza-
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tional performance [43], as well as organizations’ ability to achieve economic, social, and
environmental sustainability goals, can also be affected by knowledge risks [44,45].

Despite these valuable contributions, the research on knowledge risks still needs to
be expanded, as this field is in an early stage of development [46], especially in relation to
organizations belonging to the banking and financial sectors. Recent contributions have
confirmed these findings, highlighting that very few studies clearly refer to one or more
knowledge risks affecting banks or other financial companies [47], despite risk culture
being strongly rooted in these organizations [48].

2.2. Latest Trends on Work-Life Balance

The extant literature on this topic has provided multiple definitions of WLB, focusing
on the amount of time spent in work or on one’s private life, on the satisfaction derived
from time spent in each domain, and on the importance attributed by individuals to each
of these two roles [49]. Some authors have argued that the definitions of WLB adopted so
far do not take into account developments in the personal sphere, in work contexts, and in
relations between employees [50]. In a recent publication [51], the limits and prejudices
related to the tendency to separate work from other spheres of life were highlighted,
underlining the urgency of obtaining a broader view of this topic that is in step with the
present times. Meanwhile, Lewis and Beauregard [52] provided an overview of definitions
of WLB, integrating two literature streams—namely, work-family interface research and
critical management and organizational studies. The modern concept of WLB is the result
of a research evolution that has taken place in this field, attempting to respond over
time to socio-economic and workplace developments [53–56]. Scientific research on the
topic of WLB has intensified since the early 1990s; at present, there is a wide variety of
approaches to this topic, with various definitions and different analysis perspectives having
been proposed [57–60]. A significant proportion of the literature has focused on WLB
perception, considering the perspectives of owners, employees, and managers [61,62] as
well as gender issues [63–66].

From some of the most recent literature reviews in this area, interesting insights
into how the WLB concept has evolved over time have emerged with respect to different
contexts. Rashmi and Kataria [67] provided a systematic review of the literature focusing
on WLB based on a bibliometric analysis; this shed light on emerging research themes such
as flexible work arrangements, gender differences in WLB, the work-life interface and its
related concepts, and WLB policies and practices, underlining the lack of a knowledge
structure in the literature for this issue. Sirgy and Lee [68] pointed out the need for an
integrative framework for WLB literature reviews, which would allow problems related
to the holistic concept of WLB to be overcome, thus enabling its dimensions, antecedents,
moderators, mediators, and consequences to be identified. The relationship between
WLB and work engagement was considered in one literature review that explored its
various antecedents, mediators, and moderators [69]. Another section of the literature
has highlighted the correlation between WLB and other organizational variables, such as
corporate performance and policies [70,71], while work-life concerns from the point of view
of enrichment and depletion were addressed in [72]. The literature has not neglected to
consider the “dark side” of WLB, in some cases associating the work-family backlash with
WLB policies [73].

The COVID-19 pandemic forced many companies around the world to WFH. This
affected employees’ WLB, leading to both positive outcomes by increasing organizational
productivity [74] and negative impacts, given the numerous challenges experienced by
workers [75]. The global pandemic also shed light on how men and women managed
change, showing their different strategies for dividing their time between work and family
in WFH situations [76,77] and trying to avoid gender inequalities in the distribution of
duties and responsibilities [78]. Employees, even the youngest and most accustomed to
technology, were forced to develop new skills to allow smart working, sometimes without
strong support from e-training and e-leadership programs [79].
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WLB has also been addressed with reference to the banking sector. Recent studies have
dealt with WLB in commercial banks [80,81], some focusing on public sector banks [82] or
gender issues [83–85]; others have considered the impacts of changes in working systems
in the banking sector [86], the impacts of psychological well-being and satisfaction with
coworkers on the WLB/JP relationship [18], and the role of employee assistance and
leave programs [87].

2.3. Job Performance

Job performance (JP) can be defined as the “total expected value to the organization
of the discrete behavioral episodes that an individual carries out over a standard period
of time” [88] (p. 39). The state-of-the-art research on JP research highlights a proliferation
of theoretical and empirical studies on JP predictors, including: employees’ ability, espe-
cially in entry-level jobs [89]; psychological well-being and job satisfaction [90]; employee
engagement [91,92]; work stressors and coworker support [93]; ability and non-ability [94];
emotional and cognitive intelligence [95,96]; and cognitive reflection [97].

The relationship between JP and the age of employees has been widely discussed in
the literature. Some authors have compared older employees’ performance with younger
employees [98], while others have considered the relationship between employee age and
JP, distinguishing professionals and non-professionals [99]. Scholars have also addressed
the relationship between workers’ age and JP, including some of the ten JP dimensions, such
as organizational citizenship behaviors, safety performance, general counterproductive
work behaviors, and aggression in the workplace [100]. Another part of the JP literature
has explored the mediating effect of resistance to change on the relationship between
age and JP [101]. The relationship between JP and gender has also been analyzed in
studies that found gender-based differences in performance [102] and differences in gender
proportionality [103].

The COVID-19 pandemic affected the JP of employees in organizations from different
sectors, particularly during WFH [104,105]. Team interactions during the pandemic period,
both internal and external to the organization, were investigated in one study [106], as was
the association between perceived stress, psychological distress, and job performance [107].

The JP of bank employees has also been addressed in the literature. The effects
on JP of several variables, such as organizational commitment [108], training and work
experience [109], and nonwork and personal resources [110], have been analyzed. Recently,
the JP of bank employees has been linked with competitive intelligence [111], work-family
conflicts [112], and emotional intelligence [113].

3. Theoretical Background and Hypotheses Development
3.1. Theoretical Foundation of the Study

According to other studies in the literature [114–117], the theoretical background of
the present study comes from McClelland’s Theory of Motivational Needs [118] and the
work-life spillover theory [119]. The Theory of Motivational Needs states that unmet
needs can affect individuals’ behaviors, including their commitment to work and their JP;
furthermore, the need for affiliation leads to building relationships between individuals,
even outside the workplace: full satisfaction with life can only be achieved through the
balanced satisfaction of the needs of both work and private life [114–117]. Spillover theory
postulates that a domain exerts a spillover effect on other domains and that spillover can
be horizontal, vertical, or ubiquitous based on the relationship between domains [114,117].
Regardless of its type, spillover can have positive or negative effects depending on the
outcomes of individuals [120]. If employees can benefit from effective WLB policies, it may
have a positive spillover effect on their JP. Improper knowledge management, especially
of technological knowledge, can expose an organization to KRT [17]. If employees apply
obsolete technologies when they WFH, they may have to extend their working hours by
taking time away from their private lives while still not even maintaining high-quality JP
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(negative spillover effect). Considering need theory and spillover theory, we postulated that
WLB affects JP and that technological knowledge risks would moderate this relationship.

3.2. Hypotheses Development

In recent years, scholars have dealt with WLB in an organizational context, underlining
the crucial role played by WLB policies and practices in improving work environments
through the reduction in work-family conflicts [121]. Several studies have demonstrated
the multiple benefits brought about by a good WLB for both employees, in terms of
JP improvement, and for organizations, in terms of a reduction in the costs related to
excessive turnover, absenteeism, and loyalty issues [122–125]. This debate led us to the
following hypothesis:

Hypothesis 1 (H1). Work-life balance is positively related to employees’ job performance.

Despite the several studies that have focused on the WLB/JP relationship, the debate
regarding the functioning of the mechanisms that explain this relationship is not yet suffi-
ciently developed [18]. To this end, introducing moderation or mediation variables for the
WLB/JP relationship into its analysis could be useful. Bae [126] considered the moderating
effect of job insecurity on the WLB/JP relationship, while Mendis and Weerakkody [127]
proposed a mediation model to explain the WLB/JP relationship within the telecommuni-
cation industry considering the mediating role of employees’ job satisfaction. Medina and
Prieto [128] compared US and India WLB programs to determine the moderating effects of
the value of such programs on the relationships between perceived organizational support
and JP, affective commitment, deviant workplace behavior, turnover intention, and fatigue
level. Another study related to the private sector of emerging markets examined the influ-
ence of WLB, person-job fit, and job satisfaction on organizational commitment, revealing
the mediating role of job satisfaction on work conditions [129]. In another study, the effects
of some stress factors, such as organizational structure, organizational leadership, and job
security, on WLB were tested [130], while Alfanza [131] analyzed the relationship between
telecommuting intensity and employees’ JP and WLB. The impacts of techno-stressors
on WLB were also addressed, examining the role of job self-efficacy as a buffer for these
negative impacts [132]. Still considering the topic of technology at work, some scholars
have highlighted the importance of specific formal training and skills in innovative sectors
in improving work security [133,134].

These findings have led us to the following hypothesis regarding the role of KRT in
moderating the WLB/JP relationship:

Hypothesis 2a (H2a). The positive impact of WLB on JP is higher when KRTD is high
(positive moderation).

Hypothesis 2b (H2b). The positive impact of WLB on JP is higher when KRTO is high
(positive moderation).

Hypothesis 2c (H2c). The positive impact of WLB on JP is higher when KRTC is high
(positive moderation).

Figure 1 shows the research model of the present study, schematically representing
the hypotheses formulated. According to the model, the independent variable is WLB, the
dependent variable is JP, and moderating variable is KRT, respectively specified in KRTD,
KRTO and KRTC.
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4. Methodology
4.1. Questionnaire and Measurements

Based on the research model illustrated, a structured five-point scale questionnaire [135]
was developed to collect data from the employees of Italian CCBs. The final form of the
questionnaire included two main sections. The first one comprised questions on the demo-
graphic features of respondents, including their gender, education, contractual condition
of work, organizational position, and their work from home status (smart working). The
second section (Appendix A) included measures of five constructs, our choice of constructs
and the items describing these constructs were made based on previous studies. For ex-
ample, WLB was measured using 8 items adapted from [136–139]; some sample items
were “Work together with family responsibilities make me a more complete person” and
“Find time for hobbies or to keep friendships and family relationships is difficult”. JP
was measured using 3 items adapted from [140], and some sample items were as follows:
“Compared to other employees doing similar work, how productive are you?”. Moreover,
KRT was measured using 8 items adapted from [17]—in particular, 3 items were used to
measure KRTD, 3 were used to measure KRTO, and 2 were used to measure KRTC. Some
sample items included “Working from home makes me feel more competent in technology
management” and “Working from home made me think about the possibility of equipping
my home with the most modern technology”.

The survey form was reviewed by four professors specializing in the Italian banking
sector to check the validity of the content before it was administered to participants.

4.2. Sampling and Data Gathering

Employees of CCBs in Italy were the target population of this study. Consequently,
convenience sampling was used, considering that members of the target population were
homogeneous and characterized as being employees. In this regard, probabilistic sampling
techniques were not conducted in this study because of the large population size and the
fact that it is distributed across many geographical regions of Italy. This research employed
an online survey to collect data from respondents. Invitations to fill in the survey were
sent through emails to the selected CCBs likely to participate in this research. The online
survey was distributed in April 2021, and data collection was finished in June 2021. In total,
100 valid responses were obtained. The total population was 131 (from the databases on
which the questionnaire was based), with the sample size being 74 units after screening.
There was an interval of 95% with a margin of error of 8%—this describes how much
we would expect the survey results to reflect the views of the overall population (see
Appendix B). To find out the respondents’ profiles, a descriptive analysis was conducted.
Table 1 illustrates the demographic features of the respondents, while the descriptive
statistics of the responses to the 18 items are reported in Table 2.
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Table 1. Profiles of the respondents.

Characteristics Category Frequencies (%)

Gender
Male 41 55.4

Female 33 44.6

Education

High school graduate 23 31.1
Bachelor’s degree 37 50.0

Post-graduate degree 13 17.6
Missing 1 1.4

Smart working
During pandemic period

More than 3 days 56 75.7
Less than 3 days 18 24.3

Work status
Full time 69 93.2
Part time 5 6.8

Work position Employee 48 64.9
Manager 26 35.1

Total 74 100

Table 2. Item statistics.

Items Mean Median Standard
Deviation Min. Max.

WLB1 3.88 4 1.006 1 5
WLB2 3.50 4 1.138 1 5
WLB3 4.22 4 0.864 1 5
WLB4 3.51 4 1.185 1 5
WLB5 3.70 4 1.213 1 5
WLB6 2.47 2 1.295 1 5
WLB7 2.92 3 1.372 1 5

JP1 3.60 4 0.682 2 5
JP2 3.64 4 0.769 2 5
JP3 3.76 4 0.718 2 5

KRTD1 2.77 2.50 1.340 2 5
KRTD2 2.84 3 1.060 1 5
KRTD3 2.09 2 1.241 1 5

KRTO1 3.39 4 1.312 1 5
KRTO2 2.86 3 1.217 1 5
KRTO3 2.11 2 1.200 1 5

KRTC1 2.55 2 1.291 1 5
KRTC2 2.28 2 1.222 1 5

From the demographic profiles of the respondents, it was found that 55.4% of the
respondents were men, and 44.6% were women; 92.4% of the respondents were working
full time, while 7.6% were working part-time. In addition, 64.9% of the respondents worked
as employees, and 35.1% worked as managers (executives, senior executives, and directors).
Moreover, it was found that, with regard to the qualifications of the respondents, 31.1%
were high school graduates, 50.0% had a Bachelor’s degree, and 17.6% had a post-graduate
degree. It was also found that 75.7% of the respondents had worked from home for more
than 3 days, and only 24.3% of the respondents had worked from home for less than 3 days
during the pandemic period.

Table 2 shows the main descriptive statistics of the 18 items investigated. In particular,
the mean, the median, the standard deviation, the minimum, and the maximum were
reported. Normality and multicollinearity were essential for the data collected; the data
were found to meet the standards of normality, and no issue with multicollinearity was
found. After these basic preliminary assumptions, data analysis was conducted using
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two-step approaches—i.e., a measurement model and a structural model—as explained by
the authors of [141,142].

4.3. Sampling Procedures of Data Analysis

Considering the sample size and the nature of the causal relationships between the
latent variables, in this study, IBM SPSS Statistics v28 and its MACRO Process [143] were
used to conduct the entire analysis. IBM SPSS Statistics v28 was used to perform the
confirmative factor analysis and calculate Cronbach’s alpha and other indexes. In contrast,
the MACRO Process was used to perform moderation analysis, as it allows one to generate
indicators, graphs, and specific statistical indexes for use in moderation analyses. The
Process template used was Template no. 1 [143].

5. Research Findings
Measurement Model Testing

For the WLB factor, items 1,2, 3, and 6 were eliminated from the analysis as they had
very low loadings (<0.4). For the KRTD factor, item 2 was eliminated, as it had a very low
loading (<0.4). Table 3 explains the factor loadings of the individual items, Cronbach’s
alpha, composite reliability (CR), and the average variance extracted for the variables. As
per the values shown in Table 3, it can be seen that the data were valid and reliable. It is
recommended by Hair, Hult, Ringle, and Sarstedt [144] that loadings below 0.40 should not
be considered for analysis. In Table 3, both Cronbach’s alpha and the composite reliability
for the internal consistency of constructs are shown. In addition, when SEM is applied for
data analysis, CR is preferred over Cronbach’s alpha. However, the alpha and CR values
were above 0.70, indicating internal consistency. Additionally, a CR value above 0.95 is not
desirable [144], but the CR values were satisfactory in our study. The alpha values should
all be greater than 0.6 to indicate the scale’s reliability: only that of KRTD was lower, but,
being 0.59, it was considered acceptable. Therefore, the discriminant validity was tested for
further evaluation to ensure that one construct does not correlate with any other construct
in the study [145].

Table 3. Measures of constructs reliability and convergent validity.

Construct/Items Loadings CR α AVEs

Work-Life Balance (WLB) 0.86 0.75 0.68
WLB4 0.87
WLB5 0.88
WLB7 0.71
Job Performance (JP) 0.86 0.76 068
JP1 0.87
JP2 0.88
JP3 0.72
Knowledge Risks Related to Digitalization (KRTD) 0.83 0.59 0.58
KRTD1 0.84
KRTD3 0.84
Knowledge Risks Related to Old Technologies (KRTO) 0.81 0.62 0.65
KRTO1 0.73
KRTO2 0.80
KRTO3 0.76
Knowledge Risks Related to Cybercrime (KRTC) 0.91 0.81 0.84
KRTC1 0.92
KRTC2 0.92

CR = Composite reliability; α = Cronbach’s alpha.

The extracted mean-variance (AVE) measures the amount of variance captured by a
construct in relation to the amount of variance due to the measurement error. If the AVE is
less than 0.50, the variance due to the measurement error will be greater than the variance
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due to the construct, meaning that the convergent validity of the construct is questionable.
In this case, the AVE indices were all greater than 0.5.

The methods widely used in this type of research are considered insufficient; thus, the
Heterotrait–Monotrait ratio of correlations (HTMT) was introduced by Henseler, Ringle,
and Sarstedt [146]. According to HTMT, these values should be lower than 0.85, and in our
construct, which is shown in Table 4, all construct values were below 0.85, except for the
HTMT between KRTC and KRTO.

Table 4. Heterotrait–Monotrait ratio (HTMT).

Constructs 1. JP 2. KRTC 3. KRTO 4. KRTD 5. WLB

1. JP
2. KRTC 0.13
3. KRTO 0.21 0.98
4. KRTD −0.03 0.64 0.57
5. WLB 0.13 0.18 −0.30 −0.54

After verifying the reliability and validity of the data collected for the validation of
the hypothesis of the present study, the authors performed the normality test by observing
asymmetry and kurtosis for each of the obtained factors: from Table 5. It is noted that the
values are all between −2 and +2, so the factors can all be considered normally distributed.

Table 5. Test of normality.

Factor Asymmetry Kurtosis

WLB −0.340 −0.806
JP 0.572 0.750

KRTD 0.736 −0.147
KRTO −0.016 −0.028
KRTC 0.382 −0.715

Since the sample size was 74 and was thus sufficiently large, it is also possible to use
these factors for data analysis using the moderation analysis technique.

In the obtained models, we found that neither the effect of WLB nor the single effects of
the three moderators had a significant impact on JP (the p values were all higher than 0.05).

However, the effect of the interaction between WLB and KRTO had a positive (β = 0.247)
and significant (p = 0.018) effect on JP. We also found a positive (β = 0.300) and significant
(p = 0.010) effect of the interaction between WLB and KRTC on JP (representations of the
two interactions are reported in Figures 2 and 3). The effect of the interaction between
WLB and KRTD on JP was not significant (p = 0.101). Table 6 elaborates these results.
Therefore, the hypotheses H1 and H2a were not verified, while H2b and H2c were verified;
the R2 of the model with interaction between WLB and KRTO was 0.105—i.e., 10.5% of JP
was explained—while the R2 of the model with interaction between WLB and KRTC was
0.104—i.e., 10.4% of JP was explained.

The results of the hypothesis testing are also presented in Table 6.
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Table 6. The assessment of the structural models.

Variable β SE t p Value 95% CI

WLB 0.021 0.127 0.162 0.872 [−0.232; 0.273]
KRTD −0.048 0.127 −0.038 0.705 [−0.302; 0.205]
WLB * KRTD 0.189 0.113 1.663 0.101 [−0.038; 0.415]

WLB 0.071 0.120 0.592 0.556 [−0.169; 0.312]
KRTO 0.159 0.121 1.318 0.192 [−0.082; 0.400]
WLB * KRTO 0.247 0.102 2.420 0.018 * [0.043; 0.450]

WLB 0.055 0.118 0.463 0.645 [−0.181; 0.290]
KRTC 0.073 0.118 0.620 0.537 [−0.163; 0.309]
WLB * KRTC 0.300 0.114 2.640 0.010 * [0.073; 0.527]

Dependent variable: JP; * p < 0.05.
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6. Discussion

The present study aimed to investigate the influence of KRT in terms of digitalization,
old technologies, and cybercrime on moderating the relationship between WLB and JP. To
address this goal, a quantitative approach that involved using a survey to gather data from
a sample of employees of CCBs in Italy was adopted. Moderation analysis was applied to
analyze the collected data and test the research hypotheses. Based on the empirical findings
of this paper, the hypotheses H2b and H2c were confirmed.

We found that the effect of WLB on JP was positive but not significant by itself, while
its positive strength increased significantly when the respondent’s KRTD score was high
or when the respondent’s KRTC score was high: this shows that KRTD and KRTC have a
significant and positive moderating effect on the relationship between WLB and JP. We also
found that, differently from KRTD and KRTC, KRTD did not have a statistically significant
moderating effect on the relationship between WLB and JP.

This means that employees are comfortable with their work and family responsibilities
and that their performance’s overall quality and quantity are good. Moreover, they are
flexible enough to adapt to any changes, whether from job to job, task to task, or place to
place. This study also found that employees have a positive attitude towards their self-
assessment and skill development even if they are comfortable with a virtual organization.
We also highlighted that employees are fond of technological tools, have knowledge of
manufacturing technologies, and are eager to improve their well-being and satisfaction
with their co-workers. This is in line with the findings of prior studies, such as that of Putra,
Pratama, Linggautama, and Prasetyaningtyas [147], who found a significant relationship
between the WLB and JP of bank employees and confirmed that individuals with high
levels of JP would have a high level of WLB [18]. This implies that employees can perform
negotiations and accomplish their work on time, and spend quality time with their family,
even during the pandemic period, when resorting to WFH for more than three days due
to lockdown measures [13]. In addition, our findings highlighted KRT as a moderator of
the WLB/JP relationship, in terms of KRTO and KRTC, especially in correspondence with
WFH, agreeing with studies that have highlighted the presence of a significant relationship
between knowledge risks and organizations in their regular operations [14], as well as a
significant positive association between JP, KRTO, and KRTC [17]. Hence, to encourage the
adoption of WFH, organizations must ensure the maintenance of a productive WLB/JP
relationship and, on the other hand, implement actions to prevent and mitigate knowl-
edge risks that could affect employees struggling with technology—i.e., KRTD, KRTO,
and KRTC.

7. Conclusions

For the first time, the present study attempts to examine the moderation mechanisms
of KRT in terms of KRTD, KRTO, and KRTC on the WLB/JP relationship for small bank
employees during the pandemic period. Apart from substantiating the streams of literature
focusing on KRT, WLB, and JP, this analysis generally reflects the interaction between per-
formance and work and family responsibilities in the banking sector, developing effective
strategies for managing KRT, maintaining productivity, and achieving a WLB, which have
emerged as problems during the COVID-19 crisis. In this scenario, the study has further
important theoretical implications.

7.1. Theoretical and Practical Implications

The present paper analyzes the relationship between WLB and JP in CCBs, considering
the moderating effect of technological knowledge risks—in particular, the risk of knowl-
edge digitalization, the risk associated with old technologies, and the risk of cybercrimes.
The potential harmfulness of technological knowledge risks makes their prevention and
mitigation a critical issue. Against the underdeveloped state of research addressing the
moderating effects of technological knowledge risks on the relationship between WLB and
JP, this paper seeks to further develop the current body of knowledge by exploring the
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role of knowledge risks as a moderating variable. Furthermore, despite several scholars
having investigated the WLB/JP relationship in banks, few studies have addressed some
variables’ mediating and moderating effects on this relationship [18]. Practically no one
has considered the effect of knowledge risks on these variables far.

This paper could also help guide professionals by emphasizing that paying attention
to a potentially very dangerous type of risk—e.g., knowledge risk—can improve the
performance of employees working from home and applying complex technologies.

This result was supported by previous literature on the JP of bank employees linked to
risk dimensions [148] and work-family conflict [149]. Consequently, organizations should
focus on investing more in managing knowledge risks, which would ultimately benefit the
organization [43], even in the banking sector.

This study provides important guidelines for promoting remote working in organi-
zations. It shows that employees should more frequently exhibit empowering behaviors
in remote work than in the workplace, emphasizing the exchange of knowledge and
information with their colleagues and managers.

This research shows how employees are inclined to collaborate with their colleagues
and hence share their knowledge; participative decision making in this regard would
also have far-reaching effects on individual and organizational performance. Amongst
employees’ behaviors, in remote work, removing barriers leads to the best performance,
showing how the lack of WLB in an organization can also be a barrier to better performance.
Productivity relies on workers being able to focus at the appropriate time to recover from
work-related stress and maintain a healthy work-life balance.

From a macro perspective, the banking sector should train managers on how to man-
age KRT—in particular, old technologies and cybercrime—which implies that managers
have to pay adequate attention to IT infrastructure and integration with human resources
management in response to these challenges in the future.

7.2. Limitations and Future Research Trends

There are some limitations to the present study. The first limitation is related to the
methodology used. This paper examined the influence of KRT in terms of digitalization,
old technologies, and cybercrime as a factor moderating the relationship between WLB
and JP. Thus, future research should test this link among other organizations belonging
to the banking and financial sectors (e.g., significant banks and other companies carrying
out financial intermediation activities). Secondly, this research employed an online survey
as a data collection tool to gather primary data from a relevant population. Therefore,
other data collection instruments (e.g., self-administered questionnaires, semi-structured
interviews, face-to-face interviews) can be used to achieve this purpose. Thirdly, the current
paper focused on the employees of CCBs in Italy. A comparative study is also suggested
to provide clear and solid findings and implications. Moreover, the research model can
be investigated in another country with a similar culture and conditions (e.g., a Western
European country) and/or a nation with a different culture and conditions (e.g., a country
from the Middle East, North Africa, Asia, South America, etc.). This could help to provide
rigorous results and outline the links between the studied constructs. Lastly, the present
study focuses on the perspective of employees of CCBs. As a result, future research should
concentrate on employees’ perspectives on other job positions, such as managers, and use
different variables and items. Additionally, further studies could be conducted from the
industry perspective (e.g., the service industry). One more option could be considering
“ethical” behavior as a variable in the study.

Finally, the antecedents of KRT should be assessed in future research to provide solid
findings on the critical issues and most crucial factors influencing JP in the banking and
finance sectors within different contexts.
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Appendix A

Table A1. Constructs and sources.

Constructs Items References

Work-life balance (WLB)

WLB1 Work together with family responsibilities make me a more
complete person.

[136–139]

WLB2 Manage the work and family responsibilities as I am doing it makes
me feel competent.

WLB3 Work makes me feel good with myself and this is good for my
private life.

WLB4 I don’t have a long time to socialize/relax with my partner/see the
family during the week.

WLB5 Find time for hobbies or to keep friendships and family
relationships is difficult.

WLB6 I often have to take home the job during the weekend.

WLB7 I worry about the effects of stress from work on my health.

WLB8 I would like to reduce working hours and stress levels, but I feel I
have no control over the current situation.

Job Performance
(JP)

JP1 Compared to other employees doing similar work, the overall quality
and quantity of my performance is good.

[140]
JP2 Compared to other employees doing similar work, how productive are
you?

JP3 Compared to other employees doing similar work, how well do you
anticipate problems that may arise and try to prevent them or minimize
their effects?

Technological Knowledge Risks
(KRT)

KRTD
Knowledge risks related to digitization

[17]

Working from home made me neglect relationships with partners /family
because I work more hours.

Working from home makes me feel more competent in technology
management.

Continuing to work from home 1 or 2 days a week, even after the
pandemic, can pose a threat to interpersonal relationships in the company.
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Table A1. Cont.

Constructs Items References

KRTO
Knowledge risks related to old technologies

Working from home made me think about the possibility of equipping my
home with the most modern technology.

Working from home increases my curiosity about technology even outside
of work.

Working from home increases the likelihood of making mistakes related to
the use of technology.

KRTC
Knowledge risks related to cybercrime

Working from home exposes the company to risks related to technology.

Working from home does not make me feel safe from possible
cyber attacks.

Appendix B

Marginal error calculation.

Margin of error = z× σ√
n

where:

z = z-score;
n = sample size;
σ = population standard deviation.

In this case, z is equal to 1.96 (=95% confident interval), n = 74, and σ = 0.57.
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