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Abstract

:

Providing a system user with a unique and secure identity is a prerequisite for authentication and authorization aspects of a security system. It is generally understood that the existing digital identity systems store the identity details in centralized databases, and users store the identity details in centralized databases in which users do not have any control over them. These vulnerabilities in the traditional digital identities make them susceptible to various malicious assaults and modifications. Users’ personally identifiable information (PII) may leak through these identity solutions that can consequently affect other applications being used by the users, and they have no control over them. Land registration is a major domain of governance that defines civilians’ well-being and needs to be handled properly to avoid conflict and to support Environmental Sustainability. These traditional land registry applications also lack identity parameters due to weaknesses in identity solutions. A secure and reliable digital identity solution is the need of the hour. Self-sovereign identity (SSI), a new concept, is becoming more popular as a secure and reliable identity solution for users based on identity principles. SSI provides users with a way to control their personal information and consent for it to be used in various ways. In addition, the user’s identity details are stored in a decentralized manner, which helps to overcome the problems with digital identity solutions. This article reviews existing SSI solutions and analyzes them using SSI principles. It also assesses the SSI components required for constructing SSI frameworks that adhere to the SSI principles. Furthermore, it defines the procedures for establishing an SSI ecosystem, explores the laws governing digital identity that governments have adopted, and identifies SSI applications in several fields. Finally, a review of SSI applications in the domain of land registry systems is given in order to propose an SSI-based land registry framework for a secure and reliable land registry system.
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1. Introduction


A recent survey highlighted that 37% of employees in US firms reset their passwords more than 50 times each year and have been losing around 426 USD annually due to password glitches, in addition to the fact that this is affecting their efficacy at work [1]. Additionally, a world bank survey revealed that around 14% of the global population lacks proof of identity in any form [2,3]. Providing individuals with an identity and maintaining secure and reliable identity storage are major challenges. Compared with providing individuals with an identity, managing a secured and reliable identity is a far more significant challenge. In a recent incident, Cambridge Analytica leaked 87 million Facebook users’ PII details due to a security breach in the system of a third-party service provider [3]. There are many examples of data breaches due to the centralized nature of data recordings and the use of third-party service providers. Digital identities and their security are becoming more critical with the advancement and adaptation of online services.



The land registry system provides a way to transfer land ownership while protecting the rights of the people, which increases the trust among people. There are numerous loopholes in the current land registry system which pose risks for crimes such as land stealing or force land-grabs, resulting in most civil court cases. Most of these cases take months, years, or even decades to resolve since they go from local courts to the Supreme Court. Plus, majority of people in the country do not have the time and money they would need to spend on these cases [4,5].



The main problem with the current system is inadequately coordinated information across different government departments that are not coordinated adequately, making it easy for unscrupulous officials to modify official land records. Many fraud cases related to land titling are only detected locally, which means that a centralized system is insufficient in this case [6]. As a result, land records may be tampered with, and forged.



Verifying the identity of all participants in a transaction is essential to avoid fraud [7]. Current land registry systems have several shortcomings which can be avoided by utilizing blockchain technology [8]. A limitation in blockchain-based land registry systems is the lack of suitable identity solutions [9,10,11]. The use of a digital identity in blockchain-based land registry systems saves time, decreases the fraud risk, and reduces data loss [12]. The SSI concept fills this gap by providing a decentralized identity and giving individuals complete control over their identities and personal data [13].



Self-sovereign identity (SSI) is a next-generation identity management model that secures and manages reliable identity records [14]. The identity records are stored in a decentralized manner and provide users with control over their identity details [15]. In this way, SSI can handle the shortcomings of traditional identity solutions. Users of SSI solutions have full control over their personal identity information (PII), and give their consent for using the PII. Therefore, the issues with the centralized storage and identity theft can be resolved [16,17]. SSI is a new paradigm, and several researchers are working in this domain to review it and analyze its applications; however, the academic literature is still limited. Some of the related literature can be found in [15,18,19,20]. In [18], the authors explored the concept of self-sovereign identity and presented its challenges and opportunities in a rather informal way. However, in [15,19,20,21], the authors focused on the application of self-sovereign identity to explore how a self-sovereign identity system could be built and developed.



SSI was designed based on Christopher Allen’s ten identity principles. SSI solutions must adhere to the following principles: existence, control, access, transparency, persistence, portability, interoperability, consent, minimalization, and protection [22]. At present, several initiatives and government agencies are actively developing SSI solutions on the blockchain platform. Several blockchain-based SSI frameworks, such as Sovrin [1], uPort [23], Civic [24], Blockstack [25], Selfkey [26], and ShoCard [27], are available and are being used in various domains. A successful SSI solution needs to comply with all the SSI principles [19,28]. None of the existing self-sovereign identity frameworks fully comply with the SSI principles. There are several building blocks for the development of an SSI framework. These building blocks are also referred to as SSI components. To identify SSI components for the SSI framework in compliance with SSI principles.



The essential purpose of SSI for land registry is to provide people with IDs so that they may communicate with land management services. There are approximately one billion people who have no access to identifying themselves. SSI allows individuals to build a gradually more secured and trustworthy identity in place of a government-issued identification document by collecting certificates from reputable third parties, such as a land registry and financial institutions [29]. Even with the lack of legal documents, SSI can help the public to establish evidence of property ownership, such as a certified survey plan or a notarized declaration. The SSI’s credentials should not be limited to only the digital equivalent of the traditional paper-based certificate, but should also provide a framework for transforming data into credentials that administrative entities can trust. For example, a person can submit proof of ownership claims utilizing their verified location history using a mobile carrier’s location verification, transaction details and land registry certificates [30].



In the absence of land registries, SSI may directly connect people to land plots while also providing a means for recording property claims and related data to gain access to additional services such as banking, loans, and government benefits. SSI holders can use a verifiable claim to land ownership. Individuals could submit a digital title to seek financial aid or agricultural subsidies. A verifiable claim is a permanent document established by a government institution that acknowledges the rights of a property owner at a specific point in time. The provable verifiable claim will be kept, even if property certificates are lost or the owners relocate [31,32]. The major contributions of this research work are:




	
To compare the current SSI solution with the principles of SSI;



	
To identify the steps and requirements for the SSI adoption;



	
To identify the components of SSI to comply with the principles of SSI;



	
To discuss the applications of SSI in land registry and design a framework for the SSI-based land registry system.








This study explores the SSI concept and principles, compares four prominent SSI solutions based on identified SSI principles, and highlights the steps and requirements for adopting SSI solutions in Section 2. Section 3 presents a brief description and visualization of the SSI framework, component architecture, and various SSI components. It also provides a detailed critical analysis of SSI components and their usefulness for developing SSI solutions in compliance with each SSI principle. Section 4 gives a brief overview of possible use cases for SSI applications, including land registries. Finally, Section 5 provides a detailed elaboration of the SSI-based land registry framework with different implementation phases, followed by the conclusion in Section 6. Figure 1 conclusively demonstrates the organization of the paper.




2. Background


2.1. Land Registry System


The Land Registry is a mechanism used to register and record land ownership and rights for a government body. It verifies land title records, facilitates land transactions and avoids corruption. The land registry is also a system in which government agencies record land-ownership rights and land-ownership amendments in compliance with existing legislation and regulations to protect landowners’ rights [33]. The land is also the most important of all resources or the most common and important property rights [34].



	
Land Registry Process






Laws governed by each country for the process of land registry and ownership systems could are described in the following steps:




	
The land documentation is submitted to the jurisdiction in which the property is located. The approved seller and buyer signatures must be displayed, including witnesses for the agreement between seller and buyer.



	
Payment receipt/proof shall be shown to the Sub-Registrar along with the Property Paper.



	
The buyer and seller should provide proof of identification to the authorities involved in the land registration.



	
If a third party is involved during a property contract, the representative must bring the authorized registration documents, such as a letter of authorization or legal authority, under various country laws.



	
The authority has the right to refuse the registration process and registration papers for inconsistencies.








Since the procedures are complicated, it is often the third parties that carry out some or most of the work in place of the seller and buyer. However, online land registry systems have reduced some of the burdens by eliminating the need for third-party. People could pay fees online and start the transaction.



	B.

	
Limitations in the current land registry system







Records of the existing land registry are not up-to-date and are unclear, as they are poorly administered and cannot match with the ground coordinates. The government encounters challenges preserving these records and providing the updated information of these records as these records are maintained and updated by the different departments at the district and village levels. The lack of coordination among these departments leads to non-synchronized information resulting in dissimilar records and mismatches with the ground coordinates [35]. The limitations of the existing land registry system are given below:




	
High time complexity: In the traditional land registry process, the transaction between the involved parties (sellers, buyers, banks and real estate agents) is time-consuming and expensive. The process for the trading of land in real estate includes various logical steps such as housing assessment and collection of documents. A complete property document depends upon completing the main contract, transfer of money, and registration, which makes the overall process more complex [28]. In [36], the authors discussed that the Swedish land registry system usually takes more time starting from the purchase contract signed for sale up to the actual transfer of the property [10,37,38]. Furthermore, in the Swedish land registry system, the absence of officials in the land transaction reduces the transparency and trust of the system [39,40,41].



	
Centralized control: In the traditional land registry, records are stored in a centralized database, which is likely to have various security risks. Additionally, issues such as fault tolerance and adaptability are of primary concern [42,43,44].



	
Physical property site visit and verification: The involved parties for land transactions first conduct a historical verification for each other. The buyer checks the physical location and coordinates of the property, history, and previous loan details on the property. This verification process is carried out manually, making the process more complicated and making the system vulnerable to fraud and loss of information [10,45]. In Kosovo, the verification of the land property and relevant documents is carried out only by the request of the notary service [43,44].



	
More cost: The cost required to perform a transaction includes the cost of negotiation, signing, supervisory activity, and contract execution [46,47,48,49]. It signifies that the changes in the transaction cost will affect the housing affordability for Canadian citizens [46]. The transaction cost is due to the information asymmetry regarding the hidden cost for the objects in real estate [28,50] and regulations [38,51,52,53,54].



	
Lack of efficiency: There are inefficiencies in the land registry system such as inaccurate information, information that is hard to access and hard to search, and insecure ledgers [41,54].



	
Vulnerable to error: The nation of Honduras made a law based on the property to create a general legal framework and enhanced land administration. Additionally, changes are making the system institutionalized for land registry SINAP, which facilitates the platform for the country’s legal registry system [45,55]. Unluckily these frameworks are vulnerable to manipulation, including land title fraud. Moreover, it creates concern about the reliability of information for the Honduras land registry system [56]. The paper-based system is hard to access and also valuable for human-made or natural disasters [44].



	
Corruption and fraud: The traditional land registry process is centralized, which makes corruption and fraud more likely [38,48]. The centralized nature of authorities in the land registry makes corruption and fraud easier [42,57]. Based on the various reports, Canada’s real estate market has severe problems with fraud. The currently used process of the closed binding system makes it difficult to prove the fraud by brokers in the land registration process [58]. Among the other fraud in the Canadian real estate market, the most severe problem is title fraud, which victimizes financially [46,59].



	
Less secure: The use of trustless ledger technology will change the property law and lower the price to release disorderly and scalable applications. Currently, the property registry is a mixture of almost inaccurate, insecure, and expensive ledgers [41]. The centralized architecture of the application raises concerns regarding the attack on the system and corruption, which makes the system untraceable [28,43].



	
Complex process: The procedure for the sale of the property requires many logical steps such as the collection of documents, assessment of property, signing of the primary contract, registration, and transfer of money, which makes the process more complex [28]. The land registry system forces the involved parties (buyer, real estate agents, and banks) to create a separate complex red tape process for agreement [36].



	
Lack of transparency: The current land registry process lacks transparency for the transaction, such as leasing, purchasing, and sale. Although the current land registry system fails to achieve the confidential and authenticity of the data [52,53], the trading of property is troubled to become an essential liquid asset that includes hidden costs, regulations, financial assurance, and public accountability. Moreover, it also risks the rights of an individual user [10,37,50,51,56]. In the Kosovo Cadastral system, information on land ownership data is only accessible to the notaries, lawyers, and intermediaries [44]. The official in the Swedish land registry is the more trusted authority in the process. Their absence in the earlier phase of the land transaction causes a lack of transparency and trust [36,42].



	
Third-party involvement: In the traditional land registry process, there are lots of entities involved during the transaction, such as brokers, land inspectors, attorney, notaries, and government authority, which results in unnecessary cost, complexity and delay in the process [28,48,52,53]. All the parties involved in the land transaction process have to trust the third party, which results in fraud related to ownership of title and the validity of ownership title [37,38,45,46,57,58,60].



	
Less reliability: In the traditional land registry system, obtaining reliable information is challenging for investors. Additionally, the political person may restrict investors from gaining reliable information due to the closure of government offices or the abolishment of the government. The lack of reliable information influences the financial flow and ownership transfer that is required to acquire the piece of land [56].



	
Authenticity issue: The nation of Honduras introduced a new law on the property by creating a legal framework to improve land administration. Unfortunately, this framework is unsafe for manipulation, which results in land title fraud. Moreover, there are concerns related to the authenticity of the Honduras land registration [56].



	
Lack of effectiveness: The real estate market affects the country’s economy. Lack of effectiveness in the real estate market causes various transparency problems like more transaction costs, delays in the process, and prejudice [44].



	
Paper-based process: The respective department manually stores the land transaction records on paper. However, the departments are currently upgrading from paper-based storage to computerized systems [28,39]. However, unfortunately, the documents that prove the land title ownership are still stored on paper, making the real estate system more complicated and time-consuming [42].



	
Lack of trust: There is a lack of trust in the property verification process by the board of revenue. The sale deed is verified and then forwarded to another department, leading to a lack of trust [43]. Double spending is a major concern of trust in the system. When the buyer spends currency multiple times for the same property, they cannot trust the payment system of the land registry [41,60,61]. No statistics are available in the Kosovo Cadastral system related to the real estate transaction. However, there is no compensation mechanism for covering the loss that occurred due to the inaccurate information provided by the immovable property register, which results in a lack of trust in the system [44]. In the Swedish land registry (Lantmäteriet), officials are the most trusted actor in the land registry. Their absence in earlier phases of land transaction results in a lack of trust and transparency [39,40].



	
Ownership issue: The present land registry system in Sri Lanka has issues like a large number of land disputes, lawsuits, unclear ownership over land encroachment, and misuse of land [62]. The ownership of the land title is not guaranteed. Many users claim ownership for the same land title [37,43,57,61].








	C.

	
Land Registry and Identity issues







The land registry system is a way to store, protect, and publish land records and facilitate the transfer of land ownership while protecting the rights of the people who own it, which makes people more likely to trust each other. To prevent fraud, it is essential to verify the identity of the people involved in a transaction. There are several drawbacks to the current land registry systems. However, these drawbacks can be avoided by using a blockchain technology. Existing land registry systems have been replaced by a variety of blockchain-based systems [63]. Nevertheless, the usage of blockchain in land registry systems has several constraints regarding the identity that must be addressed when creating a blockchain-based land registry system. Among these considerations are: independent verification [10,64,65,66,67], the necessity for an identity solution [64,68,69], compliance with the identification principles [66,70], user control [11,67,71,72], and legal validity [9,39,64]. It is necessary to solve those constraints for a successful deployment of blockchain technology in the land registry system as well as to overcome its drawbacks.



Many recent studies have shown that a digital identity is essential for performing a secure real estate transaction and verifying ownership of the real estate. According to the Money Laundering Directive 2018/843, verifying the identity of the parties in a transaction can help avoid cyber fraud and crimes [7]. Unfortunately, the current land registry system lacks a digital identity solution that allows users to manage their personal data. According to some studies and analyses, users need to have control and ownership over their digital identities [9,10,11]. Additionally, using digital identity in the land registry system would reduce the time required, the risk of fraud, and the information loss. The problem with the current use of blockchain for identity management is that it does not comply with the SSI principles [65].



An identity model must ensure that the user’s personal information is safe against data breaches and fraud [13]. Digital identity models fall into four categories: centralized identity, federated identity, user-centric identity, and the SSI model [22,73]. The SSI model is the only one that allows users to retain control over their personal identification data; all other systems’ identity models rely on the identity providers [13]. SSI provides a decentralized identity and gives users complete control over their personal data [74].




2.2. Self-Sovereign Identity (SSI)


SSI solutions allow users to gain control over their personal identities. Users will decide precisely what information they need to reveal about themselves, to whom, and in which contexts. Under the SSI model, no one can prohibit a person from exercising basic human rights, such as the right to be expression and privacy. Individuals do not need to retain their identities physically. They can choose any identity operator. The pre-requisite for SSI is that digital identities must be scalable and interoperable across different platforms. Therefore, individuals are free to choose the identity operator and switch from one operator to another [75,76]. While no clear definition of SSI exists so far, a set of requirements have been defined as the key principles needed to function as an SSI [22]. These principles can be regarded as a criterion to check the existing identity solution to comply with these principles.



	
Existence: Users have an independent existence and are not dependent on the details found in their digital identifiers.



	
Control: Users have full control their identities and be able to transform, update, refer and hide them. Users have full authority to disclose or choose privacy on their identity details.



	
Access: Individuals should have access to their data and should have the ability to be able to retrieve it when necessary.



	
Transparency: Systems and algorithms used to handle and run digital identities must be accessible and transparent. The public must be able to track the operation and maintenance of the system.



	
Persistence: The identity must be long-lived, and the individual’s identity must be preserved for as long as the individual wants.



	
Portability: Information and resources concerning identity must be transportable, and not owned by a single third party, even though they are trusted.



	
Interoperability: Identities are available for common use in all contexts instead of being limited to one siloed environment.



	
Consent: Individuals should give consent to use their identities. The data sharing by third parties must occur with the consent of the data subject.



	
Minimization: The disclosure of claims should be kept to a minimum and should only be disclosed when necessary to perform a task.



	
Protection: The individual‘s right to privacy must be protected at all costs, even though this would go against the identity providers’ interests.






These principles would benefit the users and form the basis of the SSI solution and need compliance to provide an SSI solution to the users [22]. None of the SSI solutions today comply with all these principles [77]. Several competing SSI solutions have emerged during the development process, adopting various ideas and using different blockchains [78,79]. In [80], the authors reviewed the available SSI solutions based on blockchain and discuss their implementations concerning the SSI principles. An analysis of the SSI concept’s potential and evaluation of blockchain-based SSI solutions, namely Sovrin, Multichain, Blockstack and uPort has been carried out [74]. Comparative analyses of uPort and Sovrin were performed by reference [81]. A detailed analysis of the ShoCard Sovrin, Civic and uPort was carried out. These systems use certain decentralization techniques based on the author’s criteria and principles, none of which complied with the SSI requirements [77]. However, it is still rare for SSI systems to be compared with the SSI design principles. Therefore, to fill this gap in the next section, the researchers compared the existing blockchain-based self-sovereign identity (BC-SSI) solution uPort, Sovrin, Civic and ShoCard on the principle of SSI to identify whether the existing BC-SSI solution complies with the SSI principles or not.




2.3. Comparison of Self-Sovereign Identity Solutions on the SSI Principle


There are several SSI solutions available based on the blockchain platform. In this section, only uPort, Civic, ShoCard, and Sovrin have been shortlisted for comparison because of their innovative SSI identity management approaches. These SSI solutions cover the broader landscape of BC-SSI solutions. The analysis for each selected SSI solution to comply with the SSI principles is shown in Table 1. First, the analysis with uPort, which is an identity and communication platform based on the Ethereum blockchain [23], was conducted. Second, the Sovrin Foundation has set out to standardize and implement the SSI architecture using blockchain so that anyone can issue and verify [1]. Third, Civic offers an SSI ecosystem to allow low-cost and reliable access to identity verification and customer know your customer (KYC) processes [24]. Finally, the ShoCard-based identity ecosystem provides authentication, an attestation to the credentials, and proper authentication [27].



2.3.1. uPort


uPort enables users to manage their online network of identities by utilizing an Ethereum blockchain [23]. The uPort mobile app creates keys and creates the corresponding three smart contracts for each identity. The uPort registry stores identity information in a cryptographically secure manner and securely links it to an identifier.



Analysis: uPort is developed with open international standards and open-source applications (3). The user’s key identity is stored on the Ethereum blockchain and then distributed on thousands of computers worldwide (4). Individuals build and control their own personal identity (1). Personal identity information is stored securely on the computer and in the Interplanetary file system (IPFS) and is available to the user (2). Users may share information with a third party of their own choice (7). Private data are stored locally on the users’ computer and uses Java script object notation (JSON) is applied instead of Extensible markup language (XML) (5). uPort has a “Selective Disclosure Request” regarding confidential information. However, the JSON user profile for the registry is public, which compromises users’ privacy (8). Some centralized components include a message server that allows the transfer of attributes, an application manager, and a push notification center (9). uPort can validate an individual’s identity with various attributes and generate JSON web tokens (JWTs) to verify claims (6). The cost of using Ether is directly related to the price of Ether on the Ethereum network (10).




2.3.2. Sovrin


The Sovrin Foundation has come together to standardize and develop an environment to store the self-sovereign identities on a blockchain so that everyone can use and verify them [1]. Sovrin has developed a specific framework that is built on top of Hyperledger Indy. Sovrin uses a permissioned blockchain called Stewards to achieve global consensus.



Analysis: In Sovrin, the Identity Owner’s cryptographic key pairs are the only way to access and do all the user has permission to do (1). Personal data are collected on the user’s device or preferred agents who are not the third-party service providers (2). Sovrin and agents are used to store attributes associated with the identity (6). The code that runs, validates and gives access to the ledgers is open source (3). An encrypted and private local container with an agent can be used to maintain and backup storage (4). The datasets can be accessed using system-independent semantic Web formats such as JavaScript object notation for linked data (JSON-LD) to ensure data portability (5). Identity Attributes are exchanged only by obtaining consent from the Identity Owner (7). Sovrin utilizes decentralized identifiers and public keys for each relationship to provide selective disclosure of verifiable statements using zero information proof (8). Although the ledger has a decentralized framework and several nodes, the permissioned ledger requires a governing body (9). Identity owners will have unrestricted access to their identities, but Sovrin supports “Premium Claims” to create identity issuers’ economic opportunities (10).




2.3.3. Civic


Civic is developing a single identity verification ecosystem where anyone can quickly request identity verification services at a low cost [24]. Civic is built on an ERC20 token based on the Ethereum blockchain that generates keys on a third-party platform. All personal information is set to own by the user, and only the hash of the personal information is stored on the blockchain.



Analysis: Civic enables identity data to be stored on the users’ computer to access and control its identity information (1). Users’ control and access are guaranteed if the device controls the user (2). In Civic, the Ethereum network is likely to be available in the future in which real data rely on the user-maintained long-term storage (3). The information may be used in Civic applications but is not portable outside such Civic applications (4). Identity information is accessible in the civic environment but is not portable beyond the civic ecosystem (5). Civic will enable password-less access to services as well as self-declared and checked identity attributes (6). When data are stored on the user’s device, then the data owner must decide who has access to the identification information (7). Selective parts of the Merkle tree can be revealed with hashes for any elements that the user prefers not to reveal (8). Information held on the Civic Network can be used to carry out applications within the Civic Ecosystem. Information should be revealed selectively as per the customer’s request (9). The fees are calculated by Ether’s cost on Ethereum and the likelihood of CVC tokens for some services (10).




2.3.4. ShoCard


ShoCard was created in 2015 to provide a more reliable authentication mechanism than conventional methods [27]. ShoCard utilizes alternative security methods such as the blockchain, which guarantees authenticity and does not require any personal data. It supports zero-knowledge proof as well as the complete KYC process.



Analysis: ShoCard is partially centralized and dependent on the ShoCard infrastructure. It creates a future existence problem for ShoCard (4). Users construct, maintain and control their digital ID (1). The public blockchain is generally open to the public, but issues can compromise identity data with the ShoCard service (2). ShoCard has received four patents and nine patents pending and now shares its inventions and algorithms on open-source standards (3). ShoCard can use multiple blockchains simultaneously to better support future blockchain (5). Using ShoCard, there are a couple of different choices for identification and authorization, such as KYC and attesting credentials (6). Users will determine how and with whom they want to share their identity information (7). Users will decide which data they want to share and do not need to share irrelevant data (8). The central server partly centralizes the ShoCard (9). ShoCard is an independent blockchain, theoretically operating on the public ledger, with transaction fees (10).





2.4. Steps and Requirements for SSI Adoption


For adopting and standardizing any new technology, there are several guidelines and regulations prescribed by government agencies and autonomous institutions authorized for standardizing such technologies. There is a range of guidelines for developing a digital identity framework. Some of the sources are International Telecommunication Union (ITU) [82], Financial Action Task Force (FATF) [83], European Union [84] and the Open Identity Exchange (OIX) [85]. Although these guidelines were not exclusive to self-sovereign identity, they also refer to the SSI application. Identity systems may be classified into three groups, depending on the legislation’s origins that define liability. There are three types of identity structures [85]. The Digital Identity Level I scheme is the law applicable to all digital identity solutions. Tier II is a public law applicable only to certain jurisdictions. Tier III is a contract law that many businesses are complying with. The type of digital identity scheme, according to the OIX, is shown in Table 2.



Numerous steps are required to create a scalable, operational and autonomous SSI ecosystem. Such measures can differ based on the amount of government involvement. Table 3 shows the requirements for the governments to adopt the SSI model. Many governments allow users to use digital identities at the national level. In Estonia, the national ID card system offers access to all electronic facilities, such as banking, and is used by 98% of the population [86].



The SSI approach would allow governments to issue digital IDs that can be used to access any digital services without significant infrastructure and additional obligations. Governments register identity records in blockchain and trust lists using a self-sovereignty strategy. The government will no longer have the responsibility of verifying to make sure that the certificates are valid. In the SSI system, the government only needs to issue digital certificates and register cryptographic proofs in certificates in a public and decentralized network, removing the government’s need to maintain additional infrastructure [87,88]. Individuals will have full control over the sharing of data. The government does not need to validate and authorize digital credentials issued by government agencies explicitly.





3. SSI Compliance


3.1. Components of SSI


There are various SSI components available that can be used to develop an SSI solution and comply with SSI principles. These SSI components have been briefly described in this section. A graphical representation of different SSI components has been illustrated in Figure 2.



3.1.1. Decentralized Identifiers (DIDs)


A global working group has been set up to develop the Decentralized Identifiers (DIDs) standard [89]. A DID is a digital identity that facilitates having a verifiable and decentralized identity. A DID is an identifier associated with a subject (e.g., a person, an agency, an object, a data model, an abstract entity, etc.) that the DID controller considers to be defined [90]. The various types of DID standards to be followed shall be known as DID methods.



	
DID Documents: The DID refers to the DID document that provides specific information about the authentication mechanisms to prove the DID, endpoints, and other attributes.



	
DID Registries: The number of DID implementations with DIDs is required to have a DID registry. Due to the decentralized existence of DIDs, centralized and autonomous DID registries are not feasible. DID registries are intended to act as identifiers for a variety of purposes.



	
DID Methods: The DID standard is made using DID methods. DID methods differ concerning the mechanisms for establishing and validating DIDs, the authentication systems. Currently, there is no officially recognized list of DID methods available. However, the World Wide Web Consortium (W3C) and Digital identity function (DIF) maintain unofficial lists.







3.1.2. Verifiable Credentials (VCs)


The first step to having an SSI solution is to provide a trustworthy signing issuer that issues verifiable credentials (VC). A credential is a digital file that contains one or more credentials about a person from another source, authenticated by the verifier. The W3C working group is currently developing standards related to Verifiable Credentials (VC). The claims and the proof shall support the Verifiable Credential (VC). The proof determines the legitimacy of one’s credentials. A claim is a statement about the topic of research on which claims could be made.



	
Credential Registry Exchange: There are three methods for exchanging credentials. In the first instance, the credential is sent from the issuer to the holder. Secondly, the credential is passed from the requester to the holder. Finally, the credential is transmitted from the holder to the verifier. It is essential that the credential exchange between the credential repository (i.e., the digital wallet) and the service that creates or utilizes the credential be secured.



	
Revocation: Credentials represent the individual’s status and can be revoked or suspended at the consent of the person who holds them. A specific guideline seems fundamental when revoking a credential and modifying the credential status.







3.1.3. Verifiable Presentations (VPs)


The W3C facilitated the concept of Verifiable Presentations within the Verifiable Credentials specification [91]. The verifiable presentation is presented through verifiable credentials and has been packaged so that its authorship is verifiable. When the Verifiable credentials are presented, expressly will become verifiable presentations.



	
Selective Disclosure Mechanisms and Zero-Knowledge Proofs (ZKP): In self-sovereign identification systems, individuals regulate both their identities and credentials. Therefore, they have the right to present themselves and decide on how many details they should share. They have multiple verifiable credentials provided by various issuers and they build a presentation with explicit statements from such credentials so that it may not disclose any other claims included in it.



	
Traceability and Monitoring: The sharing of credentials takes place off-chain, which means that the credential is not registered. Verification of the certificate ensures that there is no traceable record of the transaction. This helps to reduce data privacy issues. However, in certain situations, the sharing and verification of credentials are supposed to be transparent. It is mainly the case when measuring and providing feedback on solutions is essential.







3.1.4. Digital Repositories and Wallets


In the case of self-sovereign identity, a digital wallet enables private repositories of users to secure information such as keys, identities, and credentials. A digital wallet can protect access to the holder by ensuring that only authorized individuals have access to the wallet. It secures and protects data with encryption. In addition, it also verifies the transfer of DID documents, trustworthy lists, and cryptographic proof of DID documents. It also provides a mechanism for individuals to update their credentials.



	
Key Recovery: The first layer to establish a digital identity contains a private key and an authenticator. It protects the users from unexpected events and inappropriate uses of their identifiers and credentials. Therefore, it is essential to ensure digital wallets’ recovery due to the loss or misuse of digital wallets.



	
Recovery of Credentials: A digital wallet allows for storing and managing digital credentials. If the wallet is lost or passwords are compromised, it is possible to retrieve the password using a digital wallet. Essential recovery methods should be in place to back up credentials in both cloud and offline computers. For example, cloud back-ups or other back-ups facilitated by the wallet provider should describe how or when the users can retrieve the credentials. The recovery process of credentials must be a balance between usability and security.







3.1.5. Identity Proofing, Authentication, and Authorization


Authentication, proof of identity and authorization occur when an electronic transfer of knowledge by the service provider takes place. Identity proof relies on the verifiability of the requester. Authentication is a way of ensuring that the service has already been delivered and consumed securely. Authorization requires that the requester have the necessary authorization to use the service, allowing them access to the service.



	
Identity Proofing: The identity proofing process begins with the requesting entity requesting identity credentials. Next, the identity issuer authenticates the user’s identity. The customer then receives a digital identity certificate from the issuer. Finally, the credential is saved in the secure repository.



	
Authentication: Authentication is dependent on three distinct factors: firstly, the password, which is essential; secondly, the user’s credentials, which can include a mobile, ID card, or cryptographic key; and thirdly, the use of biometric data sources such as fingerprints.



	
Authorization: When applying for a service, the service provider shall check that the credential issued is legitimate. The issuer is acknowledged, and the presenter is authorized to request the credential. When a verifiable certification is issued, two different behaviors toward providing certificates are observed: Authorization for the Presenter and Authorization of Purpose.







3.1.6. Certificate Authorities (CAs and Trusted Lists (TLs)


In the digital identity system of public key infrastructure, the certificate authority issues identity credentials accepted by others with a relative degree of assurance. Others can trust multiple profit and non-profit organizations such as CAs for various purposes. Currently, there is a range of trustworthy lists (TLs). The first trustworthy list is the CAs approved by the recognized authority that individuals may trust. The second trust list is the certificates provided by the CAs that each person owns and the certificates’ status. This allows us to verify that a digital certificate issued by an agency that we do not recognize or trust is certified by an entity that we fully trust.




3.1.7. Distributed Ledger Technology (DLT)


SSI must use decentralized ledgers to store cryptographic proofs for DIDs, verifiable credentials and presentations. Blockchain enables SSI to achieve the highest degree of security and scalability required. Moreover, blockchain has been using public ledgers that are distinguished using smart contracts. It is believed that the distributed distributed ledger technology is better suited than most other decentralized technologies for establishing proof of identity, blockchain addresses can be used as DIDs, and smart contracts can be used as trusted lists.



	
Permissionless: Permissionless DLT allows users to access the network at any time, such as Bitcoin and Ethereum. Many networks use cryptographic technology. They have access to the system, but with high transaction fees and anonymity, every individual is anonymous.



	
Permissioned private: Permissioned DLT consists of a finite network of well-defined identities that deploy, run, and manage all nodes. Generally, such networks are developed and managed by a blockchain provider.



	
Permissioned public: Permissioned public access to the network provides participants with access to the network and asks whether they comply with specific laws and regulations. Publicly accessible networks are open, transparent, decentralized and do not require any fees. At the same time, the identity of everyone guarantees not only anonymity but also regulatory compliance.








3.2. SSI Framework and Component Architecture


The SSI framework has three main layers: the regulations layer, components layer, and trust framework layer. This layered SSI framework has been presented in Figure 2. Furthermore, the interaction among SSI components has been explicitly defined in the form of SSI component architecture. The objective of SSI architecture is to demonstrate to the user a visualization of the components and how they interact with each other. The SSI component architecture is shown in Figure 3. The SSI components architecture consists of three layers of functionality. The first layer is a Decentralized public key interface (DPKI) where different ledgers with different DID methods contain DIDs for an organization to make it publicly recognizable at this level. The second layer is a decentralized key management system (DKMS). A DID is a public key that contains one or more private keys. DKMS handles all these keys using a structured structure. The third layer is characterized by verifiable credentials such as a driver’s license, a degree, or residency proof. These verifiable credentials contribute to additional personal information about other individuals. Any user can create, verify, and hold the credentials. The fourth and final stage uses verifiable presentations to create verifiable statements and verifiable credentials. These are designed to securely show the personal identity data of an individual to third parties, sharing only as much information as required, thus maintaining the owner’s privacy.




3.3. Components of SSI in Compliance with SSI Principles


The explanation principles of digital identity are extensive. Some of these principles may be more specific. For example, the first concept can be divided into the user control and consent. Some identity solutions may satisfy one but not the other. Given that at the time of writing these principles, there was no self-sovereign identification, it was more remarkable to have the majority of principles adopted from “The Evolution of Digital Identity Concepts guiding principles” by Christopher Allen [22]. In a well-known post, “The Path to Self-Sovereign Identity”, Allen outlined SSI principles, including specific guidelines from other sources such as Kim Cameron and the W3C Verifiable Statements Task Force [92]. These 10 principles are taken from Allen’s paper [22] and serve as guidelines for SSI-adapting participants. A concise description of these SSI principles and which SSI component can be used to comply with these principles are presented in Table 4.



3.3.1. Control


Every user has an identity and knows a secret that only he knows. The possession of the secret is equivalent to the possession of the credential or the right to use the credential. It needs the owners’ identity to keep private keys on their computers.



	
DPKI: Decentralized public key infrastructure (DPKI) does not require a centralized authority to create keys for actors since actors themselves create them in a decentralized manner. The DID holder has a private key that allows them to control their DID [93,94]. User keys are generated on the client side without relying on a central authority.



	
Asymmetric cryptography authentication protocol: Zero-knowledge proof of asymmetric cryptography protocol enables the identity owner to prove the identity ownership by using the private key stored on the blockchain. Most SSI systems use the asymmetric cryptography authentication protocol for authentication [93].







3.3.2. Access


Digital credentials: Mobile devices are useful as they provide users with full control and are always available. A mobile device can be installed with a secure wallet account to store and retrieve keys. We can create more links by scanning the codes with a smartphone. The links help establish the credentials which have been issued to the user and to store the digital credentials [95].




3.3.3. Transparency


Open protocols and open standards: The Internet is an open network. Web, DNS, and applications are open-source software. The solutions are built using open-source software so they can be used by anyone but are not owned by anyone. In addition, everyone can improve them. An identity system based on a public blockchain needs to function the same way to provide all identities. The Sovrin is built using open- source software and will provide open governance. Sovrin and the Stewards operate with complete openness and transparency [1,96]. Other than that, personal information should be cryptographically encrypted to prevent unauthorized access.




3.3.4. Persistence


Credential holders have complete power over how to use their credentials, whereas credential issuers have the right to revoke them for unauthorized usage. If the conditions for the credential are not fulfilled, the issuer shall revoke the credential. The identifier attached to the credential, or any other form of credential, will be included in the revocation list. The revocation list is kept on the ledger and can be reviewed by the verifiers if the credential presented to them has been revoked. The following approaches revoke the credential [97].



	
Time-revocation: expired part of the credential data.



	
Revocation list: Mapping the credential ID with the revocation list.



	
Proof of non-revocation: ZKP of a credential that has not been revoked is contained in Hyperledger Indy.



	
DKMS Key recovery: The recovery process requires users to make backups of their wallets. DKMS can provide the requisite features to retrieve passwords safely. Users must maintain several backups of their wallets and store them in secure digital storage, such as a cloud-based agent [1,94].







3.3.5. Portability


An identity using open standards makes a portable identity available to multiple standards [1].



1. Open standard DID: This is a portable DID developed using an open standard, and which is described and addressed by a private key on a ledge.




3.3.6. Interoperability


	
JSON-LD: The DID documents are developed using the JSON-LD. The JSON-LD will share data in a consistent format that can be understood by both systems [98].



	
Universal resolver: A community-based project of the “Decentralized Identifier Foundation” (DIF) was formed to develop a universal resolver to create an interoperable system. It can resolve any DID form on the underlying ledgers of any DID method that can be used to resolve the DID method in the SSI ecosystem. It offers details regarding DIDs recorded with the DID method based on the DID. DID methods are linked with each other to make cross-border interactions easier. One of the most important parts of interoperability is DKMS, which describes how DIDs interact with one another and the ledger. It also offers useful tools for key management, such as key recovery [99].



	
DID Auth protocol: This utilizes open standard, Secure Quick Reliable Login (SQRL) and the Web Auth protocol that present the challenge of authenticating the user. The standardizing of specifications using open standardizing using SQRL will ensure all DIDs perform according to the designed specifications and enable interoperability [93,94].







3.3.7. Consent


	
Verifiable credential: This allows users to save their identity credentials in wallets installed on personal devices and make them accessible via the Internet. It provides the user with full control and consent of the credentials stored in the wallet so that users can also choose with whom to share information and how long the information can be shared [89].



	
A symmetric cryptography authentication protocol: This allows the users to fully control and possess all their personal information with the public key stored in blockchain through the zero-knowledge proof (ZKP) feature of asymmetric cryptography [93,94].







3.3.8. Existence


	
Decentralized identifiers are persistent, ensuring that the holder is authenticated to be cryptographically secure if the private key is present with the identity holder [94]. The domain also has several services, including a website and an agent service. The identity holder will probably have multiple data points, such as a mailing address, telephone number, or other information which might be used to develop a relationship [100].



	
Verifiable presentation: A verified credential contains evidence of authenticity from the identity issuer. It enables the identity issuer to verify the identity owner digitally [89]. A verified presentation is made by the identity owner and eventually will be forwarded to the verifier who verifies it.



	
Multiple identifiers: An identity owner may obtain multiple identifiers and build a new identity when required. The ID claims may not depend on an identifier. The identifiers and credentials will continue to be separate. It impacts the combination of credentials with any identifier. Additionally, the DID will be shared with the verifier whenever necessary.



	
Anonymous credentials: The identity owner who gives the verifier credentials does not wish to reveal his ID. Alternatively, identity ownership is shown in a one-way using zero-knowledge proof [97].







3.3.9. Minimalization


1. Zero-knowledge capable verifiable credentials: This helps users to keep their claims of credentials hidden and proves only the existence of those claims that can be used to compare claims against numbers without disclosing the actual information. ZKPs are an effective cryptographic technique that can prove claims without disclosing the actual value [101]. The users should be able to access their credentials on their personal device. The use of ZKPs based credentials presentations is required. Consequently, the user is forced to rely on a third party for storing the credentials [89,102].




3.3.10. Protection


	
Pairwise-pseudonymous DIDs: These preserve privacy by preventing the linkage of identities. Whenever two services want to analyze their users’ interests, the better solution is to compare a DID, which only recognizes a particular connection. Additionally, there is only one information service provider that will be stored in the DID. However, the file’s information is difficult to trace as it is not assigned to a user’s account. The pairwise pseudonym DID, with public and private keys, is created on the user side [94].



	
Verifiable presentations: The system promises enhanced privacy and balances individual integrity using ZKP cryptography techniques by verifying proof of one’s identity without revealing actual private information [89].



	
DKMS Endpoint: This enhances privacy by providing a way for endpoints to protect their data and establish trust with other endpoints. Endpoints are used as DIDs and DID keys that provide the anonymity of identity to prove a person’s identity [93,94].









4. Self-Sovereign Identity (SSI) and Land Registry


These days, usernames and passwords are typically used by service providers for identification and authentication purposes. The widespread use of this so-called centralized identity model is a result of its simplicity of deployment and the complete control that service providers have over it, which enables them to mitigate risk. Additionally, users appreciate the fact that they only need to transmit information relevant to the current situation [103,104]. However, the rising use of online services has made this model inconvenient for consumers, as they must remember their login credentials for each additional site, and attributes must be manually entered or verified repeatedly [105]. As a result, consumers’ tendency for reusing passwords across several services leads to poor user experiences and security problems. Additionally, service providers typically store data in large data silos, which are a preferred target of hackers [106].



The development of the so-called federated identification concept attempted to improve the user experience [107]. As a result of implementing this notion across systems and organizations, digital identities can be used for attribute authentication and verification [14]. Third-party digital identities are managed and distributed by an identity provider, for example Facebook or Google. There must be confidence between the identity supplier and a relying party for this identification paradigm to work. With federated identity management, users no longer need to remember several usernames and passwords to access multiple services simultaneously [108].



If the digital identities and the related data are better protected, no third parties should have access to them. Decentralization of power is the way to go. Decentralized identifiers (DIDs) can be created using public-key cryptography, allowing users to prove their ownership. The user can then customize these unique identifiers by adding further data. In some scenarios, where certain attested attributes need to be confirmed, credentials obtained from a trusted authority such as a government authority or company can be used [89,109]. A “digital wallet” is a place where people keep their DIDs and cryptographic keys. They can keep them on their phones, PCs, or in the cloud with their preferred service provider. A comparable system exists for the actual credentials that we carry in our physical wallets, such as plastic cards [110]. Because people have complete control over their data, it is referred to as self-sovereign. This technology is required for an open-source and open-standards strategy. According to World Wide Web Consortium W3C’s DID standard, there are numerous ways to implement SSI, although many implementations are now based on this standard [94].



The identifiers can be registered, resolved, updated, or revoked without requiring a centralized authority [111]. In this respect, DIDs are not necessarily required for SSI but they give functionality beyond decentralized PKI (DPKI). Digital certificates are cryptographic credentials that prove who developed them and for whom they were created. The World Wide Web Consortium is currently attempting to standardize a new type of credential known as verifiable credentials (VCs) [89,107]. A public but private revocation registry and the issuer’s digital signature can be used to verify the credentials’ validity and expiration without communicating with the issuer. However, a verifier and the credential issuer must trust one other [21]. The use of DLT enables a decentralized system for providing reliable and trustworthy public information required to authenticate VCs. As a single point of truth, DLT serves as a place where standards, VC issuers (e.g., their public signing keys), and VC revocation status can be stored and managed. Figure 4 illustrates SSI’s key roles and components (already drawn in Figure 3: SSI components architecture).



Other benefits of SSI include improved privacy, which is commonly acknowledged. Different identities, known as “pairwise DIDs”, can be used in different interactions by default. Credential issuers, for example, need a global DID if they want to aggregate their reputation or credibility. The validity of claims, such as the existence of the issuer’s signature on the VC, can be proven without revealing the content of the signature that is attested to the credential. In addition to preserving privacy, the digital signature provides the information essential to building the trust link required for interactions and business [112,113]. SSI enables users to maintain personal IDs and credentials across multiple contexts using a single app [114]. The following are the advantages of applying the SSI solution to the land registry:




	
User sovereignty: Self-sovereign identification systems that use cryptographic signatures, pairwise connections, and digital identities provide the user with complete control over his identity data. SSI enables the user or a group of users to be linked to assets, enhancing the capabilities and scope of land registration. Furthermore, the challenges of validating and transferring identity information will evolve to give verified credentials and maintain the remaining registry components that do not benefit from Self-sovereign identity.



	
Enhancing access to financial assistance: It also eases the financial assistance for people in poor nations through the use of SSI land registries. According to Inter-American Development Bank financial market analysts, Juan Antonio Ketterer and Gabriela Andrade, “transparent and more accurate asset registrations as collateral could eliminate knowledge-related asymmetry obstacles and provide financial access” [115]. Recent US initiatives suggest that mobile assets could help small and medium-sized firms expanded faster [116].



	
Real estate market efficiency: Identifying participants is critical to reducing the likelihood of fraud in real estate markets, which leads to inefficiencies and higher transaction fees. A self-sovereign identification system can legally bind and securely link digital signatures to their owners, enabling trusted and transparent online functioning.



	
Post-conflict land ownership: legal re-establishment of land ownership for refugees and internally displaced persons (IDPs) can aid in the restoration of a country’s economy after a conflict has ended. However, the restoration procedure is complex since many refugees lack vital land records or are afraid of the consequence of claims [117]. In the absence of a competent property register, SSI collects land ownership documents and receives valid credentials from an NGO to assist in registering a claim [118].



	
Disaster preparedness: In the event of a natural disaster, land ownership is critical for disaster preparedness and recovery. There are innovative techniques that have been incorporated into new disaster preparedness strategies. By incorporating the SSI in the land registry, users will benefit from an improved system to prove their land ownership and requesting assistance and restoration grants. Alternatively, decentralizing record administration will ensure that land ownership records are preserved. The usage of biometrics in SSI can help people authenticate their identities and access permitted services even if their documents are deleted or otherwise misplaced.









5. SSI-Based Land Registry Framework


A framework design based on the explanation given in Section 3 was developed to solve the challenges of land registry processes and to facilitate inter-departmental cooperation (a collaboration between the land registry department, bank, surveyor and revenue department, etc.) in the land registry. According to the findings of this article, an inter-departmental land registry collaboration is possible because of an SSI-based land registry architecture. However, the proposed framework design appears crucial from the perspective of data protection, particularly the privacy issues associated with maintaining owner and property data.



There are three main players involved in the proposed SSI-based land registry architecture: (i) the owner/seller (holder), (ii) the Buyer (verifier), and (iii) an issuer (government agency such as the land registry department, bank, surveyor and revenue department) [111]. When a land transaction occurs in the land registration system, the subject that is defined in the core of the framework is the owner/seller (see Figure 4). The owner/seller can manage their digital identity using user agents by establishing and saving DIDs and cryptographic keys in their digital wallets, storing passwords and credentials, creating backup files, and configuring permissions. It is possible to communicate with the agents via a variety of devices, including mobile phones and PCs. In all cases, the owner/seller is in complete command of their data, including any land-related papers represented by virtual certificates (VCs). Furthermore, verifiers that use conventional certificate-based methods must be provided with the entire certificate in order to validate the signature.



The proposed SSI-based land registry framework employs cloud agents and wallets to store credentials redundantly, make SSI documents more accessible, and enable secure communications with other entities. The blockchain is a decentralized platform for storing publicly verifiable information. It maintains public signing keys as well as other institutional data. Furthermore, the schemas of the land registry VCs are stored on-chain so that the public can validate their authenticity. Furthermore, revocation data are maintained on a blockchain, allowing the public to verify the privacy-preserving nature of revocation data. Credential issuers rely on institutional agents that are designed expressly for issuing credentials. These agents also verify the authenticity of credentials and engage directly with owners/sellers before and after the land registry procedure.



5.1. Phases of Land Registration System Using SSI


The key SSI concept is a credential, which is a set of claims made by an issuer regarding an owner/seller. This definition of credential includes degrees, certificates, licenses, and digital badges. Humans are frequently used to verify credentials, while the SSI approach depends on standards, cryptography, distributed ledgers, and front-facing applications that allow machines to verify credentials.



5.1.1. Roles and Relationships


In an SSI ecosystem, there are four main roles:




	▪

	
The subject/owner plays a key role in the exchange of verifiable credentials.




	▪

	
The issuer is the agent (individual or organization) responsible for creating the verifiable credential, such as the land registry department, bank, surveyor and revenue department.




	▪

	
The verifier/relying party, when a buyer receives a verifiable credential, he or she is often interested in verifying its authenticity.




	▪

	
A verifiable data registry (ledger) is a system that keeps track of data needed to verify a credential.









Credentials relevant to a subject are issued by a recognized credential issuer. The topic of the presentation provides verified credentials to relying parties. The dependent party validates credentials using a standard-based verification approach. It is possible to achieve this purpose in a secure manner by combining the credential with a verified data registry, such as the one that holds the issuer’s cryptographic keys. As long as the issuer uses verifiable data registries, a regulator can regulate and indicate verifiable credentials without requiring dependent parties to contact the issuer via verifiable data registries directly.




5.1.2. Scenario 1: Registration Phase


The land registry process begins with the registration of buyers and sellers who do not have an SSI agent or wallet, nor do they have any VCs. UML sequence diagrams are used to illustrate this scenario [111]. Figure 5 demonstrates the process sequence for the registration phase. To enable SSI-based registration, land registry departments must undertake a one-time bootstrapping procedure in which a public DID and an associated DID document are first stored in a distributed ledger.



For the owner/seller to sell their property, he first contacts the land registry department’s website using a smartphone or laptop or physically visits a local branch. Because the owner/seller does not have an SSI user wallet or the appropriate KYC credentials, the land registry department recommends or offers the owner/seller a user wallet and provides a link to download the wallet from the official SSI website. Any digital wallet that supports public DID, peer DID, and VC and protects credentials and keys with a password or biometrics is available to the owner or seller. It is also possible that the land registry department will supply a cloud-based edge agent for backup and recovery purposes. A user wallet that is encrypted generates a new DID and stores it in the wallet itself. As part of this process, the user establishes a link secret, which will be used to link numerous credentials together in a virtual certificate, prohibiting selective credential sharing in the future. A link secret is not required in the VP, but any credentials containing the owner’s or seller’s name or similar strongly binding property must be included.



The owner/seller can now use their generated DID to establish a secure end-to-end connection with the land registry department to complete the land transfer. The land registry department could perhaps send a QR code to the customer to provide this data (e.g., via e-mail). The customer is linked to the land registration public service endpoint (cloud agent) and completes the transaction after scanning it with their wallet app. The land registry service endpoint delivers a connection request to the owner/seller service endpoint, which in turn sends the connection request to the cloud agent after generating a new pairwise DID and key pair for this association. This connection request includes the pairwise DID of the land registry department, the bank’s public key, and the service endpoint through which the customer can contact the land registry department. Following that, the owner/seller digital wallet validates the connection and generates a pairwise DID and keys for the land registry department. A connection answer is then delivered to the land registry department’s cloud agent/wallet, which forwards it to the interface. The land registry department now has an encrypted end-to-end link with the owner/seller, allowing the owner to exchange messages, public keys, VCs, and VPs safely. Because the owner/seller does not yet have any VCs, their identification must be verified. The owner/seller sends the necessary physical identity data to the land registry department, either on paper or scanned and delivered via email or the newly formed link. If the owner/seller opens an account, these physical identity data and land documents can be verified directly at a land registry branch.



After the verification of data and client identity, the land registry department can send a credential offered to the owner/seller edge user agent. Additionally, included in this credential offer is a preview of the data to be attested as well as the credentials’ expiration dates and revocation information. It is then sent to the land registry department, along with the link secret in blinded form. With this certificate, selective disclosure is possible. This means that the owner/seller can blend claims from multiple VCs and only include the attributes attested by the VC that are required by the verifier.




5.1.3. Scenario 2: Pre-Agreement and Verification


Owners and sellers who wish to sell their property during the pre-agreement phase must have a pairwise DID and a key pair in order to send a request to the (land registry) LR cloud agent, which was built during the previous registration phase.



The owner/seller and the land registry department now have a safe end-to-end encrypted link that can be used to exchange messages, public keys, VCs, and VPs. The seller submits the necessary DID and VPs of the credential (property documents) to the land registration department for verification using his cloud agent/wallet. When the owner/data seller’s identity is validated, the land registry department’s LR cloud agent will publish the property sale request on the ledger. Credential expiration and revocation information, as well as a preview of the verified data, can be found in the sale request.



The buyer can use a smartphone or laptop to search for properties for sale on the land registry department’s website, or they can visit a local branch to search for the appropriate property in person. Because the buyer does not have a wallet, the land registry department suggests or offers a user wallet and provides the buyer with a link to download it, as the buyer does not have one. To generate the DID, credentials, and associated keys, simply the buyer has to complete the processes outlined in the previous registration section. Figure 6 presents the process sequence for the pre-agreement and verification phase in the SSI-based land registry framework.



After viewing the property’s specific details, the buyer will submit a verification request to the LR cloud agent, who will then evaluate the correctness of the VPs linked with the VC and provide consumers with the needed proof of non-revocation. Once the property verification status is deemed OK by the LR cloud agent, the buyer can submit a credential offer to the owner/seller edge user agent over the established connection. This credential offer contains a preview of the data that will be confirmed, such as information about the credential issuer, the VC’s expiration date, and credential revocation information. After that, the owner/seller verifies the credential offer and sends it to the LR Cloud agent. Additionally, it will contain the identity of the credential issuer, the expiration date of the VC, and information regarding its revocation in this pre-agreement sell request to the ledger.




5.1.4. Scenario 3: Bank Fund Transfer and Certificate Generation


As the pre-agreement request to sell the property is updated on the ledger, the Land Registry department cloud agent now notifies the owner and buyer cloud agents regarding the property sales initiation. After receiving notification from the LR department, the buyer will send a confirmed request for the purchase of property to the LR department cloud agent. Figure 7 depicts the process sequence for bank fund transfer and certificate generation.



The LR department cloud agent will send a fund transfer request to the buyer containing the DID, VPs of property, with options of online payments of funds through banks. After successful payment of the fund, the buyer cloud agent sends the VCs of fund transfer status and payment details. Furthermore, the LR department cloud agent will notify the owner and buyer cloud agents regarding the successful property sale and send VCs which contain all the details of the property purchase to the ledger so that it is displayed on the land registry department website. At the same time, the LR department cloud agent will generate the VC for the property certificate with the new owner’s name and transactions details and send it to the buyer cloud agent.






6. Conclusions


This paper has highlighted the importance of SSI and compared the major SSI solutions uPort, Civic, ShoCard, and Sovrin SSI solutions based on SSI principles. This comparison concludes that none of the existing SSI solutions fully complies with the SSI principles. It also highlights the steps and requirements for SSI adoption. It discusses how governments can implement a fully scalable, fully functioning, and fully SSI ecosystem and numerous digital identity governance laws that the government should adopt. This paper has presented the SSI framework and component architecture. This paper has reviewed the SSI components required for developing any SSI solution and how these SSI components are fulfilling the requirements of SSI principles compliance individually. In the end, this paper elaborates on the SSI application in land registries and provides an SSI-based land registry framework for resolving the issues of traditional land registry systems. Lastly, a detailed phase involved in the process of the land registration system that includes the registration phase, pre-agreement and verification, bank fund transfer and certificate generation using SSI has been elaborated.



The limitation of this research is that the proposed framework has not been practically implemented and hence it cannot be evaluated from real-world entities involved in the process of land registry. There are few more dimensions that are required to be studied in future, such as: (1) involvement of governments and policy makers for evaluating the SSI-compatible identity and technological framework; (2) understanding of the new phenomenon (SSI) by the jurists, regulators, notaries and other involved parties in land registry process for ease of transition and implementation; (3) evolving the regulatory policy for recognizing the verifiable credentials such as digital identifiers. Finally, the adaption of the state-of-the-art IT infrastructure for the issuance and verification of SSI credentials and accessing digital services is essential for successful implementation.
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Figure 1. Organization of the paper. 
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Figure 2. SSI framework. 
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Figure 3. SSI components architecture. 
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Figure 4. SSI-based land registry framework. 
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Figure 5. Process sequence for Registration phase. 
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Figure 6. Process sequence for pre-agreement and verification phase. 
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Figure 7. Process sequence for bank fund transfer and certificate generation. 
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Table 1. Comparison of SSI solutions based on SSI principles.
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SSI Principle

	
SSI Solutions




	
uPort

	
ShoCard

	
Sovrin

	
Civic






	
Control

	
Y

	
Y

	
Y

	
Y




	
Access

	
Y

	
X

	
Y

	
X




	
Transparency

	
Y

	
Y

	
Y

	
Y




	
Persistence

	
X

	
X

	
X

	
X




	
Portability

	
Y

	
Y

	
Y

	
X




	
Interoperability

	
Y

	
Y

	
Y

	
Y




	
Consent

	
Y

	
Y

	
Y

	
Y




	
Minimalization

	
Y

	
Y

	
Y

	
Y




	
Protection

	
Y

	
X

	
X

	
X




	
Existence

	
X

	
Y

	
Y

	
X
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Table 2. Digital identity scheme and governing laws as per OIX.
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	Source for Rules Regulating Liability
	General Law
	Identity-Specific Law
	Contract-Based Rules





	Level
	1
	2
	3



	Type of rule
	Public Law
	Public Law
	Private Law



	Usefulness
	Everyone within the jurisdiction
	Persons in ID system jurisdiction covered by the statute
	Entities that adhere to the terms of the contract
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Table 3. Requirement for the adoption of SSI by governments.
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	S.No
	Requirements
	Description





	1
	Creating a trustworthy registry
	The government shall establish and manage the public register. If people want to use a blockchain network, they need to define who can join the network and who can not.



	2
	Build new digital wallets
	Certain government organizations have been granted the authority to trusted digital wallets providers.



	3
	Attractions of individuals
	The government would allow its citizens to register their digital IDs for government-based services to promote e-government services.



	4
	Development of DIDs
	The government would require one DID method and allow wallet providers to use it.



	5
	Identification of standards
	Recognition of decentralized identifiers and verifiable credentials must be adopted by world leaders such as ISO, ITU, IEEE or NIST.



	6
	Issuing of verifiable

credentials/certifications
	The government will develop relevant systems and protocols for issuing digital ID documents (e.g., a digital passport).



	7
	Acceptance by service providers
	The authentication of SSI-compliant digital identities is more convenient for service providers because they can verify customers more easily, more effectively and with higher security levels.
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Table 4. Overview of SSI principles and required SSI components for its compliance.
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	SSI Principle
	Description
	SSI Components





	Control
	The user controls and has authority over identity and personal data. Files are kept in a decentralized manner to the fullest extent.
	Asymmetric cryptography authentication protocol DPKI (DID holder)



	Access
	User can access their data and identities quickly and directly.
	DID naming system Digital credential wallet



	Transparency
	The operation and system used need to be transparent. Additionally, how an identity scheme operates, is managed and maintained should be publicly available and easily understood.
	Open protocols and open standards



	Persistence
	The identity will last long since user identities will exist from birth to death.
	Time revocation Revocation list Proof of non- revocation DKMS key recovery



	Portability
	The services of the identity system must be transportable. The user identification is not limited to any network. Additionally, users should be able to move their names, certificates and proofs from one network to another.
	Open standard DID



	Interoperability
	Identities should be as universally accepted. The organizations, databases or registries can interact internationally easily and securely via an identity system.
	JSON-LD universal resolver DID Auth protocol



	Consent
	Users can explicitly authorize other entities to use their identity data.
	Verifiable credential asymmetric cryptography authentication protocol



	Existence
	Users must have an independent existence
	DID documents verifiable presentation Multiple identifiers Anonymous credentials



	Minimalization
	Prevents detailed disclosure of identity information as minimizing the disclosure of identity information will enhance privacy.
	ZK capable verifiable credentials



	Protection
	The rights of user privacy need to be protected. The identity solution must include the “privacy by design” principle.
	pairwise-pseudonymous

DIDs Verifiable presentations DKMS endpoints
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