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Abstract

:

Following COVID-19, new accreditation standards include digitization, entrepreneurship, social inclusion and the circular economy. Blockchain can help to simplify difficult accreditation processes that ensure worldwide teaching, learning, practice and business communication excellence. The paper proposes a Collaborative Learning and Student Work Evaluation (CLSWE) model based on blockchain technologies (BCTs) encompassing selected concepts from the scientific research peer-review process. BCTs are used to develop a safe platform for storing and exchanging data about students’ projects and evaluations. The CLSWE model offers the possibility of improving cooperation between higher-education institutions and companies that seek the “employable skills” of proactive students. Before implementing the CLSWE model, a questionnaire was conducted to survey lecturers about their attitudes related to the potential application of BCTs. The results of the surveys are encouraging and reveal a desire and willingness to introduce BCTs in education. A project scheme with the main functionalities of the model and a description of the roles of the prominent participants was designed. A platform with a database created in the MySQL language for the testing model was built. This research also contributes to higher education literature in terms of the sustainability of the education process and collaborative learning with BCTs.
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1. Introduction


Collaborative learning is an exchange of ideas that enables and improves the interaction between two students (student–student) coping with the learning material on a network. When we imagine individuals seemingly completely focused on the screens and keyboards of their devices, we most frequently have a preconception that they are using those learning devices by themselves. However, such images of individual learning accompanied by electronic tools frequently do not reflect the hidden reality. In reality, students often use their computers to interact with others, and it is frequently their peers whom they interact with [1]. These ideas arise from learning technology known as collaborative learning. Essentially, the collective learning ideas proposed in this paper are models based on blockchain technologies, which can be used to promote cooperation amongst students working in online environments [2]. Collaborative learning principles arise from a well-established approach to education, have a specific meaning and are specifically applied in practice.



Since the early 1970s, there has been an idea that students learn through participation in evaluating work completed by other students of the same class (in the same study year or attending the same subject). By participating in their peers’ work and projects, students acquire specific types of knowledge by considering the set problems, checking the obtained results, researching the literature used and taking part in two-way communication. Considering the fact that students are active in reasoning and are functionally active [1], such collaborative learning processes enable students to develop and learn a methodology and develop critical thinking intellectually. Given the nature of the process, there is a knowledge transfer between students. Collaborative learning is closely connected with information processing, which makes it suitable for environments based on contemporary technology, where the focus is on neither a type of hardware nor software, but on the learning experience. The development of e-education technologies, especially during the shift to e-education during the COVID-19 pandemic, has prompted a search for new approaches to collaborative learning oriented toward practical and project work.



By applying collaborative learning methods, models used for the improvement of the teaching process in electronic education should enable the relevant, authentic, transparent and safe evaluation of student work [2], especially in the context of systems with a large number of students, such as MOOCs (Massive Online Open Courses) or e-learning systems [3,4,5]. In traditional approaches to mass subjects in higher education, the evaluation of students’ knowledge is typically performed by testing. The outcome is information about whether a student has or has not passed the test. There is often no clear information about the material that a student has learned from and how successful they were. Furthermore, there is no information on whether the student has been trained to apply scientific material to solve problems in practice. This segment is evaluated through seminar papers and projects, particularly in engineering disciplines, where a concrete project is expected as a learning result. For this reason, students must be enabled to learn in a project-oriented manner, which should be more dominant than the reproduction of what has been discovered [6]. To provide a quality education process, it is necessary for students to work on practical projects and research and to develop their problem-solving abilities and critical thinking [7,8,9,10,11], with this being accompanied by the quality evaluation of student work [12,13,14].



Blockchain has a high potential to achieve sustainability in business and industrial practices as it offers resources to extend the life cycle of a given product and maximize the use of resources, contributing to sustainability. Blockchain technology is efficiently applied in many sectors, including education. Although blockchain technologies are rarely involved in education, current research indicates their potential in the education sector [15]. Although the use of BCTs in education is in its initial phase, blockchain-based applications are rapidly being developed in different fields of education, including collaborative learning environments with a high security level for all participants [16,17,18]; the management of competencies and learning outcomes; copyright management [19]; student examinations and examination systems [19,20]; the assessment of students’ professional capabilities, which can be used by companies when employing them [21,22,23]; lifelong learning [23]; online education [24]; and the issuance and verification of diplomas, transcripts, and certificates [25,26], which can be shared between individuals and organizations for verification [27,28]. The EduCTX credential recording transfer platform used amongst partner higher-education institutions to eliminate an intermediary [29] and the data management of educational systems [30] are examples of this approach. Applying blockchain technologies in education encompasses intermediary-free data management and verification without jeopardizing authenticity while simultaneously providing constant availability and confidentiality with complete transparency.



During both their education and professional work, each individual goes through a series of education programs and courses to acquire skills and appropriate certificates issued by different educational institutions. The authors [31] highlight the necessity for the existence of the records of these certificates to be easily authenticated by an employer. This research study considers the advantages of digitalization using blockchain technology and the automation of intermediary-free data verification in the education sector. Similarly, Sharples and Domingue [18] proposed applying blockchain systems for sharing checkable records, i.e., verifiable pieces of information relating to students’ awards and records. The authors also offer a kind of currency connected with the reputation established by an educational institution.



Apart from the more reliable assessment of students’ competencies, in accordance with the needs of the market, i.e., employers, the proposed model also offers an efficient way for students to self-evaluate during the teaching process. It simultaneously presents an invitation to educational institutions better adapt their educational programs to the market’s needs.



Introduction of the Proposed Model


This paper proposes the Collaborative Learning and Student Work Evaluation (CLSWE) model based on blockchain technologies, which encompasses the concepts selected from the scientific research paper peer-review process and by applying and adapting good practices from the services such as Publons and arXiv. Students’ work and project evaluation will be improved through collaborative learning analogous to the scientific research paper peer-review process. In the proposed model, blockchain technology will be used to develop a safe platform for storing and exchanging data about students’ projects and works, student evaluators, peer reviewers from practice, and evaluations. The problem of ensuring data authenticity and non-retractability that may appear in a process such as this can be secured with the help of the proposed model by applying blockchain technologies.



The application of open-science concepts in the educational context will enable better students to work with greater quality and transparency of the whole process. Moreover, their application will also become a part of the career development process. Through their participation in collaborative learning and evaluation of the works of their peers, students use a similar way of thinking and the procedures used in the scientific paper peer review process [32,33,34,35,36]. They simultaneously acquire new types of knowledge within the learning and methodology domains, the ability to think critically and analytically, communication skills, and teamwork, as well as academic and socially responsible behaviour. By participating in the work evaluation process, students build credibility by performing the tasks in a high-quality manner, and those evaluating such works in the best way are acclaimed.



The proposed model also enables connecting with partner higher-education institutions and collaborative learning amongst students at different faculties. The application of blockchain technologies also allows for participation in evaluating student work to become a part of the career development process. Evaluations and evaluated projects will be available to the interested employers. Given the fact that employers have no access to quality students, ensuring them the access to such students from the early schooling years on would pique their interest in participating in this process. The employers who take part in the blockchain collaborative learning and student work evaluation network will be enabled to access future personnel and acquire benefits depending on points, i.e., an internal cryptocurrency [37,38,39]. Points will be acquired through participation in the student work evaluation process and transaction verification. They will be spent on additional services within the framework of the system and connecting with better students.





2. Collaborative Learning


Collaborative learning is an educational approach implying the use of learning improvement groups through joint work. It implies groups of two or more students who work together on problem solving, task solving or learning new concepts. This approach actively includes students in the analysis and synthesis of information and concepts instead of promoting their learning by heart and remembering facts and figures. Students have the possibility to cooperate between themselves on projects where they have to act as a group in order to understand the concepts presented to them [40]. By defending their attitudes, reshaping their ideas, listening to other participants’ points of view, and articulating their standpoints, students acquire a more complete understanding of working in a group than they would be able to do working individually [33].



Collaborative learning takes into consideration the different learning premises, which all have one thing in common—to not only present pieces of information to students, but also to make them actively construct knowledge in interaction with other students [35]. For example, collaborative learning can be performed in pairs (dyads) of students, e.g., in the reciprocal teaching process, in small groups of, say, four students or with those attending the course as a whole.



When speaking about collaborative learning in the sense of the roles inside an organization and software development, the group of junior programmers has the task of learning a new framework and then developing a part of the program while using it. Each programmer has his/her part of the development code, but their work will only be a success if they all learn and properly perform their part of the code. Although each person has their own separate role in the work being carried out, the group as a whole has a share in the success of others [16]. In a joint learning process, individual participants also have to take responsibility for the learning results and success of their team, but their roles, resources and organization are left to themselves. There is no organizer who would be applying engagement rules, so the group has to direct itself on its own.



Moreover, a lot of research was conducted in the collaborative learning field and on the practical model itself. Although collaborative learning covers a broad range of participants, fields and learning manners for the needs of this paper, the focus will be on network learning. Generally, collaborative learning itself has numerous positive effects on the participants’ cognitive and affective variables [32]. Nowadays, the research studies on collaborative learning in connection with online learning are worthy of significant attention on the part of the professional public, which can be seen in the Internet databases of the International Association for Studying Cooperation in Education (IASCE).



Collaborative learning can also be defined as a set of principles and techniques intended to assist students in cooperation with other peers and other people [41]. In practice, hundreds of different collaborative learning models have been developed so far, a large number of which provide teachers and students with a plethora of ideas about how to take further steps towards raising the probability that student-to-student interaction will achieve its potential. Furthermore, there is a note of optimism that collaborative skills and attitudes developed by students in the interaction process with their peers will serve students throughout their lives, both in the lifelong learning process and in any other context they may find themselves in.



There are several collaborative learning models based on principles such as heterogeneous grouping, collaborative teaching skills, group autonomy, maximum interaction between students, equal possibilities of participation, individual responsibility, positive interdependence, and cooperation as values. Research studies suggest that collaborative learning is connected with improved cognitive and affective outcomes.



Teaching collaborative skills may especially be important in online environments, such as discussion panels, email, and social networks, for the reason that these environments represent new challenges requiring a variety of skills appropriate in face-to-face environments [42].



Group autonomy is a significant principle. Students quite often tend to excessively depend on their teachers, neglecting their and their peers’ abilities. The group autonomy principle encourages students to first look to their group peers when they need help or when they want feedback. In order for students to adopt the lifelong learning concept, they have to assume some roles that used to be considered the teacher’s exclusive domain, such as assistance and feedback provision roles. Taking on these roles allows students to learn while also encouraging peer-to-peer interaction. When students are assisting one another according to their respective possibilities, teachers may offer assistance exceeding the students’ current abilities [35].



The collaborative learning literature offers a lot of ideas for promoting group autonomy since it may be especially important in IT environments, so much more than in classrooms, because it is less likely that teachers will immediately be available for assistance. In online environments, when students face difficulties, they may contact their peers instead of giving up or waiting for a few hours or even longer for their teachers’ help.



The collaborative learning principle of maximum interaction amongst students refers to maximizing the two aspects of interpersonal interactions.



First, the number of student-to-student interactions increases in group activities, especially when there is a small number of members in each group. A similar situation happens on occasions when certain students interact with only a small number of their peers instead of the group as a whole.



Second, the usefulness of student-to-student interactions increases when students use higher-order reasoning skills [43]. The “magic” of collaborative learning actually lies in the quality of student-to-student interactions. These reasoning interactions promote harder learning, greater processing depth, and greater engagement in students [44]. Therefore, the greater the number of these quality student-to-student interactions, the better.



Information technologies offer a lot of new and attractive peer-to-peer interaction tools. Together with different software, information technologies provide the tools that offer all group members equal opportunities to participate. For example, unlike face-to-face discussions in which some group members may have difficulties being heard, asynchronous network communication enables students to exchange their ideas without needing to compete for their place in the conversation. The other ideas promoting equal possibilities for participation include colour coding. This concept demonstrates the contribution of each person to the graphic presentation, a table or a text, or of the group members randomly selected to share their respective groups’ ideas. Moreover, some pieces of software enable students and teachers to track the distribution and quality of divergence in their groups.



Individual responsibility is reflected in the fact that the individual responsibility principle exerts pressure on the members to achieve their equitable share in groups as long as there is an equal possibility of participation, which tends to offer all group members an opportunity to play important roles in their groups. Therefore, individual responsibility can be perceived as the opposite side of equal participation. Students should use the offered opportunities to contribute to their groups as best they can [36]. A significant benefit is that collaborative learning theories and IT tools offer ideas for promoting individual responsibility. For example, groups may appoint who should do what and when and track if that has been completed. Apart from that, the same software that promotes equal possibilities of participation by tracking every group member’s participation can also inform group peers and teachers about who does and does not perform the entrusted work in the group. Including peers in a grading process is one of the two ways to overcome the difficulties often encountered in the process of grading. Most often, lecturers impose the difficulties on themselves for the purpose of grading, forgetting the fact that students are in a better position to supervise their peers’ contributions; the other way implies students learning together, but grading each other themselves, e.g., after they have been working together on solving a set of online problems, they work on yet another set of similar problems on their own.



Positive interdependence is the collaborative learning principle that most prominently encourages sharing amongst students. When students feel positively interdependent on their team peers, the group feels their outcomes are positively connected. Positive interdependence can also stimulate motivation for learning since students not only learn for themselves but also learn for the welfare of their teams. Cooperation as a value is built on positive interdependence, with a tendency to convey positive feelings and attitudes of a small group of students to the whole generation, educational institution, city, nation, world and beyond.




3. Blockchain Technologies in Education


A blockchain is a decentralized and distributed database in which data cannot be modified or deleted and which enables transaction verification. Transaction-related data are saved on different computers in a network, which are interconnected using the peer-to-peer protocol, where each node shares the same data copy, i.e., a digital register (Digital Ledger) [45]. Data exchange in a blockchain is performed according to predefined rules. Changes are forwarded to all the nodes so as to update the local copy of the data. After a transaction has been saved and confirmed by all the network nodes, it is no longer possible to apply the data of that transaction. This transaction confirmation process is called mining and is based on some of the consensus algorithms based on which an agreement is made between nodes when adopting a new block. A high safety level is ensured in a blockchain since the transactions made are anonymous. Each transaction or digital event performed in the blockchain network is only verified if it is agreed upon by the majority of users participating in the process [46].



The digitization and application of blockchain technologies in higher education institutions provide students with the opportunity to participate in the education sector transformation and gain confidence in the use of the modern technologies necessary for their future jobs. The advantages offered by the application of blockchain technologies in different domains include safety, decentralization, transparency and unchangeability [47]. Blockchain technology prevents abuses in the sense of forging and denying content since it saves complete records in data blocks in sequences with timestamps, where old and new data blocks cannot be deleted, whereas a cryptographic algorithm prevents the unauthorized imputation of data and reduces the possibility of fraud [24]. Due to these characteristics, blockchain technology is used in different sectors, such as finance [48], business operations [38], the health system [49], tourism [50], the energy sector [51], the public sector [52] and education [31,53].



The elimination of the central authority from the database structures is one of the most important and the most powerful aspects of the blockchain system. Coding all important data records in a blockchain is performed with the help of cryptographic techniques. Cryptographic techniques enable consistent data and record integrity. A blockchain consists of three layers: the protocol layer, the network layer, and the application or business layer. Each layer adds different components to the blockchain in order for it to develop.



The application of blockchain-technology-based collaborative learning has been created with the aim of increasing the value of student interactions carried out via electronic devices and diverse software tools. The availability of Web 2.0 [47] and the tools based on the cloud, such as Google documents, Popplet and Prezi, enables more users to create, write, edit, and comment on shared documents, in which way individuals are offered a cooperation platform.



When devising the activities of project-oriented collaborative learning, teachers have to define what students are expected to learn from that activity [54]. This is called the project goal (e.g., learning a certain topic or acquiring cooperation skills). A kind of interaction directed by the support measures for achieving this goal is connected with the goal of such joint activity, yet not identical to it. For example, the learning activity goal can be the acquisition of new types of knowledge of the content. In order to achieve this goal, the teacher may include students in the mutual teaching process, where students come one after another to explain something to their peers. So, the teaching support goal is to generate a specific kind of interaction between students. Although only a few teaching frameworks differentiate these dimensions, considering these aspects separately enables a more precise teaching process design [55].



Through the collective writing process, or the process of project task solving as per phases, students will recognize the values of cooperation, aware that the quality and success of their report depend on the contributions made and the feedback provided by individual students. Technology enables collaboration in real-time, where students’ feedback and comments can be viewed immediately. Moreover, with computer science in the cloud, cooperation between students is invisibly carried out on different devices, such as tablets, smartphones and computers, and students can cooperate wherever they may be and at the right time.



Activities such as asking questions that provoke students to think require that students should verbalize their thoughts (thinking aloud). This enables the other group members to watch the decision-making processes and internalize them by imitation (recognition modelling). Thinking aloud can also provoke new discussions when the group members gather ideas and discuss them. Students must explain and clarify their ideas using concept illustration examples (the development) and create explicit connections between the notions (the organization) during the argumentation. If students fail to make their ideas understandable to others, they may identify the gaps in their knowledge. In return, this may cause the collaborative learning processes to be directed towards filling these gaps. Students also have to reconcile the cognitive differences arising from opposed standpoints regarding the topic discussed during the argumentation.



3.1. Methodology


The CLSWE model’s theoretical framework is grounded in systematic literature review as a convenient resource for leading edges of research and determining starting points for further research on the theme. Further, before implementing the proposed CLSWE model, a questionnaire was conducted to survey lecturers with 130 respondents about their attitudes to the potential application of blockchain technologies in education. Purposeful sampling was used in this research. Results are presented in Section 4.



In the proposed CLSWE model (Figure 1), the first thing to do is to mention all the network participants, as illustrated in the figure below. Lecturers coming from different higher-education institutions assign tasks, seminar papers and projects in their respective subjects to students. To improve the efficiency and quality of student work evaluation, the approach proposed in this paper implies that the students attending the same subject, the senior students or the students in higher-level studies, are participants in collaborative learning and student work and project evaluation.



Another student evaluates every seminar paper and project, and the information about the quality of the paper is provided quantitatively and descriptively on a prescribed evaluation form. In that way, all participants in this process can see the recommendation for and evaluation of a seminar paper or a project. The proposal for each student should evaluate their colleagues’ work. Teachers determine rules on the minimum and the maximum number of evaluations for their subject. According to HEI accreditation of the Republic of Serbia, the practical student groups are limited to 35. Being in a position to give their recommendation for and provide an assessment of the evaluation of student work, students contribute to the determination of the quality of the evaluator. In this way, the evaluation of student work becomes an integral part of the learning process. Participation in evaluating other students’ seminar papers and projects is a mandatory part of the learning process, i.e., it is one of the pre-exam obligations.



The obligation of participation in collaborative learning within the framework of the education process stimulates in students the acquisition of knowledge in the fields studied within the framework of the subject in which a seminar paper or a project was prepared and evaluated, leading to the better connection of the adopted types of knowledge in the fields studied within the framework of the given subject, the adoption of the knowledge of the used technologies and structures, analytical skills, critical thinking, and motivation for working on projects. In that way, the competencies of collaborative learning participating students are improved. A student evaluator has to continuously demonstrate his/her interest in the evaluation process, which positively influences his/her reputation concerning the teachers and participants in practical work.



A student evaluator’s reputation can be raised in a few ways:




	
based on the practical work grades given by the professors or the grades given by the lecturer;



	
based on the grades given by the evaluated students who can provide feedback on the quality of the review they have received;



	
based on the grades given by the other students who have access to the project and evaluation;



	
based on the grade offered by a businessperson as the party interested in a particular project.








In the proposed model, the reputation of students as evaluators is not crucial, but the key is for a student as the evaluator to adopt new types of knowledge. The knowledge grade is certainly generated traditionally, and the teacher is the person who does that. Reputation is significant for additional services, i.e., establishing connections with employers. Reputation is also needed at the keyword identification level, enabling a better selection of evaluators in the future. Reputation influences the importance of the institution and the teachers as well. This approach offers a more realistic picture of students’ acquired types of knowledge and skills, differently from only the formal checking of knowledge. The student is interested in making his/her competencies, i.e., reputation, be recognized by professionals in practice.



Employers will have information about students’ practical work results and how others have evaluated the project. A reviewer form of practice, in addition to student evaluators, may be engaged for student work and projects [14]. The evaluator’s competencies will be mapped concerning the seminar paper or project topic via the keywords to select a competent evaluator. The information about the quality of the review will be saved for each reviewer. In this manner, cooperation between higher-education institutions and the company is improved. Applying an approach such as this may enable companies to better select personnel “at source”.




3.2. Blockchain Network Modelling


A model has been proposed by integrating the mentioned ideas, as illustrated in Figure 2. The blockchain-based evaluation model is of a permissioned blockchain [20], i.e., the limitation is related to transaction execution and overview only on the nodes that participate in the system. In contrast, the system owner determines the participants and nodes participating in the consensus mechanism. There are a few technology platforms that can fulfil the requirements of the proposed model, i.e., platforms that meet the set conditions needed for a permission network of participants. Furthermore, each participating member in the system is configured as a valid peer from a specific higher education institution (or company) with a proven identity. In this way, the requirement for data protection regulations is also met.



By teachers’ assignment of tasks, afterwards followed by the part of collaborative learning with evaluation, i.e., by filling out the evaluation form, a consensus is made, and the assets in the ledger are updated, which means that the assessment has been completed and accepted and ultimately the evaluation is approved smartly and automatically, reducing the need for human interaction. This is very significant for institutions with a large number of students. For example, the critical functionality of the Hyperledger Fabric implies offering the configuration of the number and type of the combination of the endorsers needed for considering one transaction as valid [56]. Via this functionality, i.e., via the part of the consensus algorithm, the teacher and the student have their copy of the ledger and the uploaded intelligent contracts, so that the approval procedure is the execution of smart contracts and sending the outcome results further in the network to check the integrity and reach a consensus.



System transactions are stored in the blockchain as the central system point, and all the participants involved in the system interact with the blockchain. It is essential to highlight that the first layer is a relational basis and can be understood as the system participant management layer. Within the framework of this segment, access points are determined together with roles and privileges, and collaborative learning is simultaneously being performed as well. The second layer contains transactions. Evaluations, i.e., matching the evaluator and the subject matter of evaluation, are performed in the blockchain database. The process starts when the teacher assigns a student a certain task.



According to the proposed model, the student must demonstrate knowledge about solving tasks and evaluating other papers. Tasks with evaluation are saved in the database and are agreed upon by the teacher. In the student’s interest, the assessment is as good as possible. If there is no consensus, the student will lose their reputation.



The database evaluation is managed autonomously and uses a distributed timestamp server on a peer-to-peer network. To simplify interoperability between businesspersons (companies) and the evaluation part of the system based on the blockchain solution, it is proposed that this part should be accessed directly through the integrational layer, which is part of the system. Sequences of the evaluation blocks are chained for each second block sequentially (Figure 3).



Based on the above illustration, the scheme is designed as follows:




	
The evaluation blockchain is a growing list of evaluation blocks.



	
The evaluator: the student who completes the evaluation form. The evaluator does not have to be publicly known to all the chain participants but only to those with appropriate privileges (e.g., professors).



	
The Public Key Infrastructure (PKI) is a set of procedures that manage critical encryption.



	
The evaluation database: This is the evaluation form database. After data about evaluating a student’s paper are recorded, neither side can deny or change them.



	
Miners: Miners are responsible for dealing with student work








The first block is called the Genesis Block. Each block contains the evaluator ID, the evaluation, the evaluator’s signature, the timestamp and the hash of the previous block, shown in Figure 4 and illustrated as follows:




	
the evaluator ID is randomly assigned to the participant:




	
the teacher ID



	
the student ID



	
the businessperson ID








	
The evaluation form assesses the work (a seminar paper, a project task, and so on) completed by the student.



	
The evaluation signature: the evaluation form is marked with the evaluator’s signature, simultaneously prohibiting other participants from becoming knowledgeable of who has been given a vote, i.e., how a participant has voted. The evaluator uses his/her private key to sign the form, which is further used to evaluate the work.



	
ID reputation.



	
The timestamp.



	
The hash from the previous block: the SHA-256 algorithm for calculating the previous block’s hash value is used.








The blockchain-based evaluation scheme set in this way is resistant to data modification.




3.3. QR-Coded Recording RSA Authentication


The RSA authentication of the QR-coded recording leading to the link of the institution at which the lecturer is engaged is envisaged in the proposed collaborative learning and evaluation of student work (CLSWE) model, e.g., for the “lecturer” role as shown in Figure 5. First, the hash value of the recording was determined by applying the SHA (Secure Hash Algorithm) hash function, after which that value was coded by applying the RSA (Rivest–Shamir–Adleman) algorithm using the private segment of the key [57]. The RSA algorithm is based on the complexity of the problem of the factorization of the product of two big prime numbers whose selection is brought into compliance with the requirements for the practical application of public-key cryptography. The sender side is presented in green, while the received side is shown in yellow. The authentication at the sender side is completed in a few steps. First, a hash value of the message (the institution’s website) is calculated using MD5 (Message Digest 5 Algorithm). Then, this hash value is encrypted with the RSA private key. Finally, it is encoded into a QR code. The receiver of the QR code decrypts the signed hash value with the public key. Then, the receiver calculates the hash value of the message and compares both hashes. If hashes are equal, the message is authenticated.



The RSA-signed message is then translated into a QR (Quick Response)-coded recording, as shown in Figure 6 (RSA–the hash function–the institution’s website).



On the receipt side shown in the right-hand part of the image (the yellow colour), the signed hash values of the recording are decoded by applying the public interest of the key, whereas in the lower window, the link to the website of the institution appears, as shown in Figure 6.



Cryptography with a public key was chosen because it ensures confidentiality, which is essential for the data transmission and storage process, authentication, and the digital signature, which guarantees integrity and non-repudiation, unlike cryptographic systems with symmetrical keys, which do not provide this service [58]. The digital signature is a service that should enable the integrity of a message and non-repudiation. The integrity of a statement implies that the party receiving a message can be sure that the message has not been modified during the transmission (along the transmission path); should such a message be modified, however, the same can unambiguously be detected [58]. Non-repudiation is a service that the receiving party may use as indisputable evidence that the message has been received from exactly one particular person.



In the case of the RSA digital signature, by using the public part of the key (N, e) and the private part of the key d, the digital signature S of the message M is obtained as follows: S = Md (mod N). Number N results from the multiplication of two big prime numbers, p and q. This number is a few hundred digits, so factorization is a challenging problem. In the simulation model presented in Figure 5 and Figure 6, the CrypTools generator of random primes is used. The exponent e is mutually prime with (p − 1) (q − 1). Therefore, it is assumed that e is a prime number, as is usually taken in practice. To calculate S, the private part of the key d must be known to the user, which means that RSA decoding and RSA digital signing are essentially the same operations. Ke stands for the encryption key, while Kd stands for the decryption key.



The basic idea of the RSA algorithm is to find the function C=E(M, Ke) that modifies the message M (the open text) into the cypher sign C, which requires that the function E(M, Ke) should be one-way. The message is coded before the sending process by applying this function. The person on the receipt side needs to have a possibility of using the inverse function M = D (C, Kd) knowing the secret value Kd to obtain the message M from the cypher sign C. Simultaneously, each M should imply the following: M = D (E (M, Ke), Kd), i.e., some one-way function with a trap needs to be found.



Increasing the safety boundary of the RSA algorithm requires an increase in the critical length, given that number factorization algorithms are constantly improved. Since the coding and decoding time is proportionate to the third degree of the required distance, the consequence implies that the RSA algorithm becomes ever slower with increased security requests. Given the development of quant computers, it is expected that the determination of the secret part of the RSA algorithm key will be possible to solve. However, for the ongoing experiments mentioned by the authors, MD5, RSA and SHA are quite adequate. Much better possibilities are offered by applying blockchain technology to provide a non-repudiation service and data tracked ability.



In the first phase of the model implementation, a website with the database created in the MySQL language was built for the purpose of testing the proposed model, and it is the first layer in charge of managing the system participants; access options with the roles and privileges are defined, together with simultaneous collaborative learning.



In Figure 7, the application’s homepage is shown, whereas in Figure 8, the objects–connections model is demonstrated with the marked primary keys (PK) and foreign keys (FK).



Each paper in the database has the following parameters defined:




	
the title and GUID,



	
the author/authors (GUID)



	
the scientific field and subfields,



	
the abstract,



	
the key words,



	
the pdf-format document,



	
the reference review list, and



	
the mark generated based on the reviews.








Every user can have an overview of the scientific paper list as per fields without logging in, selecting a paper, reading the article online, or downloading it in pdf format.



The user may register as the “Author” or the “Reviewer”.



The “Author”-type user has the following parameters defined:




	
the name, surname and GUID,



	
the list of the papers,



	
the mark is generated from the papers’ reviews, recalculated with every following review.



	
The “Reviewer”-type user has the following parameters defined:



	
the name, surname and GUID,



	
the list of the reviews, and



	
the mark.



	
There is a possibility of browsing the paper base as per:



	
the author,



	
the scientific field (optional),



	
the title, and



	
the keywords, with the option of sorting them given the review rating.








There is a possibility of uploading a review for a scientific paper that has the following parameters defined:




	
the name of the document and GUID,



	
the author’s name (GUID),



	
the reviewer’s name (GUID), and



	
the review in the following format: a written form, a mark; I recommend YES/NO.








There is a possibility of presenting the list of authors as per the ranking and stating the field in which the paper is published and an overview of the list of reviewers per ranking.



Registered users’ rights are as follows:




	
“Author” role, with the right to upload a paper and assign the same to an appropriate category;



	
“Reviewer” role, with the right to conduct a review of documents (everyone can achieve a thought, open);



	
“Administrator” role, with the possibility of manipulating users and eliminating problems on the application;



	
“Content Administrator” role, with the right to manage, add and delete fields and subfields.










4. Evaluation


Before implementing the proposed model, a study was conducted related to the potential application of blockchain technologies in education. The research instrument is a survey questionnaire intended for lecturers of higher education institutions in Serbia. The role of the lecturers in HEIs is crucial for the implementation and application of blockchain technologies for several reasons. First of all, they play the part of educators and, as such, transfer basic knowledge to students. This role is very important in the stages of the adoption of new technologies due to the lack of previous experience and practice. Secondly, they have the function of evaluators, which cannot be fully transferred to the students, but the lecturers give their final judgment. Therefore, lecturers must have a positive attitude toward the affirmation and application of blockchain technologies in collaborative learning at HEIs. In addition, adequate knowledge and awareness of the benefits of blockchain technologies and their application in higher education are needed. This is why pilot research on the application of blockchain technologies in higher education should start with lecturers as leaders and why their opinions and attitudes are essential. The population for this research was made up of higher education system lecturers. The sample consists of 130 participants, representatives of the HEI lectures network of the Republic of Serbia (see Table 1)



In this quantitative research study, a survey method has been applied. The instrument used for this research was a questionnaire based on closed-ended questions. Responses are offered through three-point and five-point scales to reliably confirm or reject the views and opinions of the respondents. The questionnaire contains 13 questions. The first group of three questions served for collecting demographic data. The other questions were designed to examine the participants’ familiarity with blockchain technologies and intended to collect data on the intentions of university lecturers for blockchain implementation.



Data collection was performed using an online questionnaire uploaded to Google Drive. The link to the questionnaire was forwarded to the HEI lecturer sample, set to the active teaching forums. This online questionnaire was anonymous. The research was applied because it has a practical focus on problem-solving and implications for practice related to the potential application of blockchain technologies in education. The data were analyzed on a quantitative and qualitative level based on the collected data. The research was conducted in July 2021. As an assessment of the scale for risk assessment, a Likert scale was used as a principle for assessing or measuring attitudes. The HEI lecturers were asked to answer the extent of claims about the application of blockchain in the higher education system. A Likert scale was used, which offers fixed-choice answer formats and is designed to measure attitudes and opinions on an ordinal scale. In this way, it is assumed that the intensity of perspective, view and attitude towards the phenomenon under examination is linear. By applying the ordinal scale with increasing numbers to present agreement or disagreement, the attitudes and opinions related to the blockchain can be measured and quantified in the way that was performed in the analysis of results. In this method of grading, freedom of opinion is allowed, and polarisation of responses is avoided.



Although the questionnaire was targeted and delivered to HEI lecturers, it was anonymous to reduce social pressure and annul the provision of socially desirable responses. The demographic characteristics of the respondents are given in Table 1.



Q 1: “Have you ever met the application of blockchain technologies in education during your previous work practice?” The question aimed to determine how well this concept is known to lecturers. This issue is not further clarified for this indication, as is the case in the following points. Only 12.8% of the total number of respondents replied positively, which can be interpreted in that only that some of the respondents had a clear idea and knowledge of what blockchain technologies are and had some experience in their application. Almost half, i.e., 48.8% of respondents, stated that they had NOT encountered the application of these technologies during their work so far. However, we should not ignore the fact that there may be a smaller share of those among them who know what blockchain technologies are but have not used them before. The third, not-that-tiny group consists of respondents who could neither confirm nor deny personal experience with certainty: 38.4% of them. The reason lies in the fact that many respondents are not familiar with the daily application of such established technology.



The second question aims to examine openness to the possibilities offered by blockchain technologies.



Q 2: “Would you use the opportunity of blockchain technologies in the process of evaluating the work of your students, where the data on student learning, including learning time, course files and test results, could be tracked, recorded on the blockchain in chronological order, and each data record can be timestamped? (without a possibility to delete or change the data, so the accuracy of the data is protected and guaranteed) “. More than half of the respondents, 54.7%, would express readiness to use the possibility of technology to have insight into the time and manner of student learning in mastering the material. A partial enthusiasm of 26.6% represents a significant openness to this possibility. Eighteen point eight percent (18.8%) of respondents are not ready to use this opportunity, which may be due to the belief that the time spent learning does not necessarily mean mastering the material.



Q 3: “Do you support decentralized sharing of educational resources, for example, that students in learning and obtaining final certificates can use resources and courses from other faculties?” The question may indicate a consequent change in education that would erase the boundaries of individual institutions and the acceptability for that to happen. In general, using other resources rather than the required literature is viewed favourably since it shows students’ additional commitment and openness to acquiring further knowledge in specific subjects. The vast majority of 82.8% expressed support for this action, while neutrality remained at 10.9%. Only 6.3% of respondents have a negative attitude. The limiting factor is the critical validation of data acceptability.



The responses were expressed on a five-point scale, with 1—the lowest and 5—the highest.



Q 4: “How would you assess the potential of blockchain technologies in education, where a topographic algorithm adopted by encryption prevents data changes (facts and inaccuracies)?” Forty-two point five percent (42.5%) of respondents rated the possibility of applying technology that prevents data change, adding facts and inaccuracies, and 31.5% of them with a score of 4. Such a high score indicates respondents’ recognition of these problems as prevalent ones in education systems. In addition, nearly a fifth of the respondents gave a medium grade, and only a small number opted for low rates.



Q 5: “How would you assess the potential of blockchain technologies in education to transform the keeping of records of certificates and credentials of students in learning institutions?” This question received a high average grade, with an average of 3.95 from the total number of respondents that such an application of the blockchain would greatly facilitate and protect the process of certification and accreditation of educational results. A total of 37% of respondents rated this possibility with the highest score, while 30.7% rated it 4, and almost a quarter of the total number of respondents rated it with a score of 3. The lowest score was recorded in 6.3% of respondents with two, and only 1.6% of respondents gave the lowest grade.



Q 6: “Do you think that the use of blockchain technologies in education would reduce cases of abuse in education?” The issue was related to the prevention of manipulation, changes and deletion of information from educational systems, and awarding undeserved certificates. The biggest problem associated with this topic in the literature is awarding undeserved diplomas. Namely, the application of blockchain technologies is based on the “principles of the registrar” and does not allow changing or falsifying the data necessary for certification. In practice, it means that someone who did not attend lectures, perform exercises, take colloquial exams, fulfil pre-exam obligations, or study and master the material cannot pass the exam and finally obtain a diploma. Responses have a high level of agreement, with a positive response from 61.4% of respondents.



Q 7: “How certain do you assess the scenario of education based on blockchain technologies, through the complete digitalization and decentralization of education, the issuance of educational certificates, and the emergence of the concept of lifelong learning?” Observing the polarization of attitudes, it was noticed that almost two-thirds of the respondents believe that blockchain will have its application in the realization of education, with 29.9% of them believing that it will be very fast, and 36.2% are not sure when it will happen in the future. In contrast, one-third of respondents do not rate this venture as known and 23.6% doubt that it will be realized, 7.1% believe that it is uncertain that it will ever happen, and 3.1% of respondents believe that this will never happen.



Q 8: “Do you agree with the statement that a lack of trust in technology and a lack of knowledge on how to exploit the potential of blockchain-in-education solutions can lead to the slow adoption of such innovations in the market?” Responses: 2% partially agree, uncertainty expressed in 14.1%, partial disagreement 3.9%, and as much complete conflict. In interpreting this distribution of responses, it is necessary to point out that there is always resistance to adopting new technologies. Still, it is usually more intense in societies of lower technological development.



Q 9: “What types of blockchain technologies in public education should exist?” Responses were offered: public, private and limited access. Interestingly, 36.2% of respondents choose “public”, which would mean that anyone, regardless of age, nationality or other affiliation, can access any education system globally. Only one fifth, i.e., 20.5% of the respondents, replied that these systems should be private, giving a distinct possibility of control and selecting who can access them and under what conditions. Finally, 43.3% of respondents stated that they should be of limited access, which coincides with the optimal views expressed in the theory of implementation of blockchain technologies in education [45].



Q 10: “Please choose from the offered areas of focus of blockchain technologies in education, which you consider the most significant contributions to the quality of education.”



Several options, which were not final, were offered, of which the following were singled out:




	
Democratization of higher education,



	
Continuous lifelong learning,



	
Globally standardized certification and credentials of students,



	
Decentralized sharing of educational resources,



	
Prevention of cases of abuse and manipulation in education,



	
Blockchain solution incubator,



	
Something else.








According to the number of options related to the focus on blockchain technologies in education, in first place was “prevention of abuse and manipulation in education” with 57.5%, followed by “globally standardized certification and student credentials” with 55.1% of the total number of votes. “Decentralized sharing of educational resources” won 48.8% of the number of votes, “lifelong learning” followed with 45.7%, then “democratization of higher education” with 41.7%. Significantly lower levels of choice are recorded for the “blockchain solution incubator” with 18.1% and the option of something else was 8.7%.



Table 2 shows the mean and the standard deviation (SD) of the score on the Likert scale for the distribution of lecturers’ responses. In that way, quantification of the result shows the lecturers’ average perception and standard deviation to understand the variability in the answers.




5. Discussion


Human resources with digital and competitive intelligence skills drive the circular economy [59]. The education sector plays a vital role in ensuring students are equipped with the fundamental skills and knowledge to apply circular thinking in their chosen careers. The transition to a circular economy is dependent on how individuals and organizations learn to innovate and apply what they have learned in the real world.



As highlighted in [60], there is a need for decentralized HEIs together with proactive students “as opposed to the former solely degree-focused and affluent consumers of educational offerings” [60] (p. 1). One of the steps towards fulfilling the goal of decentralized education could be the ideas implemented in the CLSWE model, with proactive roles of students. The problems and criticisms stated in the literature [61] regarding the implementation of blockchain technologies in education over the years and the development of these technologies have been largely resolved. However, some challenges remain related to privacy and transparency of data, costs of implementations, limitations of the regulatory framework and respective public (state) institutions, and the competencies of teaching staff and their willingness to use new technologies. Although BC brings improvements in digitalized sustainable education, blockchain technology cannot be applied to all parts of the education process and all countries at this stage of development. Since 2016, many education institutions have implemented blockchain technologies in different parts of the education process [62].



The idea of the proposed model can also help to overcome some of the issues addressed in the study by Petousi and Sifaku [63]. The authors explored the narratives of the scientists and researchers who have caused harm by the misconduct in their published research papers. As a complex phenomenon, misconduct can be viewed in a “narrower context, i.e., fraud, fabrication, forgery, plagiarism or unethical practices, or through a broader context such as conflicts of interest, inadequacy in methodology and expertise, lack of mentoring and oversight, etc.” [63] (p. 150) The application of open-science concepts in the educational context will provide for a better quality of students’ work, and transparency of the whole process. A student’s reputation as an author or evaluator can be monitored through the proposed model and blockchain technology and the consensus mechanism it brings. As a result, this will further impact the importance of both the institution and teachers. A similar methodology could be applied to the general scientific community, scientists, researchers and scientific institutions. Their work could be observed through their authorship of scientific articles or their role as reviewers (see, for example, [64,65]).



Some papers [60,63,66] proposed introducing cryptocurrency or sustainability tokens in the proposed education models through blockchain technology, which could be implemented in the CLSWE model. The introduction of cryptocurrency would help maintain and develop the system, but it also brings specific problems in implementation, such as regulatory policies. One of the obstacles to the faster introduction of these technologies is the slow adoption of regulatory policies in this domain in many countries, which is further reflected in their implementation.



The limitations of this research are twofold: The first limitation is that the testing phase of the CLSWE model is conducted in one HEI in the technical field of science. Therefore, the perception and technical skills of the teaching staff are similar, as well as their education, and the homology error is inevitable. Another limitation was shown through the interviews, which reflected the low level of knowledge of blockchain technology among teachers in different HEIs.



According to the research, only a small number of HEI lecturers are familiar enough with blockchain technologies to apply them (mean 2.25, SD 0.67). Due to the unique and brand new technology, there are still some technical challenges and limitations for HEI lecturers, along with the characteristics of immutability, revealing personal privacy and scalability issues affecting both students and lecturers and HEIs themselves. Nevertheless, more than half of the respondents would express readiness to use the possibility of technology to have insight into the time and manner of student learning in mastering the material. According to the research results, there is a need to solve all the challenges. Therefore, blockchain-based educational projects can solve many issues because blockchain is a safe, fast, cost-efficient way to structure records and data such as college degrees, e-learning certificates, etc. The support for decentralized sharing of educational resources may indicate a consequent change in education. The existing fear is based on the fact that blockchain enables the existence of products and services that could disrupt the education system. The potential of blockchain technologies in education is highly scored, where a topographic algorithm adopted by encryption prevents data changes.Such a high score indicates that the respondents recognize these problems as very common in educational systems. This study represents the attitudes and motivations related to blockchain applications in HEIs, including decentralization, traceability, and a consensus mechanism that can be used to address the issues of educational institutions. One of them is an optimistic assessment that the application of the blockchain would greatly facilitate and protect the process of certification and accreditation of academic results and reduce the number of cases regarding abuse in education (mean 4.49, SD 0.75).



There is a strong belief in blockchain education implementation’s future. Uncertainty and dilemmas remain among the respondents only regarding the time of its implementation (mean 3.83, SD 1.04). The readiness to introduce blockchain technologies in HEIs exists, but a necessary condition for it is systematic education.



An overview of the theoretical basis of collaborative learning and student work evaluation is presented in the paper.




6. Conclusions


The lack of funds for implementing the new technologies is the main problem in many education institutions, especially in low-income countries and developing countries where funding for education is still relatively low. New technologies require allocating significant funds for these needs, including technical and educational conditions. Additionally, blockchain technology generally brings high operating costs and high power consumption. Some of the solutions proposed in this model can reduce or alleviate these issues. By merging several faculties or universities, the operational costs of implementing the answer can be reduced, which may imply a demand for a more active role of the respective state institutions, both in creating data protection policy and assisting in funding. Another possibility for a more environmentally sustainable CLSWE model is to implement some green blockchain solutions consensus mechanism [66] based on minimal computational power.



The industry in all areas is increasingly paying attention to the skills of its employees and potential employees, especially in light of I4.0 digitalization and the need for educated and professional staff. The proposed model defines the role of a company/employer through the availability of a reputation service overview, i.e., access to the best students at the source. The role of professionals could be even more significant. Experts could be of great importance in pointing out current topics and underscoring the shortcomings of the proposed solutions. In this way, they can help teachers adapt educational programs to the market’s needs. The Dual Education System has been introduced in many countries or is in the process of being presented by state institutions, which can be a good starting point for better cooperation between HEI and companies, but also as an opportunity for broader use of the proposed model or some ideas from this project.



Blockchain-technology-based collaborative learning and evaluation of the student work model are proposed. The paper’s contribution is reflected in presenting a new blockchain-technology-based collaborative learning and assessment of a student work model. The developed model aims to provide a better quality student work evaluation, stimulate project-oriented education, and improve the quality of the educational process. The application of blockchain technologies ensures data authenticity [67,68]. A new methodological approach to student work evaluation was also developed based on the selected research paper reviewing the concepts. At this stage of development of the proposed model, teachers report on more efficient work and faster and more successful completion of project tasks. Two groups of students, the experimental and control, were monitored to analyze students’ achievements. The results of this analysis will be presented in the following work of the authors. In this way, future research will be complemented by more data sources. Further research studies are also expected concerning integrating the developed model with formal learning systems in the faculty where the project is implemented and with partner HEIs. There is also a tendency to aspire to a more open base.
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Figure 1. Model of collaborative learning using blockchain. 
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Figure 2. The proposed model. 
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Figure 3. The evaluation blocks. 
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Figure 4. The evaluation block. 
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Figure 5. The RSA-algorithm-based authentication system model. 
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Figure 6. The RSA-signed QR-coded recording generation. 
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Figure 7. The homepage of the application. 
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Figure 8. The objects–connections model. 
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Table 1. Demographic characteristics of the respondents.
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Distribution of Respondents by Gender






	
Female

	
Male

	
Other




	
68

	
61

	
1




	
Distribution of respondents by age intervals (in years)




	
20–30

	
30–40

	
40–50

	
50–60

	
Over 60




	
11

	
25

	
34

	
37

	
23




	
Distribution of respondents by working experience in high educational systems




	
Up to 5 years

	
5–10 years

	
10–20 years

	
20–30 years

	
Over 30 years




	
27

	
34

	
28

	
18

	
13
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Table 2. Statistic summary (IBM SPSS Statistics ver.25) for the distribution of lecturers’ response.
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	Question
	Mean
	Modus
	Median
	Std. Error

of Mean
	Min
	Max
	Standard Deviation





	Q1
	2.2538
	2
	2
	0.05912
	1
	3
	0.67412



	Q2
	1.7231
	1
	1
	0.07567
	1
	3
	0.8628



	Q3
	1.2769
	1
	1
	0.05676
	1
	3
	0.64718



	Q4
	4.0769
	5
	4
	0.0871
	1
	5
	0.99312



	Q5
	3.9538
	5
	4
	0.08795
	1
	5
	1.0028



	Q6
	4.4923
	5
	5
	0.06575
	1
	5
	0.74964



	Q7
	3.8308
	4
	4
	0.0908
	1
	5
	1.03533



	Q8
	2.1231
	2
	2
	0.09006
	1
	5
	1.02689
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