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Abstract

:

The aircraft maintenance sector has high complexity with many intermediaries, multiple actors sharing data and needs to ensure high data security. The implementation of Blockchain technology can significantly contribute to the aforementioned characteristics. This research explores the implementation of Blockchain technology in Maintenance, Repair and Overhaul (MRO). For this research, a mixed-method approach was followed to obtain a holistic view of the adoption of Blockchain technology in an aircraft maintenance facility. Semi-structured interviews and a case study were used. The interview findings related to the current status of maintenance records management. The findings also highlighted the value of data storage within MRO’s and the benefits of Blockchain. The paper also discusses the readiness/willingness of aircraft maintenance facilities to implement Blockchain and the barriers to implementation. Recommendations and areas for further research are identified.
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1. Introduction


Maintenance, Repair and Overhaul (MRO) is complex, as various regulatory policies, varied customer portfolios, heavy reliance on parts supply chains, human reliance and tight time schedules make it challenging to capture and manage information effectively. is becoming an increasingly urgent requirement in supply chains, and the lack of transparency prevents the verification of the actual value of items and can cause strategic and reputational competitive issues [1]. Similarly, the need to trace and verify parts in maintenance is of significant importance for MRO, with strict requirements outlined by airworthiness authorities to guarantee the safety of aircrew and passengers [2]. The maintenance sector has high complexity with many intermediaries, multiple actors sharing data and needs to ensure high data security. Vastly improved data storage and communication technology is a major opportunity for improving aviation’s performance [3]. Moreover, counterfeit products within the aircraft parts supply chain compromise safety standards. The implementation of Blockchain technology can significantly contribute to the characteristics mentioned above and can assist with the elimination of any counterfeit products within the aircraft parts supply that compromise safety standards.



Blockchain technology is claimed to be one of the most influential and innovative technologies currently [4]. Blockchain can be described as a distributed ledger, a chain of ‘blocks’ in chronological order where each block has a record of the activities that have taken place on the network since the last block was added to the chain [5]. Efficiency gains enabled by Blockchain could increase industry revenue by as much as 4%, or US$40bn, while cutting MRO costs by approximately 5%, or US$3.5bn [6].



Some studies have reported the benefits of Blockchain (e.g., [7,8,9,10]). Some research has been conducted in aviation. For example, [11] examined Blockchain for flight data sharing in air traffic control; [12] looked at Blockchain in Controller Pilot Data Link Communication (CPDLC) from a technical perspective but did not evaluate its adoption willingness. Ref [13] used a prototype of a permissioned Blockchain for the maintenance documentation of aircraft and their components and explained how this could be used. looked at building digital twins in additive manufacturing in aircraft using Blockchain. Several piloting programs across various sectors have been trialed, but the technology penetration levels for Blockchain remain minimal [14].



Research into Blockchain is at an early stage in terms of theoretical grounding, methodological diversity and empirically grounded work [15]. With most of the research being undertaken on the benefits of Blockchain and the use cases, conducting more research on organizational practices and decision-making around the adoption of Blockchain technologies [15]. Blockchain can be a disruptive technology for design, organization, operations and general management [1]. Therefore, the resistance to implementing Blockchain needs to be further explored.



This research aims to explore the adoption willingness of Blockchain technology in Maintenance, Repair and Overhaul (MRO). Despite the aforementioned academic and industry interest, our understanding of Blockchain technology’s adoption and implementation issues remains limited [16]; hence, this research will contribute to a better understanding of why. More specifically, organizational readiness is the least explored area [17] and needs to be evaluated. Through this research, we expect to gain insight into the following:




	
The existing application of Blockchain and how this can be adapted to be implemented in aircraft maintenance facilities;



	
The characteristics and benefits of Blockchain technology;



	
The willingness of aircraft maintenance facilities to implement Blockchain and the barriers for implementing Blockchain within MRO.








Section 2 outlines the fundamentals of Blockchain, focusing on the advantages and criticism of the new technology and the MRO industry needs. Section 3 outlines the research method followed, i.e., the use of Dublin Aerospace as a case study and the interviews with key MRO and Blockchain experts. The analysis of the study results is presented in Section 4. Finally, Section 5 concludes the research, discusses its implications for academic and aviation practice and considers the study’s limitations related to further research.




2. Literature Review


2.1. Blockchain Technology


Blockchain is a digitally distributed transaction ledger in that information is stored and maintained (but not duplicated) on a decentralized database, which belongs to multiple entities sharing information [5]. Distributed ledgers are ideal when the supply chains are large and complex, such as in aircraft maintenance, as it ensures high security and safety, and there can be multiple organizations involved. Blockchain is a continually growing list of records called blocks that are permanently linked to a chain. Within MROs, data could be inputted manually into a Blockchain by authorized staff or automatically by maintenance management systems. According to Blockchain rules, once data is entered into the system, it is shared with all participants on the Blockchain, and that block of data entered cannot be altered.



If implemented in MROs, the aftermarket blocks would contain data on aircraft parts, such as (1) Where they came from, (2) Which airline operated them, (3) How many hours were they operated for, (4) When and what failed, and (5) Who, when and where they were repaired. This is commonly known as Back-to-Birth traceability (or BtB). Blockchain uses cryptography instead of signatures to ensure security. In the MRO industry, it would only collect the maintenance data necessary for safe transfers and, in the case of a private Blockchain, transferring sensitive data [18].



Currently, Blockchain systems can be categorized into three groups, private, public and consortium Blockchain. The primary distinction between private and public Blockchain is who can participate in the network [19]. Public and private Blockchains can also be classified as permissionless and permissioned, respectively. Permissionless refers to a situation in which anyone can join and participate in the network. Anybody can create a personal address and interact on the network by adding entries to the ledger and submitting transactions. The public or permissionless Blockchain network is used in most digital currencies worldwide [20]. Consortium Blockchain is only publicly available to a selected few parties. The consensus process is active and controlled by a public party that sets the rules and guidelines for the Blockchain. It is only partly decentralized, as the Blockchain copies are only distributed amongst certain entities.



The main characteristics of Blockchain are (a) Digital Signatures, (b) Data Integrity, (c) Smart Contracts, (d) Alternative consensus algorithms, (e) Proof-of-Work and (f) Peer to Peer. The individuals on the network use digital signatures in Blockchain to ensure that the new blocks created are legitimate and authentic. Digital signatures are an extra layer of security. The use of hashing algorithms guarantees integrity [21]. Encrypted data being sent can be altered without being detected by a hacker. If the data were hacked, the signature would change; thus, it would be invalid. They secure the data and the identity of the individual creating it. Ownership of digital signatures is bound to a user and the individuals they intend to share it with. Nevertheless, a signature is auditable and verifiable, so the owner cannot deny its existence.



Data integrity is a fundamental component of information security and safety. It is achieved in Blockchain with hashing; hashing can confirm that it has not been tampered with [22]. Each block within the Blockchain produces a hash value into a digest; the digest publishes the proof that the data in the block is secure and its integrity remains [5]. Blockchain is immutable and allows for confidence in the quality of data. Blockchain plays a significant role in avoiding fraudulent transactions [15]. Cryptography and its decentralized nature make Blockchain impossible to modify data or hack the system.



The smart contract, also known as a cyptrocontract, can be programmed electronically and automatically enforces itself when the conditions determined in advance are met [23]. The fundamental objective of a smart contract is to reduce transactional costs while providing superior security. Given the complex nature of the aviation industry value chain, smart contracts can enable an efficient flow of transactions between these different entities. Proof-of-work (PoW) is used to verify the legitimacy of data; this system can be implemented to provide a consensus within the network.



Trust is one of the essential elements in Blockchain [15]. Blockchain technology is open-ended; it operates on a decentralized basis, allowing data to be stored and exchanged on a peer-to-peer (P2P) basis. P2P will enable individuals who do not know or have a relationship with others to form a trustworthy ledger where information is stored. This information can consist of contract outlines, payment history and data [24] and is tamperproof, making Blockchain transparent. Allowing direct access to several information systems instead of one system generates higher efficiency [15] and faster execution [25]. P2P systems have been researched and identified as a system that can be used in several areas concerning exchanging and storing data [26,27].



Blockchain data can be shared and secured due to consensus-based algorithms. The consensus mechanism is a program where nodes agree on a result; each participant’s system validates the information and distributes it to the other participants. When each participant has received this information, each computer system runs the same algorithms to achieve the correct result [28].



In conclusion, Blockchains’ main characteristics are (a) efficient transaction settlement, (b) transparency and auditability and (c) reliability [29]. Nevertheless, Blockchain technology implementation requires a significant financial investment, which is a challenge for many organizations [15,30]. Barriers can be grouped to intra-organizational, inter-organizational, system-related and external barriers [1]. The barriers relevant to MROs are a hesitation to share information, limited use cases in MRO and technical challenges. According to Gartner’s Blockchain spectrum model, Blockchain technology is growing, and Blockchain-inspired solutions will dominate enterprise implementation in the early 2020s. In 2023, enterprise-ready complete solutions will emerge, and in 2025 Blockchain will incorporate complementary technologies (e.g., Internet of Things and artificial intelligence).




2.2. Technology Adoption


The three clusters in general management and economics related to Blockchain are law, economy and innovation [30]. The law papers look at intellectual property (IP), copyrights, e-residency and data protection. The economy papers discuss financial services, initial coin offerings (ICO), risk, cryptocurrencies and the sharing economy, while the innovation cluster researches a broader spectrum of topics. There are various theories applied to Blockchain, ranging from transaction costs [1,31], to disruptive innovation theory [16], to social capital and exchange theory [1], to network theory and principal-agent theory [32] and to technology readiness and acceptance [33].



Technology adoption is a complex developmental process that individuals influence, constructing unique (but malleable) perceptions of technology [34]. Adoption theory examines the individual and the choices the individual makes when accepting or rejecting a particular innovation. The most popular theories and models of technology acceptance are the Theory of Reasoned Action, the Theory of Planned Behavior, the Theory of Interpersonal Behavior, the Technology Acceptance Model, Social Cognitive Theory and Diffusion of Innovations Theory [35]. Innovation diffusion theory, developed by Rogers, is related to technology adoption theory. This theory explains how innovation is communicated through certain channels over time among the members of a social system. In contrast, technology readiness refers to people’s propensity to embrace and use new technologies for accomplishing goals in home life and at work [36].



The literature on Blockchain adoption is highly diverse [37]. They argue that Blockchain in technology adoption lies within the theoretical foundations listed in Table 1. Similarly to [37], we have based our research on the listed theories and expanded on the decision-making in technology adoption. There are five decision-making stages [38]. In the case of Blockchain, firstly, an individual needs to become aware of the existence of Blockchain as an innovative technology. In the second stage of persuasion, the individual gains enough knowledge about Blockchain characteristics (outlined in Section 2.1) to make a personal judgment of the technology’s value. Stage three is when the individual takes a decision, and stage four is the implementation of the decision. Finally, at stage five, the individual reflects on the decision and implementation process and re-evaluates whether to continue or discontinue the technology adoption. Cognitive, emotional and contextual concerns need to be addressed to enhance technology adoption [34].



Relative advantage, trialability, compatibility, complexity and observability influence technology adoption [38]. Relative advantage is the degree to which innovation is perceived as being better than the idea it supersedes [39]. In the case of Blockchain, the numerous benefits of Blockchain strengthen the relative advantage of the technology. Moreover, perceived usefulness plays an integral part and, according to technology adoption literature, is more important than perceived ease of use [40].




2.3. Maintenance Repair and Overhaul: The Industry Needs


MROs are described as when “all actions that have the objective of retaining and restoring an item in or to a state in which it can perform its required function. The actions include a combination of all technical and corresponding administrative, managerial and supervision actions” [41]. Aircraft maintenance is essential to guarantee the safety and security of the aircraft in commercial airlines [2]. An aircraft fleet is one of the airlines most valuable assets. Maintaining the fleet plays a crucial role in ensuring the reliability and safety of these fleets in the commercial and private sectors [42]. MRO is seen as a significant percentage of airline operating costs; it represents approximately 12–15% of airline costs annually. There are over 480,000 people directly employed in MRO worldwide, and annual expenditures on MRO were estimated to be approximately $50 billion in 2013 [2] and over $80 billion in 2019.



Aircraft maintenance can be categorized into scheduled and unscheduled maintenance. Scheduled maintenance ensures that products function correctly at pre-set times; these are routine inspections, with ‘A’, ‘B’, ‘C’ and ‘D’ checks broken down into line maintenance (the aircraft remains under the control of Operations) and base maintenance (the aircraft is removed from service and usually-placed in a hangar for a few days, at least) categories. They are preventative actions. Unscheduled maintenance is not pre-planned [43]. The maintenance of each part of an aircraft must be continuously tracked throughout its lifecycle, with the maintenance of documentation and originality/quality being an essential task for MROs. For example, a Boeing 737 has 367,000 parts, and keeping accurate aircraft maintenance records of these parts is critical in proving an aircraft’s airworthiness. The supply chain in the aviation industry is highly complex (as seen in Figure 1). Once an aircraft begins operations, its parts become part of a global supply chain involving several parties, such as Original Equipment Manufacturers (OEMs), lessors, airlines, MROs, regulators and parts manufacturers. Each party has its system for storing data and information about parts and aircraft in its possession.



When an aircraft or a part of an aircraft is transferred, there is complex paperwork to ensure authenticity. The paperwork includes physical paper tags and an extensive history about the part or aircraft, with a record of all repairs and modifications that have taken place. The part leaves the Enterprise Resource Planning (ERP) of the MRO and is transferred to the ERP of the airline. Then, the cycle repeats itself, this time possibly with a different MRO. If the part is crossing international borders, the customs office becomes involved. Reports must also be carried out to ensure airworthiness and commercial traceability. Each year, millions of parts are moved worldwide; this can lead to a high level of inefficiency and lack of transparency, leading to added costs. The decentralized identifier (DID), a unique, verifiable, decentralized digital identity, can be the mechanism to trace the full records of a part.



At present, aircraft maintenance logbooks are stored in a physical ledger, typically in the aircraft and/or in the aircraft’s owner’s possession. Several risks are associated with maintaining a physical logbook; for example, it is susceptible to being damaged and lost or stolen, rendering the aircraft not airworthy. If the aircraft logbook is mislaid, the records must be reconstructed, leading to delays and increased costs. In addition to this, the reconstruction of maintenance logs can be a long and tedious task. As each aircraft ages, the maintenance facility that carried out work may no longer be in business, and therefore they may not hold the records for this aircraft. If this is the case, the aircraft owner must make a notarized statement explaining the loss of records and estimate the time the aircraft was in use according to the Federal Aviation Administration [44]. Finally, it is possible to falsify records through the forgery of signatures with physical logbooks.



Paper records account for nearly 90% of all commercial aircraft maintenance records worldwide. An aircraft will typically be owned by five or six owners between delivery and retirement. Maintaining documentation is a challenge due to the high volume of movement and activity throughout the aircraft’s lifespan. Maintenance records for legacy aircraft are vulnerable to damage, missing documents and even misinterpreted handwritten text. Considering the number of documents, it is probable that the history of the maintenance of an aircraft will not be complete.



Digitally transferring data can create problems: the buyer and seller may be using different systems that are not compatible, and therefore there is a risk of data being lost. Thus, the interoperability of Air Transport Association (ATA) standards and the security of transferring data become paramount when electronic data transfers occur.



The second most important problem for MROs is the use of spare parts. Individual aircraft parts and airframes are imported, the inventory is maintained and the aircraft is assembled. The aircraft supply chain is well regulated and monitored at individual levels. There is the risk that replacement parts may be unapproved or of substandard quality replication or products sold on the black market. Counterfeiting strategies are evolving and becoming more sophisticated and are increasingly affecting the legitimacy of the supply chain; this applies to things such as stolen or parts recovered after they have been permanently removed from service. Parts are manufactured illegally by sub-contractors and then sold as legitimate parts [45].



The aviation industry’s number one priority is safety, and it is deeply concerned with detecting counterfeit products within the aircraft parts supply chain [13,46]. A small number of aircraft parts may be counterfeit or missing records, which can have a detrimental result if they are not manufactured to the standards set by regulators. In 2016, the FAA stated that 273 counterfeit parts from China were installed in some Boeing 777 wing spoilers—these caused the aircraft to slow down during landing [47]. If Blockchain technology was implemented in MRO, a common ledger would be used by all relevant parties for entering, storing and retrieving information regarding the aircraft and its parts.





3. Methodology


Exploratory research is frequently conducted in aviation [48,49]. This explorative research investigates the implementation of Blockchain technology in aircraft maintenance facilities. For this practice-oriented research, a mixed-method approach was followed to obtain a holistic view of the implementation of Blockchain technology in an aircraft maintenance facility. A case study and semi-structured interviews with senior experts were used.



A case study is described as a research strategy that is an empirical inquiry to examine a subject matter within a real-life context [50] and captures experiential understanding [51]. Various scholars have used case studies in aviation [49,52,53,54]. Research by case studies is a valuable research strategy when the topic is broad and complex, when the theory is limited and when the context is crucial [51,55,56,57]. These three conditions apply to this research. Thus, a single case study conducted from a realist standpoint was used to understand the process of maintenance verification and records management in MRO.



Dublin Aerospace was selected as a representative MRO that can reflect the processes of maintenance verification and records management followed by other MROs to allow a situated generalization. Dublin Aerospace is based at Dublin International Airport, Ireland. The facility is 20,000sqm and covers hangars 1, 4 and 5. Currently, Dublin Aerospace provides maintenance and repair services (base maintenance, landing gear overhaul and Auxiliary Power Unit (APU) repair and overhaul) to the aviation industry. Building on a foundation of over 50 years of experience in the Aerospace industry, Dublin Aerospace is one of the world’s leading providers of aerospace MRO services. They currently hold approvals from several worldwide authorities, including the European Aviation Safety Agency (EASA), the Federal Aviation Administration (FAA) and the Irish Aviation Authority (IAA), and are based at Dublin Airport. Dublin Aerospace focuses primarily on Airbus A320 and Boeing B737 Base maintenance (all levels of C checks), Landing Gear repair and overhaul and the repair and overhaul of Honeywell type APU’s. They have four narrow-body Hangar bays at Dublin airport and operate a base maintenance facility that can presently handle approximately 70 aircraft per year. It also has an APU overhaul center that can handle 400 APUs per year and a Landing Gear service center that has the capacity for 250 legs per year. Apart from providing services to airlines, Dublin Aerospace also offers services to Aircraft Leasing companies during lease transitions and hand backs.



Interviews in case studies allow the research to gain in-depth data, document multiple perspectives and experiences and explore contested issues [51]. Semi-structured in-depth interviews (Table 2) of at least an hour each were conducted with senior experts to gather expert opinions about the barriers and effectiveness of the implementation of Blockchain. Both purposive and network sampling were used to select interview participants. The in-depth interviews were conducted one-on-one and not as group interviews, as the research topic is emerging, and a group interview would suppress individual expert ideas on the subject.



Research ethics principles were followed. All interviewees were informed in an initial consent letter and before the interview commenced that they could opt out of the interview at any time. All the named interviewees consented to be named in the paper. A pilot study with an aircraft maintenance facility employee was carried out to identify any potential issues or problems affecting the study’s overall findings.




4. Discussion of Findings


The findings are grouped and analyzed according to four main themes: (1) Current status of maintenance records management (case study); (2) The value of data storage within MROs; (3) Benefits of Blockchain within MROs; (4) Barriers to Blockchain implementation and organizational readiness.



4.1. Process of Maintenance Verification and Records Management at the Case Study of Dublin Aerospace


Based on in-depth interviews with Dublin Aerospace and visits to the facilities, we summarize in this section the current process of maintenance verification and records management. Dublin Aerospace records the maintenance work completed as part of the maintenance process for the aircraft and components they service. They provide these records in both hard and soft copies as per their contractual obligations. McCarthy, CEO of Dublin Aerospace, stated that they currently manage their maintenance records in a traditional sense. In other words, they have a paper record known as the original document, and they also input the record into their maintenance system, which is called DALsys. The DALsys system records all the work and inspections on the aircraft, APU and landing gears. Conroy, Head of IT Dublin Aerospace, clarified that the records include details such as who provided the service, as well as who inspected it and when. It is a legal and regulatory requirement to have all maintenance records completed. The Irish Aviation Authority lays out the requirements for signing off maintenance tasks, and the organizations must adhere to these. Dublin Aerospace uses Microsoft office suite, Word and Excel to support reports and data production.



All maintenance completed must be physically inspected and authenticated using a password and stamp combination. Dublin Aerospace uses a stamp with a particular reference number to verify that the work is conducted. When they sign off on the work, that card is stamped with a specific reference number. The work itself does not always have to be completed by the approved personnel but must be inspected by personnel authorized by the regulatory authority to do so. For example, an aircraft engineer with a license on the Boeing 737–300 can sign off particular work within their competence on a 737–300. They also need company approval from Dublin Aerospace to stamp that work. Thus, a significant number of tasks are subject to a duplicate/dual inspection. Two individuals will sign off and stamp the work completed and inspected in a duplicate inspection. Approved personnel are required by quality assurance to complete periodic continuation training to keep their approval licenses up to date, and Dublin Aerospace requires them to pass an internal quality assurance process. They must maintain that approval by keeping it current and complying with regular training. Verifying records by signing off and stamping work completed and inspected ensures that the maintenance record employees can track the individuals who completed and inspected the work.



Conroy, Head of IT of Dublin Aerospace, stated that the repetitiveness of tasks during record management causes some frustration. The hardcopy data and scanning process management can be cumbersome and inefficient because customers can document in different formats. McCarthy believes that the system has built-in inefficiencies. If an engineer, technician or owner, for instance, wants to look for a specific record to demonstrate work completed on a certain date to a particular standard in the maintenance manual, they will look for the paper record, also known as the dirty fingerprint, and if this is not located, this work will no longer be accepted as completed.




4.2. The Value of Data Storage within the Aviation Industry


All interviewees agreed that data storage within aircraft maintenance is a legal and regulatory requirement. White, Manager of Landing Gear Records and Materials, states data storage is critical as it is mandatory to keep all maintenance records for a minimum of three years. However, most MROs, airlines and operators will keep these records for much longer. McCarthy stated that data within the aviation industry is still paper to a great extent. All the records hold data, which is critical to ensure the airworthiness of the aircraft and to meet commercial requirements that have grown with time.



According to White, the owners and lessors of aircraft demand back to birth aircraft and component records, particularly when it comes to the end of a lease and transfer of ownership. A full back-to-birth record must cover all aircraft and aircraft components before being used and classified as airworthy. This includes an up to date certification by an approved repair station, as explained by McCarthy. There are also limited life parts on both landing gears and APUs. MROs and the industry at large must track and trace the maintenance history and times achieved on each life-limited part. According to White, in the case of landing gears, the industry must keep records indefinitely due to the industry’s back-to-birth requirements.



The interviewees also identified the lack of industry standards in data storage as a significant issue. Convoy said, ‘Full back to birth records and all trace records can be a big issue within the aviation industry’. Duplication of work is a huge unnecessary expense for aircraft operators. Suppose a scheduled inspection or maintenance is not completed correctly or recorded correctly within the aircraft’s maintenance records. In that case, the maintenance will be repeated, or time will be spent chasing down a maintenance record.



Accurate and complete maintenance records have a significant impact on the operational costs of an aircraft and the overall value of the aircraft. Incomplete or missing records will significantly impact value and the ability to sell an aircraft or parts. Hashim, Group Head of Engineering AirAsia, said that ‘Data is the value of the aircraft’, and Anonymous interviewee A said that ‘Records are things we can control’. McCarthy stated that records and data are vital as a company needs to be confident that they can locate the data at any time and ensure the data will not be lost or corrupted.




4.3. Benefits of Blockchain Technology for MRO’s


All the interviewees reported that Blockchain technology could be a massive benefit within MRO’s. McKittrick, CEO of Aeroband, a company developing AEROBLOC (Distributed Ledger Technology), said that Blockchain would fundamentally change the industry. He claimed that Blockchain allows competitors to collaborate for the first time. Hashim stated that if a part malfunctions, the technician or engineer working on that particular part could use Blockchain to track the history of the part (e.g., flight hours, date it was last replaced or repaired, etc.) to decide if they should repair or replace the part. Blockchain would enable the records to be linked to the aircraft and, therefore, ensure the aircraft’s value is intact. McCarthy believes that Blockchain could practically and theoretically replace the management and storage of records. It could store data in encrypted forms, making it impossible to tamper with the data. Retrieving data would be relatively secure from any location globally, depending on your participation in the chain. Sivasubramanian, VP Tech & Innovations, suggests that Blockchain can protect private data and complies with all the terms of record keeping. All interviewees stated that transparency is a vital element valuable in the MRO industry.



McCarthy stated, ‘The fact that Blockchain technology is decentralized, encrypted and transparent makes it the perfect fit for something as valuable as an aircraft maintenance record’. Blockchain would speed up data retrieval and record processing because everything is encrypted. Sivasubramanian noted that Blockchain would assist with capturing the expiry dates of parts. In terms of retrieving data, McCarthy stated that it would be much easier to find a record using Blockchain instead of going through a tremendous amount of paper records, which takes up a lot of time. It would also prevent records from being damaged or mislaid. All the interviewees agreed that Blockchain would remove unnecessary steps, speed up recovering data and prevent the damaging or loss of records.



All participants recognized that smart contracts could bring significant benefits to MROs. All aircraft and component maintenance is completed based on a contract agreed and signed off before any work is released. McCarthy outlined the process Dublin Aerospace uses when preparing contracts. Usually, they receive a proposal from a customer which includes a work package detailing what they want to be completed. The work package is broken down and estimated, based on labour materials and how long and to what extent the hangar will be occupied by the aircraft or component. White highlighted that the contract proceedings could be complicated, as there are many types of contracts according to customer requirements and many steps until the terms and conditions are agreed with the customer. All the interviewees from Dublin Aerospace confirmed that it is challenging to monitor contracts.



According to Anonymous interviewee A, implementing smart contracts could make the whole process more efficient by saving time and money. White and Conroy suggest that smart contracts could work in the industry, particularly simpler contracts. More specifically, smart contracts can overhaul a single component or aircraft overhaul where all materials and labour costs are known and all the conditions and parameters of landing gear and APU are determined in advance. McCarthy believes that using smart contracts would be a significant assistance, stating that it would take out any additional discussion about costs over a piece of work once it is approved.



Sivasubramanian highlighted another essential benefit of smart contracts: faster negotiation of contracts. All interviewees agreed that digital signatures could provide a more efficient, transparent and safer way to sign off maintenance tasks. Conroy stated that there are several areas where digital signatures could be implemented. For example, additional work not included in the original contract is needed during an aircraft overhaul process. A customer representative does not need to be onsite to sign the additional work form but can instead use a digital signature remotely. Digital signatures can reduce costs since it is costly for both MRO and customers to have onsite representatives.



The paper-based system has many flaws. Situations where an approved inspector loses their unique stamp can be avoided. Digital signatures can prevent an individual from inadvertently signing off inspection for a task that has not been approved. The digital approach would cross-check the approval with the individual and therefore reject inspections by anyone not suitably authorized. By having a digitally encrypted signature, the traceability of the individual and security are assured.




4.4. Barriers to Implementation and Organizational Readiness Evaluation


There are several potential barriers to Blockchain implementation. Information sharing was a barrier mentioned by all participants. According to McCarthy, stakeholders in the aviation industry do not share data or records with businesses that they are not directly involved with. Sivasubramanian argues there is a lack of trust between the parties, and McKittrick argued that the main challenge is to bring the whole industry onto the same page. Transparency and traceability, the main features of Blockchain, can lead to liability issues as they allow the more truthful identification of a problem. McKittrick also highlighted that aviation companies are safety cautious and afraid of disruptions. Therefore, the industry is slow to accept change. As Hashim mentioned, Blockchain does not work without collaboration and community. Therefore, trust and information sharing is the most critical obstacle to Blockchain technology.



One of the significant obstacles in implementing Blockchain that all participants identified is the regulatory complexity within the aviation industry. The participants all stated that regulators would be slow to accept Blockchain. They acknowledged that the regulatory body is trying to move in the right direction regarding digitalization, but it still does not have a worldwide approach. For instance, e-records are not accepted worldwide. There is currently a lack of clearly defined and standard regulations, especially regarding the Blockchain.



The cost of implementation was a significant barrier that arose with the participants. Conroy stated that many small spares trading distributors and repair agencies in the aerospace sector are critical to how the industry operates. The cost structure and inclusion in any effective consortium Blockchain may prove too prohibitive to these more minor players in the industry.



A concern that arose with several interviewees is the need for a dual system that accommodates both the old methods and Blockchain technology. The lack of buy-in from players in the industry could create fragmented and incomplete historical records that would cause a lack of confidence in the application of Blockchain. McCarthy highlighted the need for quality and accuracy of the data, and according to him, it is still uncertain to what extent Blockchain assures this.



Conroy and McKittrick noted that one of the barriers to a shared repository of maintenance history would be the interests of individual companies. AERDATA, for example, is a Boeing company that offers a software application for hosting and searching technical records. AirVault, a cloud-based digital aircraft records management company, belongs to GE. Aircraft manufacturers have significant investments in record-keeping companies.



Employees’ resistance will always be a challenge when implementing a new technology. According to White and McCarthy, the initial stage of Blockchain technology adoption will require a considerable effort to transition from one system to the other, which may cause some frustration to employees. Another barrier was identified while selecting interviewees, and this is the lack of knowledge about Blockchain from the aviation practitioners. While some aviation practitioners may have a basic understanding of Blockchain, the individuals were unaware of the different types of Blockchain. Lack of awareness can act as a barrier to implementation.



According to some interviewees, the aviation industry is not ready to implement Blockchain records management. All participants agree that the aviation industry is slow to adapt to new changes. Conroy stated that historically due to the levels of regulation, the industry is slow to change and is not typically an early adopter of new technologies. Sivasubramanian, on the other hand, believes that MROs are ready and willing to implement Blockchain technology but argues that Blockchain has not matured to the extent that MROs would wish it to be. McKittrick stated that most Blockchain technology providers do not scale up and therefore face out. McCarthy believes that small independent MROs will find it difficult if they have to create their own Blockchain system and will not see the benefits for them of investing in new technology at present; this, however, may change over the next ten years.



White and Anonymous interviewee A believe that presently there is inadequate Blockchain expertise in the aviation industry. Conroy adds that to date, there is little or no sign of any knowledge in the area of Blockchain within the aircraft maintenance sector, but McCarthy states that there is sufficient 3rd party knowledge. This could hinder the implementation of Blockchain; however, with more modern low-cost operators demanding more agile, cost-effective services and solutions, there will soon be a new stream of experts who will develop this sector.



Conroy, White and McCarthy all agree that the OEMs need to start producing ‘digital twins’ very soon for their new aircraft, engines and major components such as APUs and landing gears from birth. Once the digital twin is created, the flight hours, cycles and maintenance events can be updated accordingly. McCarthy noted that the migration of old data to the Blockchain might take a lot of time and effort. Still, it is well justified for aircraft with a significant operating life remaining.



McCarthy also argues that Blockchain technology addresses the business requirements of MROs, and the emergence of many new Blockchain organizations can stimulate its implementation. Big MROs are already involved either as observers or contributors to Blockchain innovation. Small and independent MROs need to adapt and modernize their operations to ensure business survival.




4.5. Findings vs. Literature


In this section, we compare the research results from the study of MRO to the literature in the area of adoption challenges. Table 3 provides this comparison. We note that MROs (including Dublin Aerospace) do not deviate much from the challenges for adoption identified in the literature. The main difference and important finding are that the MRO experts seem to understand the benefits of Blockchain, despite not being completely familiar with the technicalities of this complex technology.





5. Conclusions, Implications and Recommendations


This research has a few important implications for scholars and practitioners. It provides insights into the benefits of Blockchain technology, the data management needs of MROs and how these two are linked. This study has outlined how Blockchain works from a theoretical perspective and has identified its benefits. Blockchain is an immutable, decentralized and secure database where the information stored in the database cannot be altered. Its content cannot be replaced in all the nodes associated with the network. Blockchain has gained momentum with end-to-end visibility and traceability, decentralization, enhanced data security, decision making, knowledge sharing, end-to-end integration and management being the primary focus areas [17].



Blockchain technology has enormous potential and managerial implications. The research suggests that transparency, speed and efficiency of data retrieval is a significant benefit of Blockchain. The immutable nature of Blockchain technology is a guarantee of its authenticity, which is paramount within the MRO industry. This eliminates the subsequent problems of counterfeit parts and fraud.



Blockchain has important implications for MRO managers. Blockchain provides MRO managers, inspectors and policymakers with timely information. A full back-to-birth record is required for any aircraft and components; the records must be accurate and up to date before the aircraft or component is considered airworthy. A significant issue within the aviation industry is mislaid or damaged records, which can affect the overall value of an aircraft or aircraft parts. The results of the interviews and secondary research prove that if records were stored on a Blockchain, this could remove the risk of records being mislaid or damaged. Blockchain technology offers the capacity to create a digital twin for any record for a part or aircraft.



The use of smart contracts in MRO is identified as a significant benefit. Smart contracts would be a tremendous assistance when the work gets authorized, signed off and automatically invoiced. Smart contracts have many benefits, including efficiency, accuracy and cost savings. Blockchain could revolutionize record management within MRO.



Nevertheless, this research found that MROs are not ready to implement Blockchain technology. The lack of technology familiarity and the high investment cost hinder Blockchain implementation in MROs. Despite its long-term benefit, small independent MROs will not invest in Blockchain in the short term, as the implementation cost is too high. The research also identified several barriers to implementation. Information sharing and lack of trust are barriers, as many stakeholders are unwilling to share data about their aircraft or components with third parties. Some parties have vested interests; Blockchain may reduce profits for companies with other technologies already in the market. The current regulatory framework on Blockchain technology is underdeveloped, and the aviation industry is risk-averse.



Blockchain technology has an immense potential to enhance MRO business. Blockchain can streamline business processes and reduce friction in conducting business internally and externally. It can break down silos and provide a collaborative platform. Building an aircraft supply-chain wide consortium to develop and use Blockchain collectively can assist the standardization and deployment of Blockchain. At the same time, though, MROs should not get carried away and switch entirely to the Blockchain without assuring interoperability of the systems for contingency reasons. There will be many collaborators that will not yet adopt Blockchain technology. Therefore, existing digital aircraft records solution providers should develop interoperable Blockchain technologies that allow better integration of systems while keeping the cost of investment low.



Standardization is necessary. There needs to be agreement on the data interoperability, data interface, architecture and intelligent decision-making standards. Moreover, there needs to be compliance with national and international entities’ legal and regulatory rules, such as the European Aviation Safety Agency (EASA), the Federal Aviation Administration (FAA), and other Civil Aviation Authorities. A governance framework can help define and regulate how information on the Blockchain is stored, accessed and shared. Stakeholders’ trust and willingness to share data can be a significant challenge. Clearly outlining the common benefit of Blockchain adoption and the rules for data management will build stakeholders’ trust.



Moreover, Blockchain developers should create widely shared use-cases for MROs. A use-case would showcase why an organization needs Blockchain and how Blockchain can contribute to optimized processes. This will also contribute to a better understanding of which specific Blockchain functionalities are more helpful for MROs. Blockchain developers should also focus on how the data flows and is used, who is using it and users’ needs. A positive step towards that direction is the MRO Blockchain Alliance, which brings together the various stakeholders and aims to set a global standard around the use of Blockchain.



Some Blockchain functionalities can be too complicated because of all the modifications. Many customers and employees are not familiar with this technology, which can lead to resistance to change. IATA frequently hosts events on digital aircraft operations, and employees should be encouraged to participate in these events. Educating employees should be a priority when implementing any new system. Knowledge amongst management and employees of MROs will provide ultimate benefits.



Blockchain is still a new technology, and to shed light on this under-researched field, further research is needed in this area. Use cases on the implementation of Blockchain in MRO or lessons learned for MRO would advance our knowledge in the area. Alternative research using the Technology Acceptance Model (TAM) to identify the extent to which MRO employees and clients are using such technology could also garner insight.
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Figure 1. Simplified parts and MRO services flow in the aeronautical industry (Source: Vieira and Loures, 2016). 
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Table 1. Theoretical foundations of Blockchain technology adoption [37].
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	Theories
	Relevance for Blockchain Adoption
	Limitation for Blockchain Adoption





	Diffusion of Innovation
	
	
The decision of an individual or organization to make use of an innovation



	
Diffusion as the accumulated level of users of innovation in a market



	
Relevant tool to understand the benefits of Blockchain technology



	
Relevant for the assessment of Blockchain adoption and diffusion complexity



	
Role of early adopters in defining the success of adoption





	
	
Has limited applicability for technologies with network externalities/network effects



	
The assumption that rational adopters are free and independent to choose to adopt or not to adopt an innovation



	
Neglects environmental context








	Technology–organization–environment
	
	
Organizational level



	
Role of the external environment



	
Impact on the adoption decision



	
Classifies the challenges and benefits of adoption





	
	
Missing critically important variables such as uncertainty



	
Neglects mimetic, coercive and normative institutional pressures towards IT systems



	
Neglects the role of individual characteristics (e.g., top management support)








	Network externalities
	
	
Network externalities: adopters care about how many users adopt Blockchain



	
Market power externalities: adopters with market power will care about adoption by others if early adoption of Blockchain implies some market power



	
Learning externalities: early adopters of Blockchain may teach late adopters something useful





	
	
Neglects the characteristics of the market, organization and technical changes








	Adoption under uncertainty
	
	
Market uncertainty: affects the investment and the delay of the adoption



	
Technological uncertainty: expectations about the timing of future and continuous improvements may lead to postponing the adoption and diffusion of Blockchain





	
	
Adoption is driven mainly by euphoria in anticipation of short-term gains and a pervasive fear of missing out, neglecting other factors.








	Institutional isomorphism
	
	
Adoption of Blockchain-based on mimetic/peer pressure: institutional pressures from the environment will magnify the homogeneity of practices across organizations and increase the adoption



	
Isomorphic/mimetic pressures are particularly acute under conditions of high ambiguity and technological uncertainty





	
	
Adoption is based mainly on myths in the institutional environment rather than a calculus of costs and benefits
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Table 2. Interviewees list.
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	Interviewees Name
	Interviewee Job Title





	Conor McCarthy
	Founder and Executive Chairman of Dublin Aerospace



	Tony Conroy
	Head of IT of Dublin Aerospace



	Gerry White
	Manager of Landing Gear Records and Materials



	Nadzri Hashim
	Group Head of Engineering AirAsia



	Anonymous interviewee A
	Project Manager at an aircraft manufacturer



	Ramesh Sivasubramanian
	VP Tech & Innovations-Frictionless AI, Blockchain, AR/VR, IoT-across Aviation MRO, ER



	Brendan McKittrick
	Chief Executive Officer at Aeroband



	John Roberts
	CEO of BlockAviation



	Simon Mullaney
	CTO & Co-founder BlockAviation



	Anonymous interviewee B
	MRO senior manager



	Anonymous interviewee C
	Aviation IT provider
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Table 3. Blockchain adoption challenges in supply chain systems.






Table 3. Blockchain adoption challenges in supply chain systems.





	
Challenges

	
Explanation (Dutta et al., 2019)

	
MRO Example






	
Organizational requirement and readiness

	
Lack of understanding of benefits and technicalities involved and Limited knowledge of the complex technology.

	

	
The MRO organization seems to understand the benefits, but not the technicalities and the technology itself. The technicalities understanding is not a parameter for not adopting the technology.









	

	
Still, an emerging technology and many successful implementation references are available.






	

	
The lack of successful implementation references is noted in MRO too.









	

	
A perception that most problems can be solved using traditional information and database systems and there is no need for Blockchain.






	

	
This is not the case for MROs.









	
Data collection and management

	

	
Assuring the integrity of input data is a difficult task.






	

	
This is a challenge that is noticed in traditional data management technologies too.









	

	
Convincing all stakeholders to share information is a challenge.






	

	
This is a challenge for MROs too.









	

	
The organization of such vast amounts of data and its efficient use is a problem.






	

	
This is a challenge that is noticed in traditional data management technologies too.









	
Interoperability of systems

	

	
Multiple efforts are being taken in silos, and various Blockchain systems are being developed. Standardization of all these and ensuring smooth interoperability is a must. Otherwise, it will make things complicated instead of making them more straightforward.






	

	
This applies to MROs too.









	
Cost, security, privacy and legal concerns

	

	
Organization-wide technology change and adoption are costly and time-consuming.






	

	
MROs have emphasized this.









	

	
The technology is still very immature and vulnerable. Privacy and security of models and data need to be ensured.






	

	
This is recognized by the MROs too.









	

	
Regulatory uncertainty can cause a lot of unwanted complications






	

	
This is recognized by the MROs too.









	

	
Potential for an organization-wide hit if the system fails






	

	
This applies to MROs too.









	

	
Blockchain should be applied selectively after weighing in the economics of implementation in terms of both cost and risk






	

	
This applies to MROs too.









	
Transition and integration of people, processes and technology

	

	
It is a considerable change in all aspects of an existing business.



	
Many stakeholders are involved, and changing old mindsets, culture and work methodologies is a big issue.



	
There can be conflicting objectives for different stakeholders.



	
Intermediators involved at various levels might be eliminated, which can create rifts.



	
Uncertainty and lack of awareness hamper acceptance.



	
A perception that Blockchain implementation might lead to loss of jobs.






	

	
These apply to MROs too.
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